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1. ��Щ�� ��������/ 

1.1. �0AB>OI85  5:><5=40F88 ?> 157>?0A=>9 =0AB@>9:5 >?5@0F8>==KE A8AB5< 
Linux (40;55 3  5:><5=40F88) @07@01>B0=K 2 A>>B25BAB288 A ?>4?C=:B>< 4 ?C=:B0 8 
�>;>65=8O > $545@0;L=>9 A;C615 ?> B5E=8G5A:><C 8 M:A?>@B=><C :>=B@>;N, 
CB25@64ё==>3> #:07>< �@57845=B0  >AA89A:>9 $545@0F88 >B 16 023CAB0 2004 3. 
№ 1085. 

1.2.  5:><5=40F88 >?@545;ONB A>45@60=85 @01>B ?> =0AB@>9:5 >?5@0F8>==KE 
A8AB5< =0 1075 O4@0 Linux (40;55 4 >?5@0F8>==K5 A8AB5<K Linux) 8 =0?@02;5=K =0 
?>2KH5=85 70I8I5==>AB8 8=D>@<0F8>==KE (02B><0B878@>20==KE) A8AB5<, 
?>AB@>5==KE A 8A?>;L7>20=85< C:070==KE >?5@0F8>==KE A8AB5<. 

1.3. �0AB>OI85  5:><5=40F88 ?>4;560B @50;870F88 2 3>AC40@AB25==KE 
8=D>@<0F8>==KE A8AB5<0E 8 =0 >1J5:B0E :@8B8G5A:>9 8=D>@<0F8>==>9 
8=D@0AB@C:BC@K  >AA89A:>9 $545@0F88, ?>AB@>5==KE A 8A?>;L7>20=85< 
>?5@0F8>==KE A8AB5< Linux, =5A5@B8D8F8@>20==KE ?> B@51>20=8O< 157>?0A=>AB8 
8=D>@<0F88, 4> 8E 70<5=K =0 A5@B8D8F8@>20==K5 >B5G5AB25==K5 >?5@0F8>==K5 
A8AB5<K. 

�0AB@>9:0 A5@B8D8F8@>20==KE >?5@0F8>==KE A8AB5< =0 1075 O4@0 Linux 
>ACI5AB2;O5BAO 2 A>>B25BAB288 A M:A?;C0B0F8>==>9 4>:C<5=B0F859 @07@01>BG8:>2 
>?5@0F8>==KE A8AB5<. 

 

2. !��� �����  ��������&�� �� ������!��� ��!" ���� 
��� �&����Ы% !�!"�� LINUX 

 

�@8 >ACI5AB2;5=88 157>?0A=>9 =0AB@>9:8 >?5@0F8>==KE A8AB5< Linux 
2K?>;=ONBAO A;54CNI85 ?@>F54C@K: 

=0AB@>9:0 02B>@870F88 2 >?5@0F8>==>9 A8AB5<5; 

>3@0=8G5=85 <5E0=87<>2 ?>;CG5=8O ?@828;5389; 

=0AB@>9:0 ?@02 4>ABC?0 : >1J5:B0< D09;>2>9 A8AB5<K; 
=0AB@>9:0 <5E0=87<>2 70I8BK O4@0 Linux; 
C<5=LH5=85 ?5@8<5B@0 0B0:8 O4@0 Linux; 
=0AB@>9:0 A@54AB2 70I8BK ?>;L7>20B5;LA:>3> ?@>AB@0=AB20 A> AB>@>=K O4@0 

Linux. 

 

2.1. �0AB@>9:0 02B>@870F88 2 >?5@0F8>==KE A8AB5<0E Linux 

 

�@8 =0AB@>9:5 02B>@870F88 2 >?5@0F8>==>9 A8AB5<5 Linux =5>1E>48<>: 
2.1.1. �5 4>?CA:0BL 8A?>;L7>20=85 CG5B=KE 70?8A59 ?>;L7>20B5;59 A ?CABK<8 

?0@>;O<8. �0AB@>8BL CG5B=K5 70?8A8 B0:8< >1@07><, GB>1K :064K9 ?>;L7>20B5;L 
A8AB5<K ;81> 8<5; ?0@>;L, ;81> 1K; 701;>:8@>20= ?> ?0@>;N. � A8AB5<0E Linux 
40==CN 2>7<>6=>ABL >15A?5G8205B D09; /etc/shadow. 
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2.1.2. �15A?5G8BL >B:;NG5=85 2E>40 AC?5@?>;L7>20B5;O 2 A8AB5<C ?> 
?@>B>:>;C SSH ?CBё< CAB0=>2:8 4;O ?0@0<5B@0 PermitRootLogin 7=0G5=8O no 2 
D09;5 /etc/ssh/sshd_config. 

 

2.2. �3@0=8G5=85 <5E0=87<>2 ?>;CG5=8я ?@828;5389 

 

�@8 >3@0=8G5=88 <5E0=87<>2 ?>;CG5=8O ?@828;5389 =5>1E>48<>: 
2.2.1. �15A?5G8BL >3@0=8G5=85 4>ABC?0 : :><0=45 su ?CBё< 4>102;5=8O 2 D09; 

/etc/pam.d/su A;54CNI59 AB@>:8: auth required pam_wheel.so use_uid. �040BL A?8A>: 
?>;L7>20B5;59 2 70?8A8 4;O 3@C??K wheel 2 D09;5 /etc/group: 

wheel:x:10:root,<user list>. 

2.2.2. �3@0=8G8BL A?8A>: ?>;L7>20B5;59, :>B>@K< @07@5H5=> 8A?>;L7>20BL 
:><0=4C sudo 8 @07@5H5==KE : 2K?>;=5=8N G5@57 sudo :><0=4 ?CBё< ?5@5A<>B@0 
D09;0 /etc/sudoers. 

 

2.3. �0AB@>9:0 ?@02 4>ABC?0 : >1J5:B0< D09;>2>9 A8AB5<K 

 

�@8 =0AB@>9:5 ?@02 4>ABC?0 : >1J5:B0< D09;>2>9 A8AB5<K =5>1E>48<>: 
2.3.1. #AB0=>28BL :>@@5:B=K5 ?@020 4>ABC?0 : D09;0< =0AB@>9:8 

?>;L7>20B5;59, 0 8<5==> : D09;0< A ?5@5G=O<8 ?>;L7>20B5;LA:8E 845=B8D8:0B>@>2 
(/etc/passwd) 8 3@C?? (/etc/group), ;81> E@0=8;8I0< E5H59 ?0@>;59 

(2 >?5@0F8>==KE A8AB5<0E GNU/Linux, Solaris, HP-UX: /etc/shadow, AIX: 

/etc/security/passwd), A ?><>ILN :><0=4: 
chmod 644 /etc/passwd; 

chmod 644 /etc/group; 

chmod go-rwx /etc/shadow. 

2.3.2. #AB0=>28BL :>@@5:B=K5 ?@020 4>ABC?0 : D09;0< 70?CI5==KE ?@>F5AA>2 
?CBё< 2K?>;=5=8O :><0=4K 2840: chmod go-w /?CBL/:/D09;C 4;O 2A5E 8A?>;=O5<KE 
D09;>2, 70?CI5==KE 2 =0AB>OI89 <><5=B, 8 A>>B25BAB2CNI8E 181;8>B5:. �>A;5 
MB>3> =5>1E>48<> >ACI5AB28BL ?@>25@:C, GB> 48@5:B>@8O, A>45@60I0O 40==K9 
D09;, 0 B0:65 2A5 @>48B5;LA:85 48@5:B>@88 =54>ABC?=K 4;O 70?8A8 
=5?@828;538@>20==K< ?>;L7>20B5;O<. 

2.3.3. #AB0=>28BL :>@@5:B=K5 ?@020 4>ABC?0 : D09;0<, 2K?>;=ONI8<AO A 
?><>ILN ?;0=8@>2I8:0 7040G cron =502B>@87>20==K<8 ?>;L7>20B5;O<8 ?CBё< 
2K?>;=5=8O :><0=4K chmod go-w ?CBL_:_D09;C 4;O :064>3> D09;0 (;81> 
:><0=4K), :>B>@K9 2K7K205BAO 87 7040=89 cron. � ?@>B82=>< A;CG05 MB> <>65B 
?@825AB8 : 2K?>;=5=8N ?@>872>;L=>3> :>40 >B 8<5=8 2;045;LF0 7040=8O cron (2 
B>< G8A;5 root, GB> ?@82545B : ?>;=>9 :><?@><5B0F88 >?5@0F8>==>9 A8AB5<K). 

2.3.4. #AB0=>28BL :>@@5:B=K5 ?@020 4>ABC?0 : D09;0<, 2K?>;=O5<K< A 
?><>ILN sudo ?CBё< 87<5=5=8O 2;045;LF0 :><0=4>9 chown root ?CBL_:_D09;C 4;O 
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:064>3> 8A?>;=O5<>3> D09;0, :>B>@K9 <>6=> 70?CA:0BL A ?@828;538O<8 
AC?5@?>;L7>20B5;O root, => 2;045;LF5< :>B>@>3> O2;O5BAO >1KG=K9 ?>;L7>20B5;L 8 
2K?>;=5=8O :><0=4K chmod go-w ?CBL_:_D09;C 4;O :064>3> 8A?>;=O5<>3> D09;0, 
:>B>@K9 <>6=> 70?CA:0BL A ?@828;538O<8 AC?5@?>;L7>20B5;O root 8 : :>B>@><C 
8<5NB 4>ABC? =0 70?8AL 2A5 ?>;L7>20B5;8. 

2.3.5. #AB0=>28BL :>@@5:B=K5 ?@020 4>ABC?0 : AB0@B>2K< A:@8?B0< A8AB5<K 
?CBё< 2K?>;=5=8O :><0=4K chmod o-w <filename> : :064><C D09;C 2 48@5:B>@8OE 
/etc/rc#.d, 0 B0:65 : D09;0< .service, ?@8ACBAB2CNI8< 2 A8AB5<5. 

2.3.6. #AB0=>28BL :>@@5:B=K5 ?@020 4>ABC?0 : A8AB5<=K< D09;0< 7040=89 
(:>=D83C@0F8>==K< D09;0<) cron ?@8 ?><>I8 :><0=4K chmod go-wx 

?CBL_:_D09;C_8;8_48@5:B>@88. 
� A8AB5<=K< D09;0<->?8A0=8O< >G5@5459 cron >B=>AOBAO A;54CNI85 D09;K 

(<>3CB ?@8ACBAB2>20BL =5 2A5340, 2 7028A8<>AB8 >B >?5@0F8>==>9 A8AB5<K 8 55 
=0AB@>5:): 

/etc/crontab; 

/etc/cron.d (48@5:B>@8O 8 D09;K 2=CB@8 =55); 
/etc/cron.hourly (48@5:B>@8O 8 D09;K 2=CB@8 =55); 
/etc/cron.daily (48@5:B>@8O 8 D09;K 2=CB@8 =55); 
/etc/cron.weekly (48@5:B>@8O 8 D09;K 2=CB@8 =55); 
/etc/cron.monthly (48@5:B>@8O 8 D09;K 2=CB@8 =55). 
2.3.7. #AB0=>28BL :>@@5:B=K5 ?@020 4>ABC?0 : ?>;L7>20B5;LA:8< D09;0< 

7040=89 cron ?@8 ?><>I8 :><0=4K 2840: chmod go-w ?CBL_:_D09;C_7040=89. 
2.3.8. #AB0=>28BL :>@@5:B=K5 ?@020 4>ABC?0 : 8A?>;=O5<K< D09;0< 8 

181;8>B5:0< >?5@0F8>==>9 A8AB5<K ?CBё< 0=0;870 :>@@5:B=>AB8 ?@02 4>ABC?0 : 
CB8;8B0< 8 A8AB5<=K< 181;8>B5:0<, @0A?>;>65==K< ?> AB0=40@B=K< ?CBO< (/bin, 
/usr/bin, /lib, /lib64 8 4@C38< ?CBO<), 0 B0:65 : <>4C;O< O4@0 (4;O Linux: 
/lib/modules/25@A8O-B5:CI53>-O4@0). �5AB>?>;>65=85 1>;LH8=AB20 AB0=40@B=KE 
8A?>;=O5<KE D09;>2 C:070=> 2 ?5@5<5==>9 $PATH ?>;L7>20B5;O root. 

2.3.9. #AB0=>28BL :>@@5:B=K5 ?@020 4>ABC?0 : SUID/SGID-?@8;>65=8O< 
?CBё< ?@>2545=8O 0C48B0 A8AB5<K =0 ?@54<5B ?>8A:0 2A5E SUID/SGID-?@8;>65=89 
3 ?@020 4>ABC?0 : :064><C 87 =8E =5 4>;6=K ?>72>;OBL >AB0;L=K< ?>;L7>20B5;O< 
87<5=OBL 53> A>45@68<>5 (2 >A>15==>AB8 5A;8 MB> SUID-?@8;>65=85 8 53> 2;045;5F 
root). � ?@>B82=>< A;CG05 A;54C5B 2K?>;=8BL :><0=4C 2840: chmod go-w 

/?CBL/:/?@8;>65=8N. �@>25@8BL, GB> A@548 2KO2;5==KE SUID/SGID-?@8;>65=89 =5 
?@8ACBAB2CNB ;8H=85 (=0?@8<5@, 5A;8 >?@545;5= «15;K9» A?8A>: B0:8E 
?@8;>65=89), 2 ?@>B82=>< A;CG05 A;54C5B A=OBL A B0:8E ?@8;>65=89 SUID/SGID-

18BK. 
2.3.10. #AB0=>28BL :>@@5:B=K5 ?@020 4>ABC?0 : A>45@68<><C 4><0H=8E 

48@5:B>@89 ?>;L7>20B5;59 (.bash_history, .history, .sh_history 8 B. ?. - D09;K 8AB>@88 
:><0=4 >1>;>G5:, .bash_profile, .bashrc, .profile, .bash_logout 8 B. ?. - D09;K 
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=0AB@>9:8 >1>;>G:8, .rhosts - =0AB@>9:8 R-?>4A8AB5<) ?CBё< CAB0=>2:8 =0 :064K9 
87 C:070==KE D09;>2  :>@@5:B=KE ?@02 4>ABC?0 A ?><>ILN :><0=4K 2840: chmod 
go-rwx ?CBL_:_D09;C. 

2.3.11. #AB0=>28BL :>@@5:B=K5 ?@020 4>ABC?0 : 4><0H=8< 48@5:B>@8O< 
?>;L7>20B5;59 A ?><>ILN :><0=4K chmod 700 4><0H=OO_48@5:B>@8O. 

 

2.4. �0AB@>9:0 <5E0=87<>2 70I8BK я4@0 Linux 

 

�@8 =0AB@>9:5 <5E0=87<>2 70I8BK O4@0 Linux =5>1E>48<>: 
2.4.1. �3@0=8G8BL 4>ABC? : 6C@=0;C O4@0 ?CBё< CAB0=>2:8 7=0G5=8O sysctl-

>?F88 kernel.dmesg_restrict=1. �C@=0; O4@0 4>;65= 1KBL 4>ABC?5= B>;L:> 
?>;L7>20B5;O<, :>B>@K5 >1;040NB @07@5H5=85< CAP_SYSLOG (04<8=8AB@0B>@K 
A8AB5<K). 

2.4.2. �0<5=8BL O45@=K5 04@5A0 2 /proc 8 4@C38E 8=B5@D59A0E =0 0 ?CBё< 
CAB0=>2:8 7=0G5=8O sysctl->?F88 kernel.kptr_restrict=2. 

2.4.3. �=8F80;878@>20BL 48=0<8G5A:CN O45@=CN ?0<OBL =C;5< ?@8 55 
2K45;5=88 ?CBё< CAB0=>2:8 7=0G5=8O >?F88 703@C7:8 O4@0 init_on_alloc=1. -B0 
=0AB@>9:0 ?>72>;O5B 87<5=8BL 7=0G5=85 >?F88 A1>@:8 O4@0 
CONFIG_INIT_ON_ALLOC_DEFAULT_ON ?@8 70?CA:5 A8AB5<K (per boot). 

2.4.4. �0?@5B8BL A;8O=85 :MH59 O45@=>3> 0;;>:0B>@0 ?CBё< CAB0=>2:8 >?F88 
703@C7:8 O4@0 slab_nomerge. -B0 =0AB@>9:0 ?>72>;O5B 87<5=8BL 7=0G5=85 >?F88 
A1>@:8 O4@0 CONFIG_SLAB_MERGE_DEFAULT ?@8 70?CA:5 A8AB5<K (per boot). 

2.4.5. �=8F80;878@>20BL <5E0=87< IOMMU ?CBё< CAB0=>2:8 7=0G5=8O 4;O 
A;54CNI8E >?F89 703@C7:8 O4@0: 

iommu=force; 

iommu.strict=1; 

iommu.passthrough=0. 

2.4.6.  0=4><878@>20BL @0A?>;>65=85 O45@=>3> AB5:0 ?CBё< CAB0=>2:8 
7=0G5=8O >?F88 703@C7:8 O4@0 randomize_kstack_offset=1. -B0 =0AB@>9:0 ?>72>;O5B 
87<5=8BL 7=0G5=85 >?F88 A1>@:8 O4@0 CONFIG_RANDOMIZE_KSTACK_OFFSET_ 

DEFAULT ?@8 70?CA:5 A8AB5<K (per boot). 
2.4.7. �:;NG8BL A@54AB20 70I8BK >B 0??0@0B=KE CO728<>AB59 F5=B@0;L=>3> 

?@>F5AA>@0 (4;O ?;0BD>@<K x86) ?CBё< CAB0=>2:8 7=0G5=8O >?F88 703@C7:8 O4@0 
mitigations=auto,nosmt. 

2.4.8. �:;NG8BL 70I8BC ?>4A8AB5<K eBPF JIT O4@0 Linux ?CBё< CAB0=>2:8 
7=0G5=8O sysctl->?F88 net.core.bpf_jit_harden=2. 

 

2.5. #<5=LH5=85 ?5@8<5B@0 0B0:8 я4@0 Linux 

 

�@8 C<5=LH5=88 ?5@8<5B@0 0B0:8 O4@0 Linux =5>1E>48<>: 
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2.5.1. �B:;NG8BL CAB0@52H89 8=B5@D59A vsyscall ?CBё< CAB0=>2:8 7=0G5=8O 
>?F88 703@C7:8 O4@0 vsyscall=none. -B0 =0AB@>9:0 ?>72>;O5B 87<5=8BL 7=0G5=85 
>?F88 A1>@:8 O4@0 CONFIG_LEGACY_VSYSCALL_NONE ?@8 70?CA:5 A8AB5<K 
(per boot). 

2.5.2. �3@0=8G8BL 4>ABC? : A>1KB8O< ?@>872>48B5;L=>AB8 ?CBё< CAB0=>2:8 
7=0G5=8O sysctl->?F88 kernel.perf_event_paranoid=3. 

2.5.3. �B:;NG8BL <>=B8@>20=85 28@BC0;L=>9 D09;>2>9 A8AB5<K debugfs 
?CBё< CAB0=>2:8 7=0G5=8O >?F88 703@C7:8 O4@0 debugfs=no-mount (?> 2>7<>6=>AB8 
off). 

2.5.4. �B:;NG8BL A8AB5<=K9 2K7>2 kexec_load ?CBё< CAB0=>2:8 7=0G5=8O 
sysctl->?F88 kernel.kexec_load_disabled=1. 

2.5.5. �3@0=8G8BL 8A?>;L7>20=85 user namespaces ?CBё< CAB0=>2:8 7=0G5=8O 
sysctl->?F88 user.max_user_namespaces=0. �A;8 A8AB5<0 =0 1075 Linux =5 8A?>;L7C5B 
user namespaces 4;O 2K?>;=5=8O A2>59 7040G8, B> 40==0O =0AB@>9:0 =8:0: =5 
?>2;8O5B =0 @01>BC A8AB5<K.  5:><5=4C5BAO ?@5420@8B5;L=> ?@>25@8BL @50;870F8N 
40==>9 @5:><5=40F88 =0 B5AB>2>9 A8AB5<5. 

2.5.6. �0?@5B8BL A8AB5<=K9 2K7>2 bpf 4;O =5?@828;538@>20==KE 
?>;L7>20B5;59 ?CBё< CAB0=>2:8 7=0G5=8O sysctl->?F88 
kernel.unprivileged_bpf_disabled=1. �A;8 =5?@828;538@>20==K5 ?@>F5AAK 2 A8AB5<5 
=0 1075 Linux =5 8A?>;L7CNB BPF 4;O 2K?>;=5=8O A2>59 7040G8, 40==0O =0AB@>9:0 
=8:0: =5 ?>2;8O5B =0 @01>BC A8AB5<K.  5:><5=4C5BAO ?@5420@8B5;L=> ?@>25@8BL 
@50;870F8N 40==>9 @5:><5=40F88 =0 B5AB>2>9 A8AB5<5. 

2.5.7. �0?@5B8BL A8AB5<=K9 2K7>2 userfaultfd 4;O =5?@828;538@>20==KE 
?>;L7>20B5;59 ?CBё< CAB0=>2:8 7=0G5=8O sysctl->?F88 vm.unprivileged_userfaultfd=0. 

2.5.8. �0?@5B8BL 02B><0B8G5A:CN 703@C7:C <>4C;59 O4@0, >B25G0NI8E 70 
?>445@6:C 48AF8?;8=K ;8=88 B5@<8=0;0 ?CBё< CAB0=>2:8 7=0G5=8O sysctl->?F88 
dev.tty.ldisc_autoload=0. 

2.5.9. �B:;NG8BL B5E=>;>38N Transactional Synchronization Extensions (TSX) 
?CBё< CAB0=>2:8 7=0G5=8O >?F88 703@C7:8 O4@0 tsx=off. 

2.5.10. �0AB@>8BL ?0@0<5B@ O4@0, :>B>@K9 >?@545;O5B <8=8<0;L=K9 
28@BC0;L=K9 04@5A, :>B>@K9 ?@>F5AAC @07@5H5=> 8A?>;L7>20BL 4;O mmap, ?CBё< 
8A?>;L7>20=8O sysctl->?F88 vm.mmap_min_addr = 4096 8;8 1>;LH5. 

2.5.11.  50;87>20BL @0=4><870F8N 04@5A=>3> ?@>AB@0=AB20, :>B>@0O 70I8I05B 
>B 0B0: =0 ?5@5?>;=5=85 1CD5@0, ?CBё< 8A?>;L7>20=8O :><0=4K ?>A;5 B5AB8@>20=8O 
kernel.randomize_va_space = 2. 

 

2.6. �0AB@>9:0 A@54AB2 70I8BK ?>;L7>20B5;LA:>3> ?@>AB@0=AB20 A>  
AB>@>=K я4@0 Linux 

 

�@8 =0AB@>9:5 A@54AB2 70I8BK ?>;L7>20B5;LA:>3> ?@>AB@0=AB20 A> AB>@>=K 
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O4@0 Linux =5>1E>48<>: 
2.6.1. �0?@5B8BL ?>4:;NG5=85 : 4@C38< ?@>F5AA0< A ?><>ILN ptrace ?CBё< 

CAB0=>2:8 7=0G5=8O sysctl->?F88 kernel.yama.ptrace_scope=3. 
2.6.2. �3@0=8G8BL =5157>?0A=K5 20@80=BK ?@>E>40 ?> A8<2>;8G5A:8< 

AAK;:0< (symlinks) ?CBё< CAB0=>2:8 7=0G5=8O sysctl->?F88 fs.protected_symlinks=1. 
�0==0O =0AB@>9:0 =5 2;8O5B =0 =>@<0;L=CN DC=:F8>=0;L=>ABL userspace 8 
1;>:8@C5B B>;L:> 2@54>=>A=>5 ?>2545=85. 

2.6.3. �3@0=8G8BL =5157>?0A=K5 20@80=BK @01>BK A 65AB:8<8 AAK;:0<8 
(hardlinks) ?CBё< CAB0=>2:8 7=0G5=8O sysctl->?F88 fs.protected_hardlinks=1. �0==0O 
=0AB@>9:0 =5 2;8O5B =0 =>@<0;L=CN DC=:F8>=0;L=>ABL userspace 8 1;>:8@C5B 
B>;L:> 2@54>=>A=>5 ?>2545=85. 

2.6.4. �:;NG8BL 70I8BC >B =5?@54=0<5@5==>9 70?8A8 2 FIFO->1J5:B ?CBё< 
CAB0=>2:8 7=0G5=8O sysctl->?F88 fs.protected_fifos=2. �0==0O =0AB@>9:0 =5 2;8O5B =0 
=>@<0;L=CN DC=:F8>=0;L=>ABL userspace 8 1;>:8@C5B B>;L:> 2@54>=>A=>5 
?>2545=85. 

2.6.5. �:;NG8BL 70I8BC >B =5?@54=0<5@5==>9 70?8A8 2 D09; ?CBё< CAB0=>2:8 
7=0G5=8O sysctl->?F88 fs.protected_regular=2. �0==0O =0AB@>9:0 =5 2;8O5B =0 
=>@<0;L=CN DC=:F8>=0;L=>ABL userspace 8 1;>:8@C5B B>;L:> 2@54>=>A=>5 
?>2545=85. 

2.6.6. �0?@5B8BL A>740=85 core dump 4;O =5:>B>@KE 8A?>;=O5<KE D09;>2 
?CBё< CAB0=>2:8 7=0G5=8O sysctl->?F88 fs.suid_dumpable=0. �0==0O =0AB@>9:0 =5 
2;8O5B =0 =>@<0;L=CN DC=:F8>=0;L=>ABL userspace 8 1;>:8@C5B B>;L:> 
2@54>=>A=>5 ?>2545=85. 
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