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1. OBIIME ITOJIOKEHUSA

1.1. Hacrosmue PekomeHnnanuu no 06€30macHON HACTPOMKE ONEPAIIMOHHBIX CUCTEM
Linux (nanee — Pexomenanum) pa3padoTaHbl B COOTBETCTBUU C MOJAIYHKTOM 4 ITyHKTa 8
[Tonoxenus o DeaepaibHON ClIy)KO€ MO TEXHUYECKOMY M SKCHOPTHOMY KOHTPOIIIO,
yTBepkI€HHOrO Yka3zom Ilpesunenra Poccuiickoit ®@enepaunn ot 16 asrycra 2004 r.
Ne 1085.

1.2. PexoMeH1aliuy ONPEACIIAIOT COJEepKaHUe padboT M0 HACTPOMKE ONEepaMOHHBIX
cucteM Ha 0ase sapa Linux (zanee — ornepanroHHbIe CHCTEMBI Linux) v HampaBjIeHbI Ha
NOBBIUIEHUE  3alUIIEHHOCTH HWH(OPMAIMOHHBIX (aBTOMATU3UPOBAHHBIX) CHUCTEM,
IIOCTPOEHHBIX C UCIIOJIb30BAaHUEM YKa3aHHBIX ONEPALMOHHBIX CUCTEM.

1.3. Hacrosmue Pexomenmanmm mnojiexar peanu3alvd B TOCYJapCTBEHHBIX
UH(OPMALIMOHHBIX CHUCTEMaX M Ha OOBEKTaX KPUTHUYECKOM HWH()OpPMAIMOHHON
uH(ppacTpykrypsl  Poccuiickoit  ®enepanuu, MOCTPOEHHBIX C  HCIOJIb30BaHUEM
ONEpalMOHHBIX cucTeM Linux, HecepTU(ULUMPOBAHHBIX MO TpeOOBaHUSAM O€30MACHOCTU
uHpoOpMaMM, A0 MX 3aMEHbl Ha CepTU(UIUPOBAHHBIE OTEYECTBEHHBIE OIEPALMOHHBIE
CUCTEMBI.

Hactpoiika cepTu¢uuupoBaHHBIX OINEpAllMOHHBIX cHUCTeM Ha Oaze szapa Linux
OCYIIECTBIISIETCS B COOTBETCTBUU C JKCILIyaTallMOHHOM JOKYMEHTAlMEl pa3padOTUYMKOB
ONEPALIMOHHBIX CUCTEM.

2. COAEPX KAHUE PEKOMEHJAIIUH IO BE3OIMACHOM HACTPOMKE
OIIEPAIIMOHHBIX CUCTEM LINUX

[Ipu ocymectBieHnn O€30MaCHOW HACTPOWKM OIEpaAlMOHHBIX cucTeM Linux
BBITIOJIHSIOTCS CIEAYIOLINE TPOLEAYPHI:

HACTPOMKA aBTOPU3ALUH B ONIEPALIMIOHHON CUCTEME;

OTPAHUYEHHUE MEXAHU3MOB MOJYyUYECHUS PUBUIICTU;

HACTpOiKa MpaB A0CTyNa K 00beKkTaM (ailsioBON CUCTEMBI,

HACTPOMKa MEXaHU3MOB 3aIUTHI siapa Linux;

YMEHBIIIEHUE TIEPUMETPa aTaku siapa Linux;

HACTPOMKA CPEICTB 3aIlUTHI MOJb30BATEIBLCKOIO MPOCTPAHCTBA CO CTOPOHBI siApa
Linux.

2.1. HacTpoiika aBTOpU3alMi B ONEPALMOHHBIX cucTemMax Linux

[Tpu HacTpolike aBTOpU3AINH B ONEpallMOHHON cucteme Linux Heobxonumo:

2.1.1. He nomyckaTh HCIONB30BAaHUE YUETHBIX 3aIIMCEN MOJIb30BATENICH C ITyCThIMU
naposnsiMu. HacTpouth ydeTHble 3amucu TakuM o0pa3oM, YTOOBI Ka)Abli IMOJIb30BaTEb
CUCTEMBbI MO0 MMeJ MapoJib, TuO0 OblT 3a070KHpoBaH Mo mapoito. B cuctemax Linux
JIAHHYIO0 BO3MOXKHOCTh obecrneunBaet (aiin /etc/shadow.
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2.1.2. ObGecrieunTh OTKIIOYEHHE BXOJA CYMNEpIIONb30BaTeNii B CHCTEMY IIO
nporokony SSH mytém ycranoBku s mapamerpa PermitRootLogin 3nadeHuss no B
daiine /etc/ssh/sshd config.

2.2. OrpaaneHne MEXaHU3MOB MMOJYYCHHUS npan.}Iernﬁ

[Ipu orpanveHr MEXaHU3MOB TTOJTYICHUS PUBUIICTHN HEOOXOIUMO:

2.2.1. ObecneunTh OrpaHUYCHUE JOCTYyMa K KOMaHA€ su MyTéM 100aBiIeHus B (aiii
/etc/pam.d/su caenyromieit ctpoku: auth required pam_ wheel.so use uid. 3agarh cucok
noJIb30BaTesIeH B 3anucu 11l rpynnsl wheel B dhaitnie /etc/group:

wheel:x:10:root,<user list>.

2.2.2. OrpaHu4uTh CIHUCOK IMOJb30BATEIEH, KOTOPBIM Pa3pelIeHO HCIOIb30BaTh
KoMaHAy sudo W pa3penieHHbIX K BBIOTHEHHUIO Yepe3 sudo KoMaHi MyTEM IMepecMoTpa
¢aiina /etc/sudoers.

2.3. Hactpoiika npaB goctyna Kk o0bekram ¢aiijioBoii cucTeMbl

[Ipu HacTpolike mpaB AocTyna K 00beKTaM (GaitioBoi CUCTEMbI HEOOXOAMMO:

2.3.1. YcTaHOBUTh KOpPpEKTHBIE MpaBa JOCTyna K (¢aijgaM  HAcCTPOUKH
N0JIb30BaTENEH, 8 UMEHHO K (aiijaM ¢ NepeyHsIMHU MOJIb30BaTENbCKUX UIEHTU(UKATOPOB
(/etc/passwd) wu rpymnnm  (/etc/group), amMOO XpaHWIMIIAM  XelIed  maposei
(8 omepanuonnbix cucremax GNU/Linux, Solaris, HP-UX: /etc/shadow, AIX:
/etc/security/passwd), ¢ TOMOIIbIO KOMaH/I:

chmod 644 /etc/passwd;

chmod 644 /etc/group;

chmod go-rwx /etc/shadow.

2.3.2. YcTaHOBUTH KOPPEKTHBIC TIpaBa J0CTYyIA K (hailyiam 3amyIieHHbIX MPOLIECCOB
nyTEM BBITIOJIHEHUSI KOMaH bl BUa: chmod go-w /myTh/K/daiiiny s BceX MCIOTHIEMbIX
(daiinoB, 3anylIEHHBIX B HACTOSIIUA MOMEHT, U COOTBETCTBYIOIIMX Oubamorek. Ilocine
3TOr0 HEOOXOAWMO OCYILIECTBUTH IPOBEPKY, YTO AUPEKTOpHs, CoAepalas JaHHBINA
daitn, a TaKkKe BCE POOUTEIBCKUE JTUPEKTOPUM HEAOCTYIHBI IS 3alHUCH
HEIPUBUIIETHPOBAHHBIM M10JIb30BATEIISIM.

2.3.3. YcTaHOBUTH KOPPEKTHBIE TpaBa JOCTyma K (ailiam, BBIMOTHSIOMUMCS C
NOMOIIBIO TUTAHUPOBUIMKA 3a7a4 Cron HEaBTOPU30BAHHBIMU IMOJIL30BATENSIMU MYTEM
BBITIOJIHEHUsT KoMaHnbl chmod go-w mnyTh K aitmy s xaxmgoro ¢aitma (Jimbo
KOMAaH/Ibl), KOTOpPBIN BBI3BIBACTCS W3 3aJaHUI cron. B MpOTUBHOM ciyyae 3TO MOXKET
NPUBECTH K BBINOJIHEHUIO IPOU3BOJIBHOIO KOJA OT MMEHHU BJaJeNblia 3aJaHus cron (B
TOM YHCJI€ root, 4TO MPUBEAET K MOJIHON KOMIIPOMETALIMH ONEPALMOHHON CUCTEMBI).

2.3.4. YcTaHOBUTh KOPPEKTHbIE MpaBa JocTyma K (paiimam, BBINOIHAEMBIM C
noMoIbio sudo myTéM M3MEHEHHs Biajenblia KoManaoi chown root myts K _(aiimy ams
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KaXJ0r0 HCIONHIEMOro (aiina, KOTOpPBI MOXKHO 3allyCKaTh C NPUBUIECTUSIMU
CYTIEpIIONIb30BaTeNsl T00t, HO BJIaJENIblIeM KOTOPOTO SIBISIETCS OOBIYHBIN MOJIB30BATENb U
BBITIOJIHEHUS KOMaHibl chmod go-w nmyTh K daiiiny /uist KaI0ro UCroiaHsieMoro ¢aiinia,
KOTOPBIA MOKHO 3alyCKaTh C NPHUBWICTHUAMH CYNEpIIOiIb30BaTelis root U K KOTOPOMY
MMEIOT JOCTYII Ha 3alUCh BCE MOJIb30BATEIIN.

2.3.5. YcTaHOBUTH KOPPEKTHBIE IpaBa JIOCTYNA K CTAPTOBBIM CKPHUIITAM CHUCTEMBI
nyTEM BBINONHEHUs KoMaHabl chmod o-w <filename> k kaxxaomy ¢ailily B TUPEKTOPHIX
/etc/rc#.d, a Taxke K ¢aitnam .service, IPUCYTCTBYIOIINM B CHCTEME.

2.3.6. YcTaHOBUTH KOpPPEKTHBIE IMpaBa JOCTyNa K CUCTEMHBIM (ailiaMm 3agaHuid
(koHpUTypalMOHHBIM  (halilaM) cron NOpW  TOMomM KoMaHjabl chmod go-wx
nyTh K _(Qailly Win_JUpeKTOpHUH.

K cucremubiM (paiinaM-onucaHusIM O4epeieid Cron OTHOCSITCS Cleayromue (ailib
(MOTYT HpPHUCYTCTBOBaTh HE BCErNa, B 3aBUCHUMOCTH OT ONEPALMOHHON CHUCTEMBI U €€
HACTPOEK):

/etc/crontab;

/etc/cron.d (mupexTopus u Gaitibl BHYTPH HEe);

/etc/cron.hourly (nupexropust u (aitiibl BHyTpU Hee);

/etc/cron.daily (nupexropus u ¢aitibl BHyTpH HEE);

/etc/cron.weekly (nupekropus u paitibl BHyTpH HeEE);

/etc/cron.monthly (aupexropus u ¢aitinsl BHyTpH HEe).

2.3.7. YcTaHOBUTh KOPPEKTHBIE TIpaBa JOCTyMa K IOJIb30BaTEIbCKUM (aitnam
3aJlaHuid cron IpH MOMOIIM KOMaHAbl Buja: chmod go-w nmyTe K _(aiiy 3agaHuii.

2.3.8. YcTaHOBUTH KOPPEKTHBIE IpaBa JOCTyHa K HCHONHsAEMbIM ¢aiaam
OubnuoTekaM ONEepallMOHHOW CUCTEMBblI MYTEM aHaIM3a KOPPEKTHOCTH IMpaB JOCTyNa K
YTHJIUTaM M CUCTEMHBIM OMOIHOTEKaM, pacloJIOKEHHBIM MO CTaHAapTHRIM myTsM (/bin,
/usr/bin, /lib, /lib64 u npyrum mnyTtsaMm), a Takke K MonmyasM sapa (mis Linux:
/lib/modules/Bepcusi-texyiero-siapa). MecTomnosiokeHre OOJIBIIMHCTBA CTaHJAPTHBIX
UCTIOJTHSIEMBIX (paiiyioB yka3aHo B nepemenHoit $PATH mnonb3oBarens root.

2.3.9. YcranoBuTh KoppekTHble mpaBa jgoctyna k SUID/SGID-npunoxxeHusm
nyTEéM MPOBENCHUSI ay/IuTa CUCTEMBI Ha mpeameT noucka Bcex SUID/SGID-nmpunoxenwit
— MpaBa J0CTyIa K KaXJA0My U3 HUX HE JIOJKHBI MO3BOJISATH OCTAJBHBIM IMOJIb30BaTEIsIM
U3MEHSTH €T0 cofiepkumoe (B ocooernHoctu eciu 310 SUID-mpuioxkenne u ero Biajenerl
root). B mpoTuBHOM cnyyae cieqyeT BBIIOJHUTH KoMaHay Buga: chmod go-w
/myTh/k/mpunioxkenuto. [lpoBeputs, uto cpeau BoisiBaeHHBIX SUID/SGID-npunoxenuit He
OPUCYTCTBYIOT JIMIIHUE (HAampuUMEp, €clid OmnpeleieH «Oenblil» CHUCOK TaKHhX
NPWIOXKEHUI), B IPOTUBHOM CiIy4ae cienyeT CHATh ¢ Takux npuinoxeHuit SUID/SGID-
OUTHI.

2.3.10. YcTaHOBUTH KOPPEKTHBIE MpaBa JOCTYNAa K COIEPKUMOMY JOMAIIHUX
IupeKkTopuil monb3oBarenei (.bash history, .history, .sh_history u T. o. - daiinsr ucropuun
KoMaHj oOomouek, .bash profile, .bashrc, .profile, .bash logout u 1. m - daiins
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HACTpOIKU 000nouKky, .rhosts - HacTpoliku R-mozacucrem) myTéM yCTaHOBKHM Ha KayKAbId
U3 YKa3aHHBIX (DaiiJIoB KOPPEKTHBIX MpaB JOCTyNa C MOMOILBI0 KoMaHbl Buaa: chmod
gO-TWX IyTh_K_(ailny.

2.3.11. YcraHOBUTh KOpPPEKTHBIE MpaBa JOCTyNa K JAOMAIIHUM JUPEKTOPHUAM
noJp30Bareneil ¢ momoribio koMauasl chmod 700 qoManiHssE TUPEKTOPHUS.

2.4. HacTpoiika MeXxaHU3MOB 3aluThI sigpa Linux

[Ipu HacTpolike MEXaHM3MOB 3aIUTHI siapa Linux HeoOXoauMo:

2.4.1. OrpanuuuTh JOCTYN K KypHaIy siipa MyTéM YCTaHOBKHU 3Ha4YeHUs Sysctl-
onmuu  kernel.dmesg_restrict=1. XXypnan snpa gomxkeH OBITb JOCTYNEH TOJIBKO
MoJIb30BaTeNsiM, KoTopble obOnanaioT paspemnienueM CAP SYSLOG (aaMuHuCTpaTopbl
CHUCTEMBI).

2.4.2. 3ameHuTh SAEpHBIE ajpeca B /proc U Apyrux uHTepdeiicax Ha 0 myTém
yCTaHOBKHM 3HaueHus sysctl-onuuu kernel kptr_restrict=2.

2.4.3. NUHMOHanM3upoBaTh JUHAMHYECKYIO SIACPHYIO IIaMATh HYJIEM IIpU €€
BBIIEJICHUM IYTEM YCTAaHOBKM 3HAYEHMs OMNLMHU 3arpy3ku sapa init on alloc=1. DOta
HACTpOWKa IIO3BOJISIET U3MEHHTH 3HAYEHUE OILINH cOOpKHu anpa
CONFIG_INIT ON_ALLOC DEFAULT ON npu 3amycke cucteMsl (per boot).

2.4.4. 3anpeTuTh CIUSHUAE KAUIEH SIIEPHOTO AJUIOKATOPA MYyTEM YCTAHOBKH OIILIMHU
3arpy3ku sigpa slab nomerge. Ota HacTpoiika MO3BOJISIET U3MEHUTH 3HAYECHHUE OIIUHU
coopku simpa CONFIG_SLAB MERGE DEFAULT npwu 3anycke cucteMsl (per boot).

2.4.5. UanunamuzupoBarb MexaHusmM [OMMU nyTéM yCTaHOBKM 3HAUE€HUS IS
CJEYIOLIMX OINLINN 3arpy3KH spa:

1ommu=force;

iommu.strict=1;

iommu.passthrough=0.

2.4.6. PanoMu3upoBarh pacrojiOKEHUE SIIEPHOTO CTEeKa MYTEM  YCTAHOBKH
3HaYeHUs1 onuuu 3arpy3ku siapa randomize kstack offset=1. Dta HacTpolika mo3Bosser
u3MeHuTh 3HaueHue onuuu coopku simpa CONFIG RANDOMIZE KSTACK OFFSET
DEFAULT mpu 3amycke cuctemsl (per boot).

2.4.7. BKIIOYHTh CPEACTBA 3alUTHI OT allapaTHBIX YA3BUMOCTEH IEHTPaIbHOTO
nporieccopa (s tiargopmbl Xx86) MyTEM YCTAaHOBKHM 3HAUEHUS OMIMU 3arpy3KHu siapa
mitigations=auto,nosmt.

2.4.8. Bxmtounts 3amuty noacuctembl eBPF JIT sapa Linux nmyTém ycTaHOBKH
3HaueHus sysctl-onuuu net.core.bpf jit harden=2.

2.5. YMeHb11eHne nepuMeTpa araku saapa Linux

[Ipu ymeHblIeHNN TIepUMeTpa ataku sapa Linux HeoOxoaumo:
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2.5.1. OtkmrouuTh ycrapeBuii uurepdeiic vsyscall myTém ycTaHOBKH 3HAYCHHS
OMIMK 3arpy3ku sjpa vsyscall=none. DTa HacTpoiika MO3BOJIET W3MEHHUTHh 3HAUCHUE
ornmuu coopku siapa CONFIG LEGACY VSYSCALL NONE npu 3amycke cHCTEMbI
(per boot).

2.5.2. OrpaHuuuTh IOCTYN K COOBITHSIM TPOU3BOIUTEIHHOCTH MYTEM YCTaHOBKHU
3HadeHus sysctl-onmuu kernel.perf event paranoid=3.

2.5.3. OTKII0YUT, MOHTUPOBAaHUE BUPTyalbHOUM (paiimoBoit cuctemsl debugfs
nyTéM YCTaHOBKU 3HAUEHUS OILMU 3arpy3ku siapa debugfs=no-mount (o BO3MOXHOCTH
off).

2.5.4. OTKIIOUNTh CUCTeMHBIM BBI3OB kexec load myTéMm ycTaHOBKM 3HAuYCHHS
sysctl-omuu kernel.kexec load disabled=1.

2.5.5. OrpaHyuuTh KCIOJB30BAHUE USEr namespaces MyTEM YCTAHOBKH 3HAUYCHHUS
sysctl-onuu user.max_user namespaces=0. Eciu cuctema Ha 6aze Linux He ucnonb3yet
user namespaces ISl BBINOJIHEHWS CBOEM 3adayd, TO JlaHHAas HAcTpOilka HUKaK He
NOBJIMSIET Ha pabOTy cucTeMbl. PekoMeHayeTcs NpeBapuTEIbHO MPOBEPUTH PEATU3ALUIO
JAHHOW PEKOMEHAAIMU Ha TECTOBOW CHCTEME.

2.5.6. 3anpeTuTh  CUCTEMHBIM  BbI30B  bpf i1 HENPUBWIETHPOBAHHBIX
noJib30Baresnei nyTéM YCTaHOBKH 3HaYEHUS sysctl-onmuun
kernel.unprivileged bpf disabled=1. Eciu HenpuBuierupoBaHHble IPOLECCH B CUCTEME
Ha 0asze Linux He ucnonb3ytorT BPF s BbioaHEHUs CBOEH 3ajayu, JaHHAs HACTPOMKa
HUKaK HE TOBJIUSET Ha paboTy cuctembl. PeKOMeHayeTCsl MpeaBapUTEILHO MPOBEPUTH
peanu3alio JaHHOW PEKOMEHAAIMA Ha TECTOBOM CUCTEME.

2.5.7. 3anpetuth cucteMHbI BbI30B userfaultfd s HempuBHIIErMPOBaHHBIX
MOJIb30BaTeseH MyTéM yCTaHOBKH 3HaueHus sysctl-ommuu vm.unprivileged userfaultfd=0.

2.5.8. 3anpeTuTh aBTOMATUYECKYIO 3arpy3Ky MOAyJIel siapa, OTBEYAlOIIUX 3a
MOJIZIEPKKY JUCHUIUIMHBI JTUHUU TEPMHUHAJIA MyTEM YCTAaHOBKHU 3HA4eHHSs sysctl-ommmu
dev.tty.ldisc_autoload=0.

2.5.9. Otximrounth TexHonoruto Transactional Synchronization Extensions (TSX)
MyTEM YCTAaHOBKHM 3HAYEHUsI OIIINH 3arpy3Ku siapa tsx=off.

2.5.10. HacTtpoutrs mapamerp sapa, KOTOPbIM ONpeAensieT MHUHUMAJIbHbIN
BUPTYaAJIbHBIN apec, KOTOPBIA MPOIECCY pa3pelieHo MCHOIb30BaTh UIsl mmap, MyTéM
UCHoJIb30BaHus sysctl-onuu vm.mmap min_addr = 4096 unu Oonblie.

2.5.11. Peanu3oBarh paHIOMU3ALMIO IPECHOTO MIPOCTPAHCTBA, KOTOPAs 3alUIIAeT
OT aTaKk Ha nepenojHeHue Oydepa, NyTéM HCIOIb30BaHUS KOMAHbI MOCIIE TECTUPOBAHUS
kernel.randomize_va_space = 2.

2.6. HacTpoiika cpeAcTB 3alIUThI M0Jb30BATEIbCKOT0 MPOCTPAHCTBA €O
CTOpPOHBI sApa Linux

[Ipn HacTpoiike CpencTB 3alMTHI MOJb30BAaTENBCKOTO MPOCTPAHCTBA CO CTOPOHBI



anpa Linux HeoOxoaumo:

2.6.1. 3anpeTuTh NOAKIIOUEHUE K APYTUM IIpoleccaM C MOMOIIbI0 ptrace MyTéM
yCTaHOBKHM 3HaueHus sysctl-onuuu kernel.yama.ptrace scope=3.

2.6.2. OrpannunTh HEOE30MAaCHbIE BapUaHThl IPOXOJA [0 CUMBOJIUYECKUM
cceutkaM (symlinks) myTém yctaHoBkuM 3HaueHus sysctl-ommum fs.protected symlinks=1.
JlanHast HaAcTpoiika HE BIHMAET HAa HOPMAIbHYIO (YHKIHMOHAJIBHOCTH uUSerspace u
OJIOKHPYET TONBKO BPEOHOCHOE ITOBEACHHE.

2.6.3. OrpannunTh HeOe30MacHble BapHAHTHI PAOOTHI C KECTKUMHU CCBHUIKAMHU
(hardlinks) mytém yctanoBku 3HaueHus sysctl-ommum fs.protected hardlinks=1. Jlannas
HACTpOMKa HE BIUSET Ha HOPMaJbHYIO (YHKIMOHAJIBHOCTH USserspace U OJOKHUpYET
TOJILKO BPEIOHOCHOE TIOBEJICHUE.

2.6.4. Bxmtounth 3amuty oT HenpeaHamepeHHou 3amucu B FIFO-00bekT myTém
yCTaHOBKHU 3HaueHus sysctl-onmuu fs.protected fifos=2. Jlannas HacTpolika He BIUSET HA
HOpMaJIbHYIO0 (YHKIIMOHATBHOCTh USerspaceé © OJNOKUPYET TOJIBKO BPEIOHOCHOE
MOBEJICHUE.

2.6.5. BKItounTh 3alIUTy OT HEMpeIHAMEPEHHOH 3anucyu B ailyl myTéM yCTaHOBKH
3HaueHust sysctl-ommuu fs.protected regular=2. JlanHas HacTpoilka He BIMSET Ha
HOPMaJIbHYI0 (YHKIIMOHAJIBHOCTh USerspace M OJIOKUPYET TOJIBKO BPEIOHOCHOE
MIOBEJICHUE.

2.6.6. 3anpetuth co3maHue core dump i HEKOTOPHIX HCIOJIHSIEMBIX (paitaoB
nyTéM ycTaHOBKM 3HaueHus sysctl-omumm fs.suid dumpable=0. Jlannas nHactpoiika He
BIMSIET HA HOPMAaIbHYIO (DYHKIIMOHATBHOCTH userspace W OJOKHpPYeT TOJBKO
BPEIOHOCHOE MOBEJCHHE.




