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1. O01mue MoI0KeHUA

Hacrosmmit meroguueckuit gokymeHt DCTIK Poccuu pazpaboran u
YTBEPKIEH B COOTBETCTBUM C mNOANyHKTOM 4 mnyHkra 8§ Ilomoxenus o
OdenepanbHO  COy)K0€ MO TEXHHYECKOMY H  OKCIIOPTHOMY  KOHTPOJIIO,
yTBepxkIeHHOro Ykasom Ilpesunenta Poccuiickoit @enepaunn ot 16 aBrycra
2004 r. Ne 1085, wm mpenHasHayeH [ OpraHU3AIMNA, OCYIIECTBISIONIUX B
COOTBETCTBMM C 3aKOHOJATENbCTBOM Poccuiickoit @enepanuu paboOThl 110
CO3/ITaHUIO CPEACTB 3aIIUTHI uHbopMaIu (manmee — pa3paboTunKH,
POU3BOJIUTENN), 3asABUTENICH Ha OCYIIECTBICHHE CEPTUPHUKALUUA TMPOAYKIIUH
(manmee — 3asiBUTENHM), a TAKXKE JJISl UCIIBITATEIbHBIX JIADOPATOPHUl U OPraHOB IO
cepTu(UKalUY, BBIMOJHSIIOMMUX padOThl MO CEPTU(PUKALUU CPEACTB 3alIUTHI
MHPOpMaAIlMU Ha COOTBETCTBHE O0053aTEIbHBIM TPeOOBaHUSAM IO 0€30MaCHOCTU
UHpOpMalMU MpU NPOBEACHUM UMH pabOT Mo cepTU(UKALUU ONEPAMOHHBIX
CUCTEM Ha COOTBeTCTBUME TpebOoBaHusM Oe30macHOCTH HWHGMOpMaUUU K
ONEPALMOHHBIM  CHUCTEMaM, yTBepKIeHHbIM mpukazoM @OCTIOK Poccun
ot 19 aBrycrta 2016 . Ne 119.

Hacrosammii merogmueckuit nokymeHt @CTOK Poccum nerammsupyer u
OnpeaensieT B3auMOCBSI3H TpeOOBaHUM M (DYHKIMI 0€30IacHOCTH ONEepalMOHHBIX
cucteM (mamee — OC), ycraHOBJICHHBIX TpeOoBaHMSAMH  0€30IaCHOCTH
unpopmarmu k OC, yrBepxkaeHHbiME Tipukazom @CTIK Poccun ot 19 aBrycra
2016 1. Ne 119.

[Tpodunpe 3amMTBl YYUTHIBAET TMOJOKEHUS KOMIUIEKCAa HAlMOHAJIBHBIX
crauaaptoB  Poccuiickoit  ®enepamn  [OCT P HUCO/MDK 15408
«uadopmanmionHas  TexHoJorHs.  MeTonpl W cpelcTBa  OOECIICUCHHS
6e3onacHoct. Kputepun onieHkH 0€301acHOCTH HHPOPMAITMOHHBIX TEXHOJIOTUI.
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2. BBenenue npouJisi 3a1iUThI

Jlanubiii pasznen comepxuT uHpopMmaimio odmero xapakrepa. [lompazmen
«Ccplmka Ha TpoQWIb 3alUTHD» BKIIOYAET HUACHTHU(PUKAIMOHHBIE CBEICHUS O
npodune 3amuThl (ganee — I[13), KOTOpbIe MNPEAOCTABISIIOT MapKUPOBKY H
OMHUCATENbHYI0 HMHPOPMAINIO, HEOOXOIUMYIO ISl KOHTPOJS U HICHTU(UKALUN
I13 u obOwekra ouenku (ganee — OO), k koropomy oH oTHOocutcs. llompasmen
«AHHOTaIUS 00BEKTA OLIEHKN» COACPKUT KpaTKOe onucanue ucnoiibzoBanusi OO
U €r0 OCHOBHBIE XapaKTEePUCTUKU O€30MaCHOCTH.

2.1. Ccbliika Ha TPOUIb 3ALUTHI

Haumernoeanue I13:

Tun OC:

Knacc 3aumumor:
Bepcua I13:
Ooo3nauenue I13:
Hoenmugpuxkauyua 00:
Ypoeenwv oosepus:

Hoenmugukayusn:

Knrwueewie cnosa:

[Ipodunb 3amUTH ONEPALIMOHHBIX CUCTEM THMOA «A»
MATOrO KJIacca 3alluThl.

OC Tuna «A».

[IsaThIi.

Bepcus 1.0.

NT.OC.A5.113.

OC Ttuna «A» OsATOro Kjiacca 3alluThl.

Onenounslii ypoBenb gosepust 2 (OY12), ycuieHHbIH
komrioHeHTaMmu ADV _IMP.2 «IlonHoe oToOpaxeHue
npeactaBienus peanuszanmuun  ®bO», ADV_TDS.3
«bazosslil MoaynbHbIl poekT», ALC FLR.1 «ba3zoBoe
yCTpaHEHUE HEJIOCTaTKOBY, AVA VAN.4
«MeTtoanuecknii aHaIU3 ysI3BUMOCTEN», PACIIUPEHHBIN
komroHeHTaMu ADV_IMP_EXT.3 «Peammzarus OOy,
ALC TAT EXT.0 «Onpenenenue HHCTPYMEHTAIBHBIX
cpencts paszpadbotkm»y, ALC_FPU_EXT.1 «IIponemypsl
OOHOBJICHUS POrpaMMHOTO obecrnieueHust
omeparmoHHON CUCTEMBI», ALC LCD_EXT.3
«OmnpeneneHHpie pazpabOTUYMKOM CPOKU MOIIEPIKKI,
AMA SIA EXT.3 «Ananu3 BIusiHus OOHOBIICGHWN Ha
0€301acHOCTb ONEepaIMOHHOM CUCTEMBDY,
AMA SIA EXT.6 «AHanu3 BIMSHHS  BHEIIHHUX
MOJIyJIeH YPOBHS sipa Ha 0€30MaCHOCTh OTIEPAIIMOHHOMN
cucteMbl» U AVA CCA EXT.] «AHaiu3 CKpBITBIX
KaHAJIOBY.

TpebGoBanus 0e30macHOCTU uHbopmanuu K
OTIEPAIMOHHBIM CHCTEMaM, YTBEP)KJICHHBIC IMPUKA30M
OCTOIK Poccun ot 19 aBrycra 2016 r. Ne 119.

I'OCT P HCO/MBK 15408 «HudpopmanroHHas
TexHojorus. Meroasl W cpeacTBa obecredyeHus
o0e3zomacHoct. Kputepuum omeHku  0€30mMacHOCTH
MH()OPMAITMOHHBIX TEXHOIOTHI.

Omneparmonnsie cucteMbl, OC 0011ero Ha3HAYCHHS .



2.2. AHHOTAUMS NMPO(PUIIS 3AIUTHI

Hacrosmmit I13 ompenensier tpeboBanusi OeszomacHoctH k OC o61iero
HazHa4YeHUs (TUIT «A») MATOTO KjIacca 3allyThI.

2.2.1. Kno4yeBble TEPMUHBI, HCI0JIb3yeMble B MPoduie 3aluThI

Hwuxe npuBeneHsl KIIOYEBbIE TEPMUHBI, UCHIOJIb3yeMble B 113 npu 3amanun
TpeboBanuii OezonacHoctd OC M OTHOCAIIMECS K PA3JIMYHBIM KaTEropusM
nonb3oBareneit OC u cyOBEKTOB AOCTYIIA, a TAKXKE UX OMPEIEICHHUS.

AamuHucTpaTop: noas3oBatenib OC, yHNOJIHOMOYEHHBIA BBIMOIHATH
HEKOTOpBIE NEUCTBUSA 1o aJIMUHUCTPUPOBAHUIO oC (nmerommi
aMUHUCTPATUBHBIC TMOJHOMOYMS) B COOTBETCTBUU C YCTAHOBJIECHHOUW pOJIbIO U
TpeOyembiMu npuBuiierusiMu B OC Ha BBIIOJHEHHUE 3TUX JCHCTBHIA.

HenpuBuierupoBanHblii Cy0OBeKT [JOCTYNA: IIPOLIECC, IOPOKAAEMBINA
II0JI30BATEJIEM.

HeynotHOMO4YeHHBIH Cy0ObEKT J0CTYyNA: IIPOLECC, IOPOKIAEMBII JIMIIAMH,
HE ABJLSIIOIUMUCS noibs3oBaressMu OC, mpH NONBITKE HECAHKIIMOHWPOBAHHOTO
JOCTyIa.

O0bexT mocryna: enuHuia UHGOPMAIMOHHOTO pecypca (daiin, kaTtaior,
TOM, YCTPOMCTBO M (WJIM) WHBIE), JOCTYNl K KOTOPOH pErIaMeHTHPYETCs
MpaBUJIaMU pa3TPaHUUYEHUs] JIOCTYNMa W MO OTHOLIEHHIO K KOTOPOM CyOBEKTHI
J0CTyIa BBIOJHAIOT OIEpaiu.

IHoab3oBaresanb: mnosb3oBarenb OC, HE HMEOIMHA AIMUHUCTPATUBHBIX
MOJTHOMOYHI.

IMoab3oBarear OC: nuio (aAMUHUCTPATOP, MOJH30BATENH), KOTOPOMY
paspenieHo BBIIIOJIHATH HEKOTOpbIE NEeNCTBUSA (onepanun) o
agmuHucTpupoBanuto OC uinn o6padotke nudopmaruu B OC.

IIpuBnjiernpoBaHHbIii  CyObEKT [OCTYNA: IPOLECC, IOPOKIAEMBIN
aIMUHUCTPATOPOM UJIUM OT UMEHHU CITy>keOHOM yueTHoi 3amucu OC.

Posab: mnpenomnpeneneHHas COBOKYNHOCTb IPAaBWJI, YCTaHaBIIMBAKOLIUX
nomyctumoe B3aumoeiicteue ¢ OC.

Cy0bekT goctyma: 1mpouecc, MNopoxaaemeiii nonb3oBatenem OC
(TmoJsib30BaTeNIeM WA aIMUHUCTPATOPOM).

Y10/IHOMOYeHHbI HENMPUBUJIETHPOBAHHBIN CYOBEKT J0CTYNA: MIPOIECC,
NOpPOKIaeMbIi MOJB30BATENIEM B COOTBETCTBUHU C NpPaBaMHU JOCTYIa K OOBEKTY
J0CTyna.

Y10/IHOMOYeHHbII NPUBUJIETHPOBAHHBIN CY0OBEKT JOCTYyNa: Ipolece,
MOPOKIAEMBIA aJIMUHUCTPATOPOM WM OT UMEHH CIYKEOHOH yueTHOW 3amucu B
COOTBETCTBHUH C POJIBIO.

CooTHoIlIeHHE TEPMHUHOB, MPUMEHSEMbBIX B HACTOSIIEM NpOQuUiIe 3alIUThI
g obo3HaueHus: mnoib3oBaTesnied OC u  cyOBEKTOB JOCTyNa pa3iMYHbIX
KaTeropui, MPeJCTaBICHO Ha pucyHke 2.1.



Monb3oBaTtenb OC

Jnuo, He siBRAOWeecA
nonb3oBatenem OC

v v
Monb3oBaTtenb AAMMHMCTPETO
(nonb3oBatenb OC 6€3 aAMUHUCTPATUBHBIX parop
— (nonb3oBaTtenb OC ¢ aAMUHUCTPATMBHLIMW MOTHOMOUUSMM)

A 4 A 4
Cy6bekT goctyna
(npouecc, NnopoxaaemMbliii
none3osaTtenem OC)

Cy61beKkT gocTtyna
(npouecc, nopoxxagaembliii NULIOM, He
ansowmmcs nonb3osatenem OC)

CnyxebHas y4yeTHas 3anucb

| Ponb 1 | |Ponb m | |POJ1I: M|
A 4 \ A 4
HenpusunernpoBaHHbIN MpuBUnermpoBaHHbIN Cy6bLEKT AoCTyna
cy6bekT goctyna npotiecc, NopoxaaemMbin 0T UMEHN
y A y o (mpoy POXA o . MonHomouua MonHomouns
(npouecc, nopoxaaembiii agMuHMCTpaTopa Uiy NopoXxaaemblii cryxebHomn
nonb3oBaTenem) YYETHOW 3anmncbio)
Mopoxaaemobie MNMopokpaembie
nopo}KAaeMble AAMUHUCTPATOpPOM C/NIyX. y4. 3anUcCbo
nonb3oBaTenem npaBa 4 P P VK. Y.
Mpusunernmn
v |
— \ 4 y \ 4
YNonHOMO4Y€eHHbIN A A

YNonHOMO4€eHHbI NPUBUIErMPOBaHHbIN CY6BHEKT

HenpuBUINErmpoBaHHbIN CyOBLEKT
pocTtyna
(npouecc, nopox/aaemMblii nofnib3oBaTenem,
B COOTBETCTBUM C MpaBamMu JocTyna K
06bekTy gocryna)

MNpaBa

O61beKTbl AocTyna

= e e ———

AocTyna
(npouecc, nopoxaaembiit aAMUHUCTPATOPOM B
COOTBETCTBUU C POSIbIO UMW NMOPOXAAEMbINA CITyXeBHOM

YYETHOW 3anucbio)

MNMoporkpaembie

HeynonHomo4eHHbI cy6bekT
pocTyna
(npouecc, nopoxaaemblii nMLamMmn He
asnsowmmmcs nons3osartensmu OC,
npu nonbiTke HCA)

I MNopoxaaemble
AAMUHUCTPATOPOM
Mpusunerum C/IY3K. 4. 3aMnCbio
COOTBETCTBYIOT
NosIHOMOUNAM
poau n (an m)
\ 4

Het npusunernii

[eiictBuA B cucteme

Her npas

Ff
|

Pucynok 2.1 — CooTHoOIIEHHE TEPMUHOB, TPUMEHSAEMBIX B Mpoduie 3alIUThl 1uisi 0003HaYeHus noJib3oBarenieid OC u
CyOBEKTOB JIOCTYIIAa Pa3HbIX KaTEropui
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2.2.2. Ucnosib30BaHMe U OCHOBHbIE XapaKTEPUCTUKH 0€30MACHOCTH
00bEKTa OLIEHKH

OO mnpencraisieT co00i MPOrpaMMHOE CPEICTBO (KOMILIEKC MPOrPaMM),
peanusytomiee (peau3yromuii) GyHKIUA 3alIUThl OT HECAHKIIMOHUPOBAHHOIO
goctyma K wuH(popManuu, o0pabaTbiBaeMOl Ha CpEACTBaX BBIYUCIUTEIHLHON
TEXHUKHU, HaXOJSIIMXCS IMOJ YMNPABICHUEM JIaHHOTO MPOTPAMMHOTO CpEICTBa
(KoMILIEKCa IPOrpamm).

OO gjmomxeH oOecrneuyWBaTh  HEUTpAIM3aLUIO  CIEIYIONIUX  YIpo3
6e3omacHOCTH HH(OPMALIUU:

HECAHKIIMOHUPOBAHHBIM JOCTYIl K OOBEKTaM JOCTylla CO CTOPOHBI
CyOBEKTOB JIOCTYIIA, JUIsl KOTOPBIX 3allpalIMBAEMbIil TOCTYII HE pa3pelIcH;

MOJIy4YeHUE  HApYLIUTEIEM  HECAHKIMOHMPOBAHHOIO  JOCTylma K
nH@opmaruu, oo6padbaTbiBaEMON CPEICTBOM BBIUMCIUTEIBHON TEXHUKU, B TIEPUO/I,
kKorja nojes3oBaresb OC MOKHHYN pabodee MECTO, HE 3aBEPIIMB CEaHC padOThI
0O¢C;

HECAaHKIIMOHHUPOBAHHOE WJIM HENpPEeJHAMEPEHHOE yaalleHne HHPOPMALIMH CO
CpPEICTBa BBIYUCIUTEIHPHOW TEXHUKH, (YHKIIMOHUPYIOIIETO TIOM YIPaBICHHEM
OoC;

YTEUKy WM  HECAaHKIMOHWPOBAaHHOEC W3MEHEeHHWe uHdoOpMaruu B
OTNEpaTUBHOM  MaMsTH,  HUCMIOJb3yeMOW  pa3MYHBIMU  MpoOIEecCaMH |
dbopMHUpPYyEMBIMU UMH MTOTOKAMH JTAHHBIX

HECAaHKIIMOHUPOBAaHHOE  BHECEHUE  HAPYIIUTEJEM  HM3MEHEHHUH B
KOH(UTypallMOHHbIE JaHHBIC, KOTOPbIE BIUAIOT Ha (QYHKIIMOHUPOBAHUE
OT/EJIbHBIX CEPBUCOB, MpuiioxkeHuid uim OC B LenoM;

OCYILIECTBIICHUE HapyLIUTEIIEM BOCCTAHOBJICHUS (mox6opa)
ayTeHTU(PUKAIMOHHOM nHbopMarmu noias3zoBareneit OC;

UCIIOJIb30BAaHUE  HApYIIUTENeM  HUACHTU(GUKAIMOHHOW W  HadajdbHOU
ayTeHTU(PUKAIMOHHON  WH(OpMAIMK, COOTBETCTBYIOIIEH YYETHOM  3aIucu
rons3oBateirst OC;

HECAaHKIIMOHUPOBAHHOE BHECEHHME HW3MEHEHHM B JKYpHaJbl PETHUCTPAINH
coObITit 6e3omacHocti OC (GKypHaIbl ayuTa);

HECAHKIIMOHUPOBAHHBIN TOCTYI K HHGOPMAIIMH BCJIEICTBHE UCTIOIb30BAHUS
nosib3oBaTessiMi OC  Hepa3peneHHOro MporpaMMHOIO obOecreueHus (nanee —
HO);

HECAHKIIMOHUPOBAHHBIM JIOCTYIT CYOBEKTOB J0CTyna K WH(OpMaIuu,
00paboTKa KOTOPOW OCYIIECTBIsJIaCh B paMKax CEaHCOB (Ceccuil) Ipyrux
CyOBEKTOB JIOCTYTIA.

B coctaB OC kak 00beKTa OIEHKH BXOAT CJICAYIOIINE KOMIIOHEHTHI:

3arpy3uuk OC, obGecneunBaromuii 3arpy3ky siiapa OC;

sapo OC, oOecneunBaroiiee YIOpaBJICHHE  pecypcamMH  CPEICTBa
BBIYHCIIUTEILHON TEXHUKH (TIPOIECCOPHOE BPEMsI, OTICpaTHBHAS TTaMATh U JIPYTHE)
U BBINIOJIHEHUE 0a30BbIX (DYHKIIMI MO 3amuTe nHGOpMauu;

MOAYJX ypoBHSA snpa (mporpammsbl, 3arpyxkaembie sigpom OC wu
pacumpstoniye ero 6a3oBbie (PyHKIIMOHATBHBIE BO3MOXXHOCTH );

cyx6b61 OC, oOecreunBarIue BHITOTHEHUE (YHKIUNA MO 00paboTKe u
3amuTe nHpopmaIuu.


https://ru.wikipedia.org/wiki/%D0%97%D0%B0%D0%B3%D1%80%D1%83%D0%B7%D1%87%D0%B8%D0%BA_%D0%BE%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B
https://ru.wikipedia.org/wiki/%D0%AF%D0%B4%D1%80%D0%BE_%D0%BE%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B
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Apxutektypa 6e3omacHoctd OC nomkHa o0ecrieunBaTh:

peann3aiuio MOHHTOpA oOparieHuit (mucnietuepa JI0CTYyTIa),
00eCIeynBaoIIyt0 BO3MOKHOCTh €0 UCUEPIIBIBAIOIIETO aHAIN3a U TECTUPOBAHUS,

3alMIIEHHOCTh ~MOHUTOpa oOOpalleHuid (aucreryepa JOCTyma) OT
IPOHUKHOBEHUS (BMEIIATENbCTBA), IPEOIOJICHUS U 00X0/1a;

HEBO3MOXHOCTh JIOCTyIa CYOBEKTOB JIOCTYyIMa K 00BbEKTaM JOCTyIa B 00X0J
YCTaHOBJICHHBIX TMPaBWJI pa3rpaHUYCHHs] JOCTyna (yHpaBlIEHUS JOCTYIIOM) B
ciydae cO0si MOHMTOpa OOpalleHuil (IucmeTdepa AOCTyIa) JO0 BOCCTAHOBIICHUS
ero paboToCcmoCOOHOCTH.

B OC nomxHBI OBITh peaTn30BaHbl CICAYIONINE GYHKITUNA O€30IaCHOCTH:

uAeHTU(UKAIMS U ayTeHTU(UKALINS;

yIpaBJICHHUE TOCTYIIOM;

perucrpanus cCoobITHI 0€30MaCHOCTH;

OTrpaHUYECHHE MMPOTPAMMHOMN CPEJIbI;

U30JISILIUS [TPOLIECCOB;

3aIlyTa MaMsTH;

KOHTPOJIb LIEJIOCTHOCTH;

o0ecrieueHne Ha/Ie)KHOTO (PYHKIIMOHUPOBAHUS;

(bunbTpaLKs CETEBOro MOTOKA.

B cpene, B xotopoit OC (QyHKIMOHUPYET, JOJKHBI OBITH peain30BaHbI
cieayomnme GyHKIUU 0€30MacHOCTH:

(du3nyueckas 3aluTa;

noBepeHHas 3arpyska OC;

obecnieueHue ycioBuil 6ezonacHoro Gpynkuuonuposanust OC;

o0ecrnieueHre JOBEPEHHOI0 MapIIpyTa;

o0ecrnieyeHre JOBEPEHHOI0 KaHaJa.

DOyHKIIUU 0€30I1acCHOCTH oC JTOJKHBI o0JanaTh COCTaBOM
(GYHKIIMOHATBHBIX BO3MOKHOCTEH ((DYHKIIMOHAIBHBIX TPpeOOBaHMI 0€30MMacCHOCTH),
00ecneunBalOIIUX PeaTu3aHio 3TUX QYHKIIH.

B nactosimem [13 u3nokeHs! clieayromniie BUIbl TpeOOBaHU 6€30MacHOCTH,
npenbsasisiembie kK OC:

(byHKUHOHATIBHBIE TPEOOBaHMS 0€30MACHOCTH;

TpeOoBaHUS TOBEpHsI K 0€30MaCHOCTH.

OyHKMOHANbHbIE TpeboBaHus Oe3omacHoctd OC, uznoxenuoie B 113,
BKJIFOYAIOT:

TpeOOBaHMS K UACHTU(PUKALIMUA U ayTeHTU(UKAIIY;

TpeOOBaHUS K YIPABICHUIO TOCTYIIOM;

TpeOOBAaHUS K PETHCTPAIIMN COOBITHI 0€30IMacCHOCTH;

TpeOOBaHMSI K OTPAHUYCHHUIO TIPOTPAMMHOM CPEbI;

TpeOOBaHUS K U30JISIUU TIPOIIECCOB;

TpeOOBaHUS K 3aIIUTE TAMSATH;

TpeOOBaHUS K KOHTPOJIIO LIEJIOCTHOCTH;

TpeOOBaHUS K 00ECIICUCHUIO HAZE)KHOTO (PYHKIIMOHUPOBAHUS;

TpeOoBaHMs K (PUIBTPAIIMN CETEBOTO MOTOKA.
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OyHKIMOHANbHBIE TpeOoBaHus Oe3zonacHocTH st OC  BbIpaXkeHbl Ha
OCHOBE KOMIIOHEHTOB TpeOOBaHUN M3 HAIMOHAJIBHOIO cTaHaapta Poccuiickoi
®deneparuu 'OCT P UCO/MBK 15408-2-2013 «MHpopmarimoHHas TEXHOJIOTHS.
Meroasl u  cpeactBa obecniedeHus  Oe3omacHocTu. Kputepuun — olieHKH
6e3onacHocTH WH(OpMAIMOHHBIX TexHosoruil. Yacteh 2. DyHKIHOHATBHBIC
KOMIIOHEHThI 0€30MaCHOCTU» U CHEIUATbHBIX (PACIIUPEHHBIX) KOMIIOHEHTOB.

CocraB (GyHKIHOHATBHBIX TpeOOBaHWI OE€30MMACHOCTH, BKJIIOYCHHBIX B
Hacrosmil 113, obecreunBaer cnemyronue QyHKIMOHAIBHBIE Bo3MOKHOCTH OC
THIA «A»:

BO3MOXXHOCTh 3a/laHUsl TMOJUTUKU JTUCKPEIMOHHOTO W (WJIM) POJIEBOTO
YOpPAaBJIEHUS  JTOCTYIIOM U1 YCTAaHOBJIIEHHOTO  MHOXKECTBa  ONEpaLuii,
BBINOJHSAEMBIX CYOBEKTaMH JIOCTYIIA [0 OTHOIIICHHUIO K O0BEKTaM JOCTYIIA;

BO3MOYKHOCTh pE€aIM3aluy JUCKPEIIMOHHOTO M POJIEBOIO YIPaBIEHUS
JIOCTYIIOM Ha OCHOBE CIIHCKOB YMpPaBJICHUS JOCTYNOM (MaTpHUIlbl YNpPaBICHUS
JIOCTYTIOM) U (WJIN) POJICH;

BO3MOXXHOCTh ~ OCYIIECTBJICHHMSI PE3EPBHOIO  KOMHPOBAHUS  OOBEKTOB
(baiiioBOM CUCTEMBI,

BO3MOYKHOCTb YJaJI€HHsI OOBEKTOB (DAIIOBOI CHCTEMBI;

BO3MOXKHOCTh BOCCTaHOBJEHUSI 00BeKTOB OC w3 pe3epBHBIX KOIHIA,
CO3/IaHHBIX C ucrnoiab3oBaHueM OC, U UCTOIB30BAHUS ACCOIIMUPOBAHHBIX C HUMU
aTpuOyTOB 0€30MACHOCTH;

BO3MOYKHOCTh YCTaHOBKH I1O (KOMITOHEHTOB [10) TOJIBKO
aIMUHUCTPATOPaAMHU,

BO3MO>KHOCTb 33JIaHMsI TPaBUJI aBTOMATUYECKOTO 3aIlycKa KOMIIOHEHTOB 110
nipu 3arpyske OC,

KOHTpOJIb 3ammycka komnoHeHToB [1O u pearupoBaHue Ha MOMBITKY 3aIlyCcKa
komroHeHTOB [1O, mnpousBeneHHbIE B HAPYIIEHWE YCTAHOBJICHHBIX MPABUI
3amycka KoMnoHeHToB [10;

BO3MOKHOCTh OCYIIECTBIIATH (DUIBTPAIMIO BXOIANINX U (MJIM) UCXOSAIIUX
CETEBBIX MTOTOKOB;

BO3MOKHOCTh OCYIIECTBJISATh (DUIBTPAIUIO CETEBBIX MOTOKOB, OCHOBAHHYIO
Ha aTtpubyrax O0€30MacHOCTH CYOBEKTOB JOCTyma (CeTeBOM ajipec y3la
OTHpaBUTENS, CETEBOM ajapec y3ia Iojdydarens) W uHpopMmaiuu (CeTeBOM
POTOKOJI, KOTOPBIM UCMIOJIb3YETCS JIJIsl B3aUMOJICUCTBHS);

BO3MOXKHOCTh ~ SIBHO  paspeliarb CETeBOM  TMOTOK, 0a3upysch Ha
yCTaHABIMBAEMOM aJIMUHHCTPATOpOM Habope mpaBui (UIBTpPAIMUd CETEBOrO
Tpaduka, OCHOBAHHOM Ha MJICHTU(PUIIMPOBAHHBIX aTPUOYTaXx;

BO3MOYKHOCTh 3arpeniaTh CeTeBOW MOTOK, 0a3UpysICh HA YCTaHABIMBAEMOM
aIMUHUCTPATOPOM Habope npaBuil (GUIBTPALIMK CETEBOTO Tpaduka, OCHOBAHHOM
Ha WICHTU(PUIUPOBAHHBIX aTpUOyTaXx;

oOecrieueHue HEJOCTYITHOCTH OCTaTOYHOM uHbOpMaIuu pH
pacrpeiesieHuy Uiu OCBOOOXKIEHUN pecypca MaMsTH sl HeNPUBUIIETUPOBAHHBIX
CyOBbEKTOB;

BO3MOXKHOCTh TOJAJEPKHUBATh Uil Kaxzaoro moJib3oBatenss OC crnucok
aTpuOyTOB 0€30MaCHOCTH;
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BO3MOKHOCTB 6JIOKI/IpOBaHI/I}I yquHOﬁ 3anucu  mnonab3oBarenss OC Ipu
IMPCBLIICHNN YCTAHOBJICHHOT'O aIMHUHHUCTPATOPOM YHUCJId HCYCIICIIHBIX ITOIIBITOK

ayTCHTH(UKAIIHH,
obecnieueHue uaeHTU(PUKAIMU 0OBEKTOB JOCTYIIA;
HUCKJIIOYEHHUE OTOOpaKCHHUS JIEHCTBUTEILHOTO 3HAYEHUSA

ayTeHTU(PUKAIMOHHON uHpoOpManuu Tpu ee BBoAe mnonb3zoBarearem OC B
JMAIOrOBOM HHTEpderice;

BO3MOKHOCTh aCCOITMUPOBATh aTpuOyTHI Oe30macHOCTH mojb3oBarelss OC ¢
CyOBbeKTaMu JIocTyma (3aIyCKaeMbIMH OT €ro IMEHH IPOIIECCaMH);

BO3MOXXHOCTh MTPOBEPKU COOTBETCTBHS ayTEHTU(DUKAIIMOHHOW MHPOpMAITUU
METPUKE KayecTBa, OOecneuMBaroUulel aJeKBaTHYIO 3alUTy OT HapyLIEHUs
0€30MacHOCTH HapYIIMTEIEM C MOTCHIMAJIOM HANaJCHUs, COOTBETCTBYIOIIUM
KJIacCy 3alUIICHHOCTH;

UACHTU(UKAIINI0O W ayTeHTU(UKAIMIO TIONH30BATENsl /O BBIOJIHEHUS
JOOBIX IEUCTBUH TIO JOCTYMY B MH(GOPMALIMOHHYIO CUCTEMY WM aJIMUHUCTPATOpPA
110 BBINIOJIHEHUS JEHUCTBHUM IO YIIPABIICHUIO ONEPALlMOHHON CUCTEMOW;

BO3MOXXHOCTh CO CTOPOHBI QJMHHUCTpATOpa YIPaBISATh AaTpuOyTaMu
0e30I1aCHOCTH;

BO3MOXXHOCTb CO  CTOPOHBI  YIOJIHOMOYEHHBIX MPUBUIECTMPOBAHHBIX
CyOBEKTOB YIPaBJIAThH BeIMOJHEHHEM (QyHKIHM O0e3omacHoctu OC;

BO3MOXXHOCTh CO CTOpPOHBI aJMHHHMCTpATOpa YIpaBJIATh IapaMeTpaMu
byukuuii 6e3onacnoctu OC, TaHHBIMU ayJUTa, IPaBWIAMH GUIBTPALIMA CETEBOTO
MOTOKA;

NOAACPKKY omnpeneneHHbix poied mig OC M HX accouuanuoo ¢
nosb3oBaressimu OC;

BO3MOYKHOCTh MPUMEHEHHSI HAabOpoB 0a30BbIX KOHuUrypanuit OC;

BO3MOXXKHOCTh ~ yCTAaHaBJIMBaTh  IOPOrOBO€  3HAYEHUE  KOJMYECTBa
HEYCTEIIHBIX MOMBITOK ayTeHTU()HUKAIIMHU, TTPEIOCTaBIIsIeMast aIMUHUCTPATOPY;

BO3MOXXHOCTh YCTAHABJIMBATh CPOK ACUCTBUS Maposiei, mperocraBiiseMas
aJIMMHUCTPATOPY;

BO3MOXXHOCTh YCTaHaBJIMBaTh CPOK JCWCTBUA WIACHTH(PHUKATOPOB IS
BPEMEHHBIX YUETHBIX 3alliCel, MpeocTaBisieMast aIMUHUCTPATODY,

obecrnieueHue ynpasiaeHus 10cTynom k oobexktam OC;

3aIUTY XpaHUMOM ayTeHTU(UKAIMOHHON uHpOpMaIUU oT
HETPaBOMEPHOTO JAOCTYIa K HeH U PaCKPBITHUS;

oOecrieueHune 3aluThl OT epenoaHeHus oydepa;

MIOCTOSTHHBIA KOHTPOJIh M TIPOBEPKY MPABOMOYHOCTH OOpaIeHHi CyObEeKTOB
J0CTyna K 00beKTaM JI0CTyMa,

BO3MOXKHOCTH MPEAOCTABJICHHSI HaIS)KHBIX METOK BPEMEHH MPH TPOBEACHUN
ayauTa, a TaK)Ke JUIsl OTpaHUYEHHUsI CpOoKa IEUCTBUM aTpuOyTOB O€30M1aCHOCTH;

BO3MOXHOCTh TECTUPOBAHUS (CaMOTECTUPOBaHMS) (QYHKIMI O€30MacCHOCTH
OC, mposepku nenoctaoctd 110 OC u nenoctHocty faHHbIX (mapametpoB) OC;

BO3MOXXHOCTh Bo3Bpata OC mipu cOosX M OTKazax K Oe3omacHOMY
COCTOSIHUIO B @BTOMAaTU3UPOBAHHOM PEKUME;

BO3MOXXHOCTh ~ OCYIIECTBIIAITh ~ OTPAaHUYECHHE  MAKCHUMAJIbHOTO  4YHCIa
OJTHOBPEMEHHBIX  (MapayieIbHBIX) HHTEPAKTHUBHBIX CEAaHCOB JOCTyNa B
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OMEpPAlMOHHYI0 CHUCTEMY, IPEJOCTABICHHBIX OJHOMY U TOMY € CYOBEKTY
J0CTyIa;

BO3MOKHOCTh OCYIIECTBIISITh OJIOKUPOBAHUE CEaHCa AOCTyIa MOJb30BaTels
OC 1o ucreyeHnu 3aJaHHOTO UHTEpPBAJIa BpEMEHHU 0e31eHCTBUS M0Ib30BaTEN;

BO3MOXXHOCTh OCYIIIECTBIISITH OJIOKMpOBaHUE (pa30yI0KUpOBaHUE)
cobcTBeHHOr0 ceanca goctymna B OC nonb3oBarenem OC;

BO3MOXKHOCTh ~ OOecledeHHuss  3alliuThl  OT  HECOIJIACOBAaHHOCTEH,
BO3HMKAIOIIMX HAa YpPOBHE IMPOLIECCOB IMpPHU MapajuleIbHOM paboTe ¢ pecypcamu
CpEACTBa BHIYMCIUTEILHON TEXHUKHU U 00bekTaMu foctyna OC;

BO3MOXXHOCTh OJIOKMpPOBaHMS MOMBITOK AOCTYIA K 0OOBEKTaM JOCTYIa, €Clu
B MOMEHT OOpalleHUs OHU UCTOJIBb3YIOTCA IPYTUMU ITPOLIECCaMU;

BO3MOXXHOCTh BKJIIOUEHHSI M HCKJIIOUEHUSI COOBITMI B COBOKYIHOCTh
COOBITUM, MOJIBEPraOIINXCS ayIUTY, IpeAoCTaBisieMas aAMUHUCTPATOPY;

BO3MOXXHOCTh MPEIOCTaBICHUS aIMUHUCTPATOPY BCEl HH(pOpMAIUU ayuTa
B IMOHSITHOM JIJISI HETO BU/IE;

BO3MOXXHOCTh ~ 3alIUThl XPaHUMBIX 3allUCed PErucTpaluud  COOBITUH
oezonacHoctn OC (aynura) OT HECAaHKUMOHUPOBAHHOTO  YJAJI€HUS U
MpeoTBpaIIeHUs MOIU(PUKALINY 3aiCced ayInTa;

BO3MOYKHOCTh BBITIOJTHEHUS JIEWCTBUIA, HAMpaBICHHBIX HAa COXPaHECHHE
JAHHBIX KypHaJla peructpanuu coosituii 6e3onacHoctu OC u 00ecreunBaronmX
HEMPEPBIBHOCTh TpOllecca ayJauTa, €CIM SKypHaJl pPErucTpaluud  COOBITUI
6e3onacHocTr OC PEBBICUT ONPEICTIEHHBIN aIMUHUCTPATOPOM pa3Mep;

BO3MOXKHOCTh PETrHCTpanuu (ayauTa) cOObITUH 0€30MacCHOCTH, KOTOPHIC B
COOTBETCTBMM C HallMOHAJIbHBIM cTaHaapToMm Poccuiickoir ®enepauuu 'OCT P
NCO/M3K 15408-2 pktoueHbl B 0a30BbIi YPOBEHD AyIUTA;

BO3MOYKHOCTh BBITIOJIHEHHUS JIEWCTBHI, HAMPABICHHBIX HA MPEIOTBPAILICHNE
NOoTepy JAHHBIX ayJWTa TPH TEPENOJHCHUH >KypHalla PErucTpalud COOBITUI
6e3onacHoctu OC;

BO3MO>KHOCTh MOJIHOTEKCTOBOM PErUCTpaliy MPUBUIETHPOBAHHBIX KOMAaH]]
(KomMaH I, yIpaBISIONUX CHCTEMHBIMU (DYHKITUSIMU).

TpeboBanus poepusi Kk Oe3zonacHoctd OC chopMuUpOBaHBI Ha OCHOBE
KOMITOHEHTOB TpeOOBaHUI U3 HallMOHATBHOTO cTanaapTa Poccuiickoit deneparuu
I'OCT P UCO/MDK 15408-3-2013 «udopmarmonnas texHojorus. Metonbl u
cpenctBa oOecreueHus Oe3omacHocTH. Kputepun OLGHKM — O€30MacHOCTH
nH(pOpMaITMOHHBIX TeXHOJoTH. YacTh 3. KoMmoHeHTHI JoBepHs K O€3011aCHOCTH
U CIIeNUAbHBIX (PACHIMPEHHBIX) KOMIOHEHTOB.

TpeboBanust noBepus k 0e3onacHoctn OC 00pa3yrOT OLICHOYHBINH YPOBEHB
noepus 2 (OV]2), ycunennbii kommoneHtamu ADV _IMP.2 «IlosnHoe
oToOpaxxenue mnpeactraBiaeHus peanmuszauun DbO», ADV TDS.3 «ba3oBbiit
moxynbHbld  mpoekr», ALC FLR.1 «ba3oBoe ycTpaHeHHE HEOOCTaTKOBY,
AVA VAN.4  «Meroauueckuii  aHamu3  ySI3BUMOCTE»,  pacIIMpeHHBIN
komrnoneHTamMmu  ADV_IMP_EXT.3 «Peanuzamua OO», ALC_TAT_EXT.0
«OmnpeneneHue HMHCTPYMEHTAIBHBIX CcpeactB paspadotku», ALC FPU _EXT.1
«IIporieypsl  OOHOBIIEHHS  TPOTPAMMHOTO  OOECTICUCHHSI  OTEpaIMOHHON
cuctembl», ALC _LCD EXT.3 «Ompenenennple  pa3padOTYUKOM  CPOKHU
nonnepxkkn», AMA SIA EXT.3 «Ananmu3  BiusHUsA  OOHOBJIEHHMH  Ha



14

0e30macHoCTh ornepanroHHoi cuctembl»y, AMA SIA EXT.6 «AHanu3 BIUSHUS
BHEITHUX MOJYJEHl ypOBHA sifjpa Ha 0O€30MacCHOCTh ONEPALMOHHON CHUCTEMBI» U
AVA CCA EXT.] «AHanu3 CKpbITBIX KAHAJIOBY.

B unensix oGecneyenust ycnoBuit 6e3zomacHoro ¢ynkiumoHupoBanus OC B
Hacrostiem [13 onpenenens! menu 11 cpeasl pynkrmonnpoBanus OC.

2.2.3. Tun 00beKTa OLleHKH

OO sBasierca OC Tuna «A» IATOro Kilacca 3alluThl.

OC Tuna «A» — onepauuMoHHas CUCTEMa, MpeAHa3HAYeHHas JJIs
(YHKIIMOHUPOBAHUA HA  CPEACTBAX  BBIUMCIUTEIBHOW TEXHHKH  OOIIETO
Ha3HAuYeHUsI (AaBTOMATU3UPOBAHHBIE pabOYME MecTa, CEPBEPHI, CMAPTQOHBI,
IJIAHIIETHI, TeJIE(POHBI U UHBIE).

2.2.4. locTynHble annapaTHble CPeICTBa, IPOrpaMMHOe oOecrneyeHmne,
NpPOrpaMMHO-aNINapaTHbIe CPeICTBA, He BXOASIINE B 00beKT OLIEHKH

B pamkax wHacrosmero II3 anmapatHele cpeacTtBa, MOPOTrpaMMHOE
oOecrieueHre, MporpaMMHO-aNmapartHeie cpeacTBa, He Bxogsaume B OO,
HE pPacCcMaTpUBAIOTCH.

2.3. CoraanieHust

Kommnieke HanmoHanbHbIX cTaHgapTtoB Poccuiickoit ®@enepauuu 'OCT P
NCO/MDOK 15408 «MudopmarionHass TexHOJOTUa. MeEToasl U CcpejicTBa
obecrnieuenus 6e3onacHocTu. Kputepun oreHku 6€30macHOCTH WHGOPMAITMOHHBIX
TEXHOJIOTUI»  JIOMYCKAaeT  BBIMIOJHEHHWE  OMNPEACICHHBIX  ONeparuii  Haj
KOMIOHEHTaMu TpeOoBaHuii Oe3omnacHocTu. COOTBETCTBEHHO B HacrtosieMm [13
HCITOJTB3YIOTCS OTICPAIIMH KyTOYHEHUE», «BEIOOPY, «HA3HAUCHUE)» U KUTEPALTHS.

Omneparusi «yTOYHEHHe» WCIOJIb3YeTCsS IS J00aBJICHUS B KOMITOHEHT
TpeOOBaHMI HEKOTOPBIX MOAPOOHOCTEW (neTtaneil) U, TakuMm o0pa3oM,
OTpaHWYHMBAET JHWAMAa30H BO3MOXXHOCTEH II0 YIOBJICTBOPCHHIO TpeOOBAaHUM.
Pesynbrar omepamuu  «yrouHeHue» B Hacrosmiem [I3  obo3Haudaercs
MOJIY’KHPHBIM TEKCTOM.

Omneparusi «BbIOOP» HCIIONB3YETCS JJII BBIOOpA OJHOTO WM HECKOJIBKUX
AJIEMEHTOB W3 TepeuHs B (OpMyIMpOBKE KOMIOHEHTa TpeOoBanmii. Pe3ymbrar
orepaiuu «BbI0Op» B HacTodAleM [13 o6o3HauaeTcss noduepkHymuiM KYPCUBHBIM
MeKCmoM.

Omneparusi «HA3HAYEHHME)» WCIOIB3YETCSA JUIsl TPUCBOCHUSI KOHKPETHOTO
3HAYCHUS paHee HEKOHKPETHU3UPOBAaHHOMY ITapaMeTpy B KOMITOHEHTE TPeOOBaHHUM.
Omneparnust «Ha3HAYeHHe» 0003HAYACTCS 3aKITFOYCHHEM MPHUCBOCHHOTO 3HAYCHUS
napaMeTpa B KBaJpaTHble CKOOKHM, [HazHadaemoe (IIPUCBOEHHOE) 3HAYCHUE
napameTpal.

B nactosmem 113 ncnons3ytoTcs KOMIOHEHTH TpeOOBaHU 0€30MacCHOCTH,
BKJIIOYAIONIME  YAaCTUYHO  BBIMOJHEHHBIE  OMNEpallMM  «HA3HAYEHHe» U
MpPEANoaraIye 3aBepiieHrue onepanuid B 3amanuu 1o 6e3omacHoctu (36). B
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JAHHBIX KOMIIOHEHTaX HE3aBepIIeHHas YacTh ONEpaliil «HA3HAYEHHSD)
0003HaYaeTCs KaK [Ha3HAYCHHUE: 001aCmb NPeonoazaemvix 3HA4eHuUll).

B mactosmmit 113  BximodeH psjg TpeOoBaHUM — 0€30MacHOCTH,
chopMyIMpOBaHHBIX B SIBHOM BHJE (paclIMpeHHbIe (CIeluanbHbIe) TpeOOoBaHUs
oeszonmacHoctr).  Kparkas  ¢dopma  uWMEH  KOMIOHEHTOB  TpeOOBaHUH,
c(hOpMyJIMPOBAHHBIX B IBHOM BHjE, coepkuT TekeT (EXT).

Omneparust «uTepamus» HUCIOJIB3YeTCs Il BBIPAKEHUS IBYX WU OoJjee
TpeOOBaHMII 0E€30MaCHOCTH Ha OCHOBE OJHOIO KOMIIOHEHTa TpeOOBaHUM
0€30MacHOCTH; TPH ATOM OCYIIECTBISIETCS PA3IUYHOE BBITIOJHEHUE JPYTHX
omepaiuii  («yTOYHEHHUE», «BBIOOP» W (WIM) «Ha3HAYEHUE») HAJ ITUM
KOMITOHEHTOM.

Hacrosimuit mpoduuib 3aliuThl COAEPKUT Psii HE3aBEPIIEHHBIX OIeparui
HaJl KOMIIOHEHTaMU (PYHKIIMOHAIBHBIX TPeOOBaHUM 0€30MaCHOCTU. ITH ONEpaAIUH
JOJDKHBI OBITH 3aBEpIICHBl B 3aJlaHWM 1O OE30MAaCHOCTU JJII KOHKPETHOM
peanuzanuu OC.
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3. YTBep:KIeHue 0 COOTBETCTBHU

3.1. YrBepxkaenue o coorBerctBuU 'OCT P HCO/MIK 15408

Hacrosimuit  npoduib  3amurbl  pa3paboTaH € y4YETOM  MOJIOXKEHUH
HaIMOHAJIBHBIX CTaHIApPTOB Poccuiickoi denepannun
I'OCT P UCO/M3K 15408-2-2013 «HudopmanmoHHass TexHOIOTHUA. MeTOabl U
cpenctBa oOecreueHus Oe3omacHocTH. Kputepun OLEHKH  O€30MacHOCTH
nHpopMarmoHHBIX TexHonoruil. Yacte 2. DyHKOMOHAIBHBIE KOMIIOHEHTHI
o6esomacioct» u ['OCT P UCO/MOK  15408-3-2013 «Mudopmarmontas
TexHoJIoTHsl. MeTonbl U cpencTBa obecnieueHns 0ezonacHocTH. Kpurepun oneHku
6e3onacHoCcTH MH(POPMAITMOHHBIX TeXHOJorui. Yacth 3. KOMIOHEHTHI A0BepUs K
0e30MacHOCTI.

Hacrosimuit npoduias 3alUThl COAEPKUT PACHIUPEHHbIC (CHEIUaTbHBIC)
TpeOboBaHusi 0€30MacHOCTH, pa3pabOTaHHbIE B COOTBETCTBUU C IpaBUJIAMH,
YCTAHOBJICHHBIMM HallMOHAJIBLHBIMM cTaHaaptaMu Poccuiickonn ®enepanuu 'OCT
P UCO/MDBK 15408 «UudopmanmonHass TexHojorus. Meroasl U CpeAcTBa
oOecneueHus Oe3onacHocTu. Kpurepun onieHKH 6€30MacHOCTH MH()OPMALMOHHBIX
texnosoruity (ALC TAT EXT.0 «OmnpenencHue HHCTPYMEHTAIBHBIX CpPEICTB
pazpabotku», ALC FPU EXT.1 «llpouenypsl OOHOBIIEHHS NPOrPaMMHOIO
obecrieuenus  omeparmonHon cuctembl», ALC LCD_EXT.3 «OmnpenencHHbie
pa3pabotuukoM cpoku Tnopnaepxkkn», AMA SIA EXT.3 «AHanu3 BIUSHUA
oOHOBNIEHUH Ha O0e€30MMacHOCTh omeparuonHol cuctembl»y, AMA_SIA EXT.6
«AHaIU3 BIAMSHUS BHEIIHUX MOJYyJE€H ypoOBHS sApa Ha 0€30IacHOCTb
onepaimoHHot cucremb», AVA CCA EXT.l «AHanu3 CKpBITBIX KaHAJIOBY,
FDP CRC EXT.1  «Boccranonenne wuHpopmanuun», FDP DDM EXT.1
«Yuanuroxkenue (ctupanue) wuHpopmanum», FDP RSI EXT.1 «VYmpaBnenue
yCTaHOBKOM mporpammHoro ooecneuenusi», FDP_RSP EXT.1 «IlpaBuna 3amycka
KOMITOHEHTOB mporpammHoro obecnedenusi», FDP RSP EXT.2 «Kontpomisb
3amycka  KOMIIOHEHTOB  mporpammHoro  ob6ecneuenusi», FIA OID EXT.1
«Mnentudukanus oobexToB goctynay, FMT UST EXT.1 «Iloanepxka HabOpoB
6a30BbiXx  koH(purypammity», FPO DFS EXT.1  «M3onsuus  mpoiieccoBy,
FPO _OBF _EXT.l1 «bnokupoBanue ¢aiinoB mnpoueccamu», FPT ACF EXT.1
«YmpaBlieHHEe  JIOCTYIIOM K  KOMIIOHEHTaM  ONEpPallMOHHOM  CUCTEMBD,
FPT BOP EXT.1 «3ammra ot mnepenonHenusi Oydepa», FPT MTR EXT.1
«MonuTop oOpareHuin, FPT APW_ EXT.I «3ammura XPaHUMOU
ayTeHTU()DUKAIMOHHOUN HH(POpMAIIHNY).

3.2. YTBep:KaeHne 0 COOTBETCTBUH MPO(PUIISAM 3alIUTHI
CootBeTcTBHE APYTUM TPOMUIISAM 3aIIUTH HE TPEOyeTCs.

3.3. YTBep:KaeHHe 0 COOTBETCTBUHU NMaKeTaM
3asBI€HO 0 COOTBETCTBHM Hactosero [13 cnenyromeMy nakery:
nakeT TpeOOBaHMU JOBEpHUs: OLCHOYHBIA ypoBeHb noBepusi 2 (OY2),
ycuneHHblii komnoHeHTamu ADV_IMP.2 «lonHoe oToOpakeHue npeacTaBieHus
peanuzaiuun ®bO», ADV_TDS.3 «ba3oBbeiii MmonyneHbIN npoekT», ALC _FLR.1
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«bazoBoe ycrtpanenue HepoctatkoBy, AVA VAN.4 «Metoaudeckuil aHaau3
ysI3BUMOCTEM», pacimiupeHHbld komrioHeHTamu ADV_IMP_EXT.3 «Peanuzanus
OO», ALC TAT EXT.0 «OmnpeneneHue  HHCTPYMEHTAJIBHBIX  CPEACTB
pazpabotkuy», ALC FPU EXT.1 «lIlpomeaypbsl OOHOBJICHHUS MPOrpPaMMHOIO
obecrieuenus omnepanuonHon cuctemby, ALC LCD_EXT.3 «Omnpenenennasie
pazpabotuukoM cpoku noxaepxkkun», AMA SIA EXT.3 «Ananu3 BiausHUA
OOHOBJICHNH Ha 0e30MacHOCTh omnepanuonHo cucrembl», AMA SIA EXT.6
«AHaIM3 BAMSHUS BHEIIHUX MOJYJIEHW ypOBHS siApa Ha 0€30IacHOCTb
onepaunoHHoM cucteMb» 1 AVA CCA _EXT.1 «AHanu3 CKpbITBIX KAaHAJIOBY.

3.4. O6ocHOBaHHE COOTBETCTBUSI
Bxitouenne GpyHKIMOHAIBHBIX TpeOoBaHMM U TpeboBaHuii qoBepus k OC B
Hacrosmuii  [13  ompenensercs TpeOGoBanusmu Oe3omacHOCTH  HHGOPMAIUN
K ONIEpallUOHHBIM CcHUCTeMaM, yTBepkAeHHbIMU TmpukazoM OCTOK Poccuun
ot 19 aBrycra 2016 1. No 119.

3.5. UzioxkeHne COOTBETCTBHUSA

[Tpu pazpadotke 3b u (umm) apyrux [13 Ha OCHOBE HACTOSAIIETO TPOGUIIS
3aIIATHI YCTAHABIUBAIOTCS CIEAYIOLIUE TUIIBI COOTBETCTBHUSA:

«CTPOTOE» COOTBETCTBUE — €ciu Hactosmmu [13 ABnsercss eqMHCTBEHHBIM
13, yTBEpKIEHUE O COOTBETCTBUU KOTOPOMY BKJIIFOUEHO B 3b;

«IEMOHCTpHUpYyEeMOe» COOTBETCTBUE — eciau OO SBISIETCS KOMILIEKCHBIM
MPOJYKTOM (U31enuemM), U B 3b BKIIOUEHO YyTBEPKIAECHHE O COOTBETCTBUM (IIOMUMO
Hactosimemy [13) npyromy (apyrum) I13.
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4. Onpenenenue npodJaeMbl 6€30MACHOCTH

JlaHHBIN pa3jeN COJEPKUT OINUCAHHUE CISAYIONIUX ACIEKTOB peliaeMou C
ucnoiab3oBanueM OC mpo6ieMbl 6€30MacHOCTH:

yrpo3 0€30macHOCTH, KOTOPBIM JOJKHBI TpoTuBOCcTOSATH OO UM cpena
¢ynkuonuposanus OO;

MOJUTUK 0€30MacCHOCTH, KOTOPhIE TOKEH BBINOIHATE OO;

MPEANONIOKEHNH 0e30macHOCTH  (00s13aTeBHBIX YCIOBUNA OE€30MacHOTO
rucnoisb3zoBanus O0).

4.1. Yrpo3ssl

4.1.1. Yrpo3bl, KOTOPbIM /I0JI7K€H IPOTUBOCTOSITh 00bEeKT OLIEHKHU

B nactosmem [13 onpenenens! cienyromue yrpo3bl, KOTOPbIM HEOOXOIUMO
npoTUBOCTOATh cpeacTBamu OO.

Yrpo3za-1

1. AHHOTAUMA YrpO3bl — HECAHKIMOHUPOBAHHBIA JIOCTYIl K OOBEKTaM
JOCTyIa CO CTOPOHBI CYOBEKTOB JOCTYMA, JUIsl KOTOPBIX 3alpallluBaeMbli JOCTYII
HE pa3pelleH.

2. UCTOYHMKH yrpo3bl — BHYTPECHHUI HAPYIITUTEIb.

3. Cnocod peam3anuu yrpo3bl — OCYIIECTBICHUE HECAHKIITHOHUPOBAHHOTO
Joctyna cyObeKTOB JocTyna K OObeKTam (aillioBOM CHUCTEMBI U YCTPOICTBaM,
HapylIEHUE TpPaBWJ YIPABICHHS JTOCTYIIOM K OOBbEeKTaM (aiioBOM CUCTEMBI U
YCTPOMCTBAM, MPOTPAMMHOE BO3JECUCTBHME HAa WHTEpPPEHC NporpaMMHpPOBAHUS
MPUJIOKEHUH, TIepenoiHeHue oydepa.

4. Ucnonb3yemble ySI3BUMOCTH — HEJIOCTAaTKM MEXAHHW3MOB YIPABIICHUS
JOCTYIIOM, CBSI3aHHBIE C BO3MOKHOCTBIO OCYIIECTBIICHUS HECAHKIMOHUPOBAHHOIO
noctyna K 00bexTaM (aiaoBOi CUCTEMBI M YCTPOMCTBAM.

5. Bua mHGOPMALMOHHBIX PeCypcoB, MOTEHUUATbHO MOJABEPKEHHbIX
yrpose — uHgopmaiusi, cojaepkamasics B 00beKTax (ailJiIoBOW CHCTEMBI,
YCTPOWCTBA.

6. Hapymaembie CBOMCTBA 0e30macHOCTH HH(POPMALMOHHBIX
pecypcoB — KOHPUACHIIMAIBHOCTb, EIOCTHOCTb.

7. Bo3amoskHbIE NOCJIeACTBUS peaju3anuu yIpo3bl —
HECaHKIIMOHUPOBAHHOE O3HAaKoMiIeHHE ¢ MH(popmanuel, pazmemniaemoir Ha CBT,
HECAHKIMOHUPOBAHHbIC JICUCTBUSA IO OTHOIICHHIO K OOBbeKkTaMm (hailioBoi
CHUCTEMBI U YCTPONCTBAM.

Yrpo3za-2

1. AHHOTAUMS YIPo3bl — MTOTyYCHUE HAPYIIUTEIEM HECAaHKIIMOHHUPOBAHHOTO
noctyna K uHdopmarmu, oopadaTeiBa€MO CPEICTBOM BHIYUCIUTEIILHON TEXHUKH,
B TIepuoJI, Koraa moib3oBatesb OC MOKUHYN pabouee MECTO, HE 3aBEPIINUB CEaHC

pabotsl B OC.
2. UcTOYHUKH YIPo3bl — BHYTPEHHUI HAPYILIUTEb.
3. Cnocold peaam3anuM Yrpo3bl — HEKOPPEKTHOE 3aBEpIICHUE CeaHca

noctymna noJibzoBarenst OC.
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4. Ucnoab3yemble YSI3BUMOCTH — HEJIOCTATKH MEXAaHW3MOB YIIPABIICHUS
JIOCTYIIOM, CBSI3aHHBIE C 3aIIUTON ceaHca nojb3oBarens OC.

5. Buax nHGOPMALHMOHHBIX PECYpPCOB, MOTEHIHATBHO TOABEPKEHHBIX
yrpose — unopmarus, oopadarsiaemas nHa CBT; ycTpoiicTsa.

6. Hapymaembie CBOMCTBA 0e30macHOCTH HHGOPMALMOHHBIX
pecypcoB — KOH(UIEHIINAIBHOCTD, IIEIOCTHOCTb.
7. Bo3amoskHbIE NOCJIeACTBUSA peaju3anmu yIpo3bl —

HECaHKIIMOHMPOBAHHOE O3HAKOMJIEHHWE ¢ HHQopmaiueil, oOpabaTsiBaeMol Ha
CBT, HecaHKUMOHHpPOBAaHHBIC JCHCTBHUS MO OTHOLICHHIO K OObeKkTaMm (aitmoBoit
CHUCTEMBI U YCTPOUCTBAM.

¥Yrpo3za-3

1. AHHOTAUMsA YIPO3bl — HECAHKIIMOHUPOBAHHOE WJIM HENpPEAHAMEPEHHOE
ylajieHue  MHpOpMamMM  CO  CPEACTBA  BBIUMCIMTEIBHOM  TEXHUKHU,
¢yHKUHOHUpYOLEero noj ynpasieHueM OC.

2. UCTOYHMKH yrpo3bl — BHYTPECHHUIN HAPYIIIUTEIb.

3. Cnocod peajimzaumu yrpo3bl — OCyIIECTBICHIUE HECAHKITMOHUPOBAHHOTO
WM OMMOOYHOro ynaajeHus HHGOpMAIMK TMpU HAJUYMM [paB Ha yAaJeHUe
uH(popmanuu.

4. UcnoJsib3yemble YS3BUMOCTH — HEIOCTAaTKH MEXAaHHU3MOB 0O0ECHEUEHHUS
pEe3epBUPOBAHUS U BOCCTAHOBIICHHUS 3amuiaeMoi napopmanuu Ha CBT.

5. Bua mHGOPMALMOHHBIX PeCypcoB, MOTEHUUATbHO MOABEPKEHHBIX
yrpose — uHgopmaiirsi, coaepaiascs B 00bekrax ¢haiaoBoil CHCTEMBI.

6. Hapymaembie CBOMCTBA 0e30macHOCTH HH(POPMALMOHHBIX
PeCcypcoB — TOCTYITHOCTb.

7. Bo3MoskHbIE MOC/IeICTBUS peaau3auuu yrpo3nl — orcyrctBue Ha CBT
uHpopmanuu, Tpedyemoii 11 noss3oBareneir OC.

Yrpo3za-4

1. AHHOTAUMsA Yrpo3bl — yT€UKAa WJIM HECAaHKIMOHWPOBAHHOE H3MEHEHHE
MHpOpPMaIMU B ONEPATUBHOMN MaMSTH, UCIOIb3yEMON pa3IUUYHbIMHU IPOLECCAMH U
(opMupyeMbIMH UMU TOTOKaMHU JaHHBIX.

2. UCTOYHMKH yrpo3bl — BHYTPEHHUI HapYUIUTENb, BHEIIHUM HAPYIITUTEb.

3. Cnocod peaam3anuy Yrpo3bl — OCYIIECTBIEHHE JIOCTyNa K CErMEHTaM
ONEepaTUBHOW MaMSTH, HCIOJb3YyeMOU TmpoueccaMd U  (POPMUPYEMBIMH HMHU
IIOTOKaMU JIaHHBIX, WJIM K CErMEHTaM OIEpaTUBHOM MaMITH B KOTOPBIX
pacrosioxxeH 0ydep oOMeHa JJ1s1 KOIIUPOBAHUS JaHHBIX.

4. Ucnosib3yemble YS3BUMOCTH — HEIOCTAaTKU MEXAaHHU3MOB 0OeCTeueHHUs
HEJIOCTYIMTHOCTH MpolieccoB o0padoTku nupopmaruu B OC.

5. Bua uHopManuOHHBIX pecypcoB, MOTEHHHAJIbHO MNOABEPKEHHBIX
yrpose — ungopmanus B oneparuBHoi namaru CBT.

6. Hapymaembie CBOMCTBA 0e30macHOCTH HH(POPMALMOHHBIX
pecypcoB — KOHPHIEHIIUATBHOCTbD, LIETOCTHOCTD.
7. Bo3mosKHbBIE NOCJIeACTBUSA peaju3anmu yIpo3bl —

HECAHKIIMOHUPOBAHHOE O3HAaKOMJICHHE U (WIM) HapylIEHHUE 1EeJIOCTHOCTU
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uHpopManmu,  3ampammBaeMod  mpoleccamMu  00paboTku  uHOpMAaIUH,
HECAaHKIIMOHUPOBAaHHAsT ~ MOJAU(UKALUS  IOTOKOB  JAHHBIX, (QOPMHUPYEMBIX
npoueccaMu 00pabOTKM WH(OpMAIUMU 11 BHECEHUSI M3MEHEHUU B OOBEKTHI
¢aiiinoBoii cucteMbl U oOpatenus k ycrpoiicteam CBT.

Yrpo3za-5

1. AHHOTAUMA YIPoO3bl — HECAHKIMOHUPOBAHHOE BHECEHUE HAPYLIUTEIEM
U3MEHEHU B KOH(QUIrypallMOHHBIE (M HWHBIE) JaHHbIE, KOTOpbIE BIMSIOT Ha
(GYHKIIMOHUPOBAHHUE OTACIBHBIX CEPBUCOB, NMpuiiokeHuit uin OC B 11eom.

2. UcTOYHUKH YTPO3bl — BHYTPEHHUN HAPYIIUTENb.

3. Cnocod peajm3anyu yrpo3bl — BHECEHHE W3MEHEHUN B CHCTEMHBIN
pEeecTp WM UHOM KaTanor KOHGUTYpalMOHHBIX JaHHBIX.

4. Ucnonb3yemble  ySI3BUMOCTH — HEJJOCTAaTKU ~ MEXAaHHU3MOB  KOHTPOJIS
J0CTylla K CHUCTEMHOMY peecTpy (WM HHOMY KaTajory KOH(UTYpallmOHHBIX
JTAHHBIX ).

5. Bua uHpoOpManMOHHBIX PecypcoB, NMOTEHUHMAJbHO IOABEP/KEHHBIX
yrpose — koHpurypaunonssie nannubie OC.

6. Hapymaemoe cBoOiicTBO 0€30IaCHOCTH aKTHBOB — IIEJIOCTHOCTb,
JOCTYITHOCTb.

/. Bo3MOKHBIE  NMOCJHEACTBMS  peajM3alMud  Yrpo3bl — HapylIEHUE
MITATHBIX ~ PEKUMOB  (YHKIMOHUPOBAHHMS  CUCTEMHOTO U  MPHUKIATHOTO
IPOrpaMMHOT0 00€CTIEUEHMUS.

¥Yrpo3a-6

1. AHHOTANMsA YrPo3bl — OCYIIECTBICHHE HAPYIIUTEIEM BOCCTAHOBJICHUS
(monbopa) ayrentudukanuoHHon nadopmaiu nosp3oarenein OC.

2. UcTOYHMKH yrpo3bl — BHYTPEHHUI HAPYIIUTENb, BHEITHUA HAPYIITUTEIb.

3.Cnocod  peanusanum  yrpo3bl — moa0Op  ayTCeHTH(PHKAIMOHHOM
uH(popmanuu.

4. Ucnosib3yemMble YSI3BUMOCTH — HEJIOCTAaTKU MEXaHU3MOB HJICHTU(UKAIINH
U ayTeHTU(UKAIMK B YaCTU 3aJaHMsl XAPAKTEPUCTUK ayTEHTU(PUKAIMOHHOM
uHGOPMAITUU U OTPAaHUYCHHI O BBOJY; BO3MOXKHOCTH JOCTYIA K MECTY XPaHCHHSI
ayTeHTU(PUKAIMOHHON MH(POPMAIIUH.

5. Bua uHGpOPMALMOHHBIX PeCypCcoOB, NMOTEHUHMATBHO IOJABEPKEHHBIX
yrpose — uaopmarus, oopadareiBaecmas Ha CBT; nanusie ayaura.

6. Hapymaembie CBOMCTBA 0e30macHOCTH UH(POPMALMOHHBIX
pecypcoB — KOH(GUICHIIMATBHOCTh, IIEJI0OCTHOCTh, IOCTYITHOCTb, JOCTOBEPHOCTD.

7. Bo3MoOkHBIE TOCJIEACTBUSL Peau3alMid  YrPo3bl — OCYIIECTBICHUE
HECAHKIIMOHUPOBAHHBIX JCHCTBUM MO OTHOIIEHHUIO K OOBEKTaM (aiaoBoit
CHUCTEMBI U YCTPOMCTBAM C MCIIOJIb30BAHUEM MOJTHOMOYHUN CKOMITPOMETUPOBAHHOMN
ydeTHoW 3amucu mnoJb3oBaresis OC; HEAOCTOBEPHOCTh JaHHBIX ayauTa (Bce
JEUCTBUS, BBIMIOJIHEHHBIC HAPYIIUTENIEM, OYIyT aCCOLIMUPOBAHBI C MOJb30BATEIEM
OC, KOTOpBI 3TUX JEHCTBUI HE COBEPILIAN).
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Yrpo3za-7

1. AHHOTANMSA YIPO3bI — HUCTIONIb30BAHUE HAPYLLUTENIEM UIEHTH(PUKAIIMOHHON
U HayaJlbHOM ayTEHTU(UKALMOHHONW MH(POpPMallMU, COOTBETCTBYIOLIEH Yy4ETHOU
3anucu nois3oBatens OC.

2. UcTOYHMKH yrpo3bl — BHYTPEHHUI HAPYIIUTEINb, BHEITHUA HAPYIITUTEIb.

3. Cnocod peajM3anuu YI'PO3bI — IPEOJOJICHUE MEXaHHU3MOB
unentudukarun u  (win) ayreHtudukarmun OC  3a cUeT MCHOJIb30BaHUS
MOJYYEHHOU HAPYLIUTEIEM UICHTU(UKAITMOHHON 151 HA4YaJIbHOMN

ayTeHTU(UKanOHHON nHpopMaluu noas3zoBatens OC.

4. UcnoJib3yemMble YA3BUMOCTH — HEIOCTAaTKA MEXaHW3MOB UACHTU(UKAITIN
u ayreHtupukammu B OC B 4YacTM 3aJlaHUs XapaKTEPUCTUK HAdaJbHOM
ayTeHTU(PUKAIMOHHON HHPOpMAllUU, B YACTU MEXaHU3Ma KOHTPOJISI CMEHBI
HaYaJIbHOW ayTeHTU(PUKAIMOHHON HH(POPMAIIUH.

5. Bua uHopManmuOHHBIX pPecypcoB, MOTEHHHAJILHO MOJABEPKEHHbIX
yrpo3e — undopmaiiusi, oopadarsiBaemas Ha CBT; ycTpoiicTBa; TaHHbIE ayuTa.

6. Hapymaembie CBOMCTBA 0e30macHOCTH UH(POPMALMOHHBIX
pecypcoB — KOHPHUACHIIMAIBHOCTD, IIEJI0CTHOCTD, IOCTYITHOCTb, JOCTOBEPHOCTD.

/. Bo3MOkHBIE TOCJIEACTBUSL Peau3alMid  Yrpo3bl — OCYIIECTBICHUE
HECAHKIIMOHUPOBAHHBIX JEHUCTBUH 10 OTHOILICHUIO K OO0BekTam (ailsioBon
CHUCTEMBI U YCTPOWCTBAM C UCTOJIb30BAHUEM MTOJTHOMOYMKA CKOMIIPOMETUPOBAHHOM
y4eTHOU 3anucu nojs3oBaresis OC B 00beMe ero noJHOMOYUMN; HETOCTOBEPHOCTD
JAHHBIX aynuta (Bce JICHCTBUS, BBIMOJHEHHBIE HapyluuTesaeMm, OyayT
accoIMUPOBaHbI ¢ Tosib3oBatesieM OC, KOTOPBIM ITUX IEUCTBUN HE COBEpILIal).

¥Yrpo3a-8

1. AHHOoTAUMsA yrpo3bl — HECAHKIIMOHUPOBAHHOE BHECEHHWE W3MEHEHUN B
KypHaJbl perucrpauuu coobiTuii 6ezonacHoctu OC.

2. UCTOYHMKH yrpo3bl — BHYTPEHHHUI HAPYIITUTEIb.

3. Cnocod peajimzaumu yrpo3bl — OCyIIECTBICHNE HECAHKIIMOHUPOBAHHOTO
JIOCTYTa K KypHaJlaM peructpauuu coobituit 6ezonacHoctu OC, ¢ BO3MOXHOCTBIO
€ro pe1aKTUPOBAHMUS.

4. Ucnosib3yemble YS3BUMOCTH — HEIOCTAaTKU MEXaHW3MOB YIPABIICHUS
JIOCTYTIOM K ypHaJIaM peructpanuu coobituii 6e3omacHoctu OC.

5. Bua uHdopManUOHHBIX pPecypcoB, MOTEHHHAIbHO MNOABEPKEHHBIX
yrpo3e — wuHpopmalusa, pasMmerniaemas B JKypHaJIaX pPETUCTPAMN COOBITUN
6ezonacuoctu OC.

6. Hapymaembie CBOMCTBA 0e30macHOCTH UH(POPMALMOHHBIX
PeCypCoB — LIETOCTHOCTb, JOCTOBEPHOCTb.

7. Bo3MoOkHbBIE  MOCJEACTBUS  peajM3allMd  Yrpo3bl — HAPYIICHUE
NoJOTYETHOCTU moib3oBarened OC 3a cBoM JIEHCTBHS; HEOOHApyKEHHE
aIMUHUCTpAaTOpoM  (akToB  HapylieHuss  Oe30MmacHoCTH  WH(opMaluy;
HEJOCTOBEPHOCTh JIAHHBIX AyAUTA.
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¥Yrpo3a-9

1. AHHOTanUsA Yyrpo3bl — HECAHKIIMOHUPOBAHHBIN NOCTYI K MHGOpMAIIH
BCIICJICTBUE UCITOJIb30BAHUS M0JIb30BATEIISIMU oC HEPa3pEIICHHOTO
IPOrpaMMHOT0 OOeCrieYeHUs!.

2. UCTOYHMKHU yrpo3bl — BHYTPEHHHUIN HAPYIIIUTEIb.

3.Cnocod peaquszauuu yrpo3bl — yctaHoBka B OC KOMIIOHEHTOB
HEpa3peIeHHOro MpPOrpaMMHOI0 00ECIEUEeHHUS .

4. Ucnosib3yemble  YS3BUMOCTH — HEJJOCTATKM  MEXAHU3MOB  KOHTPOJIA
YCTaHOBKH MPOTPAMMHOT0 OOECIICUEHUS.

5. Buax uHGpOPMALMOHHBIX PeCypCcoOB, NMOTEHUHMAJIbHO TMOJABEPKEHHBIX
yrpose — unopmanus, oopadarsiBaecmas Ha CBT.

6. Hapymaembie CBOMCTBA 0e30macHOCTH UH(POPMALMOHHBIX
pecypcoB — KOH(PUIEHIUATbHOCTb, LIEIOCTHOCTb, JOCTYITHOCTb.

/. Bo3MO:KHbBIe TOCJIEICTBUSI PeaJM3aluHl Yrpo3bl — HECAHKIIMOHUPOBAHHBIN
JIOCTYyll K O0OBeKTaM (QaillloBOl CHCTEMbl U YCTPOWCTBAM, HEIOCTYIHOCTb
00BbeKTOB  (haiiloBOM CHUCTEMbI U YCTpOMCTB st moib3oBarenedt  OC,
HECAaHKIIMOHUPOBAHHBIC JIEUCTBHUS 1O OTHONICHHIO K oOOBbekTaM (aitnoBoit
CHUCTEMBI U YCTPOUCTBAM.

¥Yrpo3a-10

1. AHHOoTAUMsA Yrpo3bl — HECAaHKIMOHUPOBAHHBIA JOCTYN CYyOBEKTOB
noctyna K uHbopmaiu, 00paboTka KOTOPOM OCYIIECTBISIACH B paMKaX CEaHCOB
(ceccuif) Ipyrux cyObEeKTOB JOCTYIIA.

2. UcTOYHUKH YIpo3bl — BHYTPEHHUM HAPYIIUTEh.

3. Cnoco0 peanu3anum yrpo3bl — JOCTYI K 00bEKTaM J0CTyIa, CO3TaHHBIM
apyrum noibs3oBareneM OC; HOCTynm K OCTaTOYHOM MHGOpPMAIIMH, OCTaBIIEHCS
rocJjie ceanca padoTsl Apyroro noiaszoBatens OC.

4. Ucnosib3yemMble yI3BUMOCTH — HEIOCTAaTKM MEXaHM3MOB YIPaBJICHUS
JOCTYTIOM; HEJJOCTATKA MEXaHU3MOB OYUCTKH OCTATOUYHOM MH(POpMAITUH.

5. Bua uHGpOPMALIMOHHBIX PeCYpCcoOB, MOTEHUHMAJIbHO TMOJABEPKEHHbIX
yrpo3se — uadopmanus, pazmeniaemas B oobekrax OC.

6. Hapymaembie CBOMCTBA 0e30macHOCTH HHGOPMALMOHHBIX
pecypcoB — KOHPUACHIIMAIBHOCTb, EIOCTHOCTb.

/. Bo3MOsKHbIe MOC/IEACTBUS Pean3alud YrPo3bl — HECAHKIIMOHUPOBAHHbBIE
JIEHCTBUSA 110 OTHOIICHUIO K 00beKTaM (haiiJIOBOM CUCTEMBI M YCTPOMCTBAM.

4.1.2. Yrpo3bl, KOTOPbIM NPOTUBOCTOMUT Cpea

B wnacrosmem II3 omnpeneneHsl ciaeayromue yrpo3bl, KOTOPHIM JOJHKHA
IPOTUBOCTOATH cpena pyHkuuonupoBanus OO:

Yrpo3za cpenbi-1

1. AHHOTAaUMsA  Yrpo3bl — HAPYLIEHUE  IEJOCTHOCTH  MPOTPAMMHBIX
koMnoHeHToB OC.,

2. UCTOYHMKH yrpo3bl — BHYTPEHHUI HApYUIUTENb, BHEIIHUNA HAPYIIUTEb,
IIPOTPAMMHOE BO3JECUCTBUE.
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3.Cnoco0d  peaqm3anMu  yrpo3bl — ICHCTBUs,  HAIpaBJICHHbIE  Ha
HECAaHKIIMOHUPOBAHHBIE H3MEHEHUS ITPOrpaMMHBIX KOMIIOHEHTOB OC.

4. Ucnonb3yemble  YA3BHMMOCTH — HEIOCTATKM ~ MEXAaHHU3MOB  3allUThI
koMrioHeHToB OC.

5. Bua uHpopManUMOHHBIX pPecypcoB, MOTEHUHAJIbHO NOABEPKEHHBIX
yrpose — nporpamMMmHbie KOMIOHEHThI OC.

6. Hapymaembie CBOMCTBA 0e30MmacHOCTH HHGOPMALMOHHBIX
PeCypCoB — LIEJIOCTHOCTb.

/. Bo3MOKHBIE  NMOCJHEACTBMS  peajM3alMud  YIrPo3bl — HapyLIEHUE
nenoctHocT KomnonenToB OC, HapyuieHue pexumoB QyHkunonupoBanus OC.

Yrpo3a cpeabi-2

1. AHHOTAUMA Yrpo3bl — OTKJIIOUEHHE M (WIKM) 00X0A HapyLIMTEIIMU
komnoHeHToB OC, peanu3yromux (GpyHKuuM O€30MacHOCTH MH(OpMALMU IyTEM
ITOAMEHBI HapymuTenem 3arpyxkaemon OC.

2. UcTOYHMKH yrpo3bl — BHYTPEHHUI HAPYIIUTENb, BHEITHUA HAPYIIIUTEIb.

3. Cnoco0 peasu3anuu yrpo3bl — HCCAaHKIIMOHUPOBAHHOE H3MEHEHHUE ITyTH
nocryna k 3arpy3unky OC B KoHpurypauuu 6a30B0il CUCTEMBbI BBOJ1a-BBIBOJA.

4. UcnoJsib3yemMble YS3BUMOCTH — HEIOCTaTKH YIPABIEHUS JOCTYIIOM K
3arpyske OC.

5. Bua mHGOPMALMOHHBIX PeCypcoB, MOTEHUUATbHO MOABEPKEHHBIX
yrpose — unopmais, oopadarsiBaemas Ha CBT.

6. Hapymaembie CBOMCTBA 0e30macHOCTH UH(POPMALMOHHBIX
pecypcoB — KOH(PUIEHIIUAIBHOCTb, LIEJIOCTHOCTb, JOCTYITHOCTb.

7. Bo3MOsKHbBIE MOCJIeACTBHUS peaju3anuu yrpo3sbl —
HECAaHKIIMOHUPOBAHHBIM J0oCcTyn K wuHpopmanuu, oOpabarsiBaemorr Ha CBT,
HapylueHue pexxumoB pyHknuonuposanus OC u CBT.

¥Yrpo3a cpenni-3

1. AHHOTAUMA Yrpo3bl — HapyIIEHUE LEIOCTHOCTH JAHHBIX (B TOM YHCIE
napamMeTpoB HACTPOUKH cpencTB 3amuThl nHbopmarmn) OC.

2. UcTOYHUKHU YIPo3bl — BHYTPEHHUN HAPYIITUTEh, BHEITHUI HAPYIIUTEb.

3. Cnocod peanu3amum Yrpo3bl — IOCTYIl K KOHTeiiHepam ((aitnam), B
KOTOPBIX XpaHATCS KOH(pUrypamuoHHeie nanueie Gyukmuii 6ezonacHoctu OC 1o
ee 3arpy3Ku.

4. Ucnonb3yemble YSA3BHMOCTHM — HEJIOCTATKH KOHTPOJI  (PU3HYECKOTO
noctryna k CBT, Ha xoTopsix pyHkuuonupyet OC.

5. Bua uHopManuOHHBIX pecypcoB, MOTEHHHAJIbHO NOABEPKEHHBIX
yrpo3se — nanabie pyHkuuii 6e3onacuoctu OC.

6. Hapymaembie CBOMCTBA 0e30macHOCTH HH(POPMALMOHHBIX
PeCyYpCOB — LIEJIOCTHOCTb.

/. Bo3MOkHBIE  MOCJEACTBMS  peajM3alMUd  YIPoO3bl — HapyUICHUE
pexxumoB ¢yHkimonuposanust OC.
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Yrpo3a cpeabi-4

1. AHHOTAUMsA YIPO3bl — HECAHKIIMOHUPOBAHHBIM JOCTYIl HapyLIMTENs K
ayTeHTUpuKaMoHHON nHdopmaru noiaszosareneir OC.

2. UcTOYHUKH YIPo3bl — BHYTPEHHUN HAPYIIUTENb, BHEIIHUI HAPYIIUTEb.

3. Cnocod peanu3anum Yrpo3bl — IOCTYIl K KOHTeitHepam ((aitmam), B
KOTOPBIX XpaHUTCS ayTeHTU(UKaIMOHHAs uHpopMauus (Wi ee o0pasbl)
nonb3oBateneit OC no 3arpy3ku OC.

4. Ucnonb3yemble YSA3BHMOCTHM — HEJIOCTATKH KOHTPOJISA  (PU3HUYECKOTO
noctyna k CBT, Ha kotopsix ¢pyakimonupyet OC.

5. Bua nHGOpPMAUMOHHBIX PeECypcoB, MOTEHIUATbHO MOABEPKEHHBIX
yrpose — ayreHtudukanronHas nadopmarus (maponu) noiaszoBareneit OC.

6. Hapymaembie CBOMCTBA 0e30macHOCTH HH(POPMALMOHHBIX
pecypcoB — KOH(PUIEHIUAIBHOCTb.

7. Bo3MOKHBIE TIOCJIEACTBUSI Peanu3alM Yrpo3bl — HECAHKIIMOHUPOBAHHBIH
noctyn B OC.

¥Yrpo3a cpeabi-5

1. AHHoOTalUsl YIrpo3bl — HECAaHKIIMOHUPOBAHHOE BHECEHHE HAPYIIUTEIEM
M3MEHEHUH B )KypHAJIbl peructpanuu coosiTnii 0e3omacnoctu OC 3a cuer JocTymna
K (hailmaM SKypHaJIOB peructpauuu cooOsiTuid Oe3omacHoctu OC B cpene
¢ynkiuonupoanus OC ¢ HCNONB30BAaHUEM CIELUATBHBIX MPOTPaAMMHBIX
CPEICTB, MPENOCTABIAIOIINX BO3MOXKHOCTh 00pabarbiBaTh (pailsibl >KypHAJIOB
peructpanuu codbiTuii 6e3onacHoctu OC.

2. UcTOYHUKH YIpo3bl — BHYTPEHHUIM HAPYIIUTEh.

3. Cnmoco6 peanu3anuu yrpo3bl — OCYIIECTBICHNE HECAHKIIMOHUPOBAHHOTO
JOCTyTAa K XKypHaJIaM peructpauuu coosituii 6e3omnacHoctu OC, 3a cuer gocTymna
K (aitnam xxypHasoB peructpauuu co0bithii 6e3omacaoctu OC no 3arpy3ku OC.

4. Ucnosib3yemMble YA3BUMOCTH — HEJOCTaTKHM KOHTPOJIS (PU3HUECKOIrO
nocryna k CBT, Ha koTopbix pyHkuronupyet OC.

5. Buax nHGOpPMAUMOHHBIX PeECypcoB, MOTEHIUATbHO TMOJABEPKEHHBIX
yrpoze — wuHpOpMaLMs, COAEpPKALIASACA B JKypHaJaX PErUCTPALMH COOBITUNA
6e3onacHoct OC.

6. Hapymaembie CBOMCTBA 0e30macHOCTH HH(POPMALIMOHHBIX
PeCYpPCOB — LIEJIOCTHOCTb.

/. Bo3MO:KHbIe  TOCJIEACTBHSI  peaju3alldd  yYrpo3bl — HapyIICHHUE
nojoT4eTHOCTH mosb3oBareneii OC 3a CcBOM JEWCTBUA; HEOOHApyKEHUE
aIMUHUCTPATOPOM (PaKTOB HAPYIIECHUSI OE30MaCHOCTH UH(POPMAITUH.

Yrpo3a cpeabi-6

1. AHHOTAUUS YTPO3bI — HECAHKIIMOHUPOBAHHOE KOITMPOBAaHUE MH(GOPMALH U3
NaMsATH CPEJICTB BBIYMCIUTEIBHON TEXHUKH HAa ChEMHbIE MAIIMHHbIE HOCHUTEIU
uHdpopmaluu (WM B JPYyroe MECTO BHE HWH(DOPMAIMOHHOW CHCTEMBbI)
nosb3oBatenem OC.

2. UCTOYHHMKHU yrpo3bl — BHYTPEHHUI HAPYIIUTEb.
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3. Cnocod peaaus3anMu yrpo3bl — KOMMPOBaHUE OOBEKTOB (halIoBOM
CUCTEMBI C UCTIOJIb30BAHUEM IPEIOCTABICHHBIX CYOBEKTY JIOCTYIIA MPAaB B MOMEHT
00paboTku 3ammiaeMol WHpoOpManuu Ha ChEMHBIM MAIIMHHBIA HOCUTENb IS
OTUYXKIeHHUSI U3 WHPOPMAIMOHHONW CHUCTEMBbl M JAJbHEHIIET0 HEMPaBOMEPHOTO
UCIIOJIb30BAHUSI.

4. UcnoJib3yemble YSI3BUMOCTH — HEJOCTATKH KOHTPOJIA 3a JEHCTBUAMHU
nonb3oBareneit OC; HeAOCTaTKM OPraHU3AIMOHHBIX MEpP 3aIlIUThl HHPOpPMAIIH B
NC, naromume BO3MOXHOCTh HApPYIIUTENSIM HEKOHTPOJMPYEMOIO BHOCA B
KOHTPOJIMPYEMYIO 30HY HEpa3pEIICHHbIX ChEMHBIX MAIIMHHBIX HOCHUTENEH
uH(pOpMaIMK U BBIHOCA JIOOBIX CHEMHBIX MAIIMHHBIX HOCUTENEeH MHGbOpMaINH;
HEJOCTaTKM MEXaHU3MOB ayJuTa COOBITHMI KOMUpPOBaHMUS UHPOpMAlUU Ha
ChEMHBIC MAIIMHHBIE HOCUTEIIN WH()OPMAITUH.

5. Bua uHpopManHOHHBIX PeCcypcoB, MOTEHHHAJIBHO MOJABEPKEHHBIX
yrpose — unopmarus, oopadbareiaemast Ha CBT.

6. Hapymaembie CBOMCTBA 0e30macHOCTH UH(POPMALMOHHBIX
pecypcoB — KOH(PUIEHIUAIBHOCTb.

/. Bo3MOHbBIE TOCJIEACTBUSl Peau3allii yrpo3bl — HEIPABOMEPHOE
MCIIOJIb30BAaHUE 3alllMIaeMoll MH(OpManMu, B TOM YHUCJIE O3HAKOMJIEHHE C HEl
HEOTPAaHUYCHHOTO KPyra HEYIOJTHOMOYEHHBIX JIUII.

¥Yrpo3sa cpenbi-/

1. AHHoTauMs Yrpo3bl — cHIKeHue TnpousBoautensHoctd OC  u3-3a
BHEPEHUS B HEE H30BITOYHOTO MPOTPAMMHOTO OOECTICYCHUS U €T0 KOMITOHEHTOB.

2. UCTOYHUKHU yrpo3bl — BHYTPEHHUI HAPYIITUTEIb.

3. Cnocod peanusaumu yrposnl — BHeapenue B OC  u30bITOYHOTO
IPOrPaMMHOTO 00ECTICYCHHS] M CUCTEMHBIX KOMIIOHEHTOB.

4. Ucnosib3yemMble  yA3BUMOCTH — HEJIOCTATKA  KOHTPOJISL ~ YCTaHOBKHU
MIPOTPAMMHOTO 00€CTICUEHUSI.

5. Bug uHpopMaNHOHHBIX PECYpPCOB, MOTEHUHAJBHO MOJABEP:KEHHBIX
yrpo3e — mporpaMMHoOe oOecrniedeHre, WHGOPMAIMOHHAs CHUCTEMa, KITIo4YeBas
cucteMa uH(GOPMAITMOHHON HHOPACTPYKTYPHI.

6. Hapymaemoe cBOMCTBO 0€3011aCHOCTH AKTHUBOB — JIOCTYITHOCTb.

7. Bo3MO:KHbIEe  TOCJIEACTBHUSI  peaju3aldd  Yrpo3bl — HAPYIICHHE
IITaTHBIX ~ PEKUMOB  (YHKIIMOHUPOBAHHWS  CUCTEMHOTO W IMPHUKIIATHOTO
nporpammuoro odecrieuenust OC B VC.

4.2. TloauTuKa 0€30MACHOCTH
OO nomKeH BBITIOJIHATH IPUBEICHHBIC HIDKE MOJUTUKH O€30MTaCHOCTH.
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ITosmmTHKa Oe30macHocTH-1

JIOJKHBI  MCTIONIB30BAaThCSl  MEXAaHW3Mbl HICHTU(UKAIUU (OJHO3HAYHAS
uaeHtuukanus nonb3oBaTesnied OC 1O  HUCNONB3yeMBIM HMH  YHUKAJIbHBIM
uaeHTu(UKaTopaM, accouuanus atpuOyToB Oe3omacHocTH mnosb3oBarens OC ¢
cyObekTaMu Joctyna (MpoLecchl, MOTOKH JaHHBIX), ACUCTBYIOUIUMH OT HWMEHU
storo monb3oBarenss OC) u ayrentudukanuu (TOATBEPXKICHUE TMOAIUHHOCTU
nonb3oBarenss OC, orpaHM4eHHe HEYCMEUIHBIX TMONBITOK ayTeHTU(UKALINY,
3amuTa BBOAMMOW  monb3oBaTeniem OC B muamoroBoM — uHTEpderice
ayTeHTU(UKaMOHHOU nH(popMalun) nonn3osateneit OC.

ITonTHka 6e30macHOCTH-2

JIOJIDKHO OCYIIIECTBIIATHCS YIPaBICHUEC UACHTU(GUKATOPAMH IOJIb30BATEIICH
OC (mpucBoeHue W OJIOKMpPOBAHHWE HICHTU(PUKATOPOB, a TaKKe OrpaHUYCHHUE
CpoKa JercTBUS uAeHTU(PUKATOPOB (YUeTHBIX 3amuceit) monab3oBareneir OC).

IosmTuka 6e30macHOCTH-3

JIOJDKHO ~ OCYIIECTBIISITBCSL  YNPABICHUE CPEACTBAMHU  ayTEHTU(UKALMH
nonb3oBateneir  OC  (co3maHuMe ¥ TPUCBOCHHE  ayTEHTH(OUKAIMOHHOM
uHdopMaIuy, MpoBepka TpeOOBaHM K MapaMeTpaM ayTeHTU(UKAITMOHHON
uHpopManuu, cMeHa nosb3oBaresiMu OC coOCTBEHHOM ayTeHTU(UKALMOHHON
uHbopmaluu (BKJIOYash HAYaJbHYI0 ayTeHTU(UKAIIMOHHYI0 HH(OpMaIuioo), a
TAaK)K€ OrpaHUYEHUE CpoKa JACHCTBUS ayTeHTU(MUKAIMOHHOW HH(OpMaluud U
3alUTa ayTeHTH()UKAIMOHHOM HH(POPMALIHHN).

IHonuTuka 0e3o0macHocTu-4

JomxHa oOecnieunBaThC  BO3MOXKHOCTh  MACHTH(PUKALUU  OOBEKTOB
¢aitnoBoil cucreMbl ¢ LEIbI0 O0ECHEYEeHUs MPUMEHEHHsI Pe3yJIbTaToB
uaeHtuukanuu npu peanuzanud B OC MeXaHM3MOB YHPaBICHUS TOCTYIIOM,
KOHTPOJI LEJOCTHOCTH, PE3EPBHOIO KONMUPOBAHUS U PErUCTpallud COOBITHUI
0€30MMaCHOCTH, CBA3aHHBIX C ATUMH OObEKTAMH.

IMosuTuka 6€30MacHOCTH-5

B OO nns ynpaiieHus J0CTyNoM cyOBeKTOB JocTyma (mosib3oBateneidn OC
U TIPOIIECCOB, 3aMyCKaeMbIX OT UMeHH ToJb3oBaTeneid OC) kK 00beKTaM JA0CTyIa B
OC (oObexkram (haillIOBOWM CHUCTEMBI, 3alUCAM PEECTpa, YCTPOMCTBAM) MOJKHO
OBITh PCATU30BAHO TUCKPEIIMOHHOE U (MJTH) POJICBOE YIIPABICHHUE JOCTYIIOM.

3aMeuyaHue IO MNPUMEHEHUIO: TPH H3JI0KEHUU JIaHHOM MOJIUTUKU
0€30MacHOCTH B 3aJlaHUM 10 0€30MaCHOCTU AOIMYCKAIOTCS CIEAYIOIINE COYeTaHHs
peain3aly METOI0B YIIPaBJICHUS JOCTYTIOM:

JUCKPELIMOHHOE U POJIEBOE YIIPABICHHUE JOCTYIIOM;

JTUCKPELIMOHHOE yTPaBICHHUE JOCTYIIOM;

pOJIEBOE YIPABIICHUE TOCTYIIOM.

Eciu OO peanuszyer maHJaTHOE ympaBieHue aoctynoM, B 3b cienyer
BKJIFOUUTh COOTBETCTBYIOIIME KOMIOHEHTbl DTD, yrouHUTH COOTBETCTBYIOLIYIO
1eJ1b O€30MaCHOCTH.
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IMosuTuka 6e30MacHOCTH-6

JlolbkHA OCYIIECTBISTHCS BO3MOMKHOCTH 3aJlaHMsl MPABWII  YIPABICHHUS
JOCTYTIOM, pa3pelIaloluX WA 3alpellalomuX TOCTyln CyOBEKTOB AOCTyIa K
o0bekTaM jgoctyna (oObekTam  (ailIoBOM CHCTEMBI, 3alUCAM  peecTpa,
YCTPONCTBaM), a TAK)KE OMPEIEISAIONUX pa3pelIeHHbIE TUIIBI JOCTYyMa (Onepaluu:
co3maHue oO0bekTa (QailioBoil cuctembl, Moaudukanus oObekTa (aitmoBon
CUCTEMBI, yJaieHne o0ObeKTa (PailioBoM CUCTEMBI, J00aBIEHNUE JAHHBIX B OOBEKT
¢daiioBOl CHUCTEMBI, YAQJICHHE JaHHBIX W3 O00beKTa (HalJOBOM CHUCTEMBI,
MoAU(UKALUS JTaHHBIX B 00bekTe (alIoBOM CHUCTEMBbI, YTeHHUE WHGMOPMAIUN U3
oObekTa (HalJIOBOM CHCTEMBI, 3aIyCK HCIIOJHIEMBIX OOBEKTOB (ailioBoi
CUCTEMbI, YCTAHOBKAa KOMIIOHEHTOB IIPOrPaMMHOT0 O0ecreYeHusi, UCII0Ib30BaHHE
YCTPOICTBA) C MCIOJB30BaHUEM aTpUOyTOB OE30MaCHOCTH OOBEKTOB JOCTyIA U
CyOBEKTOB JOCTylla Ha OCHOBE peann3oBaHHbIX B OC METONOB yNpaBieHUs
JOCTYIOM (JIMCKPELMOHHBIH, POJIEBOIN).

IMosuTHKa 6e30mMacHOCTH-/

JIOKHBI OCYILIECTBIATHCA OrPaHUYCHHUE YHCia MapajlieNIbHBIX CEaHCOB U
KOHTpOJIb JocTyna B OC ¢ yueToM nmapaMeTpoB, CBSI3aHHBIX CO BPEMEHEM J0CTYyIIa
noib3oBareneir OC (BpemeHeM padOThI MO yUETHOM 3amuchio nojb3oBatennss OC)
B OC, a Takxe CBOECBPEMEHHOE 3aBEPIICHUE CEAaHCAa B3aUMOJICHCTBUS
nons3oBaresisi OC ¢ OC mo HMCTEYEHHM OINPEIEICHHOTO aJIMHHUCTPATOPOM
BpEMEHU Oe3eHCTBUS.

IMoauTuka 0e3omacHocTu-8
JlommkHa obecreunBaThCcsl BO3MOXKHOCTh TEHEPUPOBAHUS HAJCKHBIX METOK
BPEMCHH.

IMoaunTHka 6e3onacHocTH-9

JlomkHA 00eCIIeYMBATLCS BO3MOKHOCTh OYMCTKHA OCTAaTOYHOM MH(OpMAaIuu
B TaMATH CPEJICTBAa BBIYMCIUTCIBHON TEXHHUKH TIpU €€ OCBOOOXKICHUH
(pacripeiciieHHH) WU OJIOKMPOBAHUE JOCTYIA CYOBEKTOB JOCTyIa K OCTATOYHOM
uH(popMaIuu.

IMonutuka 6e3onacHoctu-10

JlomkHa 00ecreunBaThCsl HW3OJAIUS  MPOTPAMMHBIX  MOJYJICH OJHOTO
mporiecca (OMHOTO CyOBEKTa JOCTyMma) OT MPOTPAMMHBIX MOMIYJEH APYyTrUx
MPOIIECCOB (APYrUX CyOBEKTOB JOCTYIIA).

HoauTnka 6e3onacuocru-11
JlomkHa  oOecrieuMBaThCS  BO3MOXKHOCTH — PE3CPBHOTO  KONMHUPOBAHHS
00BeKTOB (paitioBo# cucTeMbl 1 KOMITOHEHTOB OC.
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IMosmTnka 0e3o0nmacHocT-12

JIOTKHBI o0ecrieunBaThCs: BOCCTAHOBJICHHE (YHKIIMOHAIbHBIX
BO3MOXKHOCTEM Oe3zomacHOCTH M HacTpoek (mapamerpoB) OC mocie cOoeB u
OTKa30B; COXPAHEHHUE MITATHOTO pexuMa QYHKIIMOHUPOBAHUS U (MJIM) KOPPEKTHOE
BOCCTAHOBJICHHE INTaTHOTO pexkuMa (QyHknuonupoanus OC mpu cOosx u
OIINOKAX.

IHonutuka 6e3o0macHocTu-13

JIOMKHBI ~ OCYIIECTBISTHCS:  KOHTPOJh  IIEIOCTHOCTH ~ KOMITOHEHTOB
OTEpAIlMOHHOW CHCTEMBI, a TaKXe WHBIX OOBEKTOB (HaMIOBOH CHCTEMBI,
conepxammx gaHHble (mapamerpel) OC; mpoBepka MPaBUILHOCTH BBITTOJIHEHUS
¢bynkuuii 6ezonacuoctu OC.

ITosmmTka Oe3onacHocTu-14
JlomxHa o0OecrneunBaTbCcsl BO3MOXKHOCTh HPUMEHEHUST HAOOpOB 0a30BbIX
koHpurypamuii OC.

IMoauTuka 0e3omacHocru-15
JlookHBI oOecreurBaThCsl BO3MOXKHOCTH 1O ympaBieHuto pabdotoir OC wu
napamerpamu OC co CTOPOHBI AIMUHHUCTPATOPOB.

IHoauTnka 6e3omacHocTH-16

JIomKHBI  OBITH  OOCCIIEYCHBI PETHUCTpAIUs BO3MOXHBIX —HapyIICHUH
0C30IMaCHOCTH MW TPEAYNpPEXKJCHHEe (CUTHAIM3alMsa) O TaKuX COOBITHSAX.
MexaHu3Mbl ~ pETUCTPALlMM  JIOJDKHBI  MPEIOCTaBISThH  aJMHUHHUCTPATOPY
BO3MOYKHOCTh BBIOOPOYHOTO O3HAKOMJICHHS ¢ HHGOPMAIMECH O MPOU3OIIEAIINX
COOBITHSIX.

ITosmmTnka 0e3onmacnocTu-17

JIOJKHBI OCYILIECTBIISATHCS KOHTPOJIb U (UIIBTpALMs BXOIAIIMX W (HMIIN)
UCXOJIAIMX CETEBhIX IOTOKOB B COOTBETCTBHM C 3aJaHHBIMU IpaBUIIaMU
(uIBTpaLMK CETEBOTO MOTOKA. J[OKHO 00ecrieunBaThCsl YIPABICHUE PEKUMAMHU
BBINIOJIHEHUSA U MTpaBUiIaMu (GUIIBTPALIMKM CETEBOrO MOTOKA.

IMomTuka 0e3onmacHocru-18
JIOMKHBI  00CCIIeUYMBATLCS KOHTPOJIb YCTAaHOBKM M KOHTPOJb 3aIycka
KOMIIOHEHTOB MPOTPAMMHOI0 00ECIICUCHHMS.

IMoauruka 6e3omacHocTu-19
JloookHa oOecrnieuwBaThCS  3alllUTa OT  BBIMOJHEHHUS ITPOU3BOJBHOTO
MAaIIUHHOTO KOJIA.

IoauTnka 6e3onacuoctu-20
JIOMKHBI  00CCIICYMBATBCS KOHTPOJb M TMPOBEPKAa IMPABOMOYHOCTH
oOpailieHuit CyOBeKTOB JI0CTyIa K 00BEKTaM JOCTYyTIA.
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4.3. IpeanosioxkeHus 6€30MACHOCTH

IIpeanosioxkenue, cBA3aHHOEe ¢ (PU3MYECKMMHM AaCHEeKTaMH Cpeabl
GyHKUMOHUPOBAHUA

IIpeanonoxenue-1

JloikHa OBITH OO€crieueHa HEBO3MOYKHOCTh OCYIIECTBICHHS JIEUCTBHIA,
HAIpaBIICHHBIX Ha HapyuieHue ¢usndeckoil memoctHoctd CBT, Ha kotopom
¢yukmuonupyet OC.

IIpeamonoxkeHusi MO OTHOIICHHUI0O K AaCHEKTaM CBA3HOCTH Cpelbl
GyHKUMOHUPOBAHUA

IIpeanonoxenue-2

Jomxubel ObITh OOecneuenbl ycioBus coBmectumoctd OC ¢ CBT mus
peanu3anuy CBOMX (PYHKIIMOHAIBHBIX BO3MOXKHOCTEH.

IIpennoJioxkenne-3

JomkHa ObITh oOO€creueHa HEBO3MOXKHOCTh HECAHKLIMOHUPOBAHHOTO
BHECEHMS] HM3MEHEHM B JIOTHKY (QyHKuMoHupoBanus OC dyepe3 MexaHH3M
oOHOBIeHUs TTporpammHuoro odecrneueHust OC.

IIpeanosoxenue-4
OC npomxHa (QYHKIMOHMPOBATH B COOTBETCTBUU C OSKCIUTyaTallMOHHOMN
JTOKYMEHTALIUEH.

IIpeanosoxenue-5
JlomkeHn OBITh OOECHedYeH KOHTPOJb IIEIOCTHOCTH BHEIIHUX MOIYyJeH
YPOBHS siJipa, MOJy4aeMbIX OT 3asiBUTENS (pa3paboTunKa, MPOU3BOIUTENS).

IIpennoJioxkenne-6
JomxHa obecrieunBaThCsl BO3MOKHOCTh T'€HEPALMHM ayTeHTU(PUKAIUOHHOM
MH(}OpMaMU COOTBETCTBYIOIIEH METPUKE KaUeCTBA.

IMpeanosnoxenne-7
Jlomxkua oOecrieuuBatbes noBepeHHas 3arpy3ka OC, a Takke cpeacTBa
BBIYHCIIUTEIFHON TEXHUKH, HA KOTOPOM OHA ()YHKIIUOHUPYET.

IIpeanosoxenune-3

JloikHO OBITH 00ECHEeUYeHO OrpaHWYEHUE Ha YCTAaHOBKY MIPOrPaMMHOIO
o0OecrieyeHUss W €ro KOMIIOHEHTOB M3 HEJIOBEPEHHBIX HCTOYHUKOB WJIM HE
3a/1eiCTBOBAaHHBIX B TEXHOJOTHYECKOM Ipolecce 00paboTku HHGOpMAIIIH.

IIpenmnoJioxenue, CBI3aHHOE C MEPCOHATIOM cpelbl PYHKUNOHUPOBAHUA

IMpeanosnoxenue-9

[lepconan, oTBeTcTBeHHbIH 3a (¢yHKkuuoHupoBanue OC, goxKeH
obecrieynBaTh YCTaHOBKY, HacTpolky u skciuryatanuio OC B COOTBETCTBUU C
npaBwiaMM 1o 0e30MacHOM HAcTpOMKE M PYKOBOJCTBOM  IOJIb30BATENs
(agMuHHCTpaTOpa).
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5. lleaun 6e3omacHoOCTH
5.1. llean 6e30macHOCTH AJIs1 00bEKTA OLIEHKH

B mannom paznene maetcs onucanue eneit 6ezonacuoctu s OO.

Iean 0e3omacHocT-1

Nnentudukanus u ayrenrudukanusa noJb3zopareneir OC U 00bEKTOB
A0CTYMNA

OO nomxeH o0ecIieunBaTh:

BO3MOXHOCTh HJEHTU(UKAIMU U ayTeHTHuKanuu noib3zoBateneit OC mo
npenocrasieHus aocryna B OC;

yhnpaBiieHne ujeHTudukaTopamu mnonb3oBateneit OC u  cpeacTBamu
ayreHTugukanuu  nonb3oBateneit OC g UCKIIOYEHUS  BO3MOXKHOCTH
BOCCTaHOBJICHHs (TI0/100pa) ayTeHTU(HUKAITMOHHOW MHQPOpPMALMU TMOJIh30BaTeNe
OC napyuurenem 1 HenpaBoMepHoro goctymna B OC;

UICHTUPUKAIUIO OOBEKTOB  (DailIoBOM CHUCTEMBI sl  OOecreueHus
MIPUMEHEHUSI Pe3yJbTaToB HacHTU(UKauU npu peannzanuu B OC MexaHU3MOB
yIOpaBJIE€HUS] JTIOCTYNIOM, KOHTPOJS IEJIOCTHOCTH, PE3EPBHOTO KOMHUPOBAHUS W
perucTpanuu coObITHI 0€30MaCHOCTH, CBSI3aHHBIX C ’TUMU 00BEKTAMU JOCTYIIA.

eap 6e30macHOCTH-2

YupasJieHue 10CTYIIOM

OO pomxeH o0ecrneynBaTh:

JIMCKPEIMOHHOEe W (WJIM) pOJICBOE YIMpaBJICHHE JOCTYIOM CyOBEKTOB
noctyna (monb3oBarened OC W TpoOIECCOB, 3aMyCKaeMblX OT HWMEHU
nons3oBateneit OC) k oo0bekTaM aoctyna B OC (o0bekTaMm (pailioBoil CUCTEMBI,
3aMHiCsAM peecTpa) /sl HEAOINYIIEHUS HECAaHKIMOHHUPOBAaHHOTO JOCTynma K
Oo0OBEKTaM JIOCTyHa CO CTOPOHBI CyOBEKTOB JOCTyma, JUii KOTOPBIX
3anpalBaeMblid TOCTYTI HE pa3pELIEH;

BO3MOXKHOCTH 33JaHUsI MPABUJ YIPABICHUS JOCTYIIOM, Pa3peliaroinX Win
3aMpemamiuX J0CTyll CyOBEKTOB JJOCTyNMa K OOBEKTaM [0CTyna, a Takke
OTIPENENISAIONIUX pa3pelIeHHbIe THUIBl JOCTyNa C HCIOJIb30BAaHUEM aTpuOyTOB
0e30MmacHOCTH  OOBEKTOB JOCTYNla M CYOBEKTOB JIOCTyNla Ha OCHOBE
peanuzoBanHbix B OC MeETOJ0OB yIHpaBi€HUS AOCTYNOM (JIUCKPEIMOHHBIM,
poJieBoil);

KOHTPOJIb U MPOBEPKY MPABOMOYHOCTH OOpAIeHU CYOBEKTOB JOCTYIa K
0o0BEKTaM JIOCTyIa ISl WUCKIIOYEHHS BO3MOXKHOCTH HECAHKIIMOHUPOBAHHOTO
BHECCHUSI U3MEHEHUH B KypHAJbI perucTpanuu coowituii 6ezonacuocta OC.

3amedaHue 1Mo MPUMEHEHUIO: TIPU U3JI0KEHUU JaHHOU 11eJTh O€30MaCHOCTH B
3alaHUd 10 OE€30MaCHOCTH JIOMYCKAIOTCS CIEAYIOIINE COYETaHUS pean3aIiuu
METO/IOB YIIPABJICHUS JTOCTYTIOM:

JTUCKPEIMOHHOE U POJIEBOE YIPABIICHUE JOCTYIIOM;

TUCKPEIIMOHHOE YIPABJICHHUE JOCTYTIOM;

POJIEBOE YMPABIICHUE JOCTYIIOM.
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Eciu OO peanusyer manaaTHOE yrpaBieHue noctynoM, B 3b cruemyer
BKJIIOUUTh COOTBETCTBYIOIIHME KOMIOHEHTH DTDB, yTOUHUTH COOTBETCTBYIOIIYIO
MOJINTUKY O€30IaCHOCTH.

eanb 6e3o0macHOCTH-3

3ammTa 0T __HEeCAHKIIMOHUPOBAHHOIO JI0CTYNIA B 00X0/__NPABWJI
YIIPABJIEHUSA 10CTYIIOM

OO nomxeH o0ecIieYnBaTh:

BO3MOXHOCTh OTPAHMYEHHUS YHUCJIA MapajuleNIbHBIX CEAaHCOB M KOHTPOJIS
noctyna B OC ¢ y4yeToM MapaMeTpoB, CBSI3aHHBIX CO BpPEMEHEM J0CTyIa
nosb3oBareneir OC (BpeMeHeM paboThI 0] YYETHOH 3anmuchio mosib3oBateis OC)
B OC, a Takke — CBOEBPEMEHHOI'O 3aBEpIICHHUS CEaHCa B3aUMOJCUCTBUS
nonb3oBaresst OC ¢ OC mo uCTEYEHHWH ONPENEICHHOTO aJIMHUHHCTPATOPOM
BpeMeHU Oe37eMCTBUS JJI UCKIIOUEHUS BO3MOYKHOCTH TIOJYYEHUS! HApYIIUTEIEeM
HECAHKIIMOHUPOBAHHOIO JIOCTyINa K HH(pOpManuu, oOpadaTbiBaeMON CpelCTBOM
BBIYMCIUTEILHON TEXHUKH, B MIEPUO/I, KOraa nojas3oateiab OC nokunyn padbouee
MECTO, He 3aBepIIMB ceaHc padoTsl B OC;

BO3MOKHOCTh OYHMCTKM OCTaTOYHOM HWH(MOpManuu B NaMATH CpEACTBA
BBIYMCIUTEILHON TEXHUKM TPU €€ OCBOOOXKACHUU (paclpeiesieHUn) WId
OJIOKMpOBaHUsI J0CTyna CyOBEKTOB JOCTyNa K OCTAaTOYHOM HH(pOpMAaIUu s
UCKJIIOYEHHS] BO3MO>KHOCTH HECAaHKIIMOHUPOBAHHOTO JIOCTyNa CyOBEKTOB JIOCTyIaA
K nHpOpMaIuK, 00paboTKa KOTOPOH OCYIIECTBIISUIACH B pAMKaX CEaHCOB (CECCHA)
IPYTUX CyOBEKTOB IOCTYIA;

U30JISIMIO MTPOTPAMMHBIX MOJyJIeH OJHOro Ipouecca (OJAHOTO CyObeKTa
J0CTyNa) OT MPOTrPaMMHBIX MOZYJEH IpYyrux MpoLeccoB (IPYrux CyOBEKTOB
JOCTyMa) JJIsl UCKIIFOYEHUS BO3MOXHOCTH YTE€UKH WM HECAHKIIMOHUPOBAHHOIO
M3MEHEeHHUsT MH(OpMalnuu B OMEPATUBHOM MaMsTH, UCIOJIB3YEMOW pa3InYyHbIMU
nporeccamM U1 GopMUPYEMbIMU UMHU TTOTOKAMH JTaHHBIX;

KOHTPOJIb YCTAHOBKM M KOHTPOJIb 3allyCKa KOMIIOHEHTOB MPOTPaMMHOTO
oOecrieueHus sl UCKIFOYEHHS] BO3MOKHOCTH HECAHKIIMOHMPOBAHHOTO JOCTyNa K
MH(pOpMaUK BCIEACTBUE UCIOIb30BaHUs Tosib3oBaTessiMu OC Hepa3peeHHoro
MIPOTPaMMHOTO 00€CTICUEHU;

3aIUATY OT BBIMIOJIHEHUS POU3BOJIBLHOTO MAIIMHHOTO KOJIA.

Ieab 6e3omacHocTH-4

Oo0ecnieyeHne  1eJOCTHOCTH,  BOCCTAHOBJIEHHSl W Pe€3ePBHOI0
KONMUPOBaHUsI KOMIIOHeHTOB OC

OO pomxeH o0ecreynBaTh:

KOHTPOJIb IIEJIOCTHOCTH KOMITOHCHTOB OIICPAITMOHHOM CHCTEMBI, a TaKKe
HWHBIX OOBEKTOB (DAMIIOBOM CHCTEMBI, cojepkanux naHHble (mapamerpsl) OC,
MIPOBEPKY MPABUILHOCTH BBITIOJTHEHHSI COOCTBEHHBIX (DYHKIIMI 0€30MacHOCTH ISt
WCKIIFOYCHHSI BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO BHECEHHS HAPYIIUTEIEM
U3MEHEHUM B  KOHQUTypallMOHHBIE  JaHHBIE, KOTOpPbIE  BIUAIOT  Ha
(GyHKIIMOHUPOBAHUE OTACIBHBIX CEpBUCOB, MprioxeHut uiu OC B 1enoMm;
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BO3MOKHOCTh PE3€PBHOTO KOMUPOBAHUSI OOBEKTOB (halIOBONW CHUCTEMBI U
koMroHeHTOB OC  uisi  MCKIIOYEHUS BO3MOXKHOCTH yTpaThl HMHGOpMAIUH
BCIIC/ICTBMC  HECAHKIIMOHUPOBAHHOTO WJIM  HEMPEIHAMEPEHHOTO  yIajeHUs
uH(pOpPMAIIUU CO CPEACTBA BBIUMUCIUTEIBHOW TEXHUKH, (DYHKIIMOHUPYIOUIETO O]
ynpasienuem OC;

BO3MOXKHOCTh ~ BOCCTAHOBJICHUS  (YHKIIMOHATBHBIX  BO3MOXKHOCTEH
6e3onacHocTH U HacTpoek (mapamerpoB) OC mocne cO0eB W OTKA30B, a TaKkKe
COXpaHEHUsl IITATHOTO pexuMa (PYHKIIMOHUPOBAHUS U (WJIM) KOPPEKTHOTO
BOCCTAaHOBJICHMsI IITAaTHOTO pexkuMa ¢yHkuuonupoBanus OC npu cOosx u
OIINOKaX.

Ieap 6e30macHOCTH-5

DOUILTPALMSA CETEBOr0 MOTOKA

OO nomxeH o0ecIeuYnBaTh:

BO3MOYKHOCTH KOHTPOJIS U (DUIIBTPAIIMN CETEBOTO IMOTOKA B COOTBETCTBHH C
3aJIaHHBIMU TIPaBWJIaMH (DUIBTPAIMM BXOMSIIMX M (MUIM) HCXOMISIIHX CETEBBIX
IIOTOKOB;

BO3MOXXKHOCTh ~ YIIPaBJICHUS PpPEKUMaMH BBITIOJHCHHWS W MpaBUJIAMH
(GUIBTPALIMK CETEBOTO IMOTOKA.

Iean 6e30macHOCTH-6

Perucrpauus coobiTuii 0e3onacuoctu OC

OO nmomxkeH obecrieurnBaTh:

PETUCTPaIIMIO BO3MOXKHBIX HapyIICHUN O€30MacHOCTH W MPEayHpekIcHUS
(curHaIMM3aIMio) 0 TaKux cOOBITHAX Oe3omacHoCcTH B OC,;

BO3MOXXHOCTh ~ BBIOOPOYHOTO  O3HAKOMJICHHMS  aIMHUHHCTpatopa ¢
uHpopmanue 0 MPOM3OIICAIIMX COOBITHSIX, a Takke o0ecrneynBaTh
MOJ0TYETHOCTH NoJib3oBaTened OC 3a cBou AEHCTBUA.

eab 6e3omacHoCTH-/
I'eHepupoBaHue BPEMEHHbIX METOK
OO pomxeHn obecrieynBaTh FTeHEPUPOBAHNUE HAJIEAKHBIX METOK BPEMEHHU.

Iean 6e30macHocTH-8

Yupagsiaenue OC

OO pomxeH o0ecrneynBaTh:

BO3MOXKHOCTh IPUMEHEHUsI HaOopoB 0a30BbIX KoH(purypanuit OC;

BO3MOXHOCTh ympasiieHus paboroir OC u napamerpamu OC co CTOPOHBI
aIMUHUCTPATOPOB.
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5.2. Heaun 6e30nMacHOCTH AJ11 cpeabl PYHKIMOHMPOBAHMS

B nanHOoM pa3zgene gaercs omucaHue Iiesie 0e30MacHOCTH i Cpeibl
dbynxunonuposanus OO.

Heas pas cpeabl pynkunonuposanus O0-1

CoBMeCTHMOCTD

OO pomxen ObiTh coBmectuM ¢ CBT (MC), B koTOopoM (KOTOpOH) OH
(YHKIIMOHUPYET.

Heas aas cpeabl pynkunonuposanus O0-2

Ikcnayarauusa OO0

JlomxHBI OBITH OOecIieYeHbl YCTAHOBKA, KOHPUTYPUPOBAHUE U YIIPABICHHUE
OO B COOTBETCTBUH C IKCILTYyaTallMOHHON JOKYMEHTAIIUEH.

Heab nas cpeanl pynkunonuposanus O0-3

PDusunyeckas 3amura Q0

JloobkHa OBITH  OOecrieueHa 3aldTa  OT OCYIIECTBICHUS ACHCTBUM,
HaIlpaBJIEHHBIX Ha HapyueHue ¢usnyeckoi nenoctHoctu CBT, Ha kKoTOpom
dbynkuuonupyetr OO.

Hean aas cpeanpl pynkunonuposanus 00-4

JdoBepennas 3arpyska OC

HomxHa ObITh oOecrnieueHa jgoBepeHHas 3arpy3ka OC (6moxkupoBaHuE
MONBITOK HECAHKIIMOHUPOBAHHON 3arpy3k, KOHTPOJIb JOCTyna CyOBEKTOB
JocTyna K TpPOUEcCy 3arpy3Kd, KOHTPOJb LEJOCTHOCTH  KOMIIOHEHTOB
3arpykaeMoi oneparmoHHON Cpejibl).

Hean aas cpeabl pynkunonuposanus O0-5

Oobecnevyenue ycjaoBHii 0€30NacHOT0 GyYHKIMOHNPOBAHUSA

JlomkHBI OBITH OOECIEeYeHbl HEOOXOIUMBIE PECypChl JUISl BBIMOTHEHUS
(GYHKIIMOHATBHBIX BO3MOXHOCTEM O€30MacHOCTH  ONEPAIMOHHONW  CHUCTEMBI,
XPaHEHUSI PE3EPBHBIX KOIHM, CO3JaBaEMbIX ONEPALMOHHOM CUCTEMOM, a TaKXKe
3alUIICHHOE XPAaHEHWE [JaHHBIX OINEPAllMOHHOW CHUCTEMbl M 3allUIIAeMON
uHpopmanuu.

Heas aas cpeabl pynkunonupoBanus O0-6

KoHTPOJ1b YCTAHOBKH Hepa3pelieHHOT0 MPOrPAMMHOIO o0ecnieYeHnst

JlomxHO OBITH O0ECIeYeHO OrpaHWYCHHE Ha YCTAaHOBKY IPOrPAMMHOTO
oOecrieueHrss W €ro KOMIIOHEHTOB, HE 3aJICHCTBOBAHHBIX B TEXHOJIOTHYECKOM
rporecce 00padboTku HHGOPMAIIHH.

Hean nias cpeabl pynkunonuposanust O0-7

JoBepeHHbI MAPLIPYT

HomxkeHn obOecneynBaThCs JOBepeHHbI  MapmipyT wMexay OC wu
nosb3oBaTessiMu OC (agMUHUCTpaTOpaMu, MOJIb30BATESIMH).
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Hean pas cpeabl pynxkunonuporanusi 00-8

JdoBepeHHbIN KaHAJ

JlomxeH obecrieunBaThCsl JOBEPEHHBIN KaHaAI Nepeiayu JaHHbIX Mexy OC
U CpPEACTBAMHU BBIUMCIUTEIBHOW TEXHHUKH, Ha KOTOPBIX MPOUCXOIUT 00paboTKa
nH(}OpMAaITHH, a TAKXKE C KOTOPBIX IPOUCXOIUT UX aIMUHICTPUPOBAHHE.

Heab nas cpeavl pynkunonuposanus 00-9

3ammTa 0T OTKJIKYCHUA

JloobkHa OBITH  OOeclieueHa HEBO3MOXKHOCTh — OTKIIIOYeHHUs (00Xoj1a)
koMmnoHeHToB OC.

Heab pas cpeanl pynkunonuposanusa O0-10

OrpanuyeHne HEeCAHKIMOHMPOBAHHOIO KONMPOBaHMA WHGOpMaUMu,
coaep:xauieica B OC

JLOJKHBI OBITh peanr30BaHbI MEpBHI, NPENsATCTBYIOLINE
HECaHKIIMOHMPOBAaHHOMY KOINHMPOBaHMIO MHpopManuu, coaepxaieiics B OC, Ha
ChEMHBIE MAIIMHHBIE HOCUTENTU MH(pOpManuu (MK 3a npenesl HHOPMaIMOHHON
CUCTEMBI).

B ToM umciie HOMKEH OCYIIECTBISITHCS KOHTPOJb BHOCa (BbIHOCA) B (H3)
KOHTPOJIUPYEMYIO 30HY (KOHTPOJIMPYEMOM 30Hbl) ChEMHBIX MAaLTMHHBIX HOCUTENIEH
uHbOopMaIuu.

Heasn nis cpeanl pynxkunonuposanus 00-11

IIpoBepka YCTAHABIMBAEMbIX BHEIIIHUX MOAYJeil YPOBHS si/Ipa

JloJbKHA  OCYIIECTBISTHCS TMPOBEpPKAa LETOCTHOCTH BHEUIHUX MOJYyJei
YPOBHS fAJIpa, MOJy4aeMbIX OT 3asBUTENS (pa3paboTuuka, TPOU3BOIUTENS), TIEpE]
UX YCTAaHOBKOW B ONEPALIMOHHYIO CUCTEMY.

Hean aas cpeabl pynkunonupoanus O0-12

IIpuopuTH3anus Npoueccos

JomkHO OBITH 00ECIEUEHO BBIJEICHUE BBIYUCIMTENIBHBIX PECYPCOB IS
MPOLIECCOB B COOTBETCTBUHU C UX MPUOPUTETAMH.

Hean aas cpeabl pynkunonupoanus O0-13

TpeboBaHus K mepcoHaay-1

[lepconan, oTBeTcTBeHHBI 3a (QyukmuonupoBanue OO, MODKEH
obecrieunBath  ¢QyHKuoHUpoBanue OO, B  TOYHOCTH  PYKOBOJICTBYSChH
AKCIUTyaTallMOHHOM JOKYMEHTALUEN.

Heas pas cpeabl pynkunonuposanus 00-14

TpeboBaHus K MepPCOHATY-2

JIuta, oTBeTCTBEHHBIE 3a dKcIuTyaTanuo OO, TOKHBI 00€CIeUUTh, YTOOBI
ayTeHTU(pUKAIMOHHAs WHOOPMAIUS IS KaKI0M YYETHOW 3al¥CH TOJIh30BaTENSA
OC coxepxanuch B TallHe W ObUIM HEAOCTYIHBI JHIIAM, HE YMOJTHOMOYEHHBIM
HCIIOJB30BaTh JAHHYIO YYETHYIO 3aIUCh.
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Hean pas cpeabl pynkuunonupoBanust 00-15

I'enepanus ayreHTH(GUMKANMOHHON HHpoOpMALIMM

JloopkHa oOecrneunBaThCsl BO3MOXKHOCTh T€HEpallud ayTeHTH(UKAIIMOHHON
uH(OpMaIMK COOTBETCTBYIOIICH METPUKE KauecTBa.

5.3. O0ocHoBaHue 1eJIei 0€30MaACHOCTH

B Tabmuue 5.1 nmpuBeneHo otobpaxkenue nenei 6ezonacHoctu s OO Ha
yIpO3bl U TOJUTUKY O€30IaCHOCTH.

Ta6bmuma 5.1 — OroOpaxenue ueneir OeszomacHoctr a1 OO Ha yrpossl u
MOJIUTUKY O€3011aCHOCTH.

TR R TR R TR
sl =2 =2 =5 =2 2] =2 =
= = I = = I = =1 =1 I =
& () () () (2] (2] () ()
(=] (=) (=) (=) (=] (=] (=) (=)
2 =) =2 82 2 =] =2 =
() (5] (5] (5] (>} (>} (5] (5
(] < < < (] (] < <
=5 2| 2| B 2 2| 2| B
S (=) S (=) S S (=) S
o (2] (2] (2] o o (2] (2]
5] %] %] %] -} -} %] 5]
Sl el o]l el el el o ©
Al a| 2| a| al &a| 24| =2
= E RS R E
*] "] "] "] %] %] "] "]
= = = = (8 = (N = = =

Yrposa - 1 X | X

Yrpo3sa - 2 X

Yrposza — 3 X

Yrpo3za—4 X

Yrpo3a -5 X X

Yrpo3a — 6 X

Yrpoza—7 X

Yrpo3a —8 X X

Yrpo3za —9 X

Yrposza — 10 X

IToanTnka 6e3omacHoctu-1 | X

IMosuruka 6e3onacHocTu-2 | X

IMosuruka 6e3onacHocTu-3 | X

IToanTHka 6e3omacHocTu-4 | X

IToauTHKA 0€30IaCHOCTH-5 X

TMosuTuka 6e3onacHoOCTH-6 X

IToauTHKa Ge30macHOCTH-/ X

IMoauTHKa 0€30MacHOCTH-8 X

TMoyuruka 6e3onacHocTu-9 X

TMoaurnka 6e3onacHocru-10 X

IToanTuka 6e3omacuocTu-11 X

IMoaurnka 6e3onacHocru-12 X

TMoaurnka 6e3onacHocru-13 X

ITonnTHka 6e3omacuHocTu-14 X

ITonnTuka 6e3omacHocTu-15 X

IMoaurnka 0e3onacHocTu-16 X

IToauTuka 6e3omacuocTu-17 X

IMoaurnka 0e3onacHocTu-18 X

IMoaurnka 6e3onacHocru-19 X

IMoauruka 6e3onacuocTu-20 X
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Ieab 6e3omacHocTH-1

JlocTkeHre HToW 1eiau 0e30MacHOCTH HEOOXOJIMMO AJii MPOTUBOCTOSHUS
yrpo3aM ¥Yrpo3a-1, ¥Yrpo3a-6, Yrpo3a-7/ u peanuzaiueil NoJuTUK 0€30MacHOCTU
IMosmTuka  Oe3omacHoctu-1, IlomTHka  Oe3omacHocTu-2, IlomTHKAa
oezomacHoctu-3, IloamTmka Oe3omacHocTH-4, Tak Kak o00€CIEUHBacT:
WCIIOJIh30BAaHNE MEXAHU3MOB HICHTU(PUKAIINNA U ayTEHTU(UKAIIUHU TTOJIh30BaTeIei
OC; ympasnenne wuacHTHPUKATOpaMu Tmonb3oBaTeneit OC, B TOM dmCIe
MPUCBOCHUE U OJIOKUpOBaHWE WACHTU(DUKATOPOB; VYIPABJICHUE CPEICTBAMU
ayreHTuukanuu monb3oBateneii OC, B TOM 4YHCle CO3[aHUE, MPUCBOCHUE U
CMEHY HaYaJlbHOM ayTeHTU(PUKAIMOHHON WHGOPMAINK, TEPUOANUCCKYI0 W
NPUHYIUTEIBHYIO CMEHY 3HAUCHUN ayTeHTHU(UKAIMOHHON UH(POPMAIINH, a TAaKKe
3aIlIUTY a; BO3MOXKHOCTh HJieHTU(uKanun o0bekToB OC ¢ 1enbio obecrnedeHus
NpPUMEHEHUSI Pe3yNbTaToB ujeHTU(dUKauu npu peanuszanuu B OC MexaHHU3MOB
yIOPABJICHUS] JOCTYIIOM, KOHTPOJIS IEJIOCTHOCTH, PE3EPBHOTO KOMUPOBAHHS U
perucTpanuu coobITUI OE30aCHOCTH, CBSI3aHHBIX C A TUMHU 00BEKTaMHU.

Iean 6e30macHOCTH-2

JoctrxkeHre 3Toi 1enau 0e30MacHOCTH HEOOXOAMMO AJII MPOTUBOCTOSHUS
yrpo3aMm Yrpo3a-1, Yrpo3a-5, Yrpo3a-8 u peanuzanuu MOJUTHK O€30MaCHOCTH
IMoanTnka  Oe3omacHocTu-5, IlosmmTHKa  Oe3omacHocTH-6, IlomTHKAa
0e3omacHocTn-20, Tak Kak oOecleYMBaeT: IUCKpEIMOHHOEe W (MJIKM) pOJIeBOE
yIpPaBJICHUE JOCTYIIOM; BO3MOXXHOCTH 3aJaHUSl MPABWJI YIPABJICHUS JIOCTYIIOM,
paspemanmx Wi 3alpelalilux JOCTYIl CyOBEeKTOB JOCTylma K OOBEKTaM
JI0CTYIa; KOHTPOJIb U MPOBEPKY MPABOMOYHOCTH OOpaIieHuii CyObeKTOB JOCTyIa
K 00bEeKTaM J0CTyTA.

ean 6e30macHOCTH-3

JlocTukeHre 3ToW 1enau 0e30MacHOCTH HEOOXOAUMO AJII MPOTUBOCTOSHUS
yrpo3aMm ¥Yrpo3a-2, Yrpo3a-4, Yrpo3a-9, Yrpo3a-10 u peanuzanuu TOJUTHK
oe3omacHoct  IlosuTmka Oe3somacHocTu-/, IloaumTHKa Oe3omacHocTH-9,
IHoautuka Oe3omacHocTu-10, IlosuTtmka Oe3omacHocTu-18, IlomTHKA
0ezomacHocTH-19, Tak kak obOecredyMBaceT.: BO3MOXXHOCTh OTPAHUYCHUS YHCIIA
napajuieIbHBIX CEaHCOB M KOHTpoJisi noctynma B OC ¢ y4eToM mapameTpoB,
CBS3aHHBIX CO BpeMeHeM jocTtymna mnoib3oBareneit OC; BO3MOKHOCTh OYUCTKU
OCTaTOYHOU MH(POPMAIIMKA B MAMATH CPEJCTBA BBIYMCIUTEIBHON TEXHUKH TIPU €€
0CBOOOKAEHHUHU (paclpeiesieHn ) WK OJIOKHPOBAHUE JOCTYNa CyObEKTOB J0CTYIIa
K OCTaTOYHON WH(OpPMAITNH; H3OJIAIHIO TPOTPAMMHBIX MOYJIEH OAHOTO TpoIecca
(omHOTO CyOBEKTa JOCTYyMa) OT MPOTPAMMHBIX MOJYJEH JPYrux IMPOIECCOB
(apyrux CcyOBEKTOB JOCTyMa); KOHTPOJb YCTAaHOBKM M KOHTPOJb 3amyckKa
KOMITOHEHTOB  MPOTPAMMHOTO  OOECIICUEHHUs;, 3allUTy OT  BBITOJHEHUS
IIPOU3BOJIBHOTO MAITMHHOTO KO/A.
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Iean 0e30macHocTH-4

JlocTkeHre AToW 1eiau 0e30MacHOCTH HEOOXOJIMMO AJii MPOTUBOCTOSHUS
yrpo3aMm Yrpo3a-3, ¥Yrpo3a-5 u peanmuszanuu noiautuk 0ezomnacHoctu IlosauTuka
oe3omacnoctu-11, IMoauTuka 6e3omacHocTu-12, IoauTuka Ge3omacHoCcTH-13,
TaK KaKk OO0ECIe4YrBaeT: BO3MOXKHOCTb PE3EPBHOIO KOMHUPOBAHUS OOBEKTOB
daiinoBoii cuctemMbl W KoMmmoHeHTOB OC; BO3MOXHOCTb BOCCTAaHOBJICHHS
(GYHKIMOHATBHBIX BO3MOXKHOCTEH Oe3omacHocTH M HacTpoek (mapamerpoB) OC
mocie cOOGB W OTKAa30B, a TaKkKE COXPAaHCHHWE INTAaTHOTO PEKHUMa
GyHKUMOHUPOBaHUS U (MJIM) KOPPEKTHOE BOCCTAHOBJIEHHE INTATHOTO PEXHUMA
¢ynaknuonupoBanus OC mnpu cOosix W omuOKax; KOHTPOJb IEIOCTHOCTH
koMIoHEeHTOB OC U MHBIX 00BEKTOB (PaillIoBOM CHUCTEMBI, a TAaK)KE€ BO3MOXKHOCTh
OCYIIECTBJICHUSI MPOBEPKH MPABWIBHOCTU BBITIOJIHEHUS COOCTBEHHBIX (DYHKITHI
0€30IacCHOCTH.

eab 6e30macHOCTH-D

JlocTmkeHrne HToM 1ed O€30IMacHOCTH HEOoOXOAUMO IS peaau3aiiuu
otk Oe3onacHocTu IloamrTuka Oe3omacHocTH-17, Tak Kak 0oOecCI€YMBAET
BO3MOYKHOCTh (DUIIBTpAITii BXOAAIMINUX W (MJIM) HCXOASIINX CETEBBIX MOTOKOB B
COOTBETCTBHH C 3aJJaHHBIMH MPaBUIaMU (PHIIBTPAITUH.

Iean 6e30macHOCTH-6

JlocTixkeHre AToi 1eiau 0e30MacHOCTH HEOOXOIUMO JJii MTPOTUBOCTOSHUS
yrpoze ¥Yrpo3a-8 wu peanuszanuu NoaUTHKH  Oe3omacHoctH  [losuTHKa
0ezomacHocTH-16, Tak kak oOecrmeuynBaeT BO3MOXHOCTh PETUCTpAllUU U
MPEayNpexkKICHUST (CUTHAIU3AIMIO) O COOBITHUAX, OTHOCSIIUXCS K BO3MOXXHBIM
HapyUIEHUsIM 0€30MTaCHOCTH.

eab 6e3omacHoCTH-/

JlocTrmkeHrne HToM I1end O€30ImacHOCTH HEOoOXOAUMO IS  peaau3aiuu
monuTuKu Oe3ormacHocT IloamTHka 0e30macHOCTH-8, Tak Kak o0ecredmBacT
BO3MOXHOCTh TCHEPUPOBAHHS METOK BpeMeHH U (WIM) CHHXPOHHU3AIUU
CHUCTEMHOTO BPEMEHHU.

Iean 6e30macHocTH-8

JlocTmxkenue HToM 1enrM O€30MacHOCTH HEOoOXOAUMO IS  peaau3aiuu
MOJIUTHK 0e30ImacHOCTH IMonuTHka 0e3omacHocTH-14, IMoauTHKa
O0e3omacHocTH-15, Tak kak oOecneyrBaeT BO3MOXHOCTh MPUMEHEHHUS HaOOpOB
0a30BbIX KoH(urypauuidi OC u BO3MOXHOCTH ympasieHus paboroit OC wu
napametrpamu OC co CTOPOHBI aIMUHUCTPATOPOB.
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6. Onpenesnenne paciiMPeHHbIX KOMIIOHEHTOB

B nannom pazpene 113 npencrasiens! paciuupennbie komnoHeHTsI i1 OC.

6.1. OnpenesieHue paclIMpPeHHBIX KOMIIOHEHTOB (PyHKIIMOHAJIbHBIX
TpeOOBaHUN 0€30NMACHOCTH 00bEKTA OLEHKHU

Hnas OO omnpeaeneHbl KOMIOHEHTHl (YHKIIMOHAJIBHBIX TPEeOOBaHMIA
6e3onacHoCTH, C(HOPMYJIMPOBAHHBIE B SIBHOM BHUJE€ B CTHJIE KOMIIOHEHTOB W3
HarmoHanpHOTO  cTaHmapta Poccuiickoii  ®eneparn  ['OCT P UCO/MBK
15408-2-2013 «MuabopmaliioHHast TEXHOJOTHSA. MeTObI U CpeICTBa 00SCIICUSHUS
6e3onacHocTH. Kputepun oreHkn 0€301MacHOCTH WH()OPMAITMOHHBIX TEXHOJIOTHH.
Yacts 2. OyHKUMOHAJIbHBIE KOMIIOHEHTHI 0€30MacHOCTH» (pacIIUMpeHHBIE
(cneruanbHbIC) KOMIIOHEHTHI).

KomrioneHTs1 (GyHKIIMOHATBHBIX TpeOOBaHUM 0€30IacHOCTH,
chopMynUpOBaHHBIE B SIBHOM BHJIC, MNPEJCTaBICHb B TMPUIOKEHUH A K
HACTOAIIEMY MPOMUITIO 3alUTHI.

6.2. OnpenesieHue pacIMPeHHBIX KOMIIOHEHTOB TPeOOBAHMI T0BepUsA
K 0€301MaCHOCTH 00bHEeKTA OLEHKH

Jna OO omnpeneneHbl pacHIMPEeHHbIE (CHENUANbHBIC) KOMITOHEHTHI
TpeboBanmii gosepus k Oe3zomacHocTH: ADV _IMP EXT.3 «Peanuzamus OOy,
ALC TAT EXT.0 «Omnpenenenne WHCTPYMEHTAIBHBIX CPEACTB pPa3pabOTKmWy,
ALC FPU EXT.1 «lIIpomexypsl OOHOBJCHUS MPOTPAMMHOTO OOeCIeueHus
onepannonHoil cuctembl», ALC_LCD_EXT.3 «Omnpenenennsie pa3padOTYNKOM
cpoku nogaepxkku», AMA SIA EXT.3 «AHanu3 BiausHUS OOHOBJICHHH Ha
6e3onacHocTh omneparoHHoi cuctembl»y, AMA SIA EXT.6 «AnHanu3 BIusHUS
BHEIIHUX MOJYJEHl ypOBHA siApa Ha 0€30MacHOCTh ONEPALMOHHON CUCTEMBI» H
AVA CCA_EXT.l «AHanu3 CKpBITBIX KaHAJIOB», CPOPMYJIHPOBAHHBIE B SIBHOM
BUJE B CTWIE KOMIIOHEHTOB W3 HAIlMOHAJIBHOIO cTaHaapra Poccuiickon
®eneparmn 'OCT P UICO/M3BK 15408-3-2013 «MudpopmanrioHHas TEXHOJIOTHSI.
Metonsl U cpenctBa obecrieueHus:  OezomacHocTH.  Kputepum — oneHKu
0e3omacHOCTH UHPOPMAMOHHBIX TexHOJorui. Yacts 3. KOMIOHEHTHI JOBEpHS K
0€30MacCHOCTH.

KommnonenTsl TpeOoBanuii 1oBepus K 0€30MacHOCTH, cPOPMYIUPOBAHHBIE B
SIBHOM BHJI€, IPEACTABJICHBI B IPUJIOKEHUU b K HacTosmeMy npouiio 3aiuThl.
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7. TpeOoBaHus 0€30MACHOCTH

B nannom pazgene 113 mpexacraBieHbl (QyHKIMOHAIbHBbIE TPEOOBaHUSA U
TpeOOBaHMs J0BEpPUsA, KOTOPBIM JOJKEH yNOBIETBOPATH OO. DyHKUHOHAIBHBIE
TpeOoBaHuUsl, MpeACTaBIeHHbIe B HacToseM 113, ocHOoBaHbI Ha (GYHKIIMOHATBHBIX
KOMIIOHEHTaX W3 HAaMOHaJIbHOTO  cranjgapra Poccuiickon  ®Denepaunu
I'OCT P UCO/M3BK 15408-2-2013 «MudopmaiimonHas TeXHOJOTHUS. MeToabl U
cpenctBa oOecreueHus Oe3omacHocTd. Kputepunm OLEHKM — O€30MaCHOCTH
uHpopMaIrmoHHBIX TexHonoruil. Yacte 2. DyHKIMOHAIBHBIE KOMIIOHEHTHI
6e3zonacHocT». Kpome Toro, B Hactosimuii [I3 BkirodeH psin TpeOoBaHMi
6e3o0macHOCTH, C(HOPMYJIMPOBAHHBIX B SBHOM BUJE (pacIIMpEeHUE HAIIMOHAIBHOTO
crauaapta Poccuiickoit  ®egepanuu ['OCT P UICO/MDK  15408-2-2013
«MHdopmanionHas  TexHonorus. Meroapl M cpelncTBa  0OecreyeHHs
oe3onacHoctH. Kpurepun oneHku 0€30MacHOCTH MH()OPMAIMOHHBIX TEXHOJIOTHH.
Yactp 2. OyHKIMOHAIBHBIC KOMIIOHEHTHI 0€301TacHOCTHY). TpeOoBaHHs JOBEpHUs
OCHOBaHbl HA KOMIIOHEHTAaX TpeOOBaHWU JOBEpUs W3 HAIMOHAIBLHOIO CTaHAapTa
Poccuiickoii @eneparuun 'OCT P UICO/M3BK 15408-3-2013 «UudopmanmronHas
TeXHoJorua. MeToJibl U cpeficTBa odecrieueHus: 6ezonacHocTu. Kpurepun onieHKu
Oe3omnacHOCTH MH(OPMALMOHHBIX TexHoJorui. Yacts 3. KoMnoHeHTHI 10BepHs K
0e30macHOCTH» W TpeAcTaBieHbl B HactosdmeM [I3 B BUaE OLEHOYHOrO YPOBHS
nosepust OY /12, ycunennsiii komnonentamu ADV_IMP.2 «IlonHoe oToOpakeHnne
npeactasienus peanuzauud ®bO», ADV_TDS.3 «ba3oBsiil MOIYIBHBIN TPOEKTY,
ALC_FLR.1 «ba3oBoe ycrpanenue HemoctatkoB», AVA VAN.4 «MeTtoandeckuid
aHaIM3  ySA3BUMOCTEH», pacmupeHHsld  kommnoneHtamu ADV_IMP_EXT.3
«Peammzamus OO», ALC TAT EXT.0 «OmnpeneneHne HWHCTPYMEHTAIBHBIX
cpeacts  pazpabotrkm», ALC FPU EXT.1  «lIpouemypsl  OOHOBICHUS
MPOTrpaMMHOTO  o0ecrieueHus: omepanuoHHoi cuctembl», ALC LCD_EXT.3
«OmnpeneneHHbie  pa3paboTunkoM  cpoku  momuepxkkm»y, AMA_SIA EXT.3
«AHanu3 BAMSHUS OOHOBJIEHHM Ha O€30MacCHOCTh OMNEPALMOHHOM CHCTEMBIY,
AMA SIA EXT.6 «AnHanu3 BIWSHUS BHEIIHUX MOJIYJIEM YPOBHS sApa Ha
6e3onacHocTh onepannoHHoi cucreMb» U AVA CCA EXT.1 «AHaU3 CKPBITHIX
KaHAJIOB» C(OPMYJIMPOBAHHBIMU B SIBHOM BHj€ (paclIUpeHUE HAIIMOHAIBLHOTO
craugapta Poccuiickoii  ®egepanmu ['OCT P UICO/MDK  15408-3-2013
«udopmanvionHass  TexHoJiorus.  MeTonbl M CpelcTBa  O0OECICUCHUS
6e3onacHocTH. Kpurepuu orieHKkd 0€30MacHOCTH MH(DPOPMAIMOHHBIX TEXHOJIOTHH.
Yacts 3. KoMmoHeHTHI 10BepHUst K O€30MaCHOCTH ).
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7.1. ®yHKUMOHAJbHBIE TPeOOBAHMS 0€30MACHOCTH 00HEKTA OLleHKH

OyHKIIMOHAIBHBIE KOMITOHEHTHI M3 HAIlMOHALHOTO cTaHaapTa Poccuiickoii
®deneparuu 'OCT P UCO/MOK 15408-2-2013 «MHpopmanimoHHass TeXHOJIOTHSI.
Metoaer W cpenctBa obOecreueHHst  Oe3omacHOCTH. Kputepuu — ONEeHKH
O6e3onmacHocTH WH(OpPMAIMOHHBIX TexHonoruil. Yacte 2. DyHKIHOHAIBHBIC
KOMITOHEHTHI ~ 0€301MaCHOCTH», Ha KOTOPBHIX OCHOBaHBI (PYHKIIMOHAITHHBIC
TpeboBanusi Oe3zonmacHoctd OO, a Takke KOMIOHEHTHI CGHOPMYIUPOBAHHBIX
B SBHOM BHJE pACIHIUPCHHBIX (CIECIHAIBHBIX) TPeOOBaHWI TPUBEIACHBI
B TabOmure 7.1.

Ta6nuna 7.1 — OyHKIMOHAIbHBIE KOMIIOHEHTHI, Ha KOTOPhIX ocHOBaHBI ®Th OO

Npentudguxarop
KOMITOHEHTA Ha3Banue koMnoHeHTa TpeOOBaHUIi
TpeOOBaHMIA

FAU GEN.1 I'enepanmsi JTaHHBIX ayauTa

FAU ARP.1 CurHassl HapylIeHHus 0€30MacCHOCTH

FAU SEL.1 N30uparenbHblil ayuT

FAU SAR.1 [IpocMoTp ayaura

FAU SAR.2 OrpaHu4eHHbII TPOCMOTpP ayAUTa

FAU SAR.3 Br100opouHbIi TpoCMOTp ayauTa

FAU STG.1 3anuiieHHOe XpaHeHHE )KypHaJla ayuTa

FAU STG.3 JleiicTBHs B ciTydae BO3MOXKHOM MOTEpU JAHHBIX ay/IUTa

FAU STG.4 IIpenoTBpalieHue NOTepu JaHHBIX ayaUTa

FDP ACC.1 OrpaHn4eHHOE yNpaBJIEHUE JOCTYIIOM

EDP ACE.1 VYmpaBneHue JOCTYNOM, OCHOBAaHHOE Ha aTpulyTax

- 0€30MacHOCTH

FDP_CRC_EXT.1 | BoccranoBienue nHbOpMaIuu
OKCoOpT  NaHHBIX  TOJB30BATENsl C  aTpuOyTamu

FDP_ETC.2
- 0€30MacHOCTH

FDP_IFC.2 [lonHoe ynpaBiieHHe HHOOPMAITMOHHBIMH TOTOKAMU

FDP _IFF.1 [IpocTthie aTpuOyTHl 6E€30MACHOCTH

FDP_DDM EXT.1| Meroasl yHUUTOXKEHUS (CTUPAHUS) TAHHBIX

FDP_RIP.1 OrpaHuyeHHas 3aluTa OCTaTOYHOW HH(pOpMaIUn

FDP RSI EXT.1 YrpaBneHue ycTaHOBKOM MPOTPAMMHOTO 00ecrieueHus

EDP RSP EXT.1 [IpaBuna  3amycka  KOMIIOHEHTOB  MPOTPaAMMHOTO
- - o0ecrnieueHus

EDP RSP EXT.2 KonTpons  3amycka  KOMIIOHEHTOB  MPOTPaMMHOTO
- - o0ecrnieueHus

FIA AFL.1 O06paboTKa 0TKA30B ayTeHTU(DUKAITIT

FIA ATD.1 Omnpenesnenue aTpuOyTOB MOJIL30BATEIIS

FIA OID EXT.1 Nnentudukaius 00bEKTOB 1OCTyNa

FIA SOS.1 Bepudukainus cekpeToB

FIA_UAU.2 AyTtentudukaiys 10 J100bIX ASWCTBUN MOJIB30BATEIS
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Oxkonyanue Tadoauner 7.1

Nnentudguxarop
KOMIIOHEHTA Ha3Banue KoMIoOHeHTa TpeOOBaHM A
TpeOOBaHMA
FIA_UAU.7 AyTeHTudukanus ¢ 3aluIIeHHON 00paTHOM CBSI3bIO
FIA UID.1 Br16op MomMeHTa uaeHTHhUKAIAH
FIA UID.2 Wnentudukarus 10 JTHOOBIX JeHCTBUI TTOJIH30BATEIIS
FIA USB.1 CBs3bIBaHUE MOJIB30BATEIb-CYOBEKT
EMT MOE.1 VYnpasnenue PEKUMOM BBITIOJIHEHUS byHKIMH
- 0€301acHOCTH
FMT _MSA.1 Ympasnenue atpuOyramu 6€30MacHOCTH
FMT MTD.1 VYpasiienne faHHbIMU QYHKIIUN O€3011aCHOCTH
FMT_MTD.2 Ynpasienue orpannyeHusiMU JaiHbIX @O
FMT_SAE.1 OrpaHuyeHHas 0 BpEMEHU aBTOpU3AIUs
FMT_SMF.1 Crneundukanus GyHKIUNA yIpaBICHUS
FMT SMR.1 Ponu 6e3omacHocTH

FMT_UST EXT.1

[Tognepxka HaOOPOB OA30BbIX KOHPUTYpALIHiA

FPT_ACF_EXT.1

VYnpaBiieHHe JOCTYNIOM K KOMIIOHEHTaM OMEepalliOHHOM
CHUCTEMBbI

FPT BOP EXT.1

3anmTa ot nepenojHeHus oydepa

FPT MTR EXT.1

MonuTop oOpaleHHii

FPT APW EXT.1

3amura XpaHUMOU ayTeHTU(UKAIIMOHHON UH(OpMaIuu

EPT TST.1 TectupoBanue (yHKIHOHATBHBIX BO3MOKHOCTEN
- 0€e301acCHOCTH

FPT _RCV.1 PyuHoe BoccTaHOBIIEHUE

FPT STM.1 Hanexubie METKM BpEMEHHU

FTA_MCS.1 ba3zoBoe orpannueHue Ha napajuielIbHbIE CEAHCHI

FTA SSL.1 biiokupoBanue ceanca, nauuupoBanHoe ®bO

FTA_SSL.2 BbiiokupoBaHue, MTHUIIMMPOBAHHOE MOJIb30BATEIIEM

FTA TSE.1 OTKpbITHE ceaHca ¢ 00bEKTOM OLIEHKH

FPO DFS EXT.1

N3onsiums mpoueccon

FPO_OBF_EXT.1

biokupoBanue (aitnos nporeccamu

7.1.1. Ayaur 6e3onacuoctu (FAU)

FAU_ARP.1
FAU_ARP.1.1

3aBUCUMOCTH:

FAU GEN.1
FAU GEN.1.1

Curnanbsl HapyLeHusi 0€30MaCHOCTH

®bO JOJKHBI MPEINPUHSATD [maDOpMUpOBaHUE
aIMUHUCTpATOpa], [Ha3HAUCHUE: CRUCOK OpYyeux Oelicmaull] mpu
0OHapy>KeHHH BO3MOKHOI'O HApyIIEHUs 0€30MaCHOCTH.

FAU SAA.1 Aranu3 moTeHUIHAIBHOTO HAPYILICHHUS.

I'eHepauus JaHHBIX ayUTA
®BO gomkHBI OBITH CIIOCOOHBI T€HEPUPOBATH 3AMKCh AYAUTA
IUIA  CHENYIOIIMX COOBITUH, TMOTEHIHMAIBHO TOABEPracMbIX

ayJuTy:
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a) 3aIyCK M 3aBEpIIICHUE BBITIOJIHECHUS (DYHKIIUN ayauTa;

0) Bce COOBITHSA, TMOTEHIIMAIBHO TOJBEpraeMble ayauTy, Ha
6a3060m ypOBHE ay/IUTa;

B) [COOBITHSI, TPUBEICHHBIC BO BTOPOM CTOJIOIIEC TaOiuIbl 7.2, a
TaKkKe [Ha3HAUCHHUE: Opyeue CHeYyuaibHO ONnpeodeneHHble
cobbImusl, NOMeHYUAIbHO nodgepeaemvie ayoumy]].

@®BbO 0JKHBI PETUCTPUPOBATH B KaXKJIOM 3allMCH ayAuTa, IO
MEHBIIIEH Mepe, CIEAYIONIYI0 HHPOPMAIIHIO:

a) maTy W BpeMsl COOBITHS, THIl COOBITHSA, HACHTH(PHKATOP
cyObeKkTa JocTyna (eclid MPUMEHUMO) U Pe3yJbTaT COOBITHUS
(YCTICIIHBIM WJIM HEYCIICIIHBIN );

0) ISl KOKJIOTO TUIA COOBITUM, MOTEHIIMAIBHO TOJIBEPracMbIX
ayuTy, W3 4YHUCJa OIpPEACIICHHbIX B (YHKIIMOHAJIBHBIX
KOMITOHEHTaX, KoTopbie BKItoueHol B [I3 wu (umu) 3B,
[Ha3HAYCHUE: Opyeasi OMHOCAWAAC K ayoumy ungopmayusi).

Tabnuna 7.2 — CoObITHS, OAJIEKAIUE AYAUTY

KomMmnonenr

CoObiTHE Jeraauzanus

FAU_GEN.1

3aIyCcK ¥ 3aBEPIICHUE BBINOJIHEHUS
byHKIUH ayauTa

FAU_GEN.1

3anuce ayauTa Ui COOBITUM, N nentuduxatop

CBSI3aHHBIX C UCTEYEHUEM nonb3oBarens OC

YCTaHOBJICHHOTI'O aIMUHUCTPATOPOM
CpOKa JEHCTBUS NapOJIs

FAU_GEN.1

3anuce ayauTa Ui COOBITUM, Nnentuduxatop
CBSI3aHHBIX C UCTEYEHUEM nosib3oBatesst OC
YCTaHOBJIEHHOTO aJIMUHUCTPATOPOM (Y4eTHOI 3amucn)
CpoKa JIeCTBHS HIeHTU(PHKaTOpa
nonb3oBarenst OC (yueTHo#
3aIuCH)

FIA_AFL.1

biiokupoBaHue y4eTHOM 3aricH B
pe3yabpTare NPEeBbILICHNS
MAaKCUMAJIBHOTO YHCIIA
HEYCIICLIHBIX MOIBITOK BXO/a B
CUCTEMY

FMT_MOF.1

Bce moaudukanyuu noJuTUKu
ayauTa

FMT_MSA.1

Bce moaudukaiyy 3HaYCHUN CMmeHa HayaJIbHOU
aTpuOyTOB 0€30MMACHOCTH, ayTeHTU(PUKALIMOHHON
UCIIOJIB3YyEMBIX JJI1 CMEHBI uHbOopMaIuu

HaYaJbHOU ayTeHTU(UKAIIMOHHON nosib3oBatens OC
uH(popmaiuu nojszosareiss OC
1OCJIE OJTHOKPATHOTO
VICIIOJIb30BaHUS
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OxkoHyanue TadauIel 7.2

Komnonenr CoObITHE Jeranu3zanus
FMT_MTD.1 Bce moaudukaruu CwmeHa 3HaueHUM
ayTEeHTH(PUKALIMOHHON ayTEeHTH(PUKALMOHHON
uHpopMaru nHpopmaruu
FMT_MOF.1 ITomHOTEKCTOBAS 3aIIUCh
FMT_MSA.1 IIPUBWIIETUPOBAHHBIX KOMAaH/{
FMT_MTD.1 (KOMaH/I, yIpaBJISIOMINX
CUCTEMHBIMH (YHKIIMSIMU)
FDP_CRC_EXT.1 [IpumeHeHne MexaHu3Ma
BOCCTaHOBJICHUS] HHGOPMALIUH
FDP_DDM_EXT.1| HM3meHeHHE HACTPOEK MEXaHU3MOB
YHUYTOXEHUS (CTUPAHUSI) TAHHBIX
FPO_DFS _EXT.1 Co6ou B paboTe MexaHHU3Ma
U30JISIITUU TIPOIIECCOB

3aBUCHMOCTH: FPT STM.1 HagexHble METKH BPEMEHH.

FAU_SAR.1 IIpocmoTp ayaura

FAU SAR.1.1 ®BO  nmomkHB  TPEAOCTaBIATH  [HA3HAUCHHUE:  PoJU
aomunucmpamopos 6 coomeemcmeuu ¢ FMT_SMR.1]
BO3MOKHOCTh UYWTaTh [HA3HAYEHUE: CHUCOK UHpoOpmayuu
ayouma)] v3 3anuceit ayiura.

FAU SAR.1.2 ®BO nomkHB TPENOCTaBIATh 3alMCH ayAuTa B BHUJE,
MI03BOJISIOIIEM aIMUHUCTPATOPY BOCIIPUHUMATh
coJiepKalIyrocsi B HUX HHPOPMAIIHUIO.

3aBUCHMOCTH: FAU GEN.1 I'enepanus 1aHHBIX ayauTa.

FAU_SAR.2 OrpanuyveHHbIH NPOCMOTP ayaAuTAa

FAU SAR.2.1  ®BO nmomkHBI 3alpeTUTh AOCTYN BCEM CYOBEKTaM J0CTyNa K
YTCHUIO 3aluCcedl ayaWTa, 3a UCKIIOUCHHEM Cy0beKTOB
JA0CTYNA, KOTOPBIM SIBHO MPEIOCTABJICH TOCTYII JIJIS YTCHHUS.

3aBUCHUMOCTH: FAU SAR.1 IIpocmotp ayauTa.

FAU_SAR.3 Br100po4HbIil IPOCMOTP ayauTa

FAU SAR.3.1 ®BO nomkHB TPEIOCTABUTH BO3MOXKHOCTH BBITIOJHEHUS
noucka,_[BbIOOp: copmupoeka, ynopsooueHue, Hem| IAaHHBIX
ayMTa, OCHOBAaHHOTO Ha [Ha3HAYeHWe: Kpumepuu ¢
JIO2UYECKUMU OMHOMWEHUSIMU].

3aBUCHUMOCTH: FAU SAR.I IIpocmotp ayaura.

3amMeuaHue 10

npumenenuto: B FAU_SAR.3.1 pazpabotunk 3b wmoxer

JOTIOJTHUTEIPHO K «IMOUCKY» ONPEICIUTh WHBIE JICHCTBHS, CBS3aHHBIC C
npocMoTpoM naHHbIX ayauTta. Eciu OC, kpome «Imoucka» He OCYIIECTBIISICT UHBIX
JICHCTBUIA, CBS3aHHBIX C MPOCMOTPOM JIaHHBIX ayJauTa, TO «BBHIOOpP» B
FAU_SAR.3.1 MmoxeT ObITh BBITIOJIHEH KaK «HETY.




FAU_SEL.1
FAU_SEL.1.1

3aBUCUMOCTH:

FAU STG.1
FAU STG.1.1

FAU STG.1.2

3aBUCUMOCTH:

FAU STG.3
FAU STG.3.1

3aBUCUMOCTH;

FAU STG.4
FAU_STG.4.1

3aBUCUMOCTH:

44

N30uparTenbHbIA ayauT

®bO n0oKHBI OBITH CIOCOOHBI K OCYIIECTBICHHIO BbIOOpA
COBOKYITHOCTH  COOBITUM, TIOJABEPTAIONIUXCS ayJIuTy, Hu3
COBOKYITHOCTH  COOBITUM, TOTCHIIMAJIBLHO  I1OJIBEPraeMbIX
aynuTy, 0a3upysch Ha CIACAYIOMUX aTprOyTax:

a) udenmughukamop obvekma _odocmynda, udeHmupukamop
cybovexma docmyna, [BBIOOp: uoenmughuxamop noiv3osamens
OC, mun cobvimus);

0) [Ha3HAYCHWE: CHUCOK OONOJIHUMENbHLIX ampudymos, Ha
KOMOPBIX OCHOBAHA U3OUPAMENTbHOCMb ayouma).

FAU GEN.I I'enepauus JaHHBIX ayJuTa,

FMT_MTD.1 VYnpasnenue nanapiMu ©BO.

3amuieHHoe XpaHeHHue )KypHaJia ayIuTa

®ObO 10mKHBI 3alIAIIATE XPAHUMBIE 3aIIUCH ayJUTa B )KypHAJIE
perucrpauuu coObITHI 0e30IacCHOCTH OC oT
HECAaHKIIMOHUPOBAHHOT'O yIAJICHUS.

®BO nomxHBI ObITH CIOCOOHBI [BBIOOP, (BHIOpAaTh OAHO HU3):
npedomspaujamo, 8bIAGTIAMD | HECAaHKIIMOHUPOBAHHYIO
MOIu(DUKALIMIO XPAaHUMBIX 3aluced ayauTa B JKypHaje
perucrpanum coobiTuii 6e3omacuoctu OC.

FAU GEN.I I'enepanusi JaHHBIX ayIuTa.

JeiicTBHUs B CIy4ae BO3MOKHOM MOTEPH JAHHBIX ayJUTA
®OBO A0KHBI BHITIOIHUTH [HA3HAUEHUE: OelcCmeEus, Komopbvle
HYJCHO NPeonpuHsams 6 Caydae 603MONCHO20 cOOsi XpaHmeHus
JocypHana pecucmpayuu coovimuii 6ezonacnocmu OC|, ecnu
KypHI  perucrpauuu  co0bitu  OesomacHoctu  OC
NPEBBIIIACT [HA3HAUCHUE: NPUHAMOE 02PaHUYeHue).

FAU STG.1 3amuinenHoe XpaHEeHHe )XypHaia ayauTa.

IIpenoTBpaieHue NoTepyu JAHHBIX Ay AUTA

®BO nmomkHBI [BEIOOP (BBIOpATh OMAHO H3): npedomepauams
codvimus, noosgepearouuecs ayoumy, UCKAIOYAsL
npeonpuHumaemvle  YNOJHOMOYEHHbIM — NPUBUTLESUPOBAHHBIM
cyOvekmom O0oCmyna, 3anucbl8ams NOBEPX CAMBIX CMAPbIX
XPAHUMBIX — 3anucell — ayouma; 3aRUCbleAmb  Oelicmeus
YHOJITHOMOYEHHBIX NPUBUTIECUPOBAHHBIX CYOLEKMOE docmyna
nogepx cmapuvixX XpaHumMslX 3anuceil ayoumal u [Ha3HaAuYCHUE:
opyaue Oelcmaus, KOmopble HYHCHO NPEONpUHImMb 8 Clyyde
B03MOJMCHO20 ~ COOs  XpAHEHUs  JCYPHANA — PEeSUCHmPAUUU
coovimuii 6ezonacnocmu OC| Tipu NEPENOTHEHUU >KypHaja
perucrpanum coobiTuii 6e3omacuoctu OC.

FAU STG.1 3amuiienHoe XpaHeHHe )KypHaja ayauTa.
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7.1.2. 3ammuTa JaHHBIX MoJib3oBaTess (FDP)

FDP_ACC.1(1) Orpann4yeHHOe ynpaBjeHHE JOCTYNIOM

FDP_ACC.1.1(1) ®BbO noykHBI OCYIICCTBIISATH [[TOJUTHKY JHUCKPEIIMOHHOTO
yOpaBlICHUS  JOCTymoM| JUIsi  [Ha3HAYEHHE:  CHUCOK
cyOvLeKmos 0ocmyna u 00eKmos 00Cmynay.

3aBUCHUMOCTH: FDP_ACF.1(1) VmpaBneHue I0CTYIIOM, OCHOBaHHOE Ha
arprOyTax 6€30MacHOCTH.

3ameuanusi no npumenennto: komnoneHt FDP_ACC.1(1) Bkmtouaercs B 3b,

eciu B [lonutuke 6e3omacnoctu-5 u Lenn 6e3onacHocTH-S onpeseneHa

peanu3anus JUCKPEIIMOHHOTO METO/1a YIIPABICHHS TIOCTYIIOM.

FDP_ACC.1(2) Orpann4yeHHOe ynpaBjeHHE JOCTYNIOM

FDP_ACC.1.1(2) ®BO g0mKHBI  OCYIIECTBIATH  [IOJUTHKY  POJIEBOIO
yIOpaBJIEHUs NOCTYNOM| IUisl [HA3HAYEHUE: CHUCOK poeu U
00bexkmos].

3aBUCHUMOCTH: FDP_ACF.1(2) VmpapneHue IOCTYIIOM, OCHOBaHHOC Ha
aTpulyTax 0€30MacHOCTH.

3ameuanusi no npumenennio: komnoneHt FDP ACC.1(2) Bkitouaercs B 3b,

ecnu B [lonmutuke 6e3onacuoctu-5 u Llenu 6e3omacHOCTU-S onpeeieHa

peanu3aiys pojIeBOro MeToaa YIPaBiICHUS JOCTYIIOM.

FDP_ACF.1(1) VYunpasjeHue A0CTYNIOM, OCHOBAHHOe Ha AaTpudyTax
0€30MacHOCTH (JUCKPEHMOHHOE YIIPaBJIeHUE I0CTYIIOM K
oobekTam OC)

FDP_ACF.1.1(1) ®BO nomkHBI OCYIIECTBIATh [MOJUTHKY JHCKPEIIMOHHOTO
VOpaBJICHUS TOCTYIIOM| K OOBEKTaM, OCHOBBLIBAsSCh Ha
[Ha3HAuEHUE: cCnucok oOocmyna u o00veKmos 00cmynd,
HAaxX00suuxcs noo ynpasieHuem nOAUMUKU
OUCKPEUUOHHO20 YNPAGIEHUA OOCMYNOM, U O] KAHCOO20
U3 HUX — OmMHOcCAWuUecs K HOJUMUKE OUCKPEUUOHHOZ0
YRpPAGIeHUs O0O0CMYNOM ampudymsl 0OE30NACHOCU  UTU
UMEHOBAHHbLE 2PYNNbL ampubymoe He30nacHocmul).

FDP_ACF.1.2(1) ®bO fomKHBI  OCYHIECTBISATh  CICAYIONIME  IPaBHJIa
OTIpeJIeTICHHs] TOTO, pa3pelieHa JIu Orepalus yrnpaBiIsieMoro
cyObeKTa J0CTyHma Ha YIPaBIsIeMOM OOBEKTE JAOCTYyHA:
[Ha3HaUeHUE: npasuia ynpasieHus O0CMynoOM YNpasiiemblx
cyOBeKmos NOCTYNA K YnpasisiemviM 00vekmam A0CTyNa ¢
UCNONIb308AHUEM  YNPABIAEMblX  ONepayuti  Ha  HUX,
OCHOBAHHbBIE HA CRUCKAX KOHMPO.ia 0ocmynal).

FDP_ACF.1.3(1) ®bO pnomkHBI $BHO pa3pemaTrh JOCTYI CYOBEKTOB K
00BEKTaM, OCHOBBIBASICh Ha CIICIYIONIUX JOMOTHUTEIBHBIX
MpaBWiax: [HET].
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FDP_ACF.1.4(1) ®BO nomkHBI SIBHO OTKa3bIBaTh B JIOCTYIE CYOBEKTOB K
00BbEKTaM, OCHOBBIBASICh Ha CIEIYIOUIUX JOTOTHUTEIbHBIX
npaBWwiax: [Ha3Haue€HWE: HNpasuld, OCHOBAHHbIE  HA
ampubymax 0e30nacHocmu, KOmopbvle S6HO 3anpeujarom
oocmyn cybvekmos I0CTyna Kk oovexmam aocTymalj.

3aBUCHUMOCTH: FDP_ACC.1(1) OrpanndeHHOe yIIpaBlIeHHE JOCTYIIOM;

FMT MSA.3 Naunuanu3anus CTaTHYeCKUX aTpruOyTOB.
3ameyanusi mo npumenenuro: xkomroHeHt FDP_ACF.1(1) Bxmowaercs B 3b,
eciu B Ilomutuke Oe3omacHoctu-2 u llenmm Oe3omacHocTH-2  ompeseneHa
peanu3anus JUCKPEIIMOHHOTO METO/1a YIIPABICHHS TIOCTYIIOM.

FDP_ACF.1(2) YmnpaBjieHne JI0CTYIIOM, OCHOBAHHO€ Ha AaTpHOyTax
O0ezomacHocTH (poJieBOe yINpaBJieHHE [OCTYNIOM K
oobextam OC)

FDP_ACF.1.1(2) ®BO J0mKHBI  OCYIICCTBIATH  [IIOJUTHKY  POJICBOTO
yIpaBICHUS JOCTYIOM| K OOBEKTaM, OCHOBBIBASICh Ha
[Ha3HAYEHUE: CNUCOK poJiell U 00BbEeKMO8, HAX00AWUXC NOO
ynpaesnenuem ROAUMUKU PONe8020 YRPABIEHUA 00CHYNOM,
U 0N Kaxcoo2co u3 HUX — OMHOcAwuecs K HOJTUMUKe

Ppoeeozo ynpagienus oocmynom ampubymoi
bezonachocmu UM  UMEHOBAHHbIE 2PYRRbL  AMPUOYMOS
bezonacnocmul.

FDP_ACF.1.2(2) ®bO fomKHBI  OCYIICCTBISATh  CICAYIONIME  IPaBHJIa
OTIpeIeTICHUs] TOTO, pa3pellieHa Ju Orepalus yupaBisieMoro
CcyOBeKTa JOCTyNa Ha YIpaBisieMOM OOBEKTE: [Ha3HAUYCHHE:
npasuia ynpaeneuus O00CMYNnom Ynpasnsiemvlx poaeu K
YIPABNAeMbiM 00beKmMam ¢ UCHOIb308AHUEM YNPABIAEMbIX
onepayuil Ha HUX, OCHOBAHHblE HA CRUCKAX NPpas docmynal).

FDP_ACF.1.3(2) ®BO nomkHBI SBHO pa3pemniaTh JOCTYI CyObEKTOB A0CTyNa
K OOBEKTaM /A0CTYyNa, OCHOBBIBAACh Ha CIEAYIOIIUX
JOTIOJTHUTENIbHBIX PaBUIIaX: [HET].

FDP_ACF.1.4(2) ®BO nomKHBI SIBHO OTKa3blBaTh B JOCTyNE CYOBEKTOB
JA0CTYyNa K 00bEKTaM J0CTYIA, OCHOBBIBASCH Ha CIICIYIOIINX
JIOTIOJTHUTENIBHBIX ~ TPaBWIAX: [Ha3HA4YCHUE:  npasuid,
OCHOBaHHbIE HA ampudymax 0e30nacHoCcmu, KoOmopwvie s6HO
3anpewarom 0ocmyn poeil Kk 00vekmam.

3aBUCHMOCTH: FDP_ACC.1(2) OrpanudeHHOE YIpaBlIEHHE OCTYIIOM;
FMT MSA.3 Ununuanu3anusi CTaTHYECKUX aTpUOyTOB.

3ameuanusi mo npumeHenuro: xommnoneHT FDP_ACF.1(2) Bkmouaercs B 3b,

ecii B Ilonmutuke Oe3omacHoctu-2 u  llenn Oe3omacHOCTH-2  ompenenieHa

peazanus poJieBOTO METOAA YIPABICHUS TOCTYIIOM.



FDP_ETC.2

FDP_ETC.2.1

FDP_ETC.2.2

FDP_ETC.2.3

FDP_ETC.2.4

3aBUCUMOCTH;

3amMeyaHust 1o
TpeOOBaHUM K
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JKCHOPT JAHHBIX TMOJb30BaTesi ¢  aATPUOyTaMH
0e30macHOCTH

®bO [0KHBI OCYIIECTBISATH [BBHIOOp: poJieBasi MOJIUTHKA
yIpaBJICHUS, [HAa3HAUCHUC: UHAA NOAUMUKA YRpasieHus ||
IpU  OCYHIECTBJIEHUM  Pe3ePBHOI0  KONMPOBAHMS
00bEeKTOB [0CTyNa [HA3HAYEHME: HepeueHb 00beKmos
docmynal.

®bO n0mKHBI 3KCHOPTUPOBATh JAHHBIE IMOJbB30BATENA C
aTpuOyTamMu 0€30MaCHOCTH, ACCOIIMUPOBAHHBIMU C JaHHBIMH
MOJIb30BATEIIS.

®bO noKHBI O0ecneyuTh, YTOOBI MPHU DKCIOPTE 3a
npenensl  3k3emmiisgpa  OC  atpuOyThl  0€30MAaCHOCTH
OJIHO3HAYHO  aCCOIMUPOBAIUCHh C  AKCHOPTUPYEMBIMU
JAHHBIMH TOJIb30BaTENS.

®BO JIOJIKHBI OCYILLECTBJIATH CIeayIoLIne
AOMOJIHMTEIbHbIE T[paBWiIa IMPU  OKCIOPTE  JAHHBIX
nonb3oBarenss w3 Jk3emmusgpa OC:  [Ha3HayeHUE:
O0OnoIHUmMeNbHble  Npasula  YNpaeieHuss  IKCHOPMOM
ungopmayuul].

[FDP_ACC.1 OrpanuyeHHOE ympaBJICHUE [OCTYIIOM WIIA
FDP_IFC.1 OrpannuenHoe  ympapieHHe HHGOPMAIMOHHBIMA
MOTOKaMHU].

NPUMEHEHNID: KOMIIOHEHT TpeAHa3HAueH I  3aJlaHus
GyHKIUOHANBHBIM ~ BO3MOXKHOCTIM OO 1o  pe3epBHOMY

KOIIMPOBAHHIO 00BEKTOB A0CTYyIIa, BIAACIIBLHCM KOTOPBIX SABJIACTCA MOJIb30BaTeNICH

OC.

FDP_IFC.2
FDP_IFC.2.1

FDP_IFC.2.2

3aBUCUMOCTH:

FDP_IFF.1
FDP_IFF.1.1

IHonnoe ynpaBiienne HHGOPMALMOHHBIMHU IIOTOKAMH

®BO 10mKHBI OCYIIECTBIATH [(PHIBTPALIMIO CETEBOrO MOTOKA]
Uil [oTrpaBUTENed MHPOPMALIMK, ToJydaTtened HHPOpMaLIUH,
ceTeBoro Tpapuka] M BceX OMNEpalMid  MepeMeleHus
koHTposmpyemoii OC wuHbopmanuu cereBoro Ttpaduka
K y3J1aM MH(OPMALUOHHOM CHCTEMBbI U OT HHUX, HA KOTOpBIE
pacrpocTpaHsaeTcs (PMJIbTPALUA CETEeBOro NOTOKA.

®bO nomkHbI 00€CeunTh pacnpocTpaHeHue (PUILTPALMHU
ceTeBOoro Tpaguka Ha BCE OIEpallUd  IEPEMEILICHUS
unpopmaruu ot OC K y31aM HHGOPMAITMOHHON CHCTEMBbI U
OT HUX.

FDP_IFF.1 [Ipocteie aTpuOyThl 6€3011aCHOCTH.

IIpocTbie aTpuOyTHI 0€301ACHOCTH

®BO 10KHBI OCYIICCTBIATH [(DHIBTPAIMIO CETEBOIO MOTOKA],
OCHOBaHHYIO Ha CJIEIYIOIIMX THUMax aTpuOyTOB O€30MacHOCTU
CyOBEeKTOB: [
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CyOBeKThI ATpUOYTHI

OTIIPABUTCIIb

CeTeBOMl  aapec  y3ia  OTHpaBUTEN,
[Ha3HAYeHHE: TOTMOIHUTEIbHBIC aTPUOYTHI]

MOJTy4aTeb CeTeBOW  aJpec  y3la  MOJydareds,
[Ha3HAUYEeHHE: O00NONHUMENbHbIE
ampuoymol]

[Ha3HAYCHHE: UHbIE CYOBLEKMb] [Ha3HaucHME: ampubymol]

1 nH(popMaIuu:
Nudopmarus ATpuOyTHI
ceTeBOl Tpaduk CETEeBOU IIPOTOKOJI, KOTOPBIN

HUCIIOJIB3YCTCA AJIA B3aHMOHeﬁCTBHﬂ;

[Ha3HaYeHUE: OONOIHUMENIbHbLE
ampuboymol]

].
FDP_IFF.1.2

FDP_IFF.1.3

FDP_IFF.1.4

FDP_IFF.1.5

3aBUCUMOCTH:

JaMeuyaHuda 1o

®bO  [omKHBI  pa3peliatb  CeTeBOM  IOTOK  MEXIY
yIOpaBIIeMbIM CyYOBEKTOM M yIpaBlisieMod HHpopManuen
MOCPEACTBOM YIIPABIIIEMON OMNEpalyy, €CIH BBITOJIHSIIOTCS
CIEAYIOIIME  MpaBuja: [HA3HAYEHUE:  OCHOBAHHble  HA
ampubymax 6e30nacHocmu OMHOWEHUs], KOMopble He0OX00UMO
noooepxcueams — Mmedxdcoy — ampuobymamu — 06e30naAcHOCmU
CcyOBeKmos u ungopmayuu (015 Kaxcoou onepayuu)].

®OBO 10mKHBI OCYIIECTBIATh [HA3HAUCHHE: OONOJIHUMEbHbIE
npasuna Quasmpayuu cemesvlx HomoKos).

®ObO nomkHBI SIBHO pa3peliaTh ceTeBOMl MOTOK, OCHOBBIBASACH
Ha CIEAyIOUUMX TMpaBujax: [Ha3HAUYCHUE: OCHOBAHHbIE HA
ampubymax  0e30nacHocmu  npasuid,  KOmopwvle  SA6HO
paspewarom uH@oOpMaAyUOHHbLE NOMOKIL].

®BO n0JKHBI SBHO 3ampeniaTh ceTeBOoi MOTOK, OCHOBBIBASACH
Ha CJCAYIOIIMX TMpaBuiax: [Ha3HAYEHUE: OCHOBAHHblE HA
ampubymax  6e30nacHocmu  npasuid,  Komopvle  SIGHO
3anpewarom cemeavle nomoxu).

FDP IFC.1 OrpanuyenHoe yrmpaBieHue WHOOPMAITMOHHBIMU
MOTOKaMHU;

FMT MSA.3 Mnunuanu3anusi CTaTHYECKUX aTpuOyTOB.
NPUMEHEHHI0: KOMIIOHEHT TIpeJHA3HauYeH [JIsi 3aJIaHus

TpeOOBaHUNM K (PYHKIHMOHAIBHBIM BO3MOXKHOCTIM OO 10 OCYIIECTBICHUIO
KOHTpOJISI W (QUIbTpPAIMd CETEBbIX MOTOKOB B COOTBETCTBUM C 3aJaHHBIMHU
npaBuJiaMu (GUILTPAIIMU BXOIAIIUX U (MJIM) UCXOASIIUX CETEBBIX MOTOKOB.

FDP_RIP.1
FDP_RIP.1.1

OrpannyeHHas 321UTA OCTATOYHON UH(POPMALIMHU

OYHKITMOHATBHBIE BO3MOYKHOCTH 0€30MMaCHOCTH OTEPaIMOHHON
CUCTEMBI  JIOJDKHBI ~ OOECMEYUTh HEAOCTYMHOCTh  JIF00OTO
NpeabLAyIero nHMOpMaMOHHOTO COJIEPKaHUsI PECYPCOB MpHU
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[BBIOOD: pacnpedenenue pecypca, 0ocobodcoenue pecypcal nis
CIICAYIONIMX O0BEKTOB: [Ha3HAYCHUE: CHUCOK 0ObEKMOo8].
3aBUCUMOCTH: OTCYTCTBYIOT.
3amMeyaHusi 1O NPUMEHEHMIO: KOMIIOHEHT TMpeJHa3HayeH s 3ajaHus
TpeboBaHMii K (PYHKIHMOHATBEHBEIM BO3MOXHOCTM OO 1O OCYIIECTBICHUIO
KOHTPOJISI U (PUIBTpALlUK B COOTBETCTBUU C 3aJJaHHBIMU MPABHJIAMHU BXOJSIINX U
(nnn) ucxoaAux HHPOPMALMOHHBIX TOTOKOB.

FDP_CRC_EXT.1 BoccranoBienue nHpopManuu

FDP_CRC_EXT.1.1 ®yHKIIMOHATLHBIE BO3MOXKHOCTH 0e30MmacHOCTH
OTIepaIMOHHOM CHUCTEMBI JOJIKHBI oOecrieuynBaTh
BOCCTAQHOBJICHC  OOBEKTOB  ONCPAIIMOHHBIX  CHUCTEM W3
PE3CPBHBIX  KOMHUH,  CO3JaHHBIX C  HCIIOJb30BaHUEM
OTEepPallMOHHON CUCTEMBI.

3aBUCHUMOCTH: OTCYTCTBYIOT.

3amMeyaHusi 10 NPUMMEHEHUIO: KOMIIOHEHT MpEJHAa3HAuYeH JUId 3aJaHus
TpeOOBaHUNM K (PYHKIHUOHAIBHBIM BO3MOXKHOCTIM OO 1O OCYIIECTBICHUIO
BOCCTAHOBJICHUSI (PYHKIIMOHAJIBHBIX BO3MOXHOCTEH O€30MacHOCTH U HACTPOEK
(mapametpoB) OC nocie cO0eB U OTKA30B.

FDP_DDM_EXT.1 YHuuTo:keHue (CTUpaHHe) JTaHHBIX

FDP_DDM_EXT.1.1 ®yHKIIMOHATILHBIE BO3MO>KHOCTH 0e30macHOCTH
OTIEPAlIMOHHOMN CUCTEMBI JTOJDKHBI 00€CIeYuBaTh BO3MOKHOCTh
peanu3aluy CJIECIYIMMNX METOAO0B YHUUTOXKEHUS (CTUpaHUs)
uH(popManuu: yoaneHue 06vbeKknmos atiioeol cucmemsl nymem
UCKIIIOYEHUsT UX U3 8HYMPEHHUX CMPYKMYp Qatiiogou cucmembl
[BBIOOD: nepesanucy yHuumocaemvlx (cmupaemvix) oO6beKmos

Gaiinosoii cucmembl CAYYAUHOU oumosoll
nOC1e008amMeNbHOCbIO, MHO20KPAMHAsL nepe3anucs
VHUUMOICAeMbIX (cmupaemulx) 00bexmos (auiosol cucmemvl
cneyuanbHbIMU OUmMosvIMU noC1e008amMeNIbHOCMAMU
[HazHAueHUE: Opyeue Memoovl YHUUMONCEHUs (CMUPAHUL)
oanmwix].

FDP_DDM_EXT.1.2 ®yHKIIMOHAIbHBIE BO3MOYKHOCTH 0e30macHOCTH

OTIEPAIIMOHHON CHCTEMBI JOHKHBI 00€CTIEUNBATh YHUUTOXKEHUE
(ctupanue) @aiinos, kamano2o8, [BBIOOp: 3anuceli peecmpa,
[Ha3zHaUeHUE: uHble 0OBLeKmobl ], HET].

3aBUCHUMOCTH: OTCYTCTBYIOT.

FDP_RSI_EXT.1 YnpaBjieHnue ycTaHOBKO MPOrpaMMHOI0 o0ecrneyeHust

FDP_RSI_EXT.1.1 ®yHkImoHaIbHbIE BO3MOXHOCTH 0e30macHOCTH
OTEPAIMOHHON CUCTEMBI JOJKHBI TPEAOCTABISATH BO3MOKHOCTh
YCTAaHOBKM  (MHCTAUISALMHA) TPOTPAMMHOTO  OOECIICYCHUS
(KOMITOHEHTOB IIPOTPAMMHOTO oOecrieueHus) TOJIBKO

[Ha3HaueHue: poau nonvzoeameneit OC ¢ coomeemcmeuu c
FMT_SMR.1].
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3aBUCUMOCTH: OTCYTCTBYIOT.

FDP_RSP_EXT.1 IIpaBujia KOHTPOJIS 3alyCKa KOMIIOHEHTOB MPOrPaMMHOI0
ol0ecnieyeHust

FDP_RSP_EXT.1.1 ®yakunoHaabHbIC BO3MOKHOCTH 0e3omacHOCTH
OTEPaIMOHHON CHUCTEMBI JIOJKHBI 00ECIeUnBaTh BO3MOKHOCTh
3a/1aHusl MEPEeUYHs] KOMIIOHEHTOB MPOTPaMMHOT0 00eCcTeYeHUs,
PA3PeUlenHblx 0l asmomMamuyeckKo20 3anycka npu_3acpy3Ke
OnepayuoHHoU cucmembl, 3anpeuienHbLx o151
ABMOMAmMu4ecKko20 3anycka _Npu _3azpy3Kke OonepayuoHHou
cucmemsl, [BBIOOp: paszpeuwieHHbIX Ol 3anycka 6 npoyecce
@DYHKYUOHUPOBAHUS ONEPAYUOHHOU CUCMEMbL; 3aANPeUjeHHbIX
051 3anycka 8 npoyecce (OYHKYUOHUPOBAHUS ONEPAYUOHHOU
cucmemul].

3aBUCHUMOCTH: OTCYTCTBYIOT.

FDP_RSP_EXT.2 KouTpoJib 3anycka KOMIOHEHTOB MPOTrPAMMHOT0
o0ecnieyeHust

FDP_RSP_EXT.2.1 ®yHKkuroHaIbHBIC BO3MOYKHOCTH 0e30macHOCTH
ONEPAalMOHHON CHCTEMBI JOJDKHBI KOHTPOJMPOBATh 3aIlyCK
KOMIIOHEHTOB  IMPOTrPaMMHOI0  obOecreueHuss U IOpHU
OoOHapyKEHUH TONBITKH 3alycKa KOMIIOHEHTOB HPOTPaMMHOIO
oOecrnieueHus, MPOU3BEACHHBIX B HApYIIEHUE YCTAHOBJIECHHBIX
MpaBuJl 3alycka KOMIIOHEHTOB NPOrPAMMHOTO OOecreueHus,
o0ecrneynBaTh [BBIOOD: onogewjenue  NOIL308AMEIS,
8LINONIHAIOWE20 3aNnycK, U aOMUHUcmpamopa, [Ha3HauYeHUE:
umnwvle deticmeusi]], 610KuUpoBaHUe NONLIMKYU 3aNVCKA.

FDP_RSP_EXT.2.2 ®yHKkunoHaIbHBIC BO3MOKHOCTH 0e30macHOCTH
ONnepaluoOHHON CUCTEMBI JIOJIKHBI KOHTPOJIMPOBATh
LEJOCTHOCTh KOMIIOHEHTOB MPOrPAMMHOT0  00€CleyueHus,
pa3peleHHoro AJs 3alycka, W Mpu OOHApYKEHHH MOIBITKH
3alycka  KOMIIOHEHTOB  IPOrpaMMHOTO  obOecreueHus,
LEJIOCTHOCTh KOTOpBIX OblJJa HapyllieHa, o0ecrne4nBaTh
BO3MOKHOCTh [BBIOOD: onoeseujenue nov3oeameis,
8bINONHAIOWE20 3aNYCK, U AOMUHUCmMPpamopd, OIOKUposaHue
NONBIMKY 3anycKa; [Ha3HAuUCHHE: uHble Oeticmeust]].

3aBUCHUMOCTH: OTCYTCTBYIOT.

3ameuyaHusl 10 NPUMEHEHHIO:

1.B FDP RSP _EXT.2.1 pazpabotunky 3b cieayer onpeaeiauTb THUIIBI

nosib3oBateneir OC, AJis KOTOPBIX peain30BaHbl PYHKIMOHAIBHBIE BO3MOKHOCTH

no HHPOPMUPOBAHUIO O TIOMBITKAX 3alyCKa KOMIIOHEHTOB MPOTrPaMMHOIO

oOecrieueHus, MPOU3BEJICHHBIX B HApYIIEHHWE YCTAHOBJIEHHBIX IMPaBUJ 3amycKa

KOMITOHEHTOB MPOTPaMMHOT0 00€CTIeYeHHUS .

Jlns uaopmupoBaHus aAMUHUACTPATOPA O TOTMBITKAX 3alyCKa KOMIIOHEHTOB
MPOrpaMMHOT0 OOecreueHus, MPOU3BEACHHBIX B HApyIIEHHWE YCTaHOBJIECHHBIX
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mpaBUJl 3alycka KOMIIOHEHTOB TmporpammHoro obecnedenus, B FAU_GEN.1
HEO0OXO0IUMO MIPETYCMOTPETh IEUCTBHUS 10 ayIUTY.
2.B FDP_RSP_EXT.2.2 pazpabotunky 3b ciemayer ompeaenuTb NEUCTBHUS IO
pearpoBaHUI0 Ha TOMBITKH 3allyCKa KOMIIOHEHTOB MPOTPaMMHOTO 00eCTieueHus,
[EJIOCTHOCTh KOTOPBIX Oblila HapyIIEHA.

Jlns uaopmMupoBaHus aAMUHUACTPATOPA O TIOTMBITKAX 3aIlyCKa KOMIIOHEHTOB
MPOrPaMMHOTO OOECTeueHus, IIeIOCTHOCTh KOTOPBIX ObUla HapylleHa, B
FAU_GEN.1 HeoOxoauMo npeaycMOTpeTh NEUCTBUSA MO ayAUTY.

7.1.3. Unenrudpukanus n ayrearupukamnus (F1A)

FIA_AFL.1 O0padoTka 0TKa30B ayTeHTH(UKANNH
FIA_AFL.1.1 ®BbO momKHBI OO0HApY)KHUBaTh, KOTJAa IPOU30UJET [BBHIOOD:
[Hasnauenue: NONONCUMENbHOE yeinoe yucnof,

VCMAaHAIUeaemoe aOMUHUCIPAMOPOM NOJOHCUMENbHOE YeTloe
yucio 6 nmpeoenax [Hazwauenue: OUAnazoH  OONYCMUMbBIX
3Hauenuu/]  HEYCHEIIHBIX  MOMBITOK  ayTEeHTU(UKAIUH,

OTHOCAIINXCS K [Ha3HaUeHUE: CNUCOK cobvimuii
aymenmuguxayuu).
FIA_AFL.1.2 [Ipr pOCTMKEHMM WIM TPEBBIMICHUM YCTAHOBJICHHOTO B

FIA_AFL.1.1 yucna HeyCHEmHbIX MONBITOK ayTEHTU(PUKALINH
®BO 10KHBI BBITOJIHUTE [Ha3HAUYCHUE: CHUCOK OeliCmeEuil).

3aBUCHUMOCTH: FIA UAU.1 Beibop MoMeHTa ayTeHTU(UKAITIH.
FIA_ATD.1 Omnpenesenue aTpudyTOB MOJIB30BaTENIS
FIA ATD.1.1 ®ObO 1omKHBI MOIAECPKUBATH JJISI KakA0TO moJib3oBarens OC

CIEAYIONIUN CIHCOK aTpUOyTOB OE30MACHOCTU: [Ha3HAUYCHHUE:
cnucox ampubymos bezonacrnocmiu.
3aBUCHUMOCTH: OTCYTCTBYIOT.
3ameuanus nmo npumenenuto: B FIA_ATD.1.1 pa3zpaboruuk 3b ycraHaBiIMBaerT:
CPOK JIeWCTBHS UACHTUPHUKATOPOB (YUETHBIX 3anuceit) noibs3opareneid OC;
YPOBHU KOH(QUICHIMAIBHOCTH JUIsI MaHAATHOTO METOJla YIpPaBIICHUS
AOCTYIOM (IIPU peasTu3aliyi MaHIATHOTO YIIPABJICHUS TOCTYIIOM);
npaBa CyOBEKTOB JOCTyma [Uisl JUCKPEIMOHHOTO METOAa YIpPaBIICHUS
JIOCTYTIOM (€CJIM YKa3aHHbIA METO]T IPUMEHSIETCS);
MHBIE aTpUOYTHI O€30MAaCHOCTH.

FIA_SOS.1 Bepudpuxkauus cekperon

FIA_SOS.1.1 ®OBO [0mKHBI MPEIOCTABUThL MEXaHU3M Jid BepuUdUKaIuu
TOr0, 4YTO AyTeHTH(PUKALUOHHAA HHEPOPMALMA OTBEYACT
[Ha3HAYCHUE: onpedeseHHas Mempuka Kayecmesa).

3aBUCHMOCTH: OTCYTCTBYIOT.

3amedyaHus M0 NPUMEHEHHUIO:

1. KomnoHeHT mpeaHa3zHauyeH Uil 3aJaHus TpeOoBaHUN K (YHKIMOHATHHBIM

BO3MOKHOCTSIM 00 Mo  TMpoBepKe  TpeOoBaHWMUA K  mapameTpam

ayTeHTU(UKAIMOHHON MH(pOpPMaLIUK.
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2. Konkperu3zanusi JaHHOTO KOMIIOHEHTa COBMECTHO ¢ komrnoHeHTom FIA_AFL.1
B 3b noipkHa oOecreyMBaTh BO3MOXKHOCTH IS MEXaHHM3MOB 0€30IacHOCTH,
peanu3yronmux (QyHKOUM O0E30MacHOCTH «AyTEHTH(UKAIUM), IPEAOCTABIATH
aZIeKBaTHYIO 3alllUTy OT HapymeHus Oe3omacHoctd OC HapymureiaeMm ¢
YMEPEHHBIM IMOTEHITNATIOM HaITaICHUS.

FIA_UAU.2 AyTeHTH(puKanus 10 JH00bIX AeHCTBUI M0JIb30BaTeJ IS

FIA UAU.2.1 ®BO nomkHBI TpeOOBaTh, YTOOBI KaXAbl Mosb3oBatreslb OC
OBl yCHENHO ayTeHTU(UIMPOBAH 10 pas3pelieHus J00ro
JENCTBUSA, BBITIONHsIEMOTo npu nocpennuyectse ®bO ot nmenu
storo noas3oBarens OC.

3aBUCHUMOCTH: FIA UID.1 Bribop MoMeHTa UACHTU(DUKAIINH.

FIA_UAU.7 AyTeHTH(UKALMSA ¢ 3alUIICHHON 00pPaTHOH CBA3bIO

FIA_ UAU.7.1 ®ObO momxHBl TpenocTaBiATh nosb3oBaTemo OC  TOJIBKO
[Ha3HAYEHUE: CHUCOK OONYCMUMOU UHpOpMaAyuu o0Opamuou
c63u| BO BPEMsI BBINIOJHEHUS ayTEHTH(PUKALINH.

3aBUCHMOCTH: FIA UAU.1 Beibop MmoMeHTa ayTeHTU(DUKAIIH.

3amMeyaHusi MO TNPUMEHEHHMIO: BO BpeMs BBOJa ayTEHTU(PUKAIMOHHON

uHdopMaIlMl  BBOJAMMBIE CHUMBOJIBI HE JIOJDKHBI — oTOOpaxkatbes. [lpu

KOHKpeTH3anuu B 3B [1aHHOrO KOMIIOHEHTa yKa3blBaeTcs, 4YTO OyJeT

O0TOOpaKaThCsl MPU BBOJIE ayTEeHTU(PUKAIMOHHON HH(pOopMaiuu (yCIOBHbBIE 3HAKU:

TOYKH, 3BE€3J0YKH; KOJIMYECTBO BBEJICHHBIX CHMBOJIOB WJIH JIp.).

FIA_UID.1 Br100p MoMeHTa HACHTHGUKALNH

FIA _UID.1.1 ®OBO nomKHBI JOMYCKAaTh [HAa3HAYEHHUE: CHUCOK Oeucmaeul,
8bINONIHAEMbIX Npu  nocpeoHudyecmee @OHO] oT uUMEHHU
nosib3oBatesst OC mnpex/ie, 4eM OH UICHTU(UITMPOBaH.

FIA UID.1.2 ®BO nmomwkHBI TpeOOBaTh, YTOOBI KaXAbli Mosb30Barellb OC
OBLT yCHENHO WACHTHU(PUIIMPOBAH JI0 pa3pemieHust Jro0oro
IPYroro JEeUCTBUA, BBINOJIHIEMOro npu nocpeanndectse O
OT UMeHU 3Toro noib3oBarens OC.

3aBUCHUMOCTH: OTCYTCTBYIHOT.
FIA UID.2 NpenTudurkanms 10 J0ObIX 1eiiCTBUHA M0JIb30BaTEJIS
FIA UID.2.1 ®OBO nomkHBl TpeOOBaTh, YTOOBI KaxAbl Mosib3oBatesib OC

OBLT yCHENHO WACHTHU(PUIIMPOBAH JI0 pa3pemieHust Jro00ro
NENUCTBUS, BBITIOIHSIEMOro npu nocpennndectse @bO oT umenu
storo nois3oBatens OC.

3aBUCUMOCTH: OTCYTCTBYIOT.
FIA USB.1 Cas3bIBaHNeE MOJIBb30BATEIb-CYObEKT
FIA USB.1.1 ®BO A0KHBI aCCOIMUPOBATH COOTBETCTBYIOIIUE aTPUOYTHI

6e3zonacHocTr Tmonb3oBaTenst OC ¢ cyObeKkTaMu [OCTyma,
ACHCTBYIOIUMU OT WMEHH J3Toro mosb3oBarens OC:
[Ha3HaueHue: CHUCOK ampuoymos bezonacnocmu
noavzoeamens OC].
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FIA USB.1.2 ®OBO 10mKHBI OCYHIECTBIATH CICIYIONIUE MPaBUiIa UCXOIHOMN
acconuanuu atpuOyToB Oe3zomacHocTu mojib3oBarenein OC ¢
cyObeKTaMM  JAOCTyHma,  JIEUCTBYIOIIMMH  OT  HMEHHU
nonb3oBatesnied  OC: [HazHaueHuWe: npasuia  UCXOOHOU
accoyuayuu ampudbymos).

FIA_USB.1.3 ®BbO  [MOmKHBI  OCYIIECTBIATH  CHCAYIOIIME  MpaBuia
VOpaBJICHUS  W3MEHEHUSMU  aTpuOyToB  O€30macHOCTH
nosnb3oBatenet OC, accouMMpOBaHHBIMM C CyOBEKTaMHU
AOCTYyNA, JCUCTBYIOIIMMU OT HWMEHHU mnoJb3oBarenein OC:
[Ha3HAUCHUE: npasuia usmeHeHuss ampuoymos).

3aBUCHUMOCTH: FIA ATD.1 Onpenenenue aTpuOyTOB MOJIb30BATES.
FIA OID EXT.1 NpenTudukanns 00beKTOB 10CTYNA
FIA OID EXT.1.1 OyHKIMU O€301TaCHOCTH ONEPAIIMOHHBIX CUCTEM JOJKHBI

TpeboBaTh, YTOOBI Ka)Iblii OOBEKT JOCTyHa ONEepalMOHHOU
CUCTEeMBl [BBIOOp: @haun, Kamanoe, mom, YCMPOUCMEO
[Ha3HaueHue: oOpyzue o006vekmwvl Oocmyna]] OBUI YCIEIIHO
UJICHTUPUIMPOBAH JI0 Pa3pEIICHUS JI000ro JEUCTBUS C HUM,
OCYIIECTBISIEMOTO TMPU TOCPEAHUYECTBE APYTHX (QyHKIAN
0€30IaCHOCTH OTEPAIUOHHBIX CUCTEM.

3aBUCHUMOCTH: OTCYTCTBYIOT.

3ameuyanuss mno mnpumeHennw: B FIA OID _EXT.1.1 pazpaborunk 3b

yCTaHaBJIMBaET Bce ucmnosb3dyembie B OO Tumbl 00bEKTOB JIOCTYIIA.

7.1.4. Yupasienne 6e3onmacuoctoio (FMT)

FMT_SMF.1 Cneunduxanuss QyHKUU ynpasjieHus

FMT_SMF.1.1 ®BO nomkHBI OBITH CHOCOOHBI K BBHITIOJHEHUIO CIICTYIOITUX
(GyHKUMNA yOpaBieHHs: [YNpaBlI€HUE PEXKHUMOM BBINOTHEHUS
¢ynkumii  OezomacHocTH, ynpaeieHue jgaHHeiMu @ DBO],

[Ha3HAYeHWe:  cnucok  Opyeux — (QyHKyuni  ynpasieHus
bezonacnocmvio, npedocmasnsemvix PHO).
3aBUCHUMOCTH: OTCYTCTBYIOT.

3ameuyaHus M0 NPUMEHEHHIO:

1. OOBeKT OLIEHKM HE JOJKEH CoJAepXaTh (YHKIMOHAIBHBIX BO3MOXKHOCTEH
6e3onacHoctH, atpudyToB Oe3omacHoctu OBO, mapamerpo ®bO, manabix OBO,
HACTPOEK, POJed M HHBIX CYIIHOCTEH, CBA3aHHBIX C (PYHKIMSIMH YIIPaBJICHUS,
JOCTYMHBIX 3asBUTENO (pa3paboruuky, npousBoauTento) OO, HO HETOCTYMHBIX
notpedutento OO A1 KOHTPOJIA U U3BMEHEHHUS.

2. O0BEeKT OIEHKM HE JIOJDKEH coJep)XaTh  HAcTpoeK  (IpeaHacTpoeK)
(yHKIHOHATBHBIX BO3MOXKHOCTEN Oe30macHOCTH, aTpudyToB 6e3onacHocti PBO,
napamerpoB ®bO, panHbIx PBO M MHBIX CYIIHOCTEW, HACTPAaMBAEMBIX IIPHU
IPOU3BOJICTBE, YCTAHOBJICHHBIX 3asBUTENIEM (pa3paOOTUMKOM, MPOU3BOJUTEIEM)
0O, wnepoctynHbeix moTpeOuTemto OO s KOHTPOJIS U W3MEHEHUS W He
OonMcaHHbIX B JoOKyMeHTauu Ha OO.
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3. B 3b nomxHbI OBITH ONMKMCAaHBI BCE BO3MOXHOCTH T10 YIPABICHUIO ISl KaXKI0M
®BO, B TOM 4Yucjae BCe yMpaBisieMble CYIIHOCTH (MEXaHU3MBbI, HHTEP(EnCHI,
nmpaBuiia, KaHajdbl M T.JA.), CIOcoObl ammuHUcTpupoBanus OO (JokanabHOE,
yaaJieHHoe), poiu mnojs3oBaTeneit OC, KOTOPbIM MPEIOCTaBICHbl BO3MOXKHOCTH
[0 yOpPaBJEHUIO, a JJI1 HEUCIIOJb3yEMbIX BO3MOXKHOCTEW mo ympasiennio ®bO
JIOJKHO OBITH MPEICTABICHO COOTBETCTBYIOIEE 0OOCHOBAHUE.

FMT _MTD.1 Yupasienne nanubimu P60

FMT _MTD.1.1 ®BO nomxHb NPeROCTABJIATHL BO3MOXXHOCTb [8blNOIHEHU
onepayuil, YKa3aHHbIX 80 6MOPOM CMONOYye mabauyvl 7.5, a
makoice [Ha3HaAueHUE: Opyeue onepayuu]]| CIeAyIOMMUX JaHHBIX
[ykazannvix 6 mpemvem cmonbye mabauyer 7.5, a makoice
[HasHaueHue: cnucox Opyeux Oaunvix DHO]]  TOIABKO
[Ha3HAUCHUE: pPOIU AOMUHUCMPAMOPOE 6 COOMEENICIEUU C

FMT_SMR.1].
Ta0muma 7.5
KommnoHneHT Onepauust Jannbie @50
FIA_ATD.1 co3JiaHue aTpudyToB aTpuOyThI MOIB30BATENSA
nonb3oBareis OC, oC
HEOOXOIUMBIX IS
MO/IICPYKKH MEXaHU3MOB
3amuThl nHGopmarmu OC
IIPU IPUHATHH PELICHUM,
CBSI3aHHBIX C 0€30MaCHOCThIO
FIA_OID_EXT.1 co3flaHue, Moaudukanms, uJIeHTU(PUKAITMOHHAS
yAaJlIeHue uHpopmaIus oObEKTOB
(bainoBo CUCTEMBI U
YCTPOWCTB
FMT_MSA.1 MOAU(pUKAIIHS aTpuOyTHI MOIH30BATENS
OoC
FMT_MSA.1 MOAU(pUKALIHS HayajpHas
ayTeHTU(PUKALUOHHAS
uH(bopmaIms
FMT_MTD.1 MoaU(UKALIUS 3aJ]aHuE CPOKa JEUCTBUS
napouist noJsibzoBarenenn OC
FDP_DDM_EXT.1 | onpenenenue, MoauduKanus | mapaMeTpbl yHUYTOKCHUS
(cTupaHusl) JAaHHBIX

3aBHUCUMOCTH: FMT SMR.1 Ponu 6e3omacHocTy;

FMT SMF.1 Crneuundukauus QyHKUnuid ynpaBiaeHUs.
3amMeuyaHusl 10 NPUMEHEHHIO:
1. OOBEKT OIEHKH HE JOJDKEH coaepxkarh HaHHbIX DBO, MOCTYMHBIX 3asBUTEIIO
(pa3pabotuuky, mpousBoautento) OO, HO HeaocTynmHbIX notpedutento OO s
KOHTPOJISL U U3MEHEHHS.
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2. OOBEKT OLEHKH HE JOJDKEH COJEpKaTh HACTpoeK (MPeaHACTPOEK) AaHHBIX
®BO, ycTaHOBIEHHBIX 3asiBUTENEM (pa3paboruukoMm, mnpousBogutenaem) OO,
HeoCTYHBIX noTpedbuteno OO st KOHTPOJIS U U3MEHEHHUSI U HE ONMUCAHHBIX B
noxkymeHnTamuu Ha OO.

FMT_MTD.2 Yunpasienue orpanudeHusivmi 1aHubix @60
FMT _MTD.2.1 ®BO na0mKHBI TPEAOCTaBISATh BO3MOXXHOCTH OMNPEICIICHHUS
OrpaHUYECHUN I [Ha3HauYeHHe: cnucoxk dannvix @HO] TOIBKO

[agMuHUCTpATOPY|.

FMT _MTD.2.2 ®BO foKkHBI NOPEANPUHITH CICAYIOMHUE JEHCTBUS TIPH
NOCTHXKECHUU WU IIPEBBILICHUN JAHHBIMU ®bO
YCTaHOBJICHHBIX BBIIIIE OTpaHUYCHHUII: [Ha3HAYEeHUE:
npeonpunumaemole 0eticmeusi).

3aBUCUMOCTH: FMT SMR.1 Ponu 6e3omacHocTH;

FMT_MTD.1 Vnpasnenue nanusimu ©BO.
3ameuyaHus MO0 NPUMEHEHHIO:
1. KomnoHeHT mnpegHa3HaueH Juisl 3aJaHus TPeOOBaHUM K (DYHKIIMOHAIBHBIM
BO3MOKHOCTAIM OO 10 OCYHIECTBIICHHIO PETHCTPALMH BO3MOXKHBIX HAPYIIECHUU
0€30MacCHOCTH U NPEIYNPEXICHUS (CUTHAIU3AIMH) O TAKMX COOBITHSAX.
2. B FMT MTD.2.2 paspabotruuk 3b ycranaBnuBaer naeiicTBus (TeHepanus
3amucH ayauTa, THGOPMHUPOBAHUE aIMUHUCTPATOPA U UHBIE), BBHIIOIHIEMbIE MIPU
OPEBBIIICHUN IPEAENbHbIX 3HaueHWil naHHbIX @OBO, omnpeneneHHbIX B
FMT_MTD.2.1 (uuciio HeyCIeNIHbIX HOMBITOK ayTeHTU()HUKAIIUN U UHbIE).

FMT_MOF.1 Ynpasienue peKUMOM BbITNIOJIHCHUSA bynxumia
0e30MmacHOCTH

FMT_MOF.1.1 ®BO pomkHBI MOPEIOCTABIATH  BO3MOXHOCTH  [BBIOOD:
onpeoesimsb pPedcuM BbINOJIHEHUS, OMKIIOYAmMyb, NOOKII0UAMDb,

Mooughuyuposamso pedrcum 8bINONHEHUSL | byHKIUH
[Ha3HAYCHME: cnucok @yHKyuil] TONBKO [aAMHUHHCTPATOPY].
3aBUCHMOCTH: FMT SMR.1 Ponu 6e3omacHocTH.

3ameuyaHus M0 NPUMEHEHHIO:

1. OOBEKT OLEHKH HE AOJKEH colepKaTb (PYHKUUNA O€30MacCHOCTH, JOCTYIHBIX
3asBUTENIO (paspadboTuuky, npousBoautennto) OO, HO HETOCTYIHBIX TOTPEOUTEITIO
OO 17151 KOHTPOJISI U UBMEHEHUS.

2. OOBEKT OLIEHKM HE JOJDKEH COJIepKaThb HACTPOEK (MpeaHacTpoek) (yHKUUN
0€30MacCHOCTH, YCTAaHOBJICHHBIX 3asBUTENeM (pa3pabOTUHMKOM, MPOU3BOIUTEIIEM)
0O, wnepoctynHeix moTpedOuTento OO s KOHTPOJS W M3MEHEHHS UM HE
ONMCAaHHBIX B JokyMeHTauu Ha OO.

FMT_SMR.1 Posin 6e30macHoCTH
FMT_SMR.1.1 ®BO JIOJIKHBI MOJJEPKUBATh CIEIYIOIINE ponu
noJn3oBaresei OC:
[
a) aIMUHUCTPATOP [Ha3HAUCHUE: POJIU AOMUHUCMPAMOPOE];
0) moap30BaTEIb

1
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FMT_SMR.1.2 ®BO nomxHbI OBITH CIIOCOOHBI ACCOIIMUPOBATH IOJIb30BaTENICH
OC c possamu.

3aBUCHUMOCTHU: FIA_UID.1 Bei6op MoMeHTa UACHTU(DUKAIIUH.

3amMeuyaHue MO NMPUMEHEHHUIO: OOBEKT OIEHKH HE JOJDKEH IOJJICP)KUBATh POJIU

nosb3oBateneit OC, qocTymHbIe 3asBUTENIO (pa3padoTunKy, mpousBoautenio) OO,

HO HeJocTymHbIe ToTpeduTento OO Isi KOHTPOJISI K U3MEHEHUH.

FMT_MSA.1(1) Yupasjienne aTpudyTaMu 0€3011aCHOCTH
FMT_MSA.1.1(1) ®bO nmomkHBI OCYHIECTBIATh [BBIOOD: posesas NOIUMUKA
ynpaenenusi, [Ha3HAUCHUC: UHAA ROIUMUKA Ynpaesienusl],

PEIOCTABIISIONIYI0 BO3MOKHOCTD [BBIOOD: UBMEHAMb 3HAYEHUS

no YMONYAHUIO, 3aANpamiuéams, MOOUupuyuposams, yoaiimo,

[Ha3HaueHue: opyeue onepayuu]] atpuOyThl 0E30MACHOCTH

[Ha3HaueHue: cnucox ampubymos 6e3onacHocmu] TOJIBKO

[amMHHUCTPATOPY |-
3aBUCHUMOCTH: [FDP_ACC.1(1) OrpanrueHHo€e ynpaBieHue JOCTYIIOM WK

FDP_IFC.1 OrpanunuenHoe ynpaBiieHHE HH()OPMAMOHHBIMH

MMOTOKaMH |;

FMT_ SMR.1 Ponu Ge3omacHocty;

FMT SMF.1 Cneundukanus QyHKIUN yIpaBIeHUS.
3aMeyaHusi MO0 NPHUMEHEHUIO: KOMIIOHEHT IMpeJHa3HaueH I oOecreueHus
BO3MOKHOCTH yINpaBJIEHUS aTpuOyTamMu Oe30macHOCTU (TpaBa JOCTYIA, THIIBI
J0CTyNla M WHBbIE aTpUOYThl) JUIsl OCYIIECTBJICHUS MOJIUTUKU JHUCKPELHUOHHOTO
yIpaBia€HUs JOCTYNoM (IIpM  HKCIOJIb30BAHWU  JAMCKPELIMOHHOTO  METO]a
yIpPaBJIEHUS IOCTYIIOM).

FMT_MSA.1(2) Yupasjenue aTpudyTamMu 0€301acCHOCTH

FMT_MSA.1.1(2) ®bO [0mKHBI OCYIICCTBIIATH [BBIOOP: po/iesas NOIUMUKA
VnpaeneHusi, [Ha3HAUCHUE. UHAA HOIUMUKA Ynpaeienus]],
MPEA0CTABIISAIONLYI0 BO3MOXKHOCTD [BBIOOD: UBMEHAMb 3HAYEHUS
N0 YMOJYAHUIO, 3aNpawiuéams, MOOUDUYUPOBAmsb, YOasimby,
[Ha3HaueHue: Opyeue onepayuu]] arpuOyThl OE30MACHOCTH
[HAa3HAYEHHE: CnuUcok ampudoymosg 6e30nacHocmu] TOJBKO
[amMUHUCTpATOPY |-

3aBUCHMOCTH: [FDP_ACC.1(2) OrpannueHHOE yIpaBJI€HHUE TOCTYIIOM WU
FDP_IFC.1 OrpanudenHoe ymnpasieHne nHOOPMaIMOHHBIMH
MOTOKaMHU];
FMT SMR.1 Ponu 6e3omacHocty;
FMT SMF.1 Cneundukanus QyHKIUN yrpaBIeHUs.

3ameuyaHusl 10 NPUMEHEHHIO:

1. KommnoHeHT mnpeaHazHayeH i OOECNeYeHUs BO3MOXXHOCTH YIIPaBIICHUS

aTpubyTaMu 6e30MaCHOCTH ISl OCYIIECTBICHUS MOJUTUKH POJIEBOTO YIPABICHUS

J0CTYNOM (TIpY UCTIOIB30BAaHUH POJIEBOTO METOJIA YIIPABICHUS JOCTYTIOM).
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2. O0OBeKT OILICHKM He JOJDKEeH cojepkaTth arpuOyToB Oe3omacHoctd DBO,
JOCTYIHBIX 3asBUTENIO (pa3paboTumky, mpousBoautento) OO, HO HEIOCTYIHBIX
notpedurento OO 151 KOHTPOJIS U U3MEHEHUS.

3. OOBEKT OLIEHKH HE JIOJKEH COJEpKaTh HACTPOEK (IIPEIHACTPOEK) aTpuOyTOB
0€301MacHOCTH ®bO, YCTAaHOBJICHHBIX  3asBHUTENIEM  (pa3padOTUUKOM,
npousBoguteneM) OO, HemocTymHbix mnotpedutento OO s KOHTPOIS U
M3MEHEHHUS U He OMUCAHHBIX B TokyMeHTanuu Ha OO.

FMT_MSA.1(3) Yupapjienne aTpudyTaMu 0€3011aCHOCTH
FMT_MSA.1.1(3) ®bO nmomKHBI OCYHIECTBIATh [BBIOOp: posesas NOIUMUKA
ynpaenenusi, [Ha3HAUCHUC: UHAA HOIUMUKA Ynpaeienusl],

PEIOCTABIISIONIYIO0 BO3MOKHOCTD [BBIOOD: UBMEHAMb 3HAYEHUS

nO YMOIYAHUIO, 3aANPpauéams, MOOUpuUYUpPosams, yOaisims,

[Ha3HaueHue: Opyeue onepayuu]] atpuOyThl 0OE30MACHOCTH

[HA3HAYEHHE: CnuUcoK ampudymosg 6e30nacHocmu] TOIBKO

[amMHUHUCTPATOPY .
3aBUCHUMOCTH: [FDP_ACC.]1 OrpannyeHHoe ynpasiaeHUue JOCTYIIOM WIH

FDP_IFC.1 OrpanunuenHoe ynpaBiieHHE HH(POPMAMOHHBIMH

MMOTOKaMH |;

FMT_ SMR.1 Ponu Ge3omacHocty;

FMT SMF.1 Cneuudukanus QyHKIUN yrpaBIeHUs.
3aMeyaHusi MO0 NPHMEHEHUIO: KOMIIOHEHT IMpeJHa3HaueH Ui oOecreueHus
BO3MOXKHOCTH YIIpaBJICHUsT aTpuOyTaMu O€30IacHOCTH Uil OCYILECTBICHHUS
bunbTpanmu cereBoro Tpaduka (CETeBbIX MOTOKOB).

FMT_MSA.1(4) ¥Yupas/jienue aTpudyTamMmu 6e30NMacCHOCTH

FMT_MSA.1.1(4) ®BO nomkHBI OCYIIECTBIATh [BBIOOP: posesas NOAUMUKA
VhpaeneHusi, [Ha3HAUCHUE: UHAA HOIUMUKA Yynpaeienusl],
MPEA0CTABIISAIONLYIO0 BO3MOKHOCTB:
[mpucBauBars, OJIOKUPOBAT, YAQIISTH | aTpuOyTHI
6e3onacHocTH [uaeHTUGUKaTOphI mojs3oBareneit OC];
[Ha3HauaTh]| aTpulyThl  OE30MACHOCTH  [CPOK  JIEHCTBHUS
uneHTudukatopoB noiszopareneit OC];
[ycranaBnmuBaTh] aTpuOyTHI 0€30MACHOCTH, [CBA3aHHBIC CO
BpeMeHeM joctymna mnonb3oBateneilt OC (pa3pernieHHoe Bpemsi
paboThI MO/ YUYETHOH 3aIlMChIO MOJIb30BATENsl, HEPA3PELIICHHOE
BpeMsi paboThI o yueTHoM 3anuckto nois3zoBaress OC) B OC]
TOJBKO [aAMUHHUCTPATOPY];

3aBUCHUMOCTH: [FDP_ACC.]1 OrpannyeHHo€e ynpaBieHUe JOCTYIIOM HIIH
FDP_IFC.1 OrpanundenHoe ynpaiieHre HH(OOPMAITMOHHBIMU
MOTOKaMHU];
FMT SMR.1 Ponu 6e3omacHocty;
FMT_SMF.1 Cneunduxarus GyHKIHUN yIpaBieHusl.

3amMeyaHusi MO NPMMEHEHHIO: KOMIIOHEHT TMpeAHa3HA4YeH s oOecnedeHus

BO3MOXKHOCTH YIIpaBlieHUs1 uAeHTU(UKaTopamu mosb3oBaresneit OC.
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OrpanuveHHasi IO BpeMeHH aBTOPU3AIUS

®bO A0MKHBI MPEAOCTABIATh BO3MOXKHOCTh Ha3HA4yaTh CPOK
JEUCTBUA AJIA [CIUCOK aTpuOyTOB 0€30MacHOCTH, JIsi KOTOPBIX
PEeIyCMOTPEHO YCTAHOBIIEHHUE CpOKa JCHCTBHUS, NMPHUBEIACH B

mepBoM  croydne  Tabmuiel  7.6]  TOmBKO  [poiisiMm,
YIOJHOMOYEHHBIM Ha  yCTaHOBJECHHE CpOKa  JCHCTBHS
aTpuOyTOB, UIACHTHU(PHUIMPOBAHHBIM U3  4YHUCIa  POJIEH,

omnpeneneHusix B FMT_SMR.1, u ykazaHHbBIM BO BTOpOM
cToJ01Ie TabIuITh! 7.6].

JIist kaxmoro u3 3Tux atpudyToB 6e3omacHoctd @BO AOMKHBI
OBITH CITIOCOOHBI K [BBIMOJIHEHUIO JEHCTBUN B COOTBETCTBUH CO
CIMCKOM, YKa3aHHBIM B TpeTbeM CToJIOIe Tabmuipl 7.6] mo
UCTEUEHHUH €T0 CPOKa JICUCTBUS.

Tabnuma 7.6 — Crucok atpuOyToB 0€30MacHOCTH, Ui KOTOPBIX MPETyCMOTPEHO
YCTAaHOBJICHHE CPOKa IEUCTBHUS

Cnmcok aTpudyToB
0€e30macHOCTH, 1JIs
KOTOPBIX NMPeTyCMOTPEHO
YCTAHOBJIEHHE CPOKA

Poun,
YIIOJIHOMOYCHHBbIE
HAa YCTAHOBJICHHE

CpoKa JeucTBUS

Cnucok aeiicTBHid,
npeanpuHUAMAEMbIX IS
Ka’KI0ro aTpudyra
0e30IacHOCTH

AefCcTBUSA aTpudyToB
UACHTU(DUKATOP [Ha3HaueHue: pou OJIOKUPOBAHUE yUETHOMN
MOJIb30BaTENS aomunucmpamopos ¢ | 3anucu noisbzopatens OC
coomeemcmeauu ¢
FMT _SMR.1]
ayTeHTU(DUKaIIMOHHAS [Ha3HaueHue: poiu 0JIOKMPOBaHUE YUYETHOU
nHMOpMAITUS TTOJTB30BATENSI | AOMUHUCMPAMOPOo8 8 | 3amucH nojb3oBaress OC
COOmeemcmeuu ¢ 710 CMCHBI
FMT_SMR.1] ayTeHTU(UKAIMOHHON
uH(popMauu
[Ha3HaYEeHUE: UHbLE [Ha3HaueHue: pou [Ha3HaYeHUE: cnuUcox
ampubymel 6e30nacHocmu, | AOMUHUCMPAMOPO8 8 Oeticmauti,

07151 KOMOPbIX

coomeenicmeuu c

NPeOnpUHUMAeMblX OJisl

npeoycMOmpeHo FMT_SMR.1] Kaxcoo2o ampubyma
YCMaHos1eHue CpoKa bezonacrocmu]
oeticmeuis]
3aBUCUMOCTH: FMT SMR.1 Ponu 6e3omacHocTy;

FPT_STM.1 HanexxHble METKH BPEMEHH.

FMT_UST_EXT.1 lloaaepxka Ha00poB 0230BbIX KOHGUTypanni

FMT UST EXT.1.1 ®yHKunoHanbHbIE

BO3MOKHOCTH 0€e30macHOCTH
OTICPAIIMOHHON CHUCTEMBI JIOJDKHBI MTOIEPKUBATH BO3MOKHOCTh
IPUMEHEHHUST HAOOPOB 0a30BBIX KOH(HUTypalMii B 3aBUCUMOCTH
OoT [BBIOOp: poau cpedcmea 6blYUCIUMENbHOU MEXHUKU, HA
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KOMOpPOM (DYHKYUOHUpYem ONepayuoHHas Cucmema, YClo8uUll
oKcnyamayuu).
3aBUCUMOCTH: OTCYTCTBYIOT.
3ameuyaHue M0 NPUMEHEHHIO:
1.B kauectBe poJied  CpeIcTBa  BBIYMCIHUTEIBHONM  TEXHUKH  MOTYT
paccMaTpuBaThCs: CEpBEp yIpaBieHUs (KOHTPOJUIEp JOMEHA), CEpBEpP CIYKO
ceTeBOll HMH(PACTPYKTYpHI, (ailyloBEIl cepBep, cepBep medaru, cepep 0a3
JTAHHBIX, aBTOMATU3UPOBAHHOE pabouee MECTO ¥ UHBIE POJIH.
2. B xauecTBe yCclnoBHH SKCILUTyaTaIlldd MOTYT PacCMAaTpPUBATHCS: MOAKITIOUCHUE K
CeTsIM O0IIEro JOCTyMa, N30JIMPOBaHHbBIE CeTH (padoune MecTa) U UHbIE YCIOBHS.

7.1.5. 3amura ®BO (FPT)

FPT_TST.1 TecTupoBanue (PyHKUIMOHAJIBHBIX BO3MOKHOCTEi
0e3onmacHocTH
FPT_TST.1.1 ®bO n0KHBI BBITOIHATE MAKET IPOTPaMM CaMOTECTUPOBAHMS

[BBIOOD: npu 3anycke, nepuooutecku 68 npoyecce HOPMaIbHO20
@yHurkyuonuposanus, no 3anpocy noavzosamens OC, npu
ycroeusix  [Ha3HAUCHUE: YCA0GUS, NPU  KOMOPLIX Clledyem
npedycmompems camomecmupoganue]] A TEMOHCTpAIUH
NPaBWJILHOTO BBINIOJIHCHUSI [BBIOOp: [HazHauenue: uacmu
®DF0O], DFO].

FPT_TST.1.2 ®BbO 1omKHBI IPEAOCTABUTh AAMUHUCTPATOPY BO3MOKHOCTH
BepU(UIIUPOBATH IEIOCTHOCTh [BBIOOD: [Ha3HaueHue: OaAHHbIX
yacmeu @HO], dannvix PHO).

FPT_TST.1.3 ®bO momKHBI MPENOCTABUTh AAMUHUCTPATOPY BO3MOYKHOCTH
BepU(DUIIMPOBATh LEJIOCTHOCTh XPAHUMOIO  BBIIOJIHIEMOIO
koga ©bO.

3aBUCHUMOCTH: OTCYTCTBYIOT.

3aMeyaHusi MO TPUMEHEHUIO. KOMIIOHEHT TIpeAHA3HA4YeH I 3aJaHus
TpeOOBaHUM K (PYHKIHOHAIBHBIM BO3MOXKHOCTAM OO 10 OCYIIECTBICHUIO
KOHTPOJISL IEJIOCTHOCTH KOMIIOHEHTOB OIEPAIMOHHOM CHUCTEMBI, & TaKXKe HHBIX
00BbeKTOB (halI0BON CUCTEMBI, COACPIKAIIMX JIaHHbIE (TTapaMeTphl) ONepaluoOHHOM
CUCTEMBI, TPOBEPKU TIPABWIHBHOCTA BBITIOJIHEHUS COOCTBEHHBIX  (DYyHKIIHIA
6e3onacHoct OC.

FPT_STM.1 HanexHble MeTKH BpeMeHH

FPT _STM.1.1 ®BO n0mKHBI OBITH CIOCOOHBI TPEIOCTABISATH HAJEIKHBIC
METKH BPEMEHHU.

3aBUCHUMOCTH: OTCYTCTBYIOT.

FPT_RCV.1 Py4Hoe BocCcTaHOBJICHUE

FPT_RCV.1.1 [Tocne [cOost wim mpepwiBanusi oOciyxuBanus| ®bO M0KHBI
IEPEUTH B PEXKUM  aBAPUMHOU NOANEPKKH, KOTOPBIA
MPENOCTaBIsACT BO3MOXKHOCTH Bo3Bpata OC k Oe3omacHoOMy
COCTOSIHHUIO.

3aBUCUMOCTH: AGD OPE.1 PykoBoacTBO M0JIb30BaTENS MO SKCILTYaTAIUH.
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FPT_ACF_EXT.1 YnpaBieHue A0CTYNIOM K KOMIIOHEHTaM OIepanOHHOM
CHCTEMBI

FPT_ACF_EXT.1.1 ®yHKimoHaabHbIE BO3MOKHOCTH 0e30MmacHOCTH
OMEePAlMOHHON CUCTEMBI JIOJKHBI 3alpeniaTh MoJb30BaTeIAM
MOAU(MUIIMPOBATh [HA3HAUCHHUE: KOMNOHEHMbl ONEePayuUoOHHOU
cucmemvl].

FPT_ACF_EXT.1.2 ®yHKIinoHaaIbHbIE BO3MOXKHOCTH 0e30MacHOCTH
OMEePalMOHHON CUCTEMBI JOJKHBI 3alpeiiaTh MoJb30BaTeIAM
9uTaTh [BBIOOP: Oauuble ayouma cobvimuii 6e3onacHocmu
ONnepayuoHHoU cucmemsl, [Ha3HAUCHUE: UHbIE MUNbI 00BEKMO8
oocmynal].

3aBUCHUMOCTH: OTCYTCTBYIOT.

FPT_APW_EXT.1 3amura xpanumoii ayTeHTH(PUKAMOHHOI HHGOpMAaINH

FPT_APW_EXT.1.1 ®yHk1MOHAIbHBIE BO3MOXKHOCTH 0€30MaCHOCTH  JIOJKHBI
penoTBpallaTh XpaHeHHE ayTeHTU(PUKAIUOHHON nHpopMaIuu
B OTKPBITOM BUJIE.

FPT_APW_EXT.1.2 ®yHKIIHOHATBHBIC BO3MOXHOCTH OE€30MAaCHOCTH JOJIKHBI
MpeAoTBpallaTh YTEHHE XPAHMMOM AayTEHTU(HKAIMOHHOU
nH(pOpMaIUU B OTKPHITOM BHUJIE.

3aBUCHMOCTH: OTCYTCTBYIOT.

FPT_BOP_EXT.1 3ammuTa ot nepenoJiHeHus o0ygepa

FPT_BOP_EXT.1.1 ®yHKIIMOHATBHBIC BO3MO>XHOCTH 0e30MmacHOCTH
OTICPAIIMOHHON CHCTEMBI JODKHBI 00€CIeYrBaTh 3aIIUTy OT
BBITIOJTHCHHSI TTPOU3BOJIBLHOTO KOJA BCIICACTBUEC TEPETIOTHEHUS
Oydepa myreMm [BBIOOp: nposepka coomeemcmeus 6XO0OHbIX
OAHHLIX pasmepy 6blOeleHHOU 0baacmu namsamu, 3anpem
8bINONHEHUSL  KOOQ, Ccooepxcawe2ocsi 6 oOnacmu namsamu,
8bLOCNCHHOL MOALKO Ol  OAHHbIX, [HAa3HAUCHHE. uUHbLE
cnocobwl]].

3aBUCUMOCTH: OTCYTCTBYIOT.

FPT_MTR_EXT.1 MouuTop o0pameHnui

FPT_MTR_EXT.1.1 ®yHkimoHanbHbIC BO3MOXHOCTH 0e30MmacHOCTH
OIEPaIMOHHON CHUCTEMBI JOKHBI OCYIIECTBIISATH MOCTOSHHBIM
KOHTPOJIb OOpallieHul CYObekmos Qocmyna K _00beKxmam
docmyna, [BBIOOp: cybOwexmos oOocmyna K uHgopmayuu,
[Ha3zHAUEHUE: UHbIE Munvl 0Opaujerull], HeT].

FPT_MTR_EXT.1.2 ®ynkuuoHansHbIC BO3MOXHOCTH 0e3omacHOCTH
OIIEPAITMOHHON CHCTEMbI JIOJDKHBI OCYIIECTBIIATH TPOBEPKY
MPaBOMOYHOCTH oOOpaimieHuii K wuHPOpMAllMd Ha OCHOBE
YCTQHOBIICHHBIX TIOJIUTUK [BBIOOP: HOAUMUKA YNPAGIEHUS
oocmynom).

FPT_MTR_EXT.1.3 ®yHkuroHanbHbIC BO3MOXHOCTH 0e3omacHOCTH
OTEpAIlMOHHOW  CHCTEMBI  JIOJDKHBI ~ OTKJIOHSATH WU
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yIOBJIETBOPATh OOpalleHus Ha JAOCTYNl K HHQPOpManuu 110
pe3ysibTaTaM MPOBEPKHU X IPABOMOYHOCTH.
3aBUCUMOCTH: OTCYTCTBYIOT.
3amevyaHus M0 NPUMEHEHHIO:
1.B FPT_MTR EXT.1.1 paspaGotunik 3B MOXE€T AONOJHHUTEIBHO K THILY
oOpanieHnil «CyObEeKTOB JOCTyIa K 00BEKTaM JO0CTYNa» ONPEACIIUTh UHbIE THUIIbI
oOpaiennii, koHTposupyembix OC. Ecimu OC ocymecTBiasieT KOHTPOJb
oOpaleHuil TOIbKO «CyOBEKTOB JOCTyNMa K OOBEKTaM JOCTyMa», TO «BBIOOpP» B
FPT _MTR _EXT.1.1 MOXeT ObITh BBIIIOJHEH KAK «HETY.
2.B FPT _MTR EXT.1.2 pa3pabotunk 3b ycraHaBnmBaeT: AUCKPELHOHHYIO H
(W) poJIEBYIO TOJMTUKY YIPABICHUS JOCTYIIOM; TaKXe MOXET ObITh
YCTAaHOBJICHA MAaHJIaTHAs [TOJINTHKA YIIPABIEHUS JOCTYIIOM.

7.1.6. Joctyn k OO (FTA)

FTA_MCS.1 Ba3oBoe orpannyeHue Ha napaJjiejbHbIE CEAHCHI

FTA_MCS.1.1 ®BO  nomxHBl  OTPAaHUYUTh  MAKCUMAJIbHOE  YHCIIO
MapauieIbHBIX CEAaHCOB, MIPEIOCTABISIEMBIX OJTHOMY U TOMY K€
nonb3oBareno OC.

FTA_MCS.1.2 ®BO pgomxHBl 3amaTh 10 YMOJYAHUIO  OTPAHUYCHHE
[Ha3HaueHHE: 3adasaemoe NO YMOIYAHUIO YUCTIO| CEAHCOB
nonb3oBarens OC.

3aBUCHUMOCTH: FIA UID.1 Bsibop MoMeHTa uaeHTU(DUKAIIIH.
FTA SSL.1 BaokupoBanue ceanca, unnnuupoBannoe ®bO
FTA SSL.1.1 ®BbO nomkHB OJIOKMPOBATh HMHTEPAKTUBHBINM CEAHC MOCTe

[Ha3HAUEHUE: uHmMepean epemenu 0Oe30elcmsus noib308amels
OC], nyist yero NPeNTPUHUMAIOTCS CICIYIOIINE TCHCTBUS:
a) O4YMCTKAa WM TEpe3aluch YCTPOWCTB OTOOpaxKeHWUs,
MpHUIaHUE X TEKYIIEMY COACPKaHUIO HEUUTAEMOTO BU/IA;
0) OsoKMpoBaHUE JIOOBIX NEUCTBUI MO AOCTYNY K JIaHHBIM

M0JIb30BATEIsI/yCTPOMCTBAM OTOOpaKEHHS, KpoMe
HEOOXOIUMBIX JIJIsl Pa30JIOKMPOBAHUS CEaHCA.
FTA SSL.1.2 ®BbO nmomkHbI TpeboBaTh, YTOOBI 10 Pa30JIOKUPOBAHMS CEaHCa

MPOU3OIUIN CIEAYIOIHUE COOBITHS: [Ha3HAYEHUE: cobObimus,
Komopuwle 6y0ym npoucxooums).
3aBUCUMOCTH: FIA UAU.1 BeiObop MoOMeHTa ayTeHTU(PUKAIIH.
3ameuyaHus M0 NPUMEHEHHIO:
1.B FTA SSL.1.1 pa3paboruuk 3b ycraHaBiMBaeT HHTepBal Oe3qeHCTBUS
nosib3oBatenst OC, mo wucredyeHun kotoporo OO Oyner OCYUIECTBIATh
ONOKMpOBaHME CeaHca, WIM BO3JIaraeT OIpe/leIeHne HWHTEpBajlla BPEMEHU Ha
YIIOJIHOMOYEHHYIO POJIb.
2.B FTA SSL.1.2 pazpabotunk 3b ycraHaBiuBaeT COOBITHS, CBSI3aHHBIE C
pa30ioKupoBaHMEM  ceaHca  (MPUMEpPbl  TaKUX  COOBITHI:  «IIOBTOpHas
ayrentuukanusa mnons3oBarenss OC» wunm  «BBoA monb3oBarenem OC ¢
KJIAaBUATYpPHI JOIOKUPYIOUIEH MOCIeI0BATEIbHOCTH CUMBOJIOBY ).
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FTA_SSL.2 BbiokupoBanue, HHUIIUMPOBAHHOE M0JIb30BaTeJIeM

FTA SSL.2.1 ®BbO nomKHBI AOMYCKaTh WHUIMHUPOBAHHOE IMOJIH30BATEIEM
OC O6nokupoBaHHe CBOETO COOCTBEHHOTO WHTEPAKTUBHOTO
ceaHca, Ui Yero NMpeANpUHUMAIOTCS CIEIYIOMNe JeHCTBHS:
a) O4YMCTKAa WM TEpe3aluch YCTPOWCTB OTOOpaxKeHHUs,
MpHUIaHUE UX TEKYIIEMY COACPKAHUIO HEUNTAEMOTO BH/IA;
0) OJIOKMpOBaHWE JIFOOBIX JCHCTBUM MO JOCTYNYy K JaHHBIM

TIOJTE30BATEISI/YCTPOHCTBAM 0TOOpakKeHHUS, KpoMme
HEOOXOUMBIX JIJIsl pa30JIOKMPOBAHUS CeaHca.
FTA_SSL.2.2 ®BbO nomkHbl TpeOoOBaTh, YTOOBI A0 Pa30JIOKUPOBAHUS CEaHCa

POU3OLUIN CIEAYIONIME COOBITHS: [Ha3HAYEHUE: coObimusl,
Komopwie 6y0ym npoucxooums|.
3aBUCHUMOCTH: FIA UAU.1 Beibop MmoMeHTa ayTeHTU(UKAIIH.
3ameuanusi mo npumeHenuro: B FTA SSL.2.2 pazpabotuuk 3b ycranaBiuBaer
COOBITHS, CBSI3aHHBIE C Pa30JIOKMPOBAHUEM ceaHca (IIPUMEPBI TAaKUX COOBITHI:
«MOBTOpHAs ayTeHTHuPuKauus noias3zosarens OC» unm «BBoa nosb3oBaTenem OC
C KJIaBUATypbl ACOJOKUPYIOIIEH MOCIEI0BATEILHOCTH CUMBOJIOBY ).

FTA_TSE.1 OtkpsbiTHE ceanca ¢ OO0

FTA TSE.1.1 ®BO nomxHBI OBITH CIIOCOOHBI OTKAa3aTh B OTKPHITUM CEaHCAa,
OCHOBBIBAsICh Ha [Ha3HAYCHHE: ampubympi].
3aBUCUMOCTH: OTCYTCTBYIOT.

3ameuyaHusi M0 NPUMEHEHHIO:

1. KommoHeHT mpenHa3HaueH Ais 3aJaHusl TpeOOBaHMH K (PYHKIMOHAIbHBIM
Bo3MOkHOCTSIM OO mno koHtpontwo pocryna B OC ¢ yderoM napaMeTpos,
CBSI3aHHBIX CO BpeMeHeM jocTymna mnojs3oBateneit OC (BpemeHeM pabOTHI MOJ
yueTHoM 3anuchio nosib3oBaTenst OC) B OC, U UHBIX TAPAMETPOB.

2. BFTA _ TSE.1.1 pa3paboturk 3b ycranaBiauBaeT aTpuOyThl, UCIIONIb3yEMBbIE JIJIS
OrpaHUYEeHUS OTKPBITUS ce€aHca (HampuMmep, Bpemsi, KOra JOCTYI HE pa3pelleH).

7.1.7. ®yHKIIHOHAIbHBbIE BO3MOKHOCTH 0€30MACHOCTH ONlePAIMOHHOI

cucremsl (FPO)
FPO_DFS_EXT.1 U3oasiust npoueccon
FPO_DFS_EXT.1.1 ®yHkiinoHanbHbIC BO3MO>KHOCTH 0e301macHOCTH

OTIEPAllMOHHON CHUCTEMBI JIOJDKHBI 00€CTeurBaTh 3allUTy OT
HECOTJIaCOBAaHHOCTEH (ITPOTHBOPEYMBOCTH), BO3HHUKAIOIINX Ha
ypOBHE  TPOIECCOB, TMpPU  MapauleibHOW  paboTe  co
CIEAYIOIIMMU O0BEKTaMU: obracmu namamu, @aiisi, [BEIOOD:
yempoticmea, [Ha3HaueHue: opyeue obvekmol |, HeT].
FPO_DFS_EXT.1.2 ®yHKIMoHaabHbIE BO3MOKHOCTH Oe3omacHOCTH
OTICPaIIMOHHON CHCTEMBI JIOJDKHBI 00ECIIeYuBaTh BO3MOYKHOCTh
peanu3anyd  CICAYIOIIMX  TPOUeayp IS HW3OJISAIHH
MapajuieIbHBIX TPOILIECCOB [BBIOOD: u30IAYUIO NpOYeccos8 8
ONnepamusHoOlU Namsamu, YnpaeieHue 8pemeHem UCHONb30BAHUS
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npoyeccamu  00WUX — pPecypcos,  UMEHOBAHUEe  NpPOYeccos,

npedocmasiienue  Npoyeccy - GUPMYAIbHO20  AOPECHO20

npocmpancmea, [Ha3HaAYCHHE: uHble npoyedypul]].
3aBUCUMOCTH: OTCYTCTBYIOT.
3amevyaHus M0 NPUMEHEHHIO!
1. Ilpu n3omsIMK Tporiecca B ONEPATHBHON MaMATH JPYTHUE MPOIECCHl HE TOJDKHBI
UMETh JOCTYN K O0JIaCTH TMaMsTH, BBIJCIICHHOW M1 NaHHOro Tmporecca. Bcee
MOTOKH, (OpMHUPYEMBIE TIPOIIECCOM, TaKXe JJOJDKHBI HCIOJIh30BaTh TOJBKO
BBIJICTICHHOE 11 COOTBETCTBYIOIIETO TIpoIlecca aapecHOe MPOCTPaHCTBO. Jys
B3aUMOJICCTBUSL  HW3O0JUPOBAHHBIX  TPOIECCOB  JOJDKHBI  TPUMEHSTHCS
cCrielMaJIbHbIE UHTEP(PENCHI TPOIIECCOB.
2. YrpaBieHHUE BpPEMEHEM HCIOJB30BaHUS TIPOIlecCaMHu OOIMHUX  PECypcoB
MTO3BOJISIET MCIOIB30BaTh O0OIINE PECYpChl (TaknWe Kak MPOIECCOp) HECKOIbKUMU
mporeccaMu  OJHOBpeMeHHo.  JIis  Kakmoro  mporecca  BBIICISIIOTCS
YCTAaHOBJICHHBIC TIPOMEKYTKH BPEMEHH (IUIMTCIIBHOCTh TaKHX IPOMEKYTKOB
3aBUCUT OT TPHUOPHUTETA TMpOIecca), B TEUYCHHE KOTOPBHIX MPOIECC MOKET
UCIOJIb30BaTh o0mmMii pecypc. Eciam mporeccy HEAOCTaTOUYHO BBIJIEIEHHOTO
BPEMEHH, TO B CIEAYIOMMNA pa3 oOuuit pecypc OylneT eMmy TOCTYIIEH MOCE TOTO
KaKk BpeMsl Ha WCIOJb30BaHHE OOIIEro pecypca OyIeT BBIJIEICHO BCEM
napajjiebHbIM (3aIyIEHHBIM) TpolieccaM, KOTOPbIM TpeOyeTcs AOCTyH K 3TOMY
ob1emy pecypcy.
3. UmeHoBaHME TPOLIECCOB TPENyCMATPUBAET HICHTU(DUKAIIUIO TIPOILIECCOB C
WCITOJIb30BAaHUEM YHHKAJIBHBIX HACHTH(PHUKATOPOB. MaeHTuUKaIuUsI MpoIeccoB
HeoOXxoauMa JIsi 00eCTICUCHHsI BO3MOYKHOCTH OTIEPAIIMOHHON CHCTEMBI YIIPABIISATh
mporeccaM, a Takke JUIsi o0OecleueHUus BO3MOXKHOCTH B3aUMOJCHCTBUS
MPOLIECCOB JIPYT C APYTOM.
4. TlpenocTaBieHre  TPOILECCY  BHUPTYAIbHOTO  aapPECHOrO0  MPOCTPAHCTBA
HEOOXOAMMO JJIsi TOTO, YTOOBI TPOIECC BOCHPHHWMAT BCE BBIICICHHBIC €MY
0o0JlacCTH OIepaTUBHON TMaMsITH KaK €AWHOE aJpEeCHOE TPOCTPAHCTBO U HE
OCYIIECTBJISUT MPSAMBIX O0paIIeHuid K PU3NIECKON MaMATH.

FPO_OBF_EXT.1 biiokupoBanue (paiiioB npoueccamu

FPO_OBF_EXT.1.1 ®yHkunoHalibHbIC BO3MO>KHOCTH 0e30MmacHOCTH
OTICPAIIMOHHON CHUCTEMBI JOJDKHBI OJIOKMPOBATH ITOIBITKA
BBITIOJTHEHUSL ~ CIEAYIOUIUX OIepauuii: yoarenue, [BHIOOD:
Moouguxayus, [HazwaueHue: uHble onepayuul, HeT| HaI
¢aiinamu, ecnu B MOMEHT oOpauieHusi K ¢aiiny cy0bekra
poctyna (mpomecca) OH HCHOJIB3YETCS APYTUM CyObeKTOM
poctyna (Imporeccom).

3aBUCHUMOCTH: OTCYTCTBYIOT.

3ameuanue no npumeHenuio: B FPO OBF EXT.1.1 pazpaboruuk 3b moxer

JIOTIOJTHUTENIPHO K OIEpaluu  «yJaJeHHe» OMpeAeNuTh HWHBIE OIlepalnuyd Haj

daiinamu, Tpedyromum OokupoBku. Eciim OC, kpome omepanuu «ynajaeHue» He

OCYIIIECTBIISICT OJIOKMPOBKY WHBIX Omepanuid Haa QaiiaamMu, TO «BBIOOP» B

FPO_OBF_EXT.1.1 M0oeT ObITh BBIMOJIHEH KaK «HET.



64

7.2. TpeGoBaHus 10Bepusi K 0€30MACHOCTH 00BEKTA OI[EHKHU

TpeboBanust nmoBepus k OezomacHocT OO B3ATHI W3 HAIMOHAJIHHOTO
craunapta Poccwmiickoit  @eneparmn  ['OCT P UICO/MBOK  15408-3-2013
«MapopmanioHHass ~ TEXHOJOTHA. MeToasl W CpeAcTBa  OOECIeYCHUS
6e3omacnoct. Kputepun oreHku 6€30MacHOCTH UH(POPMAILIMOHHBIX TEXHOJIOTHH.
Yactp 3. KomnoHeHTsI 1oBepus K 6e3omacHoCTH» U 00pazytoT OV /12, ycuneHHsIit
koMroHeHTamMu ADV _IMP.2 «JlonHoe oToOpakeHue MpeCcTaBiICHUs pean3aiu
®bO», ADV_TDS.3 «ba3osiii Moxynbhbiid mpoekT», ALC FLR.1 «ba3oBoe
ycTpaHeHnue HepoctatkoB», AVA VAN.4 «MeToandeckuil aHaIu3 ysa3BUMOCTEN,
pacumpennbii  komnoneHTamu ~ ADV_IMP_EXT.3  «Peamuzauus OOy,
ALC TAT EXT.0 «OmnpeneneHne HWHCTPYMEHTAIBHBIX CPEACTB pPa3pabOTKWy,
ALC_FPU_EXT.1 «IIpoueaypsi OOHOBIEHUS MPOrpaMMHOrO oOecreyeHus
onepanuonHoil cuctembl», ALC_LCD_EXT.3 «Omnpenenennsie pazpadOTYUKOM
cpoku mnogaepxkkn», AMA SIA EXT.3 «Ananu3 BiausHUSA OOHOBJIEHUU Ha
0e3onacHocTh onepanoHHoi cucteMb», AMA SIA EXT.6 «AHanu3 BIHUSHUS
BHEILIHUX MOJYJEH YpOBHS siapa Ha O€30MaCHOCTh ONEPALMOHHON CHUCTEMBI» U
AVA CCA_EXT.1 «AHanu3 CKpBITBIX KaHAIOB» (CM. Tabmuiy 7.7).

Tabnuua 7.7 — TpeboBanus gosepus k 6e3onacHoctu OO

HpenTudguxarop
Kaace
KOMIIOHEHTA Ha3Banune KoMIIOHEHTA 10BepHUsi
aoBepust
JAoBepus
Pa3zpaboTtka ADV_ARC.1 OnucaHue apXUTEeKTypbl 0€30MaCHOCTH
ADV_FSP.2 Jeranuzaius BompocoB 0€30MacHOCTH B
(GyHKUIHMOHAJIBHOM crielM(pUKaALNU
ADV_IMP.2* [TomHOE OTOOpaKEeHME MPEACTABICHUS
peanuzanuu OO
ADV IMP EXT.3* | Peamuzamus OO
ADV_TDS.3 ba3oBbIil MOYJIBHBIN POEKT
PyxoBonctea | AGD_OPE.1 PykoBOICTBO MOJIb30BATEIS 110
IKCIUTyaTaIH
AGD_PRE.1 [TloaroToBUTENBHBIE MPOLETYPHI
ITonnepxka ALC CMC.2 Hcnons3oBanue cucrembl YK
KU3HEHHOTO ALC _CMS.2 Oxsar YK uacteit OO
LAKJIa ALC DEL.1 [Tponierypbl OCTaBKU
ALC FLR.1 ba3oBoe ycTpaHeHHEe HETOCTaTKOB
ALC_TAT_EXT.0 OrnpenesneHne UHCTPYMEHTAIbHBIE
Cpe/ICTBa pa3pabOTKU
ALC_FPU_EXT.1 [Ipouenypsl OOHOBJIEHUS! MPOTPAMMHOIO
obecneuenus OC
ALC LCD_EXT.3 OmnpeneneHubie pa3pabOTIUKOM CPOKHU
HOJIICPKKU
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Oxkonyanue Tadauiel 7.7

Haentudguxkarop
Kaace
O KOMIIOHEHTA Ha3Banue koMIOHeHTa 10Bepus
J10BepUA
Ouenka ASE_CCL.1 VYTBepkKaEeHHS O COOTBETCTBUU
3aJIaHuS 1o
0e30macHOCTH
ASE_ECD.1 Onpenenenue pacIIUPEHHBIX
KOMIIOHECHTOB
ASE INT.1 Beenenue 3b
ASE 0OBJ.2 Ilemm 6e30macHOCTH
ASE_REQ.2 [IpousBoaHbIE TpeOOBaHU
0€301acHOCTH
ASE_SPD.1 Omnpenenenue nmpodsieMbl 0€30MaCHOCTH
ASE_TSS.1 Kpatkas cnerudukamnus OO
TectupoBanue | ATE COV.1 CBUIETENBCTBO MOKPHITHS
ATE FUN.1 DYHKIMOHAIIBHOE TECTUPOBAHUE
ATE_IND.2 Bri6opounoe HE3aBUCHMOE
TECTUPOBAHUE
Onenka AVA VAN.4 MeTtonnueckuil aHAIN3 ySI3BUMOCTEN
ysaseuMmocten | AVA_CCA _EXT.1 | AHamu3 CKpBHITBIX KaHAJIOB
ITonnepxka AMA SIA EXT.3 AHanmu3  BIUAHHS  OOHOBJICHMH  Ha
JOBEpHUSI 0€30MacHOCTh OMEPAIIMOHHBIE CUCTEMBI
AMA SIA EXT.6 AHanu3 BIMSHMUS BHEIIHUX MOAYJICH
ypOBHS  siapa  Ha  0€30mMacHOCTH
OIEPALMOHHON CUCTEMBI

* — (OtMeueHbl KOMIIOHEHTBI, KOHKPETH3UpOBaHHbIC B HacrtosmeMm I3 mus

o0OecrieyeHuss TMPEEMCTBEHHOCTH TPeOOBaHUSAM MO KOHTPOJIIO OTCYTCTBUS
HEJIEKJIAPUPOBAHHBIX BO3MOXKHOCTEH, M3JI0KEHHBIX B PYKOBOJAIIEM JOKYMEHTE
«3ammTa OT HECAHKIMOHUPOBAHHOIO JocTyna K wuHpopmaruu. Yacte 1.
[IporpammHoe obecnieueHue cpeacTs 3amuThl HHGopmarmu: Kiaccudukanus no
YPOBHIO  KOHTpOJII ~ OTCYTCTBHS  HEACKIAPUPOBAHHBIX  BO3MOXXHOCTEW»,
(I'ocrexkomuccus Poccun, 1999).

7.2.1. Pa3zpaboTrka (ADV)

ADV_ARC.1 Onucanue apxuTeKTYpbl 0€30MACHOCTH

3aBUCHUMOCTH: ADV_FSP.1 ba3oBas (yHKIIMOHATbHAS CICIIU(DUKALINS,
ADV_TDS.1 ba3oBblii TPOEKT.

DneMeHTHI NIeUCTBUM 3asBuUTEN (pa3paboTUrKa, IPOU3BOIUTEIIS)

ADV_ARC.1.1D 3asBurens (pa3paboTuuK, POU3BOJIUTEIb) JIOJIKEH
cupoektupoBatb OO © 00ecneunTh peanu3aluio IMPOEKTa
TakuM o0pa3oM, 4dTOOBI cBoiicTBa Oe3omacHoctn DO
HEBO3MOKHO OBLIIO 000OHTH.
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ADV_ARC.1.2D 3asButenn (pa3paboTuuk, MIPOU3BOJIUTEIIb) JIOJDKEH
ciupoektupoBath ®BO u obecrneunTh WUX peaTu3alui0 TaKUM
oOpazoM, uroosl ®BO obecnieunBanym COOCTBEHHYIO 3aIlUTY OT
BMEIIATEIHCTBA HEJOBEPEHHBIX CYITHOCTEH.

ADV_ARC.1.3D 3asBurens (pa3paboTuuK, MIPOU3BOIUTEIb) JIOJIKEH
npenocTaBuTh «Onucanue apxutekTypsl 6e3onacHoctn» ObO.

DeMeHTHI COJepKaHUs U MPEACTABICHUS TOKYMEHTHPOBAHHBIX MaTEPHAJIOB

ADV_ARC.1.1C VYposeHs JeTaNn3auuu «Onucanus aApPXUTEKTYPbI
0€30MacHOCTH» JIOJKEH COOTBETCTBOBAThH IMPEACTABICHHOMY B
MpoekTHOW gokyMeHTammu 1o OO ommcaHuio abcTpakiui
(onmementoB  mpexactaBieHus ~ OO),  OCYIIECTBISIONINX
BbInosiHeHue OTh.

ADV_ARC.1.2C B «Omnucanue apXuUTEKTypbl 0O€30MaCHOCTH» JOJKHO OBITH
BKJIFOUEHO OIMCAaHUE JIOMEHOB 0€30MacHOCTH, 00eCHeUYEeHHbIX
cornacoBanHOCThI0O OBO ¢ OTBH.

ADV_ARC.1.3C «Onucanue apXUTEKTYPbI 0e30macHOCTI JOJKHO
OpPEIOCTaBIATh MHGPOPMALMI0O O TOM, HACKOJBKO MpOIEecC
nannrann3anuu ObO gBiseTcs 3auUIeHHBIM.

ADV_ARC.1.4C B «Omnucanuu apXWTEKTypbl 0€30MacHOCTH» JOJDKHO OBITh
MPOJIEMOHCTpHPOBaHO, 4To PBO obecreunBaOT COOCTBEHHYIO
3aIIUTY OT BMEIIATEIbCTBA.

ADV_ARC.1.5C B «Omnucanuu apXuTeKTyphl O€30MaCHOCTH» JOJDKHO OBITh
npoaeMoHCTpupoBaHo, uto ®bO He nomycKarT BO3MOKHOCTH
00xo0Ja (YHKIIMOHAJIbHBIX BO3MOXKHOCTEH, OCYIIECTBIISIOIINX
BbInosiHeHue OTh.

DneMEeHTHI IeUCTBUI UCTIBITATEILHOM TabopaTopun

ADV_ARC.1.1E HcnwiTatenpHas mabopaTtopusi AOJDKHA IOATBEPAUTH, YTO
uHbopMarus, Ipe/ICTaBIICHHAS 3asiBUTEIIEM B
JOKYMEHTUPOBAHHBIX ~ MaTepHaliaX, yJIOBJIETBOPSET BCEM
TpeOOBaHUAM K COJIEPKaHUIO U IPEJICTaBICHUIO
JOKYMEHTHUPOBAHHOM uHbOopMaI, U3JI0’)KEHHBIM B
ADV_ARC.1.1C - ADV_ARC.1.5C.

3ameuyaHus 10 NPUMEHEHHIO:

1. ApxurekTypa Oe3omacHOCTH J0JKHA oOecrieuuBath, 4ToObl OO He wumen

KaHAJIOB CBSI3M, 00ECMEUMBAIOIINUX JIOCTYI (B TOM YHCII€ BHEIOJIOCHBII) B 00XO0[

3alaHHbIX TIpaBuI ynpasiieHus aoctynoMm k OO (ee mporpaMMHOMY 00O€CIIE€YEHUIO

M HACTpOWKaM), a TaKkKe MPaBWJI KOHTPOJS W (UIBTpAIMU CETeBOTo Tpaduka

(ceTeBbIX TOTOKOB).

2. UcnibiTatenbHast nmabopaTopus JOJKHA BBITMOJIHATh YKa3aHHbBIE JICWCTBHS B

coorBeTcTBUM ¢ myHKToM 10.3.1 HaumoHanbHOro cranaaptra Poccuiickoi

®enepanuu 'OCT P UCO/M3BK 18045 «udopmarmionnast TexHonorusi. MeTo bt

U cpeacTtBa obecrieueHus 0e30macHOCTH. MeTojosorusi OUEeHKH 0e30macHOCTH

MH()OPMAITMOHHBIX TEXHOJIOTHI.
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ADV_FSP.2 JeTanu3anusi BONMPOCOB 0e30MACHOCTH B (PYHKIIHOHAIbHOI
cnenupukanuu

3aBucumoct: ADV_TDS.1 ba3oBblii IPOEKT.

DneMeHThI 1elcTBUM 3asBuUTeEN (pa3paboTurKa, IPOU3BOIUTEIIS)

ADV_FSP.2.1D 3asBurens (pa3paboTuuK, MIPOU3BOIUTEIb) JIOJIKEH
MpeCcTaBUTh QYHKIIMOHATIBHYIO CIIEHU(DUKALIHIO.

ADV_FSP.2.2D 3asBurens (pa3paboTUuK, MIPOU3BOIUTEIb) JIOJIKEH
MPEeJICTaBUTh MPOCIIeKUBAHNE (byHKIIMOHAILHOM
crenupuKanum K GyHKIIHOHATBHBIM TpeOOBaHUIM
0€301MacHOCTH.

DJIeMEHTBI COJIePKaHU U MPEJICTABICHUS JOKYMEHTUPOBAHHBIX MaTepUAJIOB

ADV_FSP.2.1C B ¢yskuroHanbHo# crieupuKaIuu JOJIKHBI OBITh TTOJHOCTHIO
npencrasieHbl OBO.

ADV_FSP.2.2C B ¢yHkImoHaasHON crienu(pUKaAIUyd JOJDKHBI OBITh OIMKMCAHBI
Ha3HA4YCHHUE U METOJI UcIoab30BaHus Bcex NDBO.

ADV _FSP.2.3C B  dyukiumoHanpHON — cnenu@uKamuu  JOKHBI  OBITh
UJECHTU(QUITMPOBAHBI U OINKCAHBI BCE MapaMeTPhl, CBSI3aHHBIC C
KaxxaeiM UDBO.

ADV_FSP.2.4C J[lna xaxaoro MDBO, ocymectristoniero BeimoiaHeHne OTh,
(yHKUMOHANBHAS  cHeluuKalus  JOJDKHA  COJAEpXkaTh
OIMCAaHHWE CBA3aHHBIX ¢ JgaHHeiIM KM ®DBO  jgeiicTBuid,
OCyHIeCTBIISIIOIMX BbintoaHeHne OTh.

ADV_FSP.25C Jlna H®BO, ocymecTtBiastonux  BoimonHeHHe  DTh,
byHKIIMOHATBHAS crienuguKams OJKHA coZepkKaTh
OTNMCaHUE COOOIIEHWH O HEMOCPEJACTBEHHBIX  OIIMOKaX,
BO3HHUKAIOIIUX B pe3yibTaTe (YHKIIMOHUPOBAHHUS, CBA3aHHOTO
C JEUCTBUSIMHU, OCYLIECTBISIOIMMHU BbltoHeHNE OTh.

ADV_FSP.2.6C B mpocnexxuBanuu COOTBETCTBUSI JIOJKHO OBITH
npoaeMoHCcTpupoBaHo mnpociexuBanne DTbh k HNDBO B
(GYHKIIMOHATBHON crienu(PUKaIIUH.

DNeMEeHThI IeUCTBUI UCIBITATENBHOM JJabopaTopuu

ADV_FSP.2.1E MUcnwiTatenbHass gaboparopusi AOJKHA TMOATBEPAUTH, YTO
uHpopMarIus, IIpEICTaBIICHHAS 3asBUTEIIEM B
JTOKYMCHTHUPOBAHHBIX ~ MaTepHaliaX, yJOBJCTBOPSICT BCEM
TpeOOBAHMSIM K COJICPYKAHHIO u IIPE/ICTABIICHUIO
JTOKYMEHTHUPOBAHHOMN uHbOpMaIH, U3JI05KEHHBIM B
ADV _FSP.2.1C- ADV_FSP.2.6C.

ADV_FSP.2.2E HcnerratenbHas 1abopatopusi JOJKHA CAENATh HE3aBHCHMOE
3aKJII0YEHUE, 4TO (DPYHKIIMOHANbHAS CHEeHU(pUKAINS SBISCTCS
TOYHBIM W  TIOJHBIM  OTOOpakeHHEeM  (YHKIIMOHAIBHBIX
TpeboBanmii 6e3omnacuoctu OO.

3amMeuaHusi M0 MPUMEHEHUIO. HCTIBITATEIIbHAS JTaOOPATOPHS JOJKHA BBITTOTHATH

yKa3aHHBbIE JEHUCTBUSA B COOTBETCTBUUM C myHKTOM 10.4.2 HarumoHAIBHOTO

crangapta  Poccuiickoit  ®depepamm  'OCT P HMCO/MBK 18045
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«udopmanvionHass  TexHoJiorus.  MeTonbl M CpelcTBa  OOECICUECHUS
Oe3omacHoCTH.  MeTodoJorusl  OLEHKM  0€30ImacHOCTH  MH(OpPMAIIMOHHBIX
TEXHOJIOTUN.

ADV_IMP.2 IHos1HOe oTOOpaskeHue nmpeacrabjieHus peaanzanun PO

3aBUCUMOCTH: ADV_TDS.3 ba3oBblit MOTYIBHBIN MIPOEKT;

ALC TAT.1 IlonHOCTBIO ONpEAENIeHHbIE HUHCTPYMEHTAIbHbBIE
CpelicTBa pa3paboTKH;
ALC_CMC.5 PacmipeHHas mojiepxka.

DneMeHThI 1elcTBUM 3asBuTeN (pa3paboTurKa, IPOU3BOIUTEIS)

ADV_IMP.2.1D 3asButens (pa3paboTUuK, IPOU3BOIUTENH) AOHKEH 00€CIIeUUTh
JOCTYNl K TpejacTaBiieHuio peanuzanuu s Bcex OBO Ha
YPOBHe  HCXOJHBIX TEKCTOB BCero  MPOrpaMMHOIO
o0ecnevennsi, Bxoasimero B cocraB OO (¢ ykazaHuem B
AOKYMEHTAIIMH 3HAYEHUH KOHTPOJbHBIX cyMM ¢aiijioB ¢
ucxoaubiMu Tekcrtamu I10).

ADV_IMP.2.2D 3asBurens (pa3paboT4uK, MPOU3BOAUTENH) JOKEH 00ECIICUNTh
MPOCIECKUBAHUE  BCEro  MPEACTABJICHHS  pead3aluu K
onmcanuto npoekra OO.

DJeMEeHTHI COAEpKaHUS U MPEACTABICHUS TOKYyMEHTHPOBAHHBIX MaTEPHAIIOB

ADV_IMP.2.1C TIlpexacraBienue peaiuzanuu JI0DKHO ompeaenuts @bO Ha
TakOM ypoBHE aetanu3anuu, uto ®BbO Moryt ObITh CO3/1aHBI
0€3 TONOJHUTENbHBIX TPOEKTHBIX PELIECHUI.

ADV_IMP.2.2C TlpencraBiieHue peanu3aluu JOHKHO OBITh HU3JIOKEHO B TOM
BUJE, KaKOM UCHOJb3yeTCs] MEepCOHATOM, 3aHUMAIOIIMMCS
pa3pabOTKOM.

ADV_IMP.2.3C B mpocnexuBaHMH MEXIy BCEM TMPEACTABICHUEM pealli3aluu
u onmcanreM npoekra OO (ayg Bcex MOayJield, OTHECEHHBIX K
OCYLIECTBJISIOMIMM MU TOJJEP:KUBAIOIIUM BBINOJIHEHHE
®TB) 105kHO OBITH POJIEMOHCTPUPOBAHO WX COOTBETCTBHE, a
JJIS1 MOJYJIeil U3/1esIusl, ONpeleIeHHbIX KaK «He BJIMSIOIIUe
Ha BbinosiHeHHe DOTb», M0/:KHO OBITH NPEIOCTABJICHO
COOTBETCTBYIOIIIee 000CHOBAHUE.

DneMEeHTHI IeWCTBUIN UCTIBITATEILHON JTabopaToprn

ADV_IMP.2.1E HcnertatenpHas nabopaTopust JOJKHA TMOATBEPAUTH, HYTO
uH(popMaLus, npeCTaBICHHAs 3asBUTEIIEM B
JOKYMEHTHUPOBAaHHBIX  MaTepuajax, yJIOBJIETBOPSIET BCEM
TpeOOBaHUAM K COJIEPKaHUIO u MPEeJICTaBICHUIO

NOKYMEHTUPOBAHHOU uHpOopMaIu, W3JI0’KEHHBIM B
ADV_IMP.2.1C — ADV_IMP.2.3C, B TOM umc/jie HA OCHOBE
pe3yJIbTATOB:

a) KOHTPOJIsA HCXOAHOI0 COCTOSIHUA 1O

0) KOHTPOJII TOJIHOTBI M OTCYTCTBHS HM30BLITOYHOCTH

HCXOJAHBIX TEKCTOB HAa YpOBHe (aljloB—H—Ha—ypoBHe
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3aMeyaHusl M0 NPUMEHEHUIO:
1.B ADV _IMP.2.1E xonTpons ucxogHoro coctosuus I[1O mnpemgycmarpuBaer
¢ukcanuio cocrtaBa [10 U MOKyMeHTallMM Ha HErO0 M CpPaBHEHHE C OIMHMCAHHUEM,
NpEICTaBICHHBIM B JokyMeHTanuu. [lpum ¢ukcanum Ttakke JOJIKEH OBITh
BBITIOJITHEH pacueT YHHUKAJIbHBIX 3HAYEHUHW KOHTPOJBHBIX CyMM (ailioB ¢
HCXOJHBIMU TEKCTaMH Mporpamm, Bxoaamux B coctaB [10. KoHTponbHBIE CyMMBI
JOJKHBI PACCYUTBIBATHCS I KaXKI0TO (haiina.
2. KOHTpOJTb TTOJTHOTHI ¥ OTCYTCTBUS M30BITOYHOCTH UCXOJHBIX TEKCTOB HAa YPOBHE
daiiloB  mpegycMaTpuBaeT — aHaIW3  JOKYMEHTHPOBAHHOW  WH(MOpMAIWH,
MPEAOCTaBICHHON  3asBHTENeM  (pa3pabOTYMKOM,  MPOW3BOAUTEIIEM) B
cootBerctBUM ¢ ADV IMP.2.3C, nmna mnoareepxkiaeHus, uyto Bce DBO
npeacTaBlieHbl B UCXOoAHbIX Tekcrax [IO, a Takke, uro mns Bcex ¢ailios
UCXOJHBIX TEKCTOB B IMPOEKTE MMEETCS COOTBETCTBYIOIIEE  OINHCAHUE
peanuzyembix OBO.
3. UcnbiTaTenbHas nmabopaTopuss TPU KOHTPOJIE TMOJHOTHI HCXOAHBIX TEKCTOB
JI0JKHA MCCIIE0BAaTh (OCHOBBIBASICH HA CTPYKTYPHOM aHANIM3€ U JCKOMIIO3UIIUN)
MOJYJH, BXOIAIIME B TMPEACTABICHHE peau3alii, C TeM, 4YTOObI cJenaTh
3aKJIFOUCHUE O COOTBETCTBUU MX HA3HAUCHUS OMUCAHUIO HA3HAYCHUS (OMHUCAHUIO
BBIMIOJIHSIEMBIX MOJyJIeM (YHKIHMH), TpeactaBieHHOMY B mpoekte OO, u o
JOCTaTOYHOCTH MPEACTABICHUA peanun3auu 15 BeinoJHeHnus OTh.
4. UcnbiTaTenbHas JjabopaTopusi NpPU  KOHTPOJE OTCYTCTBUS H30BITOYHOCTH
HCXOJHBIX TEKCTOB JOJIXKHA:

B YaCTH MOJYJICH, OCYIIECTBISAIONIUX W MOJJAEPKUBAIOIINX BBIITOJIHEHUE
OTDb — uccnenoBarh (OCHOBBIBASICh HA CTPYKTYPHOM aHAJIM3€ U JEKOMIIO3UIINN)
AT MOAYJIH, YTOOBI ClIeNaTh 3aKIOYeHUE 00 OTCYTCTBHMU B MCXOIHBIX TEKCTaX
(GYHKIIMOHATBHBIX BO3MOXHOCTEH 0€30M1aCHOCTH, HE MPEyCMOTPEHHBIX TPOSKTOM
u OTb;

B YaCTU MOJYJIEH, 3asIBJICHHBIX KAK «HE BIUAIONIME Ha BbIIoJHEHUE DThy —
MPOAHATIM3UPOBATH 3TU MOAYJIH C TIyOWHOM, TOCTATOYHOM IS TTOATBEPKICHUS
VX HEBJIMSAHUS Ha BblnosiHeHHE O Th.

ADV_IMP_EXT.3 Peaauzauus OO

3aBucumoct:  ADV_IMP.2 TlonHoe oToOpaxeHue npeicTaBieHus peaan3aun
®BO.

DneMeHTHI IeUCTBUM 3asBuUTEN (pa3paboTUrKa, IPOU3BOIUTETIS)

ADV_IMP_EXT.3.1D 3asButens (pa3paboT4viK, MPOU3BOIUTENH) JIOJDKEH
npenocTaButh peanuzanuio OO.

ADV_IMP_EXT.3.2D 3asButens (pa3paboT4yviK, MPOU3BOJIUTENH) JIOJDKEH
o0ecreyuTh MIPOCIIEKNBAHUE peanm3anuu 00 K
npeacTasieHnto peanuzanuu ObO.

DNEeMEHThI COAEPKaHUSI U MPEACTaBICHUS JOKYMEHTHPOBAHHBIX MATEPUAJIOB

ADV_IMP_EXT.3.1C B pgokyMeHTanuu JOJDKHBI OBITh YKa3aHbl COCTaB U
3HAUYEHUSI KOHTPOJIbHBIX CYMM J3JieMeHTOB peanu3auuu [10
[BBIOOD: 3aepyzounsie mooyau 110, [Ha3HAUEHUE: UHblIE MUNbL
anemenmos pearuzayuu I10]].
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ADV_IMP_EXT.3.2CB mnpociexuBanuu Mexay peanusamuein OO wu
Ipe/ICTaBICHUEM peanu3anuu JTOJIKHO OBITh
POJEMOHCTPUPOBAHO coomeemcmeue medxcoy peanusayueil
110: 3aepyzounvie mooyiu [10, [Ha3HAUYEHUE. uHblE Munbl
onemenmos  pearusayuu  I110]  u ux npedcmasienuem
peanuzayuu: _ucxoouvle mexcmol 110, [Ha3HAYCHUE. uUHblE
Gopmbl npedcmasienus pearuzayuu].

DNeMEeHThI IeHCTBUI UCTIBITATEIBHON JJaOOpaTOprn

ADV_IMP_EXT.3.1E HcnsiTatensHas J1ab0paTopus TO0JDKHA TOATBEPAUTH, YTO
nHpopmarus, IIPEICTaBIICHHAS 3asIBUTEIIEM B
JOKYMEHTUPOBAHHBIX ~ MaTepHaliax, yJIOBJIETBOPSET BCEM
TpeOOBAHUSIM K COJIEpKaAHUIO u MIPEICTABICHUIO
JIOKyMEHTHUPOBAHHOMN uHbopMaIm, U3JI0KEHHBIM B
ADV_IMP_EXT.3.1Cu ADV_IMP_EXT.3.2C.

3amMeyaHusi MO0 NPUMEHEHHWIO: TPU OCYIIECTBICHUU ONEpalMid «BBIOOP» U

«naznauenue» B anemeHtax ADV IMP EXT.3.1C u ADV _IMP EXT.3.2C B

KauyeCcTBE THUIIOB AJIEMEHTOB pealin3aiu mporpamMmmuoro ooecneyenuss OC Moryr

paccMaTpUBATHCA:

3arpy34MK OTICPAIMOHHON CHCTEMBI;

AIPO ONEPALMOHHON CUCTEMBI;

MOYJIU YPOBHS S/IPa;

Moy cityx6 OC;

WHBIE KOMIIOHEHTHI iporpamMMmHoro ooecneuenust OC.

ADV_TDS.3 Ba3oBblii MOy IbHBII POEKT

3aBUCHUMOCTH: ADV_FSP.4 Tlomnas momydopmanbHas (yHKIIMOHATIbHAS
crienuduKarus.

DneMeHThI IelCcTBUM 3asBUTENA (pa3paboTUrKa, IPOU3BOIUTES)

ADV_TDS.3.1D 3asBuTtens (pa3paboTuuK, IPOU3BOIUTEIID) JOJIKEH

npeactaButh npoekt OO.

ADV_TDS.3.2D 3asButens (pa3paboTuuK, TPOU3BOAUTENH) JOJKEH 00ECTICUNTh
npocnexuBanne UObO B dyHKIIMOHATBHON crienuduKanuu K
0oJiee HU3KOMY YPOBHIO JIEKOMITO3HIINH, TPEICTABICHHOMY B
npoekte OO.

DNIeMEHTHI COAEPIKaHUS U MTPEACTABICHHS TOKYMCHTHPOBAHHBIX MaTEPHAIOB

ADV_TDS.3.1C B npoekTe A0KHO NPUBOAUTKLCSA onucanue cTpykrypsl OO Ha
YPOBHE MOJICHCTEM.

ADV_TDS.3.2C B npoekTe A0KHO MPUBOAUTHCS onrcanue cTpykTypbl OO Ha
YPOBHE MOJYJIEH.

ADV_TDS.3.3C B mpoekte HOOMKHBI OBITh  MACHTU(UIIMPOBAHBI  BCE
noxpcucteMsl OBO.

ADV_TDS.3.4C B mpoekTe MOKHO TPUBOJIUTHCS OMHCAHUE KaXIOW U3
noacucrem OBO.

ADV_TDS.3.5C B mpoekTe N0JKHO MPUBOAUTHCA OMUCAHUE B3aUMOJCHCTBHIA
Bcex noacuctem ®bO mexmy coboii.


https://ru.wikipedia.org/wiki/%D0%97%D0%B0%D0%B3%D1%80%D1%83%D0%B7%D1%87%D0%B8%D0%BA_%D0%BE%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B
https://ru.wikipedia.org/wiki/%D0%AF%D0%B4%D1%80%D0%BE_%D0%BE%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B
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ADV_TDS.3.6C B mpoekte I0KHO OBITh OCYIIECTBIEHO IPOCIICKUBAHUE
noacucteM ®BO ¢ monynsamu OBO.

ADV_TDS.3.7C B mpoekTe M0KEH OBITh OMUCAH KaXAbIH OCYIIECTBIISIONTUAN
BeITIOTHeHHEe DTH MOayb ¢ TOYKM 3pEHUs] ero Ha3HAYCHUS U
B3aUMOJICUCTBUS C IPYTUMH MOTYJISIMH.

ADV_TDS.3.8C B mpoekte M0DKEeH OBITh ONMUCAH KaXKIbI OCYIIECTBIISIONINAN
BbINoIHeHne OTh MOAyYIb C TOYKH 3pEHHs €r0 OTHOCSIIIUXCS K
OTb wunTepdeiicoB, 3HAYEHHUH, MPEIOCTABIAEMBIX ATHMH
uHTep(deiicaMu B OTBET Ha 3ampocChl, B3aUMOJCHCTBUN C
IPYTUMH MOJIYJSMH W BBI3BIBAEMBIMH HWHTEphercaMu ITHX
MOJTIYJIEH.

ADV_TDS.3.9C B npoekrte g0/KeH ObITh ONMUCAH KaKJIbIH IMOEP>KUBAIOITUN 1
HE BIUsONMKA Ha BblnosiHeHHE PTH Moaylb ¢ TOYKM 3peHUs
€ro Ha3HAUYCHUS U B3aUMOJCUCTBUS C APYTUMHU MOTYJISIMH.

ADV_TDS.3.10C B npocnexuBaHUU JOJKHO OBITH IMPOJAEMOHCTPHUPOBAHO, YTO
Bce omnucanHbie B npoekTe OO pexuMbl (HYHKIIMOHUPOBAHUS
MPOCIIEKUBAIOTCS K BbI3bIBatouM ux MOBO.

DNeMEeHTHI IeUCTBUI HCTIBITATEIBHON JTaOopaToOpun

ADV_TDS.3.1E MHcneiTatenbHass nabopatopusi JODKHA MOATBEPAHTH, UTO
nHopmarus, npeCTaBICHHAS 3asIBUTEJIEM B
JTOKYMCHTHUPOBAHHBIX ~ MaTepHaliaX, yJOBJICTBOPSICT BCEM
TpeOOBaHUSIM K COJICP>KaHUIO u MPECTABICHUIO
JTOKYMEHTHUPOBAHHON uHbOpMaIH, U3JI0KCHHBIM B
ADV_TDS.3.1C - ADV_TDS.3.10C.

ADV_TDS.3.2E MUcnseitatenpHas jgabopaTopusi JOJDKHA CHENIaTh HE3aBUCHMOE
3aKJIIOYEHUE, YTO TPOEKT SBISETCS TOYHBIM U  TOJTHBIM
O0TOOpaKEHUEM BCEX byHKIIMOHATBHBIX TpeOoBaHMIA
0€30MacHOCTH.

3ameuyaHusi M0 NMPUMEHEHHUIO. UCTIBITaTENbHAS JTJA0OpaTOPHs JOJIKHA BBHIMOIHATH

yKa3aHHbIe JEHCTBUA B COOTBETCTBUM ¢ myHKToM 10.8.3 HamumoHaibHOTO

cranaapra  Poccuiickoit ~ ®enepaumn ['OCT P HMCO/MBK 18045

«udopmanionHass  TexHoJiorus.  MeTonbl M CcpelcTBa  0OECICUCHUS

O0e3zonmacHOCTH. MeTOJO0JIOTUSI  OLIEHKM  0€30MacHOCTH  MH(OPMAIMOHHBIX

TEXHOJIOTUID.

7.2.2. PykoBoacrBa (AGD)

AGD OPE.1 PykoBOACTBO M0JIb30BaTEIA MO IKCILIYaTAIIUN

3aBUCHMOCTH: ADV_FSP.1 bazoBas pyHKIIMOHATbHAS CTICTIM(PUKALINS.

DneMeHTHI IeUCTBUM 3asBuUTEN (pa3paboTUrKa, TPOU3BOIUTEIIS)

AGD _OPE.1.1D 3asButenn (pa3paboTuuK, MIPOU3BOJIUTEIIb) TOJKEH
NPEACTABUTh  PYKOBOJICTBO MIOJIb30BATEIIA oC o
AKCILTyaTal|H.
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DeMeHThI COACPIKaHUA U MIPCACTABIICHUA JOKYMCHTHUPOBAHHLIX MATCPHUAJIOB

AGD_OPE.1.1C

AGD_OPE.1.2C

AGD_OPE.1.3C

AGD_OPE.1.4C

AGD_OPE.1.5C

AGD_OPE.1.6C

AGD_OPE.1.7C

B pykoBoactBe monb3oBarenss OC 1o SKCIUTyataruu s
K101 posu nmoJib3oBateist OC 10mKHO OBITH IIPEACTaBICHO
OMMCaHUe JOCTYMHBIX moJjib3oBarelisiMm OC  QyHKIuMH,
BO3MOXKHBIX TpaB H OO0S3aHHOCTEH, KOTOPBHIMHU CIIEAYeT
VOPABISITH B 3aIIUIIICHHON cpeie HyHKIIMOHUPOBAHUS, & TAKKE
YMECTHBIX MPEAYIPEKICHHM.

B pykxoBoactse nosp3oBarens OC 1o 3KcIulyaTallid B paMKax
K10 posin moJib3oBartesst OC 10KHO OBITh MPEACTaBICHO
OTHCaHNe OPUHLIUTIOB Oe3omacHoi paboThI C
npenocraBieHHbIMU B OO uHTepdeiicamu.

B pykoBojacTtee nomab3zoBatens OC mo sKCIuIyaTauu J0JDKHO
OBITh TIPEACTABICHO OIHCAHHME MOCTYIHBIX IS KaKJIOW pPOJIHU
noJn3oBaresss OC dbynkumii 1 uaTepdencoB, 0COOEHHO BCex
napaMeTpoB 0€30MacHOCTH TOJ YIPABJICHUEM I10Jb30BATEISA
OC, c ykazanueM 0e30MacHbIX 3HAYCHUMN, €CIIU 3TO YMECTHO.

B pykoBoactBe mnosb3oBatenss OC 1o »KCIulyaTalu s
K101 posii moJib3oBartesst OC 10KHO OBITh NMPEACTaBICHO
YETKOE MPEACTABICHUE KAKIOTO THITA UMEIONINX 3HAYCHUE JIIS
0€e30IacCHOCTH  COOBITHH,  CBSI3aHHBIX  C  JIOCTYIHBIMHU
nonb3oBarento  OC  o0s3aTenbHBIMA  JUIA  BBIIOJIHEHUS
GYHKIIASIMH, BKJIFOYAs U3MEHCHHE XapaKTEPUCTHK
0€30MacHOCTH CYITHOCTEH, HAXOJSIIUXCS II0f YIpaBIeHUEM
®BO.

B pykoBoactBe nonszoBaressi OC 1o sKCIuIyaTalu J10JKHbI
OBITh HUJEHTU(UIIMPOBAHBI BCE BO3MOXHBIC PEKUMBI PabOTHI
OO (Bkmouas omepanud Mocie c00eB W OIMIMOOK
IKCIUTyaTaluM), WX IOCIASACTBUS W y4dacTHEe B OOECICUCHUH
0e301acHoro (GyHKIIMOHUPOBAHUS.

B pykoBoactBe mnosb3oBatenss OC 1o 3Kcrulyatauud s
Kaxaoi posu moJsb3oBatess OC 10DKHO OBITh NMPHUBENEHO
OMHCAaHUE BCEX Mep O€30MacHOCTH, NPEIHA3HAYCHHBIX IS
BBITTOJTHCHUS e 0e30macHOCTH TUTS cpeabl
(YHKIIMOHUPOBAHUS COTJIACHO omnucaHuio B 3b, mMewmux
OTHOLIIEHHE K moJb3oBarTes o OC.

PykoBoacTBo mosb3oBatenss OC 1o dKCIUTyaTamuul  JAOJKHO
OBITh YETKUM U 0OOCHOBAHHBIM.

DneMEeHTHI IeUCTBUI UCTIBITATEILHOM JTabopaTopun

AGD_OPELl.1E

HcneiTatenbHas nabopatopus AODKHA MOATBEPAUTH, UTO
uH(popManus, IIpEACTaBICHHAS 3asBUTEJIEM B
NOKYMEHTHPOBAHHBIX  MaTepuagax, yAOBIETBOPSIET  BCEM
TpeOOBaHUSIM K COZIEP/KAHUIO 17§ IIPEACTABICHUIO
JNOKYMEHTHPOBAHHOU uHpOopMaIuy, W3JI0KEHHBIM B

AGD_OPE.1.1C - AGD_OPE.1.7C.
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3aMeyaHusl M0 NPUMEHEHUIO:

1. Marepuan 1o anmuHucTpupoBanuio OC,  COOTBETCTBYIOUIMH  POJISM
aJIMUHUCTPATOPOB, BKIIO4YaeTcsi B «PyKOBOACTBO aIMUHHCTpaTopay. Matepuai,
COOTBETCTBYIOIIMM  pOJNM  TOJb30BaTens, BKIo4yaercs B «PykoBoacTtso
MOJIb30BATEISI.

2. UcnbiTaTenbHas J1abopaTOpusl JIOJDKHA BBITIONHATH YKa3aHHbIC JIEHCTBUS B
coorBeTcTBUM ¢ myHKToM 11.3.1 HanmonameHOro cranmapra Poccuiickon
Oeneparru 'OCT P UCO/MBK 18045 «MupopmarmonHas TeXHOIOTHS. MeToab
U cpenacTBa oOecredeHus 0e30MacHOCTH. MeTOM0JI0THSI OICHKH Oe30MMacHOCTH
MH(POPMALIMOHHBIX TEXHOJIOTHID.

AGD_PRE.1 IMoaroroBuTE/IbHBIE MPOLEXYPHI

3aBUCHUMOCTH: OTCYTCTBYIOT.

DOneMeHThI IeUCTBUM 3asBuUTeEN (pa3paboTUrKa, TPOU3BOIUTEIIS)

AGD_PRE.1.1D 3asBurens (pa3paboTyuK, MIPOU3BOIUTEID) JOJKEH
npenocraButb OO  BMecTe € HOATOTOBUTEIBHBIMU
poLEeaypaMH.

DJIEMEHTBI COJIEPKAHUS U MPEICTABICHUS JOKYMEHTUPOBAHHBIX MAaTEpUATIOB

AGD_PRE1.1C B moaroToBHTEIbHBIX MPOLEAypax AOHKHBI OMUCHIBATHCS BCE
arv, Heo0XoauMbIe 1Jis 0€30MacCHOM MPUEMKH TTOCTABIEHHOTO
OO B COOTBETCTBHM C MpPOLEAypaMU IOCTaBKHU 3asBUTEIS
(pa3paboTunKa, MPOU3BOTUTEIS).

AGD_PRE1.2C B noAroToBHUTENIbHBIX MPOIEAypax IOJKHBI OMHCHIBATHCS BCE
HEO0OXOIUMBbIE IIaru Jijisi 0€30MacCHON YCTAHOBKH M HACTPOMKH
OO, peanu3anuM M OLEHKH peanu3anuu BcexX (QyHKIUi
O0esomacHocT  cpeabl  QpyHkuumoHupoBanuss OO B
COOTBETCTBMM C  LeNsIMU  0O€30MacHOCTH Il Cpefbl
(yHKUIMOHUPOBaHUS, ONMCaHHBIMU B 3b.

DNeMEeHThI IeWCTBUI UCTIBITATEIBHON TabopaTopun

AGD_PRE.1.1E MHcneitatensHass nabopatopusi AODKHA TMOATBEPAUTH, YTO
uHdopmarusi, npeCTaBICHHAS 3asiBUTEJIEM B
JOKYMEHTHUPOBAHHBIX  MaTepuajax, yJIOBJIECTBOPSET BCEM
TpeOOBaHUSIM K COJIEP KAHUIO u IPEICTaBIICHUIO
JTOKyMEHTHUPOBAHHOMN uHbopMaImy, U3JI0KCHHBIM B
AGD PRE1.1Cu AGD PREI1.2C.

AGD_PRE.1.2E HWcnertatenpHas ~ jgabopaTopusi  JOJDKHA — HCIOJIB30BaTh
MOATrOTOBUTENIbHBIE MPOUEAYPHI sl HOATBEPKIACHUS TOTO, YTO
OO MmoxeT ObITh 6€30MacHO MOATOTOBJICH K padoTe.

3ameuyaHus M0 NPUMEHEHHIO:

1. Marepuan MOATOTOBUTEIBHBIX TMPOIEAYp BKIOHaeTcs B «PykoBoacTBo

aIMUHUCTpATOpay», JeTalu3alus TOATOTOBUTEIBHBIX TMPOIEAYp B  4YacTH

6e3omnacHoit HacTporiku OC — B «IIpaBuia mo 6e30macHON HACTPOIKEY.

2. UcnibiTatenbHast nabopaTopus JOJIKHA BBIMOJHATh YKa3aHHbIE JIEUCTBHUS B

cooTBeTCTBMM C nyHKTOoM 11.4.1 HaumonansHOro crangapra Poccuiickoi

®deneparuu 'OCT P UICO/MOK 18045 «udopmanirionHass TexHoiorus. MeTo bl
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U cpeicTBa obecneyeHusl 0e30macHOCTH. MeToIoNorusl OLUEHKH Oe30MacHOCTH
UH(OPMAITMOHHBIX TEXHOJIOTHI.

3. lIokyMeHTUpOBaHHbIE ~ MaTepuaibl  JOHKHBI  COJEPKAThb  CBUJIETEIHCTBA
orcyTctBUst B OO (PYHKIIMOHAIBHBIX BO3MOXKHOCTEH 0€30MacHOCTH, aTprOyTOB
6e3onacHoctrn ®BO, mapamerpoB ®BO, ganubix ®BO, HacTpoek, posiei U HHBIX
CYIIHOCTEH, CBSI3aHHBIX C (YHKIUAMHU YIPABJICHUS, AOCTYIHBIX 3asgBUTEIIO
(pa3pabotunky, mpousBoautento) OO, HO HemocTymHBIX MmoTpedutento OO s
KOHTPOJISI U UBMEHEHUS.

4. JlIoOKyMEHTUPOBAHHbIC  MaTepuabl JOJDKHBI  COJEpP’KAaTh  CBHUJCTENIHCTBA
orcyrctBus B OO HacTpoek (mpeaHacTpoek) (HYHKIMOHATLHBIX BO3MOXKHOCTEH
6e3onacHocTH, aTpudyToB O6e3omnacHoctu ®bO, nmapamerpo ®BO, ganHpix ®BO
U UHBIX CYIIHOCTEW, HACTPAMBAE€MbIX NP MPOU3BOJCTBE, YCTAHOBIICHHBIX
3asBUTENIEM (pazpaborunkoM, npousBoautesneMm) OO, HEOCTYIHBIX TOTPEOUTENIO
OO 17151 KOHTPOJIS ¥ UBMEHEHHUSI U HE ONMCAaHHbIX B JoKyMeHTauuu Ha OO.

5. IokyMEeHTUpOBAaHHbIE ~ MaTEpHalIbl  JIOJDKHBI  COJIEP’KaTh  CBUJIETEIILCTBA,
BKJIFOYAIOIIIME OMHUCAHUS BCEX BO3MOXKHOCTEH MO ympasieHuto ais kaxaon ObO,
B TOM YHCJIE€ HCHOOJIb3YEMBIX YIPAaBISEMbIX CYIIHOCTEW (MEXaHH3MBI,
uHTepdeichl, MpaBuia, KaHalibl M T.J.), COOCO00B aaMmuHHcTpupoBaHus OO
(JlokanmpHOE, yIaJeHHOE), poJIeW AaJIMHUHHUCTPATOPOB B COOTBETCTBHHM C
FMT_SMR.1, KOTOpbIM TpeIOCTaBICHH BO3MOXKHOCTH IO YMPABICHUIO, a IS
HEHCIIONb3YEMBIX BO3MOXXHOCTEH 1o ympaBieHutro @DPBbO 10mkHO  OBITh
MPEACTABICHO COOTBETCTBYIOIIEE OOOCHOBAHME.

7.2.3. Tllopnep:kka xu3HeHHOro nuukiaa (ALC)

ALC _CMC.2 HNcnoabn3oBanue cucreMbl YK
3aBUCUMOCTH: ALC_CMS.1 Oxgsar YK OO.
DJIeMEHTHBI IeUCTBUM 3asiBUTEINS (pa3paboTynka, Mporu3BOIUTES)

ALC_CMC.2.1D 3asButenb (pa3paboTuuK, MPOU3BOJIUTEIIb) JIOJKEH
npenoctaButb OO u mapkupoBky s OO.

ALC _CMC.2.2D 3asButenb (pa3paboTuuK, MPOU3BOJIUTEIIb) JIOJKEH
MPENOCTAaBUTh TOKyMeHTauno YK.

ALC _CMC.2.3D 3asButenn (pa3paboTuuk, MIPOU3BOJIUTEIIb) TOJKEH

UCIIO0JIb30BaTh cuctemy YK.
DJeMeHTHI COAEpKaHUs U MPEACTABICHUS TOKYMEHTHPOBAaHHBIX MaTEPHAIIOB
ALC_CMC.2.1C OO gomxeH ObITh TOMEYEH YHUKATBHONW MapKUPOBKOM.
ALC_CMC.2.2C B nokymentauuu YK I0OIKHO colepikaThCsi ONMCAHUE METO/a,
HCIIOJIb3YEMOTO JJIsi YHUKAIbHON HIACHTHU(PHUKAIUU JIEMEHTOB
KoH(purypammm.
ALC_CMC.23C B cucreme YK nomkHbl OBITh YHUKaJbHBIM 00pa3oM
UICHTU(UIIMPOBAHBI BCE DJIEMEHTHI KOHPUTYPALIHH.
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DJIeMEHTHI ICUCTBUN UCTIBITATEIILHON JTA00paToOpuu

ALC CMC.2.1E HcnwiTatenbHas jabopaTopusi AODKHA MOATBEPAUTb, YTO
uHbopmarus, MpEACTaBICHHAS 3asIBUTEJIEM B
NOKYMEHTHPOBAHHBIX ~ MaTepuasax, yAOBIETBOPSIET BCEM
TpeOOBaHUIM K COJIEPKAHUIO 51 IIPEACTABICHHUIO
JOKYMEHTUPOBAHHOM uHbopMaIuy, U3JI0KEHHBIM B
ALC_CMC.2.1C-ALC_CMC.2.3C.

3ame4aHusi MO0 NPUMEHEHHIO. UCIIBITATENIbHAS TA0OPATOPHUS JOJIKHA BBINOJIHATH

YKAa3aHHbIC [JEHUCTBUS B COOTBETCTBUM C NYHKTOM 12.2.2 HanMOHAJIBHOTO

craunapta  Poccuiickoit ~ @epeparun [OCT P UCO/MDBK 18045

«MapopmanionHas  TexHojorus. Mertoael M cpeAcTBa  OOECICUEHHs

Oe3omacHocTH.  MeToo0rusl  OIEHKM  0€30MacHOCTH  MH(OPMAlMOHHBIX

TEXHOJIOTHUI».

ALC_CMS.2 Oxsar YK uacreii OO

3aBUCHUMOCTH: OTCYTCTBYIOT.
DneMeHThI 1eUCTBUM 3asBUTENS (pa3paboTUrKa, IPOU3BOIUTES)
ALC_CMS.2.1D 3asBurens (pa3paboTyuK, IIPOU3BOJIUTEIIb) JIOJKEH

MPEJCTAaBUTh CIIUCOK 2JIEMEHTOB KOHpurypanuu 1js OO.

DNeMEHThI COAEPKaHUS U NTPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEPHAIIOB

ALC_CMS.2.1C Caucok »5JIeMEHTOB KOH(MUrypaluu JOJDKEH  BKIIIOYATh
cnenyromiee: cam OO U CBUIETENHCTBA OIICHKH, HEOOXOIUMBIE
o TpeOOBaHUSIM JOBEpHsS K OE30IaCHOCTH, a TaK)Ke 4YacTH,
KoTopbie BXoaAT B coctaB OO.

ALC_CMS.2.2C DnemeHTsl KOHGUTYpallMd  JOJDKHBI  OBITh  YHUKAJIBHO
UACHTU(UIIMPOBAHBI B CITUCKE DJIEMEHTOB KOH(PUTYypaIIHH.

ALC_CMS.2.3C [nsa kaxgoro 3naunmoro aist ®bO snemenTa koHpurypauu B
CIUCKE DBJEMEHTOB KOH(PUIypaluuu JODKEH ObITh YKa3aH
pa3paboTyuK.

DNeMEeHThI IeWCTBUI UCTIBITATEIBHON TabopaToOpun

ALC _CMS.2.1E HcneiTatenbHas nabopaTopusi AODKHA MOATBEPAUTb, YTO
uH(popmanus, IpeICTaBICHHAS 3asiBUTEIIEM B
JOKYMEHTUPOBAHHBIX ~ MaTepHaliax, yJOBJIETBOPSET BCEM
TpeOOBaHUAM K COJZIEpPKAHUIO " IIPEICTABIICHUIO
JOKYMEHTHPOBAHHOM uHbopMaIm, U3JI0KCHHBIM B
ALC CMS.2.1C-ALC _CMS.2.3C.

3ameyaHusi M0 NMPUMEHEHUIO. UCTIBITaTENIbHAS JJa0OpaTOPHs JOJKHA BBIIOIHATh

YKa3aHHbIC JIEUCTBUSI B COOTBETCTBUM C NYHKTOM 12.3.2 HalUMOHAJIBHOTO

craugapta  Poccmiickoit  ®emeparuu ['OCT P MCO/MBK 18045

«udopmanvionHass  TexHoJiorus.  MeTonbl M CpelcTBa  O0OECICUCHUS

O0e3onmacHOCTH.  MeTOJOJIOTHUSI  OLIEHKHM  0€30MacHOCTH  MH(OPMAIMOHHBIX

TEXHOJIOTUID.
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ALC DEL.1 IIpoueaypsl nocTaBKU

3aBUCUMOCTH: OTCYTCTBYIOT.

DJeMEeHTHI IeUCTBUM 3asBHUTENS (pa3paboTdnKa, MPOU3BOIUTEIS)

ALC _DEL.1.1D 3asButenb (pa3paboTyuK, IPOU3BOIUTEIIb) JTOJDKEH
3aJIOKyMEHTHUPOBATh Ipoueaypsbl noctaBku OO win ero yacteit
MOTPEOUTEITIO.

ALC DEL.1.2D 3asBurens (pa3paboTUuK, IPOU3BOIUTENB) JIOJKEH

HCIIOJIB30BaTh MPOIEAYPhI TOCTaBKHU.

DJIEMEHTBI COJIEPKaHUS U MPEJICTABICHUS JOKYMEHTUPOBAHHBIX MAaTEPUATIOB

ALC DEL.1.1C JloxymeHTamusi TOCTaBKHA JIOJDKHA COZACP)KATh OMUCAHUE BCEX
npoueayp, HeoOXOAUMBIX IS MOAIEpKAHUS O€30IaCHOCTH MPU
pacnpoctpanenuu Bepcuit OO noTpeOuTento.

DneMEeHTHI IeWCTBUI UCTIBITATEILHOM TabopaTopun

ALC DEL.1.1IE MWcnweiTatensHas mabopaTopusi JODKHA IMOJATBEPAWUTh, YTO
uHbopMarus, NpeACTaBIICHHAS 3asIBUTEJIEM B
NOKYMEHTHPOBAHHBIX ~ MaTepuaax, yAOBIETBOPSIET BCEM
TpeOOBAHUSIM K COJIEpKaHUIO u PEACTABICHHUIO
JIOKYMEHTHUPOBAHHOM uHpopmaimu, U3JI0KEHHBIM B
ALC _DEL.1.1C.

3aMeuaHusi M0 MPUMEHEHUIO. UCIIbITaTENIbHAS J1a00OPATOPHS JOJIKHA BBITIOIHATh

YKAa3aHHbIC [JEUCTBUS B COOTBETCTBUM C NyHKTOM 12.4.]1 HanMOHAIBHOTO

cranaapra  Poccuiickoit ~ ®enepaum ['OCT P HMCO/MBK 18045

«udopmanvionnass  texHoJiorusi.  MeTtonel M cpelncTtBa  oOecriedueHus

O6e3zonmacHOCTH.  MeTOJOJIOTUST  OLIEHKHM  0€30MacHOCTH  MH(OOPMAIMOHHBIX

TEXHOJIOTHUI».

ALC FLR.1 ba3oBoe ycrpaHneHue He10CTATKOB

3aBUCHUMOCTH: OTCYTCTBYIOT.

DneMeHThI IeUCTBUM 3asBUTEN (pa3paboTUrKa, IPOU3BOIUTEIS)

ALC FLR.1.1D 3asBurens (pa3paboTyuK, IPOU3BOAUTEIID) JOJIKEH

MIPEIOCTABUTh MPOLEAYypbl  YCTPaHCHHUS HEI0CTATKOB,
npeaHazHayeHHble 11 pazpadorunkor OO.

DNIEeMEHTHI COACPIKaHUS U MTPEACTABICHHS TOKYMCHTHUPOBAHHBIX MaTEPHAIOB

ALC FLR.1.1C JloxymeHTamusi TOpOIEAyp YCTpaHEHUsS HEIOCTATKOB JIOJDKHA
colepkaTh OMUCAHWE TPOLEAYp TO OTCICKUBAHUIO BCEX
CTaBIIMX HM3BECTHBIMM HEIOCTATKOB 0€30IMaCHOCTH B Ka)KJIOM
penuze OO.

ALC FLR.1.2C TIIpouenypsl ycTpaHeHUs HEIOCTATKOB JOJDKHBI COJEpPKaTh
TpeOOBaHME TPEACTABICHUS] OMUCAHUSA CYTH W TOCIEICTBUN
Ka)XIOr0 HEAOCTaTKa O€30IIaCHOCTH, a TaK)KE€ COCTOSHHUS
Iporiecca NCIPaBICHUs ATOTO HEIOCTATKA.

ALC_FLR.1.3C [IlIpouenypbl ycTpaHEHUSI HEIOCTATKOB JOJIKHBI COJEPKATh
TpeOOBaHHE K TOMYy, 4YTO JUISI KaXJOro HEJOCTaTKa
0€e30I1acHOCTH JIOJKHBI OBITH UJEHTU(PUITUPOBAHBI
KOPPEKTUPYIOIINE ICUCTBUS.
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ALC FLR.1.4C [oxyMeHTalrusi TpoleAyp YyCTpaHEHHsS HEIOCTAaTKOB JOJKHA
colepkaThb  OMHCaHUE  METOJOB,  HCMOJb3YEMBIX ISt
npenoctaBieHuss  nois3oBarensiM OC  uHbopmanuu o
HEeJ0CTaTKaX, MAaTepuajoB HMCHPABICHUM M PYKOBOJCTBA IO
BHECEHUIO UCITPABIICHUM.

DNeMEeHTHI IeHCTBUI HCTIBITATEIBHON JJAO0OpaTOpUn

ALC_FLR.1.1E MWcnblTaTenbHas JnabopaTtopusi JJODKHA MOATBEPAUTb, YTO
uH(popMaLus, IpEICTaBIICHHAS 3asIBUTEJIEM B
JOKYMEHTUPOBAHHBIX ~ MaTepHallaxX, YJIOBJIETBOPSET BCEM
TpeOOBAHUIM K COJIEP KAHUIO U IPEICTABICHUIO
JTOKYMEHTUPOBAHHOMN uHbopmaIm, U3JI0KEHHBIM B
ALC _FLR.1.1C-ALC_FLR.1.4C.

3ameuyaHus M0 NPUMEHEHHIO:

1. JIna  BBIMOJHEHHWS  JAaHHBIX  TpeOOBaHUU  3asBUTENb  (pa3pabOTUUK,

IPOU3BOAUTEND) JIOJKEH OCYILIECTBISTh IOCTOSHHBIM MOMCK M yCTpaHEHHE

ysI3BUMOCTEM M JApyrux HenoctaTkoB B OC M BBIIYCK COOTBETCTBYOIIMX

oOHoBNeHu# nporpammHoit yactu OC.

2. UcnpiTaTenbHas J1abopaTopusi JTOJDKHA BBITIONHATH YKa3aHHBIC JIEHCTBUS B

COOTBETCTBUM ¢ myHKToM 12.6.1 wHamumonansHOrO cTaHmapra Poccuiickoit

®enepauuu 'OCT P UCO/M3OK 18045 «MupopmarionHast texHonorus. MeTo bt

U cpeacTBa oOecredeHUs 0€30MacHOCTU. MeTomoorusl OLEHKH O0€30MacHOCTH

MH()OPMAIIMOHHBIX TEXHOIOTUI.

ALC LCD_EXT.3 OmnpeneneHnbie pa3padoTYUKOM CPOKH MOAAEPKKH

3aBUCUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IelcTBHM (pa3paboTuuKa, MPOU3BOAUTEIS)

ALC _LCD _EXT.3.1D 3asButrenp, pa3pabOTUHK, MPOUZBOAUTENH  JOJIKHBI
YCTAaHOBUTh B COBMECTHOW JEKJIapallMd CPOK [Ha3HAUYCHHE:
cpok], B TeueHHE KOTOPOTO OHU OOS3YIOTCSI BBITIOJHSITH BCE
HeoOxoauMble aeicTBus 1o nogaepxkke OO, HanpaBlieHHbIE HA
oOecrieueHue noxanepxxanus ceprudukara coorserctBus OO
TpeboBaHUsIM O€30MaCHOCTH UH(POPMAITUH.

ALC_LCD EXT.3.2D 3asBurenb, pa3paOOTUuK, MNPOU3BOAUTENb  JOJKHBI
o0ecneunTh MPEeJCTaBICHUE COBMECTHOW JAEKJIapalii O CPOKe
noaaepkku OO BMecTe ¢ 3asBKoM Ha cepTudukanmio OO.

DJIEMEHTHI COJIEPKAHUS U MPEJICTABICHUS JOKYMEHTUPOBAHHBIX MAaTEPUATIOB

ALC _LCD EXT.3.1C Jexmapamus o cpoke noanepxku OO momKHa COaepKaTh
mnaH nojgaepxkku OO Ha Bech 3aJ€KIapUPOBAHHBIA CPOK,
BKJIFOYAIOIIUI OIUCAHUE BCEX MPEANPUHUMAEMBIX ICUCTBHUM 10
obecrnieyeHu0 moanaepxkanusi ceptudukara coorerctBus OO
TpeOOBaHMSIM 0€30MaCHOCTU H(OPMAIUH.

ALC LCD_EXT.3.2C [Hexmapamus o cpoke nojaepxxkku OO noipKHA COIepKaTh
cBeAeHus o noaaepxxkuBaemoit Bepcuu OO0.
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DJIeMEHTHI ICUCTBUN UCTIBITATEIILHON JTA00paToOpuu

ALC LCD _EXT.3.1E MU cnsiTatenbHas 1abopaTopusi T0JKHA MMOATBEPIANUTH, YTO

I/IH(bOpMaHI/IH, MMpCaACTaBJICHHAA 3asBHUTCIICM

JOKYMEHTUPOBAHHBIX ~ MaTepHaliax, yJIOBJIETBOPSET BCEM
TpeOOBaHUSIM K COJICPIKAHUIO U PEICTAaBIICHUIO

NOKYMEHTHPOBAHHOU uH(popMaIm, W3JI0KEHHBIM

ALC_LCD_EXT.3.1Cu ALC _LCD_EXT.3.2C.

ALC_TAT_EXT.0 Onpeaesienrie HHCTPYMEHTAJBHBIX CPEACTB Pa3padoTKH

3aBUCUMOCTH: OTCYTCTBYIOT.

DneMeHThI 1ecTBUM 3asBuUTENs (pa3paboTurKa, IPOU3BOIUTEIIS)

ALC_TAT_EXT.0.1D 3asBurens (pa3paboT4MK, MTPOU3BOAMUTEINb) JTOJIKEH
UACHTU(PUIIUPOBATh  MHCTPYMEHTAIbHBIE  CPEJCTBA,
UCIIOJIb30BAaHHBIE TIPU  pa3pabOTKe OMNEepaMOHHON

CUCTEMBI.
ALC _TAT_EXT.0.2D 3asBurens (pa3paboT4uK, MPOU3BOAMTENH) IOJDKEH
3aIOKYMEHTHPOBATh  OMNIMA  HHCTPYMEHTAJIBHBIX

CpenCTB pa3pabOTKH, UCIOJIb30BAHHBIE NPU Pa3pabOTKe
OTNEPAlMOHHOM CHUCTEMBI.

DNeMeHTHI COJEpKaHUs U MPEACTABICHUS TOKYMEHTHPOBAHHBIX MaTEPHAIIOB

ALC_TAT_EXT.0.1C B noxyMeHTHpPOBaHHBIX MaTepuasiax OJKHBI OBbITh
UACHTU(DULIMPOBAHBl HMHCTPYMEHTAJIbHBIE  CPEJICTBA,
UCIIOJIb30BaBIIMECS] TMPU pa3pabOTKe ONeparoOHHOMN
CUCTEMBI.

ALC_TAT_EXT.0.2C B noxkyMeHTHPOBAHHBIX MaTepuajiax IOJDKHBI OBbITh
OTP@XEHbl  ONIMU  HUHCTPYMEHTAIbHBIX  CpE/ACTB
pa3paboOTKH, HWCHOJNb30BAaHHbIE MpU  pa3pabOTKe
OTNIEPALIMOHHOM CHUCTEMBI.

DNeMEeHThI IeWCTBUI UCTIBITATEIBHON TabopaTopun

ALC_TAT_EXT.0.1E UcnertarensHas jabopaTtopus IOJDKHA TOATBEPAHTH,
9T0 uH(pOpMaNUs, TMpEACTAaBICHHAs 3asBUTEIEM B
JOKYMEHTHUPOBAHHBIX  MaTepHajiaxX, YAOBIETBOPSET
BCEM TPEOOBAHMSIM K COJEP)KAHUIO W TMPEICTABICHUIO
JOKYMEHTUPOBAHHBIX MAaTE€pPHAJIOB, HW3JI0KEHHBIM B

ALC_TAT EXT.0.1C, ALC_TAT EXT.0.2C.

7.2.4. Ouenka 3aganus no 6esonacHoctu (ASE)

ASE_CCL.1 YTBepxKaeHUs: 0 COOTBETCTBHU
3aBUCHUMOCTH: ASE _INT.1 Beenenue 3b;
ASE_ECD.1 Onpezenenne pacuIMpeHHbIX KOMIIOHEHTOB;
ASE_REQ.1 Ycranosnennsie TpeboBaHus 0€30MaCHOCTH.
DneMeHThI IeUCTBUM 3asBUTENA (pa3paboTynKa, TPOU3BOAUTEIIS)

ASE_CCL.1.1D 3asBurens (pa3paboT4uK, MIPOU3BOAUTEIID) TOJIKEH

npeacTaBuTh B 3B «YTBEpKI€HNS O COOTBETCTBHM.
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ASE_CCL.1.2D 3asButenn (pa3paboTuuk, MIPOU3BOJIUTEIIb) JIOJDKEH
npeacraButh B 3B «O0ocHOBaHME — yTBEpXKICHHM O
COOTBETCTBUM.

DJIEMEHTHI COJIepyKaHUs U MPEACTABICHUS TOKYMEHTHPOBAHHBIX MaTEPHAIIOB

ASE_CCL.1.1C B «YTBepXkAe€HHUS O COOTBETCTBUU» JOJKHO OBITh BKIIOYECHO
«YTtBepxaenue o coorserctsun MCO/MOBK 15408y, xoTopoe
onpexenset, ana kakoil penakuuu ['OCT P UICO/M3K 15408
yTBepxkaaercs coorsetcTBue 3b n OO.

ASE_CCL.1.2C B «VYtBepxkaenuu o coorserctBur MCO/MOK 15408» nomkHo
MIPUBOUTHCS OTIHCaHNE COOTBETCTBUSA 3b
I'OCT P UCO/MDBK 15408-2; 3b nubo omuchIBacTCS Kak
cootBercTBytomee TpedoBanusm ['OCT P MCO/MDK 15408-2,
aMb0 Kak cojepiKalllee PACIIMPEHHbIE [0 OTHOUICHHIO K
I'OCT P HUCO/MDBK 15408-2 TtpebGoBaHus (cmeuuajabHbIe
TpeOOBaHMS).

ASE_CCL.1.3C B «¥YtBepxkaenuu o coorBeTcTBur MCO/M3OK 15408 nomkHO
npuBouThCs onucanue coorpercTBus [13 'OCT P UCO/MDBK
15408-3; 3b mmb0 omucChIBaeTCA KaK COOTBETCTBYIOIIEE
tpedoBanusim ['OCT P HMCO/MOK 15408-3, nubo kak

coJieprkalee pacIIMpeHHbIE o OTHOIICHHIO K
I'OCT P HUCO/MOK 15408-3 TtpeboBaHus (cmeuuajbHbIe
TpeOOBaHMs).

ASE_CCL.14C «VYtBepxaenue o coorserctBun MCO/MDOK 15408» momxHO
COTJIACOBBIBATHCS C «OrnpeneneHruem paciupeHHbIX
KOMIIOHEHTOB.

ASE CCL.15C B «VYTBepXKIeHHMHM O COOTBETCTBHH»  JOJDKHBI  OBITh
uaeHtTuunupoBanbl Bce [I3 w  makersl  TpeboBaHUI
0€301acHOCTH, O COOTBETCTBUU KOTOPBIM yTBepxkaaeTcs B 3b.

ASE_CCL.1.6C B «VYTBepxaeHuu o coorBerctBuu 3b makery TpeOGoBaHUI»
JIOJDKHO TIPUBOJMUTHLCS OIUCAHHWE JI000T0 COOTBeTCTBHS 3b
HEKOTOpOMY MakeTy TpeboBanuii; 3b nmuOo omuceiBaeTcsl Kak
COOTBETCTBYIOIIEE TAKETy TpeOOBaHM, MU0 Kak cojepkaliee
pacIIMpeHHbBIC 110 OTHOIIECHUIO K TTAaKeTy TPeOOBaHMS.

ASE_CCL.1.7C B «OOocHOBaHUU YTBEPXJACHUW O COOTBETCTBUUY» JIOJKHO
OBITH IPOJIEMOHCTPUPOBAHO, uTO TUM OO coriacyeTcs ¢ TUIIOM
OO B tex 113, 0 cooTBETCTBUU KOTOPBIM YTBEPKIAETCS.

ASE_CCL.1.8C B «OO6ocHOBaHMM YTBEPKICHUM O COOTBETCTBUU» JOJKHO
OBITH MPOJAEMOHCTPUPOBAHO, YTO H3JIOXKeHUE «OmnpeaeneHus
npoOseMbl  0€30MAaCHOCTU»  COTJAcyeTcsl C  HW3JIOKEHUEM
«Omnpenenenus mpobreMbl Oe3omacHOocTH» B Tex II3, o
COOTBETCTBUU KOTOPHIM yTBEPHKIAETCS.

ASE_CCL.1.9C B «OO6ocHOBaHMM YTBEPXKICHUH O COOTBETCTBUU» JOJKHO
ObITh  MPOJEMOHCTPUPOBAHO, 4YTO  wu3noxkeHue «llenei
O0e3zonmacHOCTM»  coryacyerca ¢ usnoxeHueM — «llenei
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OesomacHoct» B Tex II3, O COOTBETCTBUM KOTOPBIM
yTBEPKAAETCS.

ASE_CCL.1.10C B «O6ocHOBaHUU YTBEPXKIACHUH O COOTBETCTBUM» JOJDKHO
OBITh TPOAEMOHCTPUPOBAHO, UYTO WU3JOKeHHE «TpeboBaHMiA
0e30macHOCTH» corjacyercss ¢ wu3inoxkeHneMm «TpeGoBaHMit
6esomacHocT» B Tex II3, 0O COOTBETCTBMM KOTOPBIM
YTBEPKAACTCH.

DneMeHThI IeHCTBUI HCTIBITATENBHOM JTaO0OpaTOprn

ASE_CCL.1.1E VcnblTaTenbHas J1iabopaTopusi JOJKHA TOJITBEPAUTH, UTO
uH(popMaLus, IpeCTaBICHHAs 3assBUTENIEM B
JOKYMEHTUPOBAaHHBIX  MaTepuajax, yJIOBJIETBOPSIET BCEM
TpeOOBaHUAM K COJIEPKaHUIO U IPEJICTaBICHUIO
JOKYMEHTHUPOBAHHOM uHpopMaluu, U3JI0’KEHHBIM B
ASE_CCL.1.1C - ASE_CCL.1.10C.

3aMedyaHusi 10 NPUMEHEHHUIO. UCIIBITaTEIbHAs JIA0OPaTOPHS TOJIKHA BBINIOJIHATh

yKa3aHHbIE JIEUCTBUS B COOTBETCTBUU C MyHKTOM 9.4.]1 HallMOHAJIBHOTO CTaHJapTa

Poccuiickoii ®enepartuun 'OCT P HNCO/MDK 18045 «MudpopmannonHas

TeXHONOTHs. MeTonpl M cpeiacTBa obecrmeueHus Oe3omacHocTH. MeTomomorus

OILICHKH 0€30MacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTUI.

ASE_ECD.1 OmnpenesieHue paclIMpeHHbIX KOMIIOHEHTOB

3aBUCHUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IeUCTBUM 3asBuUTEN (pa3paboTyrKa, TPOU3BOIUTEIIS)

ASE_ECD.1.1D 3asBuTtens (pa3paboTuuK, IPOU3BOUTEIID) JOJIKEH
npenctaButh B 3b uznoxenne « TpeboBaHuii 6€30MaCHOCTI.

ASE_ECD.1.2D 3asBuTtens (pa3paboTuuK, IPOU3BOIUTEIID) JOJIKEH
npeacrtaBute B 3B «OmnpenesneHne  pacIIMPEHHBIX
KOMITOHEHTOB.

DJIEMEHTBI COJIepKaHUs U MPEICTABJICHUS JOKYMEHTUPOBAHHBIX MAaTEpUATIOB

ASE _ECD.1.1C B wm3noxenun «TpeOoBaHmii 0€30MacCHOCTH» JOJKHBI OBITh
UICHTU(PUIIMPOBAHBl BCE pacUIMpeHHble (cnenuaJbHbIE)
TpeboBaHMs O€30MACHOCTH.

ASE_ECD.1.2C B «OmnpeneneHurd paclIUPEHHBIX KOMIIOHEHTOB»®  JTOJKEH
ONPEAETATHCS PACIIUPECHHBIN (CHeUATbHBIA) KOMIIOHEHT IS
KaXJIOTO PAaCIIMPEHHOTO TpeOOoBaHUs OE30MaCHOCTH.

ASE_ECD.1.3C B «OmnpeneneHnrd pacliMpeHHBIX KOMIIOHEHTOB» JOJIKHO
YKa3bIBaTbCs, KaK KaXIbld PACIIMPEHHBIA (CHEHAJIbHbIN)
KOMIIOHEHT CBSI3aH C CYIIECTBYIOIIUMH KOMIIOHCHTAMH,
cemerictBamu u kiaccamu 'OCT P MCO/M3K 15408.

ASE_ECD.1.4C B «OmpeneneHud pacUIMPeHHBIX KOMIIOHEHTOBY»  JIOJKHBI
UCIIONB30BaThCA B KayeCcTBE  MOJEIM  MPEJCTaBIICHUS
KOMIIOHEHTBI, =~ CEMEWCTBa,  KJIacChl W METOJOJIOTHS
I'OCT P NCO/M3K 15408.

ASE_ECD.1.5C Pacmupennsie  (cmeuuajbHble)  KOMIIOHEHTHI  JIOJDKHBI
COCTOATb M3  HU3MEPUMBIX  OOBEKTUBHBIX  DJIIEMEHTOB,
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o0ecrneynBaOIINX BO3MOYKHOCTh AeMOHCTpAIUH
COOTBETCTBHUS WM HECOOTBETCTBUS STUM DJIEMEHTAM.

DNeMEeHTHI IeUCTBUIM HCTIBITATEILHOM TabopaTopun

ASE_ECD.1.1E MHcnwiTatenpHass paboparopusi JODKHA TMOATBEPAUTH, YTO
nHopmarus, IIPEICTaBIICHHAS 3asIBUTEIIEM B
JTOKYMEHTUPOBAHHBIX ~ MaTepHaliaX, yJOBJIETBOPSET BCEM
TpeOOBaHUSIM K COJICP KAHHTO u IIPEICTABIICHUIO
JTOKYMEHTHUPOBAHHOMN uHbOpMaIH, U3JI0KCHHBIM B
ASE_ECD.1.1C - ASE_ECD.1.5C.

ASE_ECD.1.2E VcnbiTaTenbHas jabopaTopus TODKHA MOATBEPAUTH, YTO HU
OJIMH W3 pPaCHIMPEHHBIX (CNeNUAJbHbIX) KOMIIOHEHTOB HE
MOXXET  OBIThb  YETKO  BBIPAXEH C  HUCIIOJIb30BAaHUEM
CYILIECTBYIOIIUX KOMITOHEHTOB.

3ameuyaHusi M0 NPUMEHEHHUIO. UCTIBITaTENbHAS JA00OpaTOPHs JOJIKHA BBIMOIHATH

yKa3aHHbIC IEUCTBUS B COOTBETCTBHUH C MyHKTOM 9.7.1 HallMOHANBHOTO CTaHAapTa

Poccuiickoii ®eneparun 'OCT P HNCO/MDBK 18045 «MudpopmannonHas

TexHoJiorud. Meroabpl U cpelcTBa oOecrnedyeHus Oe3omacHOCTH. MeTomonorus

OIICHKH 0€30MacHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHI.

ASE_INT.1 Beenenne 3b

3aBUCHUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IeUCTBU 3asBUTENA (pa3paboTyrKa, TPOU3BOAUTEIIA)

ASE_INT.1.1D 3asButens (pa3zpabotuuk, npousBoautens) 3b  momken
npencraButh B 3b «Bpeaenue 3by.

DNEeMEHTHI COJEPKaHUS U TIPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEPHAIIOB

ASE_INT.1.1C «Benenue 3b» momkHo coxaepxkarh «Ccpliky Ha 3by,
«Ccpuiky Ha OO», «AnHOoTamo OO» u «Onucanue OO».

ASE_INT.1.2C  «Ccsuika Ha 3b» nomxHa oHO3HaYHO HaeHTUGHUIMpoBaTh 3b.

ASE _INT.1.3C «Ccruika Ha OO» pomkHa OJHO3HAYHO HIACHTU(UIIMPOBATH
0O0.

ASE_INT.14C B «Annortaruu OO» nomkHa OBITH TIPEICTaBIICHA KpaTKas
uHDopMaIMss O €ro  HWCIOJb30BAaHWMM W OCHOBHBIX
(GYyHKIHOHATBHBIX BO3MOKHOCTSIX Oe3onacHocTH OO.

ASE_INT.1.5C B «Annotammuu OO» nomken 0biTh uneHtudumuposan tum OO.

ASE INT.1.6C B «AnHOoTaruu OO» A0KHBI OBITh HJIACHTH(GUIIMPOBAHBI
moObie He Bxoasmue B OO anmapaTHble, TpOrpaMMHBIC, a
TaK)Ke MPorpaMMHO-anmapaTHeie cpenctBa, Tpedyembie OO.

ASE_INT.1.7C  «Omnucanue OO» A0MKHO BKIIOYATH OMHUCAaHUE (PU3NUYECKHUX
rpanun OO.

ASE INT.1.8C «Omnucanue OO» IOMKHO BKIIOYATh OMHMCAHHE JIOTHYECKHX
rpanun OO.
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DJIeMEHTHI ICUCTBUN UCTIBITATEIILHON JTA00paToOpuu

ASE_INT.1.1E  HUcnwiTatenpHass paboparopusi JOJDKHA TOATBEPAUTH, YTO
uHbopmarus, Ipe/iCTaBIICHHAS 3asIBUTEIIEM B
JOKYMEHTUPOBAHHBIX ~ MaTepHaliaxX, yJIOBJIETBOPSET BCEM
TpeOOBaHUSIM K COJIEpKaHUIO u peACTaBICHHUIO
JTIOKYMEHTHPOBAHHOM uHbOpMaIH, U3JI0KCHHBIM B
ASE_INT.1.1C - ASE_INT.1.8C.

ASE_INT.1.2E  HcnblTaTenbHas J1abopaTopusi JOJDKHA MOATBEPAUTH, UTO
«Ccrinka HA OO», «AHHOTamusa OO» m «Omnumcanue OO» HE
MPOTUBOpEYAT APYT IPYTY.

3ameuyaHusi M0 NPUMEHEHHUIO. UCIBITaTENbHAS JA00OpaTOPHUs JOJKHA BBIMOIHATH

yKa3aHHbIC IEUCTBUS B COOTBETCTBUM ¢ MyHKTOM 9.3.1 HallMOHANBHOTO CTaHAapTa

Poccuiickoii ®eneparuun 'OCT P HNCO/MDBK 18045 «MudpopmannonHas

TexHoJiorud. Meroabpl U cpelcTBa oOecrnedueHus Oe3omacHOCTH. MeTomonorus

OIICHKU 0€30MacHOCTH UH(POPMAITMOHHBIX TEXHOJIOTUI.

ASE_OBJ.2 Iesan 6e30macHoCcTH

3aBUCUMOCTH: ASE_SPD.1 Omnpenenenre mpobdieMbl 6€30MacHOCTH.

DneMeHThI 1eUCTBUM 3asBUTENS (pa3paboTUrKa, IPOU3BOIUTES)

ASE_OBJ.2.1D 3asBurens (pa3paboTyuK, MIPOU3BOIUTEID) JIOJKEH
npenoctaButh B 3b «Onpenenenue nesneit 6e30macHOCTY.

ASE_OBJ.2.2D 3asBurens (pa3paboTuuK, IPOU3BOUTEIID) JOJIKEH

npeaoctaBuTh B 3b «O0ocHOBaHUE 11e7Iei 0€30IaCHOCTHY.

DJIeMEHTBI COJICPKaHUS U MPEICTABICHUS JOKYMEHTUPOBAHHBIX MaTepHUAJIOB

ASE_OBJ.2.1C Mznoxenue «lleneit 6e30macHOCTH» JOJDKHO BKJIIOYATh B CeOs
omucanue 1enei OeszomacHoctH it OO wu s cpenbl
¢ynxunonuposanus OO.

ASE OBJ.22C B «O0OocHOBaHMH IIieliel 0€30IacHOCTH» Kaxkias IIellb
6e3zonacHocTH Aist OO nomkHA OBITH MPOCIEKEHA K Yyrpo3am,
Ha TIPOTUBOCTOSHHUE KOTOPHIM HalpaBjeHa »d3Ta IeJb
Oe30ImacHOCTH, W K IIOJIMTUKAM  0€30IIacHOCTH, Ha
OCYIIECTBIIEHNE KOTOPBIX HAIlpaBjIeHa 3Ta MeJIb 0€30MMaCHOCTH.

ASE_OBJ.2.3C B «O6ocHoBaHuM 1iejieil 0€30MacHOCTH» Kaxias 1eJib
6e3onacHocTu st OO nomkHa OBITH MPOCTEKEHA K yrpo3am,
Ha TPOTHBOCTOSHHUE KOTOPHIM HaIlpaBlICHa d3Ta  ICib
0€30I1acHOCTH, K MTOJIUTHKAM 0€30IMacHOCTH, Ha
OCYIIECTBIIEHNE KOTOPHIX HaIpaBJeHa dTa IeJIb OE30MaCHOCTH,
a TaKkKe K TMPEANOJOXKEHUSIM, IOICPKUBAEMbIM JTaHHOMN
IIETTbI0 O€30ITaCHOCTH.

ASE 0OBJ.24C B «OO6ocHOBaHMHM IielIeil 0€30MacCHOCTH» JIOJKHO OBIThH
IPOJIEMOHCTPUPOBAHO, YTO TIEJIM OE€30MTaCHOCTH HaIPaBJICHBI Ha
IIPOTUBOCTOSTHUE BCEM MICHTU(UIIMPOBAHHBIM YIPO3aM.

ASE OBJ.25C B «OO6ocHoBaHuM IIeJIell 0€30IacCHOCTH» JOJKHO OBIThH
POJIEMOHCTPUPOBAHO, YTO IIEJIM O€30MaCHOCTH HAINpPaBJICHbI HA
OCYILIECTBJICHUE BCEX MOJUTUK OE30MMacHOCTH.
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ASE OBJ.26C B «OO0ocHoBaHUM IIelIel O€30IacCHOCTH» JOJKHO OBITh
IPOJIEMOHCTPUPOBAHO, YTO IEJM OE30MacCHOCTH ISl CPEJIbl
(GYHKIMOHUPOBAHUSA MOJACPKUBAIOT BCE MPENOI0KEHHUS.

DNeMEeHThI IeUCTBUIM HCTIBITATEILHOM TabopaTopun

ASE_OBJ.2.1E VcnblTaTenbHas JabopaTopusi JOJKHA TOJITBEPAUTH, UTO
nHpopmarus, IIPEICTaBIICHHAS 3asIBUTEIIEM B
JOKYMCHTUPOBAHHBIX ~ MaTepHaliaX, yJOBJIETBOPSET BCEM
TpeOOBaHUSIM K COJIePKaAHUIO U MIPE/ICTABICHUIO
JTOKyMEHTUPOBAHHON uHbopMaImy, U3JI0KCHHBIM B
ASE_0OBJ.2.1C - ASE_0OBJ.2.6C.

3ameuyaHusi M0 NPUMEHEHHUIO. UCIBITaTENbHAS JA00OpaTOPHUs JOJKHA BBIMOIHATH

yKa3aHHbIC IEUCTBUS B COOTBETCTBHUH C MMyHKTOM 9.6.2 HallMOHAIBHOTO CTaHAapTa

Poccuiickoii  ®enepartuun ['OCT P HNCO/MOK 18045 «UudpopmannonHas

TexHoJiorud. Meroabpl U cpelcTBa oOecrnedueHus Oe3omacHOCTH. MeTomonorus

OIICHKU 0€30MacHOCTH UH(POPMAITMOHHBIX TEXHOJIOTUI.

ASE_REQ.2 IIpousBoaHbIe TPeOGOBAHUSA 0€30NIACHOCTH
3aBUCUMOCTH: ASE OBJ.2 Ilenu 6e30omacHOCTH;

ASE_ECD.1 Onpenenenne paciimpeHHbIX KOMIIOHEHTOB.
DneMeHThI IeUCTBUM 3asBUTENA (pa3paboTUrKa, IPOU3BOIUTES)

ASE_REQ.2.1D 3asButenn (pa3paboTuuk, IIPOU3BOJIUTEIIb) JOJKEH
npeacTaBuTh B 3b u3noxenue « TpeboBaHuii 6€30MaCHOCTH.
ASE_REQ.2.2D 3asButenn (pa3paboTuuk, IIPOM3BOJIUTEIIb) JOJKEH

npenctaButh B 3b «O0ocHOBaHME TpeOOBaHUN O€30MTACHOCTH.

DJIeMEHTBI COJICPKaHUS U MPEICTABICHUS JOKYMEHTUPOBAHHBIX MaTepHUAJIOB

ASE_REQ.2.1C M3znoxenue «TpeboBaHuii 6€30MIaCHOCTH JIOKHO COACPKATh
onucanue ®Tb u T/(b.

ASE_REQ.2.2C Bce cyOBeKTHI, 00BEKTHI, Oneparui, aTpuOyThl 0€30MacHOCTH,
BHEIIIHAE CYIIHOCTH W JIPyTrHUe TOHSTHS, HUCIOJIL3YIONINECS B
OTb u TBH/1, 1omKHBI OBITH ONIPE/ICIICHBI.

ASE_REQ.2.3C B wusznoxenun «TpeGoBanuii 6e30mMacHOCTH» JOJDKHBI OBITH
UICHTU(UIIMPOBAHBI BCE BBIMOTHCHHBIC HAJ TpPeOOBAaHUSIMU
0€30MacHOCTH ONEPALIMH.

ASE_REQ.2.4C Bce onepatiuu 107KHBI ObITh BHINOJHEHbBI TIPABIIIBHO.

ASE_REQ.2.5C Kaxnas 3aBuCUMOCTb OT «TpeboBanuii 0€301acHOCTHY JOJDKHA
ObITb 10O YIOBICTBOPEHA, JUOO JOMKHO MPUBOIUTHCS
000CHOBaHUE HEYIOBJIETBOPECHUSI 3aBUCUMOCTH.

ASE REQ.2.6C B «Ob6ocHoBanuu TpeOOBaHUN OC30IMaCHOCTH» JOJDKHO OBITH
NpPEACTAaBICHO TMpociexuBanue kaxaoro @OTb k memsm
oe3zomnacuoctu g1 OO.

ASE_REQ.2.7C B «O06ocHoBanuu TpeOOBaHUI 0€30MaCHOCTH» JIOKHO OBITh
npojieMOHCTpupoBaHo, 4To DTH obecnedynBarOT BBHITIOJIHEHUE
Bcex neneit oezonacaoctu st OO.
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ASE_REQ.2.8C B «OO6ocHoBanuu TpeOOBaHU O0€30MAaCHOCTH»  JOJDKHO
NPUBOJUTHCS  TOSICHEHHE  TOro,  IOYeMYy  BBIOpaHBI
onpeneneHubie T/Ib.

ASE_REQ.2.9C Mznoxenue «TpeboBanuii 06€30MacHOCTH» JOJDKHO OBITh
BHYTPCHHE HETIPOTHBOPECUUBBIM.

DNeMEeHTHI IeHCTBUI HCTIBITATEIBHON JJAO0OpaTOpUn

ASE_REQ.2.1E VcnslTaTenbHas JabopaTopusi JOJKHA TMOATBEPAUTH, UTO
nHopmarus, IIPEICTaBIICHHAS 3asIBUTEIIEM B
JTOKYMCHTUPOBAHHBIX ~ MaTepHaliaX, yJOBJIETBOPSET BCEM
TpeOOBaHUIM K COJICP KAHHTO u IIPEICTABIICHUIO
JTIOKYMEHTHPOBAHHOM uHpopmaruu, U3JI0’KEHHBIM B
ASE_REQ.2.1C - ASE_REQ.2.9C.

3amMeuyaHusi M0 NPUMEHEHHUIO. UCTIBITaTENbHAS JA00OpaTOPHUs JOJIKHA BBIMOIHATH

yKa3aHHbIC IEUCTBUS B COOTBETCTBUM ¢ MyHKTOM 9.8.1 HalmoHanbHOTO CTaHAapTa

Poccuiickoii ®enepartuun 'OCT P HNCO/MDBK 18045 «MudpopmannonHas

TexHoJiorud. Meroabpl U cpelcTBa oOecrnedueHus Oe3omacHOCTH. MeTomonorus

OIICHKU 0€30MaCHOCTH UH(POPMAIIUOHHBIX TEXHOJIOTUID».

ASE_SPD.1 Onpenesienue npoodJieMbl 0€301aACHOCTH

3aBUCHUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IeUCcTBUM 3asBUTEN (pa3paboTyrKa, IPOU3BOIUTEIIS)

ASE_SPD.1.1D 3asBurens (pa3paboTuuK, IPOU3BOUTEIID) JOJIKEH

npenctaButh B 3b «Onpenenenue npodiieMbl 6€30MaCHOCTH.

DJeMeHTHI CoAepKaHUs U MPEACTAaBICHUS TOKYMEHTHPOBAaHHBIX MaTEPHAIIOB

ASE_SPD.1.1C «Ompenenenue mpo0iaemMbl 6€30MacHOCTH» JOJKHO BKIIIOYATH B
ce0s onrMcaHue yrpos.

ASE_SPD.1.2C Ommcanue Bcex Yrpo3 JOJDKHO TPOBOJIUTHCS B TEPMHUHAX
MCTOYHUKA yTPO3bl, AKTUBOB M HETATHBHOTO JCHCTBHSL.

ASE_SPD.1.4C «Ompenenenue mpoOaemMbl 0€30MaCHOCTH» JTOJDKHO COJIEPKATh
OMKCaHUe MPEANOI0KEHUN OTHOCHUTEIBHO Cpelibl
¢ynxunonuposanus OO.

DNeMEeHThI IeWCTBUI UCTIBITATEIBHON TabopaToOprn

ASE_SPD.1.1E HWcneiTatenbHass nabopaTopusi JAOKHA MOATBEPAUTb, YTO
uH(popManus, peCTaBICHHAs 3asiBUTENIEM B
JOKYMEHTHUPOBAaHHBIX  MaTepuajax, YyJIOBJIETBOPSIET BCEM
TpeOOBaHUAM K COJIEPKaHUIO u IPEJICTaBICHUIO
JOKYMEHTHUPOBAHHOM uHpOopMaIuH, U3JI05KEHHBIM B
ASE_SPD.1.1C - ASE_SPD.1.4C.

3aMeuyaHusi 0 NPUMEHEHUIO. UCTIBITaTENIbHAS JIA0OPATOPHS TOJKHA BBITIOJIHATH

yKa3aHHbIC ICUCTBUS B COOTBETCTBUU C IMyHKTOM 9.5.1 HallMOHAJILHOTO CTaHAApTa

Poccuiickoii ®eneparuun 'OCT P HNCO/MDOK 18045 «MudpopmannoHHas

TexHoJiorud. Meroabl M cpelncTBa obOecrnieueHus Oe3omacHOCTU. MeTomonorus

OLICHKU 0€30MacHOCTH MHPOPMALIMOHHBIX TEXHOJOTHID.
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ASE_TSS.1 Kpartkas cnenudpuxanus OO

3aBUCHUMOCTHU: ASE INT.1 Beenenue 3b.

ASE_REQ.1 Ycranosnennsie TpeboBanms 0€30MaCHOCTH

ADV_FSP.1 ba3oBas ¢yHKIIMOHAIBHAS CICITU(DUKALIAS

DneMeHTHI AeUCTBUM 3asaBUTENS (pa3paboTunka, MPOU3BOIUTEINS)

ASE_TSS.1.1D  3asButens (pa3paboTuuK, IPOU3BOAUTEIID) JTOJDKEH
npencraButh B 3b «Kpatkyto cnerudukaruio OO».

DNEeMEHTHI COJIEPKaHUsl U MPEACTABICHUS TOKYMEHTUPOBAHHBIX MAaTEPHAIIOB

ASE_TSS.1.1C  «Kpatkas cneuuduxamuss OO» H0MKHA OMUCHIBaTh, KaKUM
obpazom OO BemmosHseT kaxaoe ®Th, a Takike onuchIBaTh
Mepbl 10Bepus, HANpaBJieHHbIe HAa peanu3anuio T/b.

DneMEeHTHI IeWCTBUIM UCTIBITATEILHOM TabopaTopun

ASE_TSS.1.1E  HUcneitatenpHast nabopatopusi AODKHA TMOATBEPAUTH, YTO
uHbopMarus, Ipe/ICTaBIICHHAS 3asIBUTEIIEM B
JIOKYMEHTHUPOBAHHBIX ~ MaTepHaliax, yJIOBJIETBOPSET BCEM
TpeOOBAHUAM K COJICP KAHUIO u MIPEICTABICHHUIO
JIOKyMEHTHUPOBAHHOMN uHbopMaIm, U3JI0KEHHBIM B
ASE_TSS.1.1C.

ASE_TSS.1.2E  WcnwiTatensHas JjabopaTtopusi JOJDKHA IOATBEPAUTH, YTO
«Kpartkas cneundukanus OO» He NIPOTUBOPEUUT «AHHOTALUU
OO» u «Onucanuto OO».

3amMeyaHusi MO0 MPUMEHEHUIO. HCITBITATEIIbHAS JTA0OPATOPHSI TOJDKHA BBITIONHSATH

yKa3aHHbBIC JICUCTBUS B COOTBETCTBUHU C IMyHKTOM 9.9.1 HallMOHAJIBHOTO CTaHIapTa

Poccuiickoii ®eneparun 'OCT P HNCO/MOK 18045 «HMupopmanroHHas

TexHoJiorusa. MeToabpl W cpelncTBa oOecrnedyeHus Oe30macHOCTH. MeTomonorus

OIICHKH 0€30MMacHOCTH MH(POPMAIIMOHHBIX TEXHOJIOTHI. J[OTTOTHUTEIBHO TOJKHO

OBITH MTpoaHanu3upoBano nokpsiTie TJIb Mepamu goBepus.

7.2.5. TectrupoBanue (ATE)

ATE COV.1 CBueTebCTBO MOKPHITHUSA

3aBUCHUMOCTH: ADV _FSP.2  [eranuzanuss BOIOPOCOB  0€30MacHOCTH B
(byHKIIMOHATBHOM crielnpuKaIuy;
ATE_FUN.] ®yHKIMOHAIBHOE TECTUPOBAHHUE.

DneMeHTHI IeUCTBUM 3asBuUTEN (pa3paboTUrKa, IPOU3BOIUTETIS)

ATE_COV.1.1D 3asButenn (pa3paboTuuK, MIPOU3BOJIUTEIIb) TOJKEH
MIPEJCTABUTH CBUJIETEIIHCTBO MOKPBITHS TECTAMH.

DNEeMEHTHI COAEPKaHUSI U MPEACTaBICHUS JOKYMEHTUPOBAHHBIX MAaTepUaJIOB

ATE_COV.1.1C CBuaetenbCcTBO MOKPHITHS TECTAaMHU JOHKHO JEMOHCTPUPOBATH
COOTBETCTBUE MEXAY T€CTaMH U3 TECTOBOM NOKYMEHTAlUU WU
NOBO u3 pyHKIMOHATBEHON crienupUKaLNH.

DNeMEeHThI IeWCTBUIM HCTIBITATEIBLHOM TabopaTopun

ATE_COV.1.1E WHcnwitatenbHass pabopaTtopusi AOJPKHA TMOATBEPAUTH, YTO
uHpopmarus, NpeACTaBICHHAS 3asIBUTEJIEM B
JOKYMEHTUPOBAHHBIX ~ MaTepHaliax, yJIOBJIETBOPSET BCEM
TpeOOBAHMSIM K COJIEP KAHUIO " IPE/ICTAaBIICHUIO
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JTOKYMEHTHPOBAHHOM uHbOopMaI, M3JI0’)KEHHBIM B

ATE_COV.1.1C.
3amMeuaHusi MO0 MPUMEHEHUIO. UCTIBITATENIbHAS JTaOOPATOPHS JOJKHA BBITIOIHATH
yKa3aHHbIC JEHCTBUS B COOTBETCTBMHM ¢ TnyHKTOM 13.3.1 HaIMOHAIBLHOTO
crangapta  Poccuiickoit  ®depeparmm  'OCT P HMCO/M3BK 18045
«MadopmanvionHass ~ TEXHOJOTWsA. MeToael W CcpeAcTBa  OOCCICUYCHUS
OesomacHocTH.  MeTo0OTHA  OIEHKM ~ 0€30MacHOCTH  WH(OPMAIIMOHHBIX
TEXHOJOTHUI.

ATE_FUN.1 DOYyHKIMOHAJIbHOE TECTUPOBAHUE

3aBUCHUMOCTH: ATE _COV.1 CBuaerenbCTBO MOKPHITHUSA.

DneMeHThI 1elcTBUM 3asBUTeENs (pa3paboTurKa, TPOU3BOIUTEIIS)

ATE_FUN.1.1D 3asBurens (pa3paboTyuK, IPOU3BOIUTEIb) TOJKEH
nporectupoBaTh @O U 3aI0KyMEHTUPOBATH PE3yIbTATHI.

ATE_FUN.1.2D 3asBurens (pa3paboTyuK, IPOU3BOIUTEID) TOJKEH

MPEJCTABUTH TECTOBYIO JOKYMEHTAIIUIO.

DJIEMEHTBI COJICPKAHUS U MPEICTABICHUS JOKYMEHTUPOBAHHBIX MAaTEPUATIOB

ATE_FUN.1.1C TecrtoBass MOKyMEHTamus JOJDKHA COCTOSITh M3 IUIAHOB
TECTUPOBAHUS, a TaKXKe OXHUAAeMbIX U  (HaKTUYECKHUX
pEe3yJabTAaTOB TECTUPOBAHUS.

ATE_FUN.1.2C B mmanax TeCTHpPOBaHUS JODKHBI OBITH UACHTH(GHUIIMPOBAHBI
TECThI, KOTOPbIE€ HEOOXOAMMO BBIMOJIHUTH, a TAKXKE JOJKHBI
COJIEP/KATHCSL OMNMKCAHUS CLEHAPUEB TMPOBEICHHUS KaXIOTO
TecTa. B 9Tu crieHapuu J0HKHBI OBITh BKIIFOUEHBI TAKXKE JTHOOBIC
3aBUCHUMOCTH TOCJIEAOBATEILHOCTH BBIMIOJHEHUSI TECTOB OT
pEe3yJbTaTOB IPYTHX TECTOB.

ATE_FUN.1.3C Osxwumaembie pe3yJIbTaThl TECTUPOBAHUS JOJIKHBI
POJIEMOHCTPUPOBATH MPOTHO3UPYEMBIE JAaHHbIE Ha BBIXOJE
YCIEUIHOTO BBIMOJHEHUS TECTOB.

ATE_FUN.1.4C ®aktuueckue pe3yJIbTaThl TECTUPOBAHUS JOJIKHBI
COOTBETCTBOBATh 0KHUIACMBIM.

DNeMEeHThI IeWCTBUI UCTIBITATEIBLHON TabopaTopun

ATE_FUN.1.1E MUcnoseitatenbHass snabopaTopusi JO/DKHA MOJATBEPAWUTh, YTO
uHdopMmarus, npeCcTaBICHHAS 3asIBUTEJIEM B
JOKYMEHTHPOBAHHBIX ~ MaTepuanax, yIOBIECTBOPSET BCEM
TpeOOBaHUSIM K COJIEpKaHUIO u pEeACTaBICHHUIO
JOKYMEHTHPOBAHHOM uHbopMaImy, W3JI0KEHHBIM B
ATE_FUN.1.1C - ATE_FUN.1.4C.

3amMeyaHusi MO NPUMEHEHUIO. UCTIBITaTENIbHAS JTA0OpATOPHS JOJKHA BBITOIHATH

yKa3aHHbIE JEHCTBUS B COOTBETCTBUM ¢ nyHKTOM 13.5.1 HamumoHasbHOTO

craugapta  Poccmiickoit  ®emeparuun ['OCT P HMCO/MBK 18045

«udopmanrionHass  TexHoJiorus.  MeTonbl M CcpelcTBa  OOECICUCHUS

O0e3zonacHOCTH. MeTOJ0JIOTUSI  OLIEHKHM  0€30MacHOCTH  MH(OPMAIMOHHBIX

TEXHOJIOTUI».
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ATE_IND.2 Br10opoyHOe He3aBUCHMOE TeCTUPOBAaHUE

3aBUCHUMOCTH: ADV _FSP.2  [eranuzanus BONPOCOB  0€30MacHOCTH B
(GYHKIIMOHATBHOU CTICTIM(PUKAIINH;
AGD_OPE.1 PykoBoJICTBO MMOJIb30BaTEs 1O KCILTyaTalllH;
AGD_PRE.I TlogroroButensHbie TPOLEAYPHI;
ATE_COV.1 CBunerenbCTBO MOKPHITHS;
ATE FUN.] ®yHKIMOHAIBHOE TECTUPOBAHHUE.

DneMeHThI IeUCcTBUM 3asBUTENA (pa3paboTynKa, TPOU3BOAUTEIS)

ATE_IND.2.1D 3asBurens (pa3paboTUUK, IPOU3BOIUTEND) JIOJKEH
npenctaBuTh OO 11 TECTUPOBAHUSL.

DNEeMEHTHI COAEPKaHUS U TIPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEPHAIIOB

ATE_IND.2.1C OO nomxeH ObITh IPUTOJICH JIJIs1 TECTUPOBAHMS.

ATE_IND.2.2C 3asButenb (pa3paboTUuK, IPOU3BOIUTENB) JIOJKEH
PEJICTaBUTh Habop pecypcoB, HKBUBAJICHTHBIX
UCIIOJIb30BAaHHBIM UM TMpU  (YHKIHOHATHLHOM TECTUPOBAHUU
®dBO.

DneMEeHTHI IeUCTBUM UCTIBITATEILHOM TabopaTopun

ATE_IND.2.1E HWcnwiTatensHas mabopaTopusi TOJDKHA TOATBEPAWTH, YTO
uHbopmarus, MpEeACTaBICHHAS 3asIBUTEJIEM B
JTOKYMEHTHUPOBAHHBIX ~ MaTepuanax, yAOBJIETBOPSIET BCEM
TpeOOBAHUSIM K COJIEpKaHUIO u PEACTABICHHUIO
JIOKYMEHTHUPOBAHHOM uHpopmaruu, W3JI0’KEHHBIM B
ATE IND.2.1Cu ATE IND.2.2C.

ATE_IND.2.2E  HUcneitatenpHas nmabopatopusi AOKHA BBIIOJHUTH BCE TECThI
U3 TECTOBOM  JOKYMEHTAIMH, 4YTOObl  Bepu(UIMPOBATH
pe3ynbTaTbl ~ TECTUPOBAHUS,  IOJYYEHHBIE  3asBUTENIEM
(pa3paboTYMKOM, IIPOU3ZBOUTEIIEM).

ATE_IND.2.3E HcnwiTatensHas npabopatopusi momkHa mporectupoBaTh ®BO
Tak, 4TOObI MOATBEpANTH, 4yTo Bce DPBO QyHKIMOHUPYIOT B
COOTBETCTBHUH CO CHEIUDUKALIUSIMHU.

3ameuyaHusi M0 NMPUMEHEHHUIO. UCTIBITaTENbHAS JA0OpaTOPHs JOJIKHA BBIMOIHATH

YKAa3aHHbIE JEHUCTBUS B COOTBETCTBUM C NYyHKTOM 13.6.2 HanIMOHAIBHOTO

craugapta  Poccmiickoit  ®emeparuu ['OCT P HMCO/MBK 18045

«udopmanionHass  TexHoJiorus.  MeTonpl W CpeACTBa  oOecredeHus

O0e3omacHOCTH. MeTOJoJIOTHST  OIIEHKHM  0€30MacHOCTH  WH(OOPMAIMOHHBIX

TEXHOJIOTUID.

7.2.6. Ouenka ysizBumocteii (AVA)

AVA VAN.4 MeToauvyecKknii aHAJIU3 YA3BUMOCTEN

3aBUCHMOCTH: ADV_ARC.1 Onucanue apXuTeKTypbl 0€30MMacHOCTH;
ADV_FSP.2  Jleranuzamus  BOMPOCOB  0O€30MacCHOCTH B
(YHKUMOHATBHON crielM(PUKALINH;
ADV_TDS.3 ba3oBblit MOTYIBHBIN IPOEKT;
ADV_IMP.1 IlpencraBnenue peanuzanuu ObO,;
AGD_OPE.1 PykoBoICTBO MOJIb30BaTENS 1O KCILTyaTalllH;
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AGD_PRE.1 [ToaroroButenbHbIe TPOLEAYPHI.

DneMeHThI IeUCTBUM 3asBUTENA (pa3paboTynKa, MPOU3BOAUTEI)

AVA VAN.4.1D 3asBureinb (pa3paboTuuK, IPOU3BOIUTEIb) JTOJDKEH
BBINOJIHUTDH AHAJIN3 YA3BUMOCTEH.

DJIEMEHTBI COJICPKaHUS U MPEJICTABICHUS JOKYMEHTUPOBAHHBIX MAaTEPUATIOB

AVA VAN.4.1C [loxkymeHTalusi aHAJIN3a ySI3BUMOCTeH /10/I2KHA:

a) colep:KaTh pe3yJbTaThl AHAJIN32, BBINOJHEHHOTO [JIf
NMOMCKA CMOCO00B, KOTOPHIMH MOTEHIHAJIBHO MOXKET ObITh
Hapyumena peanusauus OTh;

0) uaeHTU(PUIHUPOBATDH NPOAHAJIU3UPOBAHHbIC
npeanoJsaraeMbie ysi3BUMOCTH;

B) IEMOHCTPHPOBATL /JIA BCeX HICHTH(UIMPOBAHHBIX
YA3BHUMOCTEeH, 4YTO HH OJHA M3 HHUX He MOXKeT ObITh
HCIOJIb30BaHA B npeamnoJjaraeMon cpene
¢pynxkunonupoanus O0.

DneMEeHTHI IeUCTBUIM UCTIBITATEILHOM TaOopaTopun

AVA VAN.4.1E WcneiTaTenpHas JabopaTopus JOJDKHA IOJATBEPAUTh, YTO
uHdopmarusi, npeCTaBICHHAS 3asIBUTEJIEM B
JOKYMEHTHUPOBAHHBIX  MaTepuajgax, yJAOBJIETBOPSIET BCEM
TpeOOBaHUSIM K COJIEPYKAHUIO u MIPECTABICHUIO
JIOKYMEHTHUPOBAHHOM uHpopmaruy, U3JI0KEHHBIM B
AVA VAN.4.1C.

AVA VAN.4.2E UcneitatensHas a0opaTopvsi JOJKHA BBIMOJHUTH TOMCK
uHpopManu B OOIICAOCTYIIHBIX HMCTOYHHKAX B  HeJsX
HIeHTHQPUKAINY NOTeHIHAIbHBIX ysa3BuMocTei B OO.

AVA VAN.4.3E WcnertatenbHast nabopaTopus AOKHA MPOBECTH HE3aBUCHUMbBIN
MeTonYecKuil aHanu3 yszBumocter OO ¢ HMCHOJIb30BaHUEM
JIOKYMEHTAIIUU PYKOBOJCTB, (DYHKIIMOHATBLHOMN CrielM(pUKAIINH,
npoekta OO, onucaHus apXUTEKTyphl OE30MaCHOCTH U
NPEICTAaBIICHUS  peaju3ali, YTOObl  HIECHTU(UIIMPOBATH
MMOTEHIHANIbHBIE YA3BUMOCTH B OO.

AVA VAN.4.4E HcnwiTatenbHas 1abopaTopusl JOJDKHA TPOBECTU TECTUPOBAHUE
NPOHUKHOBEHHUSI, OCHOBAaHHOE€ Ha HUJACHTU(PHUIIMPOBAHHBIX
YVSI3BUMOCTSX B HeJsAX o(opmiieHHsl 3aKJIIYeHuss o
croiikoctu OO x HanaJgeHWAM, BBITOJHSAEMBIM HAPYLIUTEIIEM,
00J1aIal0IIMM YMEPEeHHbIM TTOTEHIIMAJIOM HallaJICHHUS.

3ameuyaHus M0 NPUMEHEHHIO:

1. B kadecTtBe OOIIEIOCTYIHBIX WCTOYHUKOB B TIEPBYIO Ouepeab JIOJDKHA
WCIIONIh30BaThCA 0a3za JaHHBIX YSA3BUMOCTEH B COCTaBe OaHKa JaHHBIX Yyrpo3
oe3omacaoct nHpopmaruu @CTIOK Poccun.

2. TecTol TPOHWUKHOBEHHS JOJDKHBI OBITh HAMpaBleHbl Ha TECTUPOBAHUE
ySI3BUMOCTEH, KOTOPBIE TTOTCHIIMAIIBHO MOTYT OBITh MCIIOJIb30BaHbI HAPYIIUTEIEM
JUTst 00X0/1a, OTKIIFOUEHUS WiK Tipeojosienus QyHkiuil 6ezonacHoctu OO.
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7.2.7. TpeGoBaHus K 00bEKTY OlleHKHU, C(POPMYTHMPOBAHHBbIE B SIBHOM BHJI€e

ALC_FPU_EXT.1

IIpouenypnsl 00HOBJIEHHUSI IPOTrPAMMHOI0 OOecIeYeHust
ONEPALMOHHON CUCTEMbI

DneMeHThI 1elcTBUM 3asBuUTeNs (pa3paboTurKa, IPOU3BOIUTEIIS)

ALC_FPU EXT.1.1D

ALC_FPU_EXT.1.2D

ALC_FPU_EXT.1.3D

ALC_FPU_EXT.1.4D

ALC_FPU_EXT.1.5D

3asBuTens (pa3paboOTuWK, MPOU3BOAMUTENb) JOHKEH
pa3paboTath M peajnu30BaTh TEXHOJIOTUIO OOHOBJICHUS
OC nna [BbIOOp: 0OHOBNEHUe, HanpagleHHoe Ha
yempanenue  yazeumocmei  OC;  unoe o00OHOGIEHUe,
okasvlgarowee  euusHue Ha  Oeszonachocmv  OC;
00OHO6IeHUe, He OKa3blealoujee GIUAHUA Ha 6e30NaACHOCTb
OC].

3asBuTeNb (pa3pabOT4YMK, MPOU3BOIUTEND) JIOJKEH
pa3paboTaTh W MOAAEPKUBATH PErJIaMeHT OOHOBJICHUS
nporpammHoro odecrneuenust OC.

3asBUTeNb (pa3pabOT4YMK, MPOU3BOIUTEND) JIOHKEH
pa3paboTaTh W peann30BaTh MPOIEIYPY YBEIOMIICHUS
norpedbuteneit o  Bbimycke — oOHoBieHud — OC,
OCHOBAHHYIO Ha [Ha3HAYCHHE: CHOCOObI Y8edoMaeHUs).
3asBuTenb (pa3paboT4YMK, MPOU3BOJIUTENH) JOKEH

pa3paborathb u pean3oBaTh poLeaypy
npeaocTaBiaeHus oOHOBIeHHE moTpeoutensim  OC,
OCHOBaHHYIO Ha [Ha3HaueHue: Ccnocooul

npedocmasienust 06HO8IeHUlL].

3asBuTenb (pa3paboOT4YMK, MPOU3BOIUTENH) JODKECH
pa3paboTaTh M peaTn30BaTh MPOIEIYPYy MPEIACTABICHUS
OOHOBJICHUW B UCHBITATEILHYIO JIA0OPATOPHUIO  JIJIS
NPOBEJICHNSI BHEIIHETO KOHTPOJIS, OCHOBAaHHYIO Ha
[HazHAueHUe: cnocobwvl npedocmasienuss 0OHOGIEHULL
0J151 KOHMPOJIA).

DJIeMEHTBI COACPIKaHUA N ITPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPHUAJTIOB

ALC_FPU EXT.1.1C

ALC_FPU EXT.1.2C

Joxkymentanuss OC poibkHa COAEpKaTh OMUCAHUE
TEXHOJIOTUHU BblTycka 0OHoBIeHH OC.

Hokymenraiua OC 1omkHa COAEpXKaTh pPErjaMeHT
ooHosirenust OC, BKIIFOYAIOIIHI:

a) UACHTU(DUKALIMIO TUIIOB BBITYCKA€MbIX OOHOBJICHUM;

0) onucaHue MPOIEAYpPbl YBEIOMIICHHUS TMOTPEOUTENEH o
BBIITyCKE OOHOBJICHUM;

B) OMIMCAHKUE TMPOIEAYPHl MPEIOCTABICHUS OOHOBJICHUI
NOTPEOUTENSIM;

I') ONKUCaHue COJICpKaHUS AKCIUTYaTallMOHHOM
JIOKYMEHTAIIMU Ha BBITyCKaeMbIe OOHOBJICHHUS;

1) [HazHadyeHue: unas un@opmayusi).

ALC_FPU_EXT.1.3C Pernmament obnoBinenuss OC MOJDKEH MperycMaTpUBaTh

BKIIFOYCHHUC B OSKCIIYyaTAIMOHHYIO JOKYMCHTAIIMIO Ha
BBIITYCKACMbIC OOHOBJIEHHE OITMCAHUS cdleayronmx

npoLeayp:
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a) MPOTEAYPHI MTOTYUEHUST OOHOBIICHNUS,
0) npotienypbl KOHTPOJIS LIEJITOCTHOCTH OOHOBJICHUS;
B) TUIIOBOI MPOLIETypbl TECTUPOBAHHUSI OOHOBIICHHUS;
T') IPOIeAYPhl YCTAHOBKU U TPUMEHEHUSI OOHOBIICHUS;
1) MPOLIEAYPHI KOHTPOJIS YCTAHOBKU OOHOBIICHUS,
€) mpoueaypsl BepuUpUKauu (MIPOBEPKU) MPUMEHEHUS
OOHOBJICHUSI.
ALC_FPU_EXT.1.4C JlokymeHTanusl TpoLEAypbl IMpeacTaBIeHUs] OOHOBICHUMN
JUTSI IPOBEJICHUS] BHEIITHETO KOHTPOJIS JOJKHA COJIePKATh:
a) ONMCAaHWE TIPOLEAYPhl TMPEAOCTABICHUS OOHOBICHUMN
JUTSI BHEIITHETO KOHTPOJIS;
0) TpeOOBaHMSI K TNPEJOCTABICHUI0O U  COJACPKAHUIO
METOJIMKH TECTUPOBAHUS OOHOBIICHUS 3aIBUTEIIEM;
B) TpeOoBaHuA K OGOPMIICHHIO M  TPEIOCTaBICHUIO
PE3yNIbTaTOB TECTUPOBAHUS OOHOBJICHHS 3asIBUTEIIEM;
r) [Ha3HaueHHe: UHASI UHPOPMALIUA].
DNeMEeHTHI IeUCTBUI HCTIBITATEIBLHON JTaOopaToOpun
ALC_FPU_EXT.1.1E UcnsiTaTtenbHas 1ab0paTopust J0JKHA IMOATBEPIUTD, YTO
uHboOpMalvs,  TPEACTaBICHHAas  3asBUTEIIEM B
JOKYMEHTHUPOBAHHBIX  MaTepHaiax, YAOBIETBOPSET
BCEM TPEeOOBaHUSIM K COJEPKAHUIO U IMPEICTABICHUIO
JTOKYMEHTUPOBAHHBIX MaTEpPUAOB, W3JIOKCHHBIM B
ALC_FPU_EXT.1.1C - ALC_FPU_EXT.1.4C.
ALC_FPU_EXT.1.2E HcnsiTaTenpHas nabopaTtopusi I0JDKHA MPOBEPUTH, YTO
npoueaypa  NpeACTaBiICHUS  OOHOBIEHUW IS
NPOBEJACHHUSI  BHEIIHETO KOHTPOJII ~ TO3BOJISIET
OpraHU30BaTh U MPOBOJUTH UX BHEITHUN KOHTPOJb.
3ameyaHusi MO MPUMEHEHHUIO: B KQU€CTBE TUTIOB OOHOBIICHUN pacCMaTPUBAIOTCS:
O0OHOBJICHMSI, HAIIPABJICHHbIC HA ycTpaHeHue ys3BumocTted OO; nHbie 0OHOBJICHUS,
OKa3bIBarolre BIUsSHUE Ha Oe3omacHOcTb OO; OOHOBIIEHHUS, HE OKa3bIBAIOLIUE
BIUsiHUA Ha 6e3onacHocTh OO.

AMA SIA EXT.3  Anaau3 BiusiHUSI OOHOBJIEHHIT Ha 0e30MaCHOCTH
onepanoHHbIE CHCTEMbI

DneMeHTHI NIeUCTBUM 3asBUTEN (pa3paboTynka, TPOU3BOIUTEIS)

AMA_SIA _EXT.3.1D 3asButens (pa3paboTyvK, MPOU3BOJIUTENb)  JIOJDKEH
MPEICTaBUTh MaTEpHUANbl aHAIW3a BIUSHUS OOHOBJICHHIA
Ha 6e3onacHocTh OC.
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DeMeHThI COACPIKaHUA N IIPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPHUAJIOB

AMA_SIA_EXT.3.1C

AMA_SIA_EXT.3.2C

Marepuanbl ~ aHanu3a ~ BIMSHUSL ~ OOHOBJIGHMH  Ha
6e3onacHocTh OC JOKHBI COIEPKATh KPATKOE ONMMCAHUE
BIUSIHUSA OOHOBJIGHUM Ha 3aJlaHhe MO0 Oe30MacHOCTH,
peamuzanio OC (QyHKIIMOHATBHBIX BO3MOXHOCTEH WIIH
JIOTHYECKOe OOOCHOBAaHUE OTCYTCTBUS TaKOTO BIIASIHUS,
MOATBEPKICHUE YCTPAHEHUS YSI3BUMOCTH (YS3BUMOCTEH),
Ha YCTpaHEHHE KOTOpPOHl (KOTOPBIX) HAMPABJIEH BBIMTYCK
JTAHHBIX OOHOBJICHWH W HEBHECCHMSI MHBIX YSI3BUMOCTEH B
OC.

Marepuansl ~ aHanu3a  BIMSHUSL ~ OOHOBJIEHMH  Ha
oe3omacHocth OC i OOHOBJICHWM, BIHMSAIOIMIMX Ha
0€30MacHOCTh, JIOJDKHBI  UACHTUGUIUPOBATh (GYHKIUU
6e3onacHocTH, KommoHeHThI OC, Ha KOTOpBIE BIIUSIET
TAaHHOE OOHOBJIEHHE.

DneMEeHTHI IeUCTBUIM UCTIBITATEILHOM TabopaTopun

AMA_SIA_EXT.3.1E

AMA SIA_EXT.3.2E

AMA _SIA_EXT.6

HcnpiTatenbHast 1adopatopust JOJKHA MOATBEPAUTH, YTO
MpEACTABICHHAs HH(OpMaLUs  yJIOBIETBOPSET BCEM
TpeOOBAHMSIM K  COJIEPKAHUID W MPEICTaBICHUIO
JOKYMEHTUPOBAHHBIX ~ MAaTEpPHAJIOB, HW3JI0)KEHHBIM B
AMA_SIA_EXT.3.1C, AMA_SIA_EXT.3.2C.
WcnbiTaTtenbHas  y1abopatopusi JAODKHA — MOATBEPAMTD
BIUSIHUE  (OTCYTCTBME  BIIMAHMS) OOHOBJIEHUM  Ha
6e3onacnocts OC.

AHaJIU3 BJIMSIHUSI BHEIITHUX MOJAYJieidl YPOBHS siipa HA
0€301aCHOCTD ONEPAIHOHHON CHCTEMBbI

DOneMeHThI IeUCTBUM 3asBUTENA (pa3paboTynKa, TPOU3BOAUTES)
AMA_SIA _EXT.6.1D Pazpabotuuk (3asBUTEIb, MPOU3BOJIUTENH)  JIOJDKEH

NPENOCTaBIsATh B HCIBITATENbHYI0  J1ab0OpaTopuio
MaTepualbl, aHaJIu3a BIUSHUS MOAYJEH YPOBHA spa Ha
6e3zonacHocth OC W KOMIUIEKT HISHTU(DUIIMPOBAHHBIX
(MpOMapKUPOBAHHBIX ) BHEITHUX MOIYJIEH YPOBHS sIpa.

OneMeHThI COACPIKAHUA N ITPCACTABIICHUA JOKYMCHTUPOBAHHBIX MAaTCPHUAJIOB

AMA SIA_EXT.6.1C

AMA _SIA_EXT.6.2C

Marepuanbl aHann3a BIUSHUAS BHEITHUX MOJYJEH ypOBHS
saapa Ha Oe3onmacHOoCcTh OC JTOJDKHBI COJIEPKATh KPaTKOE
OTNMCAHUE BJIUSHUS MOAYJEH YPOBHS siipa Ha 3aJlaHHe 10
Oe3omacHoct, GyHkiuu  Oe3omacHocth  OC  wim
coJiepKaTh JIOTHYECKOe OOOCHOBAHHE OTCYTCTBHUSI TaKOIO
BITUSIHHUSL.

Marepuansl aHanuza Mopxynenn ypoBHs saapa OC Ha
6e3onacHocTh OC, MOJKHBI UAESHTU(OUIMPOBATH GYHKIUN
0€30I1acCHOCTH, KOMIIOHEHThI ONEPallMOHHON CUCTEMBI, Ha
KOTOPBIE BIMSIOT BHEIIHUE MOAYJIN YPOBHS sIpa.
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DJIeMEHTHI ICUCTBUN UCTIBITATENILHON JTA00paToOpuu

AMA _SIA EXT.6.1E HWcneitaTensHas jabopaTopus N0KHA MOATBEPAUTH, YTO
IpeJaCTaBlIicHHAas HWHQOpPMAIUs  YIOBJICTBOPSET  BCEM
TpeOOBaHMSIM K  COJCPKAHWIO W TNPEJCTaBICHUIO
JOKYMCHTHUPOBAHHBIX MaTepHaJIoB, U310KEHHBIM

8 AMA_SIA_EXT.6.1C, AMA_SIA_EXT.6.2C.

AMA_SIA EXT.6.2E WcneiTatenbHass JabopaTopusi OJDKHA  TOATBEPIUTH
BIUSHUC (OTCYTCTBUE BIUSHHUS) MOAYJICH YPOBHS sapa Ha

oeszomacuocts OC.

AVA CCA EXT.1 AHaau3 CKpPbITBIX KAHAJIOB

DneMeHTHI AIeUCTBUM 3asaBUTENS (pa3paboTunka, MPOU3BOIUTEINS)

AVA _CCA_EXT.1.1D 3asButens (pa3pad OTYHK, MPOU3BOAMTENH) IOJIKEH
MIPOBECTH TOWUCK CKPBITHIX KAHAJIOB IS PEATH3yeMBbIX
OC mnoaumux _ynpasnenus 00Cmynom, NOJIUMUKY
durempayuu cemesuix HONLOKO08, [BBIOOD:
ocpaHudeHuss No  HaAOMOOeHUuro  3a  OelcmeUsIMU
nonvzoeameneti OC,; [nHaznHauerue. uHvle NOAUMUKU UTU
oepanuyenusi], Hemy).

AVA CCA EXT.1.2D 3asButens (pa3pabOT4MK, IPOM3BOJUTENb) JOJDKEH

IPEICTaBUTh TOKYMEHTAIIUIO 10 aHAJIU3Y CKPBITHIX KaHAJIOB.

DNEeMEHTHI COJIEP>KaHUsI U MIPEACTABICHUS TOKYMEHTUPOBAHHBIX MAaTEPHAIIOB

AVA CCA EXT.1.1C B joxkymMeHTalluu 1O aHalu3y CKPBITHIX KaHAaJOB
JOJKHBI OBITh UICHTU(DHUIIMPOBAHBI CKPHIThIE KaHABI U
COJIepKaThCs OIIEHKA X MPOIMYCKHOM CIIOCOOHOCTH.

AVA _CCA_EXT.1.2C JlokyMeHTanus MO aHaJu3y CKPBITHIX KaHAJIOB JOJHKHA
coJiepKaTh OMHCAHUE MPOIETYP, UCTIOIH30BAHHBIX JIJIS
BBIHECEHUSI 3aKJIIOUEHUSI O CYIIECTBOBAHUHM CKPBITHIX
KaHaJIOB, U MH(POPMAIINI0, HEOOXOIUMYIO I aHAJIU3a
CKPBITBIX KaHAJIOB.

AVA_CCA_EXT.1.3C JlokyMeHTanus 1Mo aHaju3y CKPBITHIX KaHAJIOB JOJHKHA
coJiepKaTh OTMHCaHue BCEX MIPEATIOI0KCHUN
(ObICcTpOACIICTBHE npoiieccopa, CHUCTEeMHast
KoHurypauus, o00beM mnamMaATH U (WIH) UHBIX),
CICITAHHBIX MPU aHAJIM3€ CKPBITHIX KaHAJIOB.

AVA CCA _EXT.1.4C JlokymeHTaIMs MO aHAJIM3Y CKPBITHIX KaHAJIOB JOJDKHA
COJIep’KaTh OMHCAHWE METOJa, HMCIOIh30BAaHHOTO ISt
OLICHKH TIPONMYCKHOW CIIOCOOHOCTHM  KaHama  JijIs
HanboJiee OMacHOTO CIICHAPHSI.

AVA _CCA_EXT.1.5C JlokymeHTaIMs MO aHAJIM3y CKPBITHIX KaHAJIOB JIOJKHA
COJiepKaTh OMHCAaHWE HamOoJee OMacHOrO CICHAPHS
UCIIOJIB30BAHUS  KaXJOT0  HWIASCHTU(UIIMPOBAHHOTO
CKPBITOTO KaHaa.
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DNeMEeHTHI IeUCTBUM HCTIBITATEILHOM TabopaTopun

AVA CCA _EXT.1.1E UcneiTaTenpHas pabopaTopusi JOKHA TOJITBEPIUTD,
yT0 HWH(OpMaIMs, TMpEJICTaBICHHAs 3asBUTEIIEM B
JTOKYMEHTHPOBAHHBIX  Marepualax, YIOBJICTBOPSET
BCEM TPEOOBAHUSAM K COJEPKAHUIO M TPEACTABICHUIO
JOKYMEHTHUPOBAHHBIX MaTE€pUAJIOB, U3JIOKEHHBIM B
AVA CCA EXT.1.1C- AVA CCA EXT.1.5C.

AVA CCA_EXT.1.2E VUcneiTaTensHas aabopaTopusi JOMKHA TOATBEPAUTH,
YTO  pe3yjbTaThl  aHaliW3a  CKPBITBIX  KaHAJIOB,

BBITIOJIHEHHOTO 3asiBUTEIIEM (pa3paboTUuKOM,
MIPOU3BOJIUTEIIEM ), CBUJETEIBCTBYIOT 00
YAOBJIETBOPEHUH oC COOTBETCTBYIOLIUX

(yHKUMOHANBHBIX ~ TpeOOBaHMN (IO  YNPABICHUIO
ceTeBbIMM  TIOTOKaMH,  YMOPABICHUIO  JOCTYIIOM,
MPEAOTBPALICHUIO HAOMIOJEHUSI OJTHUM I0JIb30BaTEIEM
3a NEHCTBUEM JIPYroro M0JIb30BATES,
MPEIOTBPALICHUIO HCIIOJIB30BAHUS HH(POPMAITMOHHBIX
MOTOKOB  JJII  PaclupoCTPaHEHUsI  Hepa3pelIeHHBIX
HH()OPMAITMOHHBIX CUTHAJIOB, KOHTPOJTIO u
OTPAaHUYCHUIO CKPBITHIX KaHAJIOB U (MJIM) UHBIX).
AVA_CCA_EXT.1.3E HWcnbiTaTenbHas JabopaTopusi JOJKHA TOATBEPAUTH
PaBIJILHOCTH PE3YJIbTATOB aHAJIN3a CKPBITHIX KAaHAJIOB,
BBINIOJIHEHHOTO 3asiBUTEIIEM (pa3paboTUMKOB,
POU3BOIUTEIIEM).
3ameuyaHus M0 NPUMEHEHHIO:
1. TTouck CKpBITBIX KaHAIOB (HEpa3pelieHHbIX HWH(GOPMAIIMOHHBIX TMOTOKOB)
MIPOBOJUTCSL JIJISi TUIIOB CKPBITBIX KaHAJIOB, OINPEICICHHBIX B HAIIMOHAIHLHOM
crauaapre 'OCT P 53113.1 —2008 «HudopmarmonHasi T€XHOJIOTHUS. 3aIiuTa
UH(OPMAITMOHHBIX TEXHOJIOTMM M aBTOMATU3MPOBAHHBIX CHUCTEM OT YIpo3
MHPOPMAITMOHHON 0€30MacHOCTH, PEATU3yeMbIX C HCIIOJIb30BAHUEM CKPBITBHIX
kaHanoB. Yacte 1. O0mIMe NoJ0KEHUs» ¢ y4eTOM PEKOMEHAALNN, U3JI0)KEHHBIX B
HanmoHaibHOM ~ ctanaapre ['OCT P 53113.2 —-2009 «MuadpopmanronHas
TEXHOJIOTHA. 3amuTa WHOOPMAIMOHHBIX TEXHOJOTUA W aBTOMATH3UPOBAHHBIX
CUCTEM OT yrpo3 HHPOPMAIMOHHOW  OE30MACHOCTH, pPEATH3yeMBIX C
WCIIOJIb30BAaHUEM CKPBITHIX KaHaioB. YacTh 2. PexomeHpanum mo opraHu3aiuu
3amuThl “HGOpMauu, WHHOPMAITMOHHBIX TEXHOJIOTHMH W aBTOMATH3UPOBAHHBIX
CUCTEM OT aTaKk C UCIOJIb30BAHUEM CKPBITBIX KaHAJIOB», M TIOTEHIIMAaja
HapYIIUTES.
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2. Jlnst mpeoTBpallleHrs BOSHUKHOBEHUSI CKPBITBIX KaHAJIOB B MH(GOPMAIIMOHHBIX
cucteMax (aBTOMaTU3UPOBAaHHBIX CHCTEMAaX YIpPAaBIEHUS), CBA3AHHBIX C
npumeHeHueM OO, 1S BCeX BBISIBIEHHBIX CKPBITHIX KaHanoB B OO (mpearnochuiok
BO3HUKHOBEHUSI CKPBITBIX KaHAJIOB) C YYETOM pPEKOMEHIAINil, W3JI0KEHHBIX B
HauumoHanbHOM crangapre ['OCT P 53113.2 -2009 «Uupopmanronnas
TEXHOJOTHs. 3ammra HHOOPMAIMOHHBIX TEXHOJOTMA MW aBTOMATH3MPOBAHHBIX
CUCTEM OT yrpo3 HHPOPMALMOHHOW  OE30MaCHOCTH, pEATU3YyEeMbIX C
HCIIOJIBb30BAaHUEM CKPBITBIX KaHajnoB. Yacte 2. PexoMeHmanmu 1o opraHuszanuu
3aIuUThl MHPOpMAIK, WHHOPMAIIMOHHBIX TEXHOJIOTMHA M aBTOMATH3WPOBAHHBIX
CUCTEM OT aTak C MCIOJb30BAHUEM CKpPBITBIX KAaHAJIOB», W MOTEHIMAaja
HapYUIUTENsl JODKHBI OBITh TPEIyCMOTPEHBl W BKJIIOYEHBI B 3aJaHUE I10
0€30MacHOCTH:

COOTBETCTBYIOLIUE 1IeNn AJis1 cpelbl pyHkunoHupoBanus OO u (win);

(GyHKIMOHaJIbHBIE TpeOoBaHMUs O€30MaCHOCTH, BBIPAKEHHBIE HA OCHOBE
KOMITOHEHTOB TpeOOBaHMI U3 HallMOHAIBHOTO cTanaapra Poccuiickoin deneparumn
I'OCT P UCO/MDK 15408-2-2013 «udbopmarmonnas TexHoiorus. Meroasl u
cpeactBa oOecreyeHust Oes3omacHocTd. Kputepunm oneHku 0€30MacHOCTH
nHPOpMAITMOHHBIX TexHoJorui. Yacte 2. DOYHKIUOHAILHBIE KOMIIOHEHTBI
o6ezonacHoctn»  (FDP IFF.3-6  u (unu) wHBIX) u (WIM)  CHEHUATIbHBIX
(pacuIMpeHHBIX) KOMIIOHEHTOB, M OIHMCAaHUE COOTBETCTBYIOIMX MEXaHU3MOB,
ucnonp3dyeMblx OO ¢ [enbl0 OrpaHUYEeHUs, MOHMTOPUHIA, IIOJHOTO WU
YaCTUYHOIO YCTPAHEHHUS CKPBITHIX KaHAJIOB (HEpa3peleHHbIX WH(POPMalUOHHBIX
MTOTOKOB).

7.3. O6ocHOBaHMe TPeOOBaHUIT 6€30MACHOCTH
7.3.1. O6ocHOBaHMe TPeOOBAHUIT 0€30MACHOCTH /1JIs1 00bEKTA OIleHKH

7.3.1.1. O6ocHoBaHue PYHKUMOHAJBHBIX TPeOOBaHUI 0€30MACHOCTH
00beKTa OLIeHKH

B tabnuie 7.8 mpencraBieno orobpaxkenne GyHKIIMOHAIBHBIX TPeOOBaHUN
Oe3omnacHocTH Ha 1enu 0ezonacHocty 11t OO.

Tabmuna 7.8 — Orobpaxkenre (GyHKIIMOHAIBHBIX TPEOOBaHMI OE30MaCHOCTH Ha
e 0e30MacHOCTH
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FAU_GEN.1 X

FAU_ARP.1 X

FAU SEL.1 X

FAU SAR.1 X

FAU_SAR.2 X




Oxkonyanue Tadauner 7.8

Ilean 6e3omacHocTH-1
ean 6e3omacHocTH-2
ean 6e3omacHocTH-3
ean 6e3omacHocTH-4
ean 0e3o0macHOCTH-5
Iean 0e3omacHocTH-7
Iean 6e3omacHocTH-8

FAU_SAR.3

FAU_STG.1

FAU STG.3

||| %] [lean GezonacHocTH-6

FAU_STG.4

FDP_ACC.1(1)

FDP_ACC.1(2)

FDP_ACF.1(1)

ellaliadls

FDP_ACF.1(2)

FDP CRC EXT.1

| A

FDP ETC.2

FDP _IFC.2

| A

FDP_IFF.1 X

FDP_DDM EXT.1

FDP_RIP.1

FDP RSI EXT.1

FDP RSP EXT.1

slEdisitdlls

FDP RSP EXT.2

FIA_AFL.1

FIA_ATD.1

FIA OID EXT.1

FIA SOS.1

FIA UAU.2

FIA_UAU.7

FIA_UID.1

FIA UID.2

sltlisitaliaitalisitalls

FIA USB.1

FMT_MOF.1

FMT_MSA.1(1)

ltlls

FMT_MSA.1(2)

M| A A

FMT_MSA.1(3)

FMT_MSA.1(4)

FMT_MTD.1

FMT _MTD.2

| A | A
s

FMT SAE.1

FMT SMF.1

FMT SMR.1

oA A

FMT UST EXT.1

FPT_ACF EXT.1 X

FPT APW EXT.1| X

FPT BOP_EXT.1 X

FPT MTR EXT.1 X

FPT TST.1

ol

FPT RCV.1

FPT_STM.1 X

FPT FLS.1

FTA MCS.1

FTA SSL.1

FTA SSL.2

FTA TSE.L

FPO_DFS_EXT.1

Sltsitdiaitdlalls

FPO_OBF EXT.1
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Bxitouenue ykazaHHbIX B Tabnuie 7.8 (QyHKIMOHAIBHBIX TpeOOBaHUI
o6ezonacHoctu OO B II3 omnpenenserca TpebGoBaHusiMu  0€30MaCHOCTH
uH(pOpPMAIIUU K OMEpPallMOHHBIM CHCTeMaM, YTBEpKIECHHBIMHU npukazom OCTIK
Poccuu ot 19 aBrycra 2016 r. Ne 119.

FAU_ARP.1 Curnanbsl HapymieHusi 0€301acHOCTH

Boinonnenne  TpeOoBaHMM ~ J1aHHOTO ~ KOMIIOHEHTa  00OecredyuBaeT
BO3MO>KHOCTb PEArupoOBaHUsl INpU OOHAPYKEHUM COOBITHH, YKa3bIBaIOIIMX Ha
BO3MO)KHOE  HapylleHue Oe3zonmacHocTd. PaccmaTpuBaeMblii  KOMIIOHEHT
comnocTasiieH ¢ 1enbto Heab 6e3omacHocTH-6 1 cIOCOOCTBYET €€ JOCTUKEHHUIO.

FAU_GEN.1 I'enepanus 1aHHBIX ayIuTa

Beinonnenne  TpeOoBaHMM ~ JAHHOTO  KOMIIOHEHTa  OOECIEeYHBaEeT
BO3MOKHOCTh PErHCTpallid BO3HUKHOBEHHMS BCEX COOBITUH, CBSI3aHHBIX C
BBINIOJIHEHHEM  (QyHKUMM  OezomacHoct OC, a Takke BO3MOXKHOCTH
MOJIHOTEKCTOBOM 3aliCU MPUBUIETMPOBAHHBIX KOMaHJ (KOMaHJ, YNpaBIISIOMIMX
CUCTEMHBIMU (YHKIMSIMH). PaccmMaTprBaeMblil KOMIIOHEHT COMOCTAaBJIEH C LENbIO
Heapb 0e30macHOCTH-6 1 CIIOCOOCTBYET €€ TOCTHKEHUIO.

FAU_SAR.1 IIpocmoTp ayaurta

BeinonHnenre  TpeOOBaHMM  JAHHOTO  KOMIIOHEHTa  00€CIeYMBaET
BO3MOKHOCTh MPEJOCTABJICHUS aIMUHHUCTPATOPy BCEel HMHOpManuu ayaura B
IIOHATHOM JUIsl HETO BUAE. PaccmaTpuBaeMblii KOMIIOHEHT COITOCTABIIEH C LIEJIBEO
Leab 0e30macHOCTH-6 1 CTIOCOOCTBYET €€ TOCTHKEHHUIO.

FAU_SAR.2 OrpannyeHHbIil MPOCMOTP ayJquTA

Boeimonnenne  TpeOoBaHWUW ~ JAHHOTO ~ KOMIIOHEHTa  00ecredurBaeT
BO3MOXXHOCTH ITPOCMOTpA 3alUCEH ayJuTa TOJIBKO CyObEKTaMu JOCTYIa, KOTOPhIM
SBHO TPEIOCTAaBJICH JOCTYyN s uTeHus. PaccmaTpuBaemblii KOMIIOHEHT
comnocTasiieH ¢ 1enbto Leab 6e3onacHocTH-6 1 ciocoOCTBYET €€ JOCTHKECHHIO.

FAU_SAR.3 BbioopouHblii IpOCMOTpP ayauTa

Beimonnenne  TpeOoBaHWMW ~ JAHHOTO  KOMIIOHEHTa  00ecreurBaeT
BO3MOKHOCTh BBIOOPOYHOTO MPOCMOTpa JAHHBIX ayAuTa (TMOMCK, COPTHPOBKA,
yHOpsAOYEHHE JAaHHBIX ayauTa). PaccMarpuBaemblii KOMIIOHEHT COIOCTABIJIEH C
nenbto Llesab 6e3o0macHoCTH-6 U CIOCOOCTBYET €€ JOCTUKEHUIO.

FAU_SEL.1 U30uparteibHblii ayquT

Boimonnenre  TpeOOBaHWUM ~ JAHHOTO  KOMIIOHEHTa  00OecleyYrBaeT
BO3MOKHOCTh BBIOOpa COBOKYIHOCTH COOBITHI, IMOJBEprarouxcs ayauTy, H3
COBOKYITHOCTH COOBITHUH, MOTEHLMAIBHO IO BEPTAEMBIX ayJnTy.
PaccmarpuBaemblii KOMIOHEHT comnocTaBieH ¢ 1enbio ILleanb 0e3omacHocTH-6 U
CIIOCOOCTBYET €€ JIOCTHKEHHUIO.
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FAU_STG.1 3amumeHHoe XpaHeHue )KypHaJia ayauTa

Beimonnenne  TpeOOBaHMM ~— JAHHOTO  KOMIIOHEHTa  00ecreunBaeT
BO3MOXXHOCThH 3alUThl XPAaHUMBIX 3alluced ayauTa OT HECAHKIMOHUPOBAHHOTO
yIaJleHusl U IpeAoTBpalienne Moaudukanuu 3anuceit aynura. PaccmarpuBaeMslii
KOMIIOHEHT corocTaBieH ¢ 1enpio Lleab 0e3omacHOCTH-6 U crOCOOCTBYeT ee
JOCTUKECHHUIO.

FAU_STG.3 [eiicTBus B ciiyuae BO3MOKHOM NMOTEPH JAHHBIX ayAUTA

Beimonnenne  TpeOOBaHWMM ~ JAHHOTO ~ KOMIIOHEHTa  OOeCreyuBacT
BO3MOKHOCTb 3alllUTBl JKypHaja peructpauuu coobituii 6e3omacHoctu OC ot
nepenonHenus. PaccmaTpuBaeMblii KOMIIOHEHT comoctaBiieH ¢ 1enbio Leas
0e30macHOCTH-6 U CrIOCOOCTBYET €€ JOCTUKEHUIO.

FAU_STG.4 lIpexoTrBpaiieHue noTepu JaHHBIX ayuTa

Bemmonnenne ~ TpeOoBaHUM ~ JaHHOTO  KOMIIOHEHTa  0OeCleuyuBaeT
BO3MOXXHOCTh BBITIOJIHEHUSI JICWCTBUM, HANpaBICHHBIX Ha MpEAOTBpalleHNE
NOTepy JaHHBIX ayJUTa TPHU TEPENOJHEHUH >KypHalla PErucTpanuu COOBITHI
oe3onacHoct OC. PaccmaTtpuBaeMblii KOMIIOHEHT COIOCTaBiieH ¢ 1enbio Llean
0€30MacHOCTH-6 ¥ CIIOCOOCTBYET €€ JIOCTHIKCHHIO.

FDP_ACC.1(1) OrpannyeHHoe ynpaBjeHHe JOCTYIIOM

Beimonnenue  TpeOOBaHWUM ~ JAHHOTO ~ KOMIIOHEHTa  OOECTeYuBaeT
BO3MOXHOCTb 3aJIaHUS TIOJIUTUKU JUCKPEIIMOHHOTO METO/1a YIIPABJICHUS JOCTYIIOM
IJISL ONPEENIEHHOTO IOJMHOKECTBA (CIHMCKA, YMCIIa) OTepamuid, BBIOIHIEMbIX
CyObEeKTaMHu JOCTyIa MO OTHOLICHHIO K 00OBEKTaM Joctyna. PaccMaTtpuBaembiii
KOMITOHEHT comocTaBieH ¢ nensio Lleap 0e3omacHocTH-2 U CIIOCOOCTBYET ee
IOCTIKEHUIO.

FDP_ACC.1(2) OrpanndyenHoe ynpapJjieHHe J0CTYIIOM

Boinonnenre  TpeOOBaHMM ~ JAHHOTO ~ KOMIIOHEHTa  00€cleyYMBaeT
BO3MOXKHOCTh 3aJ[aHHsI TIOJUTHKU POJEBOTO METOAa YIPaBICHUS IOCTYIIOM JJist
OTIpPEENIEHHOTO TMOAMHOXeCTBa (CIMCKA, 4YKCIa) OIepalui, BBIIOJHAEMBIX
CyOBeKTaMHU JIO0CTyMa TO OTHOIIEHUIO K oOBeKkTaM nocTyma. PaccMarpuBaemblii
KOMITOHEHT comocTaBiieH ¢ nenbio Lleab Ge3omacHocTH-2 U COCOOCTBYET €€
JTOCTUKCHHIO.

FDP_ACF.1(1) YnpaBieHue I0CTYNIOM, OCHOBAHHO€ Ha aTpPUOyTax
0e30macHOCTH (IMCKPEMOHHOE YIIpaBJieHue A0cTynoM K oobekTam OC)

Breimonnenne  TpeboBaHUN  JAaHHOTO ~ KOMIIOHEHTa  0OecreurBaeT
BO3MOKHOCTH OCYILIECTBIICHHSI YIIpaBiICHUs TOCTyNoM K oObekTam goctyna OC Ha
OCHOBE CITMCKOB YIPABJIEHUS JOCTYNIOM HWJIM MaTpPHIbl YNPABIECHUS JOCTYIIOM.
PaccmarpuBaemblii KOMIIOHEHT comocTaBieH ¢ Ieibio Lleanb 0e3omacHoCTH-2 U
CIIOCOOCTBYET €€ JOCTHXKEHUIO.
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FDP_ACF.1(2) ¥YmnpasiieHHe I0CTYIIOM, OCHOBAaHHO€ HA aTpHOyTax
0e3onmacHocTH (posieBoe ynpaBJieHHe 0cTYnoM K oobekTam OC)

Boimonnenre  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  00ecleyrBaeT
BO3MOXHOCTh ocyliecTBiIeHUs B OC MOJUTUKH POJEBOTO YIPABJICHUS JOCTYIIOM
JUISl OTPENIENICHHOT0 TMOJMHOXECTBa (CIHUCKA, YUCJIA) OINEpaluii, BBIMOIHIEMBIX
cyObEeKTaMM JOCTyNa MO OTHOILICHHWIO K OOBeKTaM jaoctyna. PaccMmaTpuBaeMblit
KOMIIOHEHT comocTaBieH ¢ ueibio Lleab 0e3omacHocTH-2 U CcrocoOCTBYET ee
JTOCTUKEHUIO.

FDP_CRC_EXT.1 BoccranoBiienue uHpoOpManun, coaep:Kkamieics
B OC

Boimonnenre  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  00ecleurBaeT
BO3MOXXHOCTh BOCCTAHOBJICHUS JIaHHBIX W3 pPaHee CO3JIaHHBIX PE3EPBHBIX KOMUH.
PaccmarpuBaemblii KOMIIOHEHT comocTaBieH ¢ 1enbio Lleanb 0e3omacHocTH-4 U
CIIOCOOCTBYET €€ JOCTHXKECHHUIO.

FDP_ETC.2 DkcmopTt JaHHBIX MOJIb30BaTejsi ¢ aTpudyTamu
0e3omacHOCTH

BoimonHenne  TpeOOBaHUM ~ JAHHOTO  KOMIIOHEHTa  00ecleurBaeT
BO3MOXHOCTh  OCYIIECTBIIATH ~ PE3€PBHOE  KOMUPOBaHHME  HH(OpMaIuy,
coaepxkameiics B OC. PaccMarpuBaeMblii KOMIOHEHT CONOCTABIIEH ¢ 1enbio Lean
0e30macHOCTH-4 ¥ CIIOCOOCTBYET €€ JIOCTHXKECHHUIO.

FDP_IFC.2 ITosinoe ynpaBjieHHe HH(POPMAIHOHHBIMU MOTOKAMH

Boinonnenne  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  OOECIe4HrBaeT
BO3MOXHOCTh (UIBTpALIMU ceTeBoro Tpaduka. PaccmarpuBaemblii KOMIIOHEHT
conocranJieH ¢ 1enbio Lleab 6e3onacHocTi-5 U crnoco0CTBYET JOCTUKEHUIO.

FDP_IFF.1 ITpocThie aTpudyThHl 6€301aACHOCTH

Boimonnenne  TpeboBaHWMW ~ JAHHOTO ~ KOMIIOHEHTa  OOECIEYMBAET
BO3MOYXHOCTh 3aJaHMs MPaBWI (PUIBTPAIIMN CETEBOTO MOTOKA. PaccMarpruBaemblii
KOMIIOHEHT  comoctaBieH ¢ nensmu  Ilear  0e3omacnHocru-2, Ilean
0€30IaCHOCTH-D U CIIOCOOCTBYET UX JIOCTUKEHUIO.

FDP_DDM_EXT.1 YunuToxeHue (ctTupaHue) mHGpopManum

Breimonaenne  TpeOoBaHWN ~ JAHHOTO ~ KOMIIOHEHTa  OOECIICYMBAECT
BO3MOXHOCTh TI€PE3ANUCH YHUYTOXAEMBIX (CTHpaeMbIX) OOBEKTOB (hailioBoit
CUCTEMBbI CIIy4ailHOW OWTOBOM TOCIIEIOBATEIHHOCThIO. PaccmarpuBaemblii
KOMITOHEHT comocTaBiieH ¢ 1enbio Lleab Ge3omacHocTH-3 U crocoOCTByeT ee
JIOCTUKEHUIO.

FDP_RIP.1 OrpanuyenHas 3a1uuTa 0CTaTOYHOM HHGOPpMALUT

Breimonnenne  TpeboBaHWN <~ JAHHOTO ~ KOMIIOHEHTa  OOECIICYMBAET
o0OecrieueHne HEJOCTYIMHOCTH COJEp)KaHus BCed OCTaTOYHOM uHOpManuu
Ha3HAYEHHBIX pecypcoB, KoHTpoiaupyeMbix OC, mnpu pacrnpenencHUud HIn
ocBOOOXKIEHNH pecypca. PaccmarpuBaemblii KOMIIOHEHT COTIOCTaBIICH C IIEBIO
Hean 6e30macHOCTH-3 U CTIOCOOCTBYET €€ JOCTHKEHUIO.
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FDP_RSI_EXT.1 YnpaBienue YCTAHOBKOH MPOrpaMMHOIO
o0ecnieyeHust

Boimonnenne  TpeOoBaHU  aHHOTO ~ KOMIIOHEHTa  OOecreYrBacT
BO3MOKHOCTh ~ YCTAHOBKH  NPOrpaMMHOIo  oOecredeHus:  (KOMIIOHEHTOB
MIPOrpaMMHOr0 00€CIEeYEHHsI) TOJIBKO YIOJIHOMOYEHHBIMU MPUBUJIETMPOBAHHBIMU
cyOpekTamMu jaoctyna. PaccMaTpuBaeMblii KOMIIOHEHT COIIOCTaBIE€H C UENbIO
Hean 6e30nmacHoCcTH-3 U CIOCOOCTBYET €€ JOCTUKEHUIO.

FDP_RSP_EXT.1 IlpaBuia 3amycka KOMIIOHEHTOB HPOrpaMMHOIO
o0ecnieyeHust

BrinonHenne TpeOOBaHMN JAHHOTO KOMIIOHEHTA OOECIEYMBAET 3aJlaHHE
MpaBWJI 3allyCcka KOMIIOHEHTOB IMPOTPaMMHOTO oOecmedeHus. PaccMmarpuBaembiii
KOMIIOHEHT comocTaBieH ¢ 1enbio Lleab 0e3omacHocTH-3 U COCOOCTBYET €€
JTOCTUKCHHIO.

FDP_RSP_EXT.2 KouTpoJib 3amycka KOMIIOHEHTOB MPOTrPaMMHOIO
o0ecnieyeHust

Boeinonnenue TpeOoBaHMII JaHHOIO KOMIIOHEHTa 00ECIEeYMBAET KOHTPOJb
3aIycKa KOMIIOHEHTOB [IPOTPAMMHOI0 00€CIIEYeHHsI B COOTBETCTBUU C MIPABUIIAMU
3ammycka. PaccmarpuBaembiii KOMITOHEHT COIOCTAaBIIEH C LEBIO
Leab 6e30macHOCTH-3 U CIOCOOCTBYET €€ TOCTHKEHHUIO.

FIA_ATD.1 Onpeaenenue aTpudyToB M0JIb30BaTEJIA

Beimonnenne  TpeOoBaHWUW  JAHHOTO  KOMIIOHEHTa  00ecreyYrBaeT
nojsiepkanue Uil kaxaoro mosb3oBatenst OC psga aTpuOyToB 0€30MaCHOCTH.
PaccmarpuBaemblii KOMIIOHEHT comocTaBieH ¢ 1eibio Llean 0e3omacHocTH-1 M
CITOCOOCTBYET €€ JOCTHKCHHUIO.

FIA_AFL.1 O6padorka 0TKa30B ayTeHTH(UKALUN

BoinonHenne  TpeOOBaHMM ~ JAHHOTO ~ KOMIIOHEHTa  OOECIe4rBaeT
OrpaHUYEHHE TMOMBITOK MNPOUTH NPOUEAYpPY ayTeHTU(UKAUUW i1 JUL, He
apisromuxcss  nosb3oBarensimu - OC.  Ilpm  goCTMXKEHMM — ONpPEAEIEHHOIO
aJIMMHHUCTPATOPOM YHKCJIa HEYCIEIIHBIX MONBITOK ayTEHTHU(PUKALUU HEKOTOPOTO
mina, OO npeanpuHUMArOTCs JEHCTBHS, HAIPaBICHHbIE Ha JaJbHEiIee
MIPEAOTBPALIEHUE MOMBITOK JTOCTYNA CO CTOPOHBI JAHHOTO JIMLA, OFPaHUYEHHOE
BPEMEHHBIM MHTEpBAIOM. PaccmaTpuBaeMblii KOMIOHEHT COIIOCTAaBJIEH C LENBIO
Hean 6e30nmacHocTH-1 1 cIOCOOCTBYET €€ JOCTUKEHUIO.

FIA_SOS.1 Bepudukauusi cekpeTroB

Boimonnenre  TpeOOBaHWUM ~ JAHHOTO  KOMIIOHEHTa  00OecleuMBaeT
OpeloCTaBJI€HUE MeXaHu3Ma Uil Bepu(UKalMu COOTBETCTBUS — Mapoliel
onpeneneHHbIM TpeboBaHUsIM. PaccMaTpuBaeMblii KOMIIOHEHT COIOCTABIEH C
nensto Heab 6e3onacHocTi-1 1 crnocoOCTBYET €€ TOCTUKEHUIO.
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FIA_UAU.2 AyrenTtudukanus 10 JOObIX 1eliCTBUI M0J1b30BaTe I

Boimonnenre  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  00ecreyrBaeT
ayTeHTU(PUKALIUIO TOJIH30BATENS 10 BBIMOJHEHUS JIOOBIX IEUCTBUM MO TOCTYIY B
UH(OPMAITMOHHYIO CUCTEMY WM aJMUHUCTpaATOpa 0 BHIIOJHEHUS JCUCTBUH IO
VIIPABJICHUIO  ONEPAIlMOHHOM  cucTteMou. PaccmarpuBaemMbli  KOMIIOHEHT
conoctanJiieH ¢ 1enbio Heab 6e3onacnocTu-1 u cnocobcTByeET €€ JOCTUKEHUIO.

FIA_UAU.7 AyrenTudukanus ¢ 3aliuiieHHO 00paTHOM CBA3bIO

BelmonHenne  TpeOOBaHMM ~ JAHHOTO ~ KOMIIOHEHTa  00€CIeYMBAET
UCKITIOYCHHE OTOOpaKeHUs [EHCTBUTEILHOTO 3HAYCHHS ayTEHTHU(PUKAIMOHHON
uHbopMalu Tpu ee BBojJe mojib3oBaTereM OC B auamoroBoMm uHTEpdeiice.
PaccmaTpuBaeMblii KOMIOHEHT comocTaBieH ¢ uenbio Lleab Ge3omacHocTH-1 u
CIIOCOOCTBYET €€ JOCTHKEHHUIO.

FIA_UID.1 Boi6op MmoMenTa uaeHTUGUKAITUN

Belnonnenre  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  00O€CIeYMBaET
BBITIOJTHEHUE OMNPEIEICHHBIX ACHUCTBUM 10 uaeHTHu(ukanuu mnonb3zoBarens OC.
PaccmarpuBaemblii KOMIOHEHT comocTaBieH ¢ 1enbio Llean 0e3omacHocTH-1 1
CITIOCOOCTBYET €€ JOCTHXKECHHUIO.

FIA _UID.2 UnenTudukanus a0 JH0OObIX JedCTBHH M0JIb30BaTEs

Breimonnenne — TpeOGoBaHWUM — JTaHHOTO  KOMIIOHEHTa  oOecleuuBaeT
UICHTH(PUKAIINIO MOJIb30BATENS 10 BBIMOJIHEHUS JTIOOBIX JEHCTBUM MO JIOCTYIYy B
HH()OPMAIIMOHHYIO CHCTEMY WJIM aAMUHUCTPATOPa JI0 BBIMOJHEHUS JEHCTBUH I10
YOPABICHUIO  OINEPALMOHHOW  cuUCTEeMOM. PaccmarpuBaeMblii  KOMIIOHEHT
conocTanJjieH ¢ 1enpto Llean 6e3omacHocTH-1 1 CITOCOOCTBYET €€ JOCTHKCHUIO.

FIA_USB.1 Cs3biBaHue M0JIb30BaTEb-Cy0ObEKT

Boimonnenne  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  0O€ecleyuBaeT
BO3MOKHOCTb aCCOLMUPOBATh aTpuOyThl Oe3omacHOCTH mnoib3oBaTtenss OC ¢
3almycKaeMbIMM OT €ro HMMEHHM mpoueccamu. PaccmarpuBaemblii KOMIIOHEHT
comnocTasiieH ¢ 1enbto eab 6e3onacHocTH-1 1 cocoOCTBYET €€ JOCTUKEHHUIO.

FIA_OID_EXT.1 UnenTuduxamnus 00eKTOB A0CTYyNA

Breimonnaenne  TpeOoBaHWMM ~ JAHHOTO  KOMIIOHEHTa  00OecrednBaeT
uaeHTU(UKAINIO0 00BEKTa TOCTYIA IO 3aMpocy IO 3aMpoCcy MEXaHU3MOB 3allUThHI
uHpopmaruu OC, oCyIeCTBIISIONIX KOHTPOJIb IEHCTBHIA Hal 00BEKTOM JOCTYyIIA.
PaccmarprBaemblli KOMIIOHEHT comocTaBiieH ¢ Ieibio Ilean 0e3omacHocTH-1 1
CITIOCOOCTBYET €€ JOCTHXCHHUIO.

FMT_SMF.1 Cneundukanust pyHKuuii ynpasJjieHus

Brinonaenue TpeboBaHMI JaHHOTO KOMIIOHEHTa OOECIeYMBACT HAIMYUEC Y
OC, xak MUHUMYM, (YHKIUH yOpaBlICHUS PEKUMOM BBITIOTHEHUS (PYHKITUN
Oe3zomacHocT W (QyHKUMM ynpasieHus gaHHbiMd DBO. PaccmartpuBaemsblii
KOMITOHEHT comoctaBiieH ¢ nenbio Ileab Ge3omacHocTH-8 u cmocobcTByeT ee
JOCTUKEHUIO.
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FMT_MOF.1 YnpaBiaenue PeKUMOM BbIIOJIHCHUA pyHxumi
0e30macHOCTH

Brinonnenue tpeOboBaHUM JaHHOTO KOMIIOHEHTAa 00€CTIEUNBAET pa3pelieHue
®bO na momudukanuio pexuma BbIMOMHEHUS QyHKuH OC agMUHUCTPATOPY.
PaccmarpuBaemblii KOMIIOHEHT comocTaBieH ¢ mensmu Lleab Ge3omacHocTH-2,
Hean 6e30nmacHocTH-8 1 CIOCOOCTBYET UX TIOCTUKEHUIO.

FMT_MSA.1(1) YupaBieHnue aTpudyTamu 6€30MacHOCTH

Boinonnenne  TpeGoBaHUM ~ JAaHHOTO  KOMIIOHEHTa  OOecleyuBaeT
BO3MOXXHOCTh MOAM(PHUIIMPOBATH aTpUOYTHl OE30MAaCHOCTH B MpaBUaX MOJUTHKU
JUCKPELMOHHOTO yIpaBJICHUS JIOCTYTIOM TOJIBKO aIMUHUCTPATODPY.
PaccmarpuBaemblii KOMITIOHEHT comocTaBieH ¢ neismu Lleab 6e3omacHocTH-2,
Hean 6e30nacHOCTH-8 U CITOCOOCTBYET WX TOCTHKEHUIO.

FMT_MSA.1(2) YnpaBieHue aTpudyTaMu 6e30MacHOCTH

Beimonmnenne — TpebGoBaHWN  MaHHOTO ~ KOMITOHEHTa  oOecrieymBacT
BO3MOYKHOCTh MOAH(DHIIMPOBATh aTPHOYTHI OS30MAaCHOCTH B MpPaBHJIAX MOJUTHKU
POJICBOTO YIPABICHUS JTOCTYIIOM TOJBKO aIMUHHUCTpATOpy. PaccmaTpuBaeMblii
KOMIIOHEHT  comoctaBliecH ¢ 1nensmu  Leas  6e3omacnoctu-2, Ileasn
0e3omacHOCTH-8 1 CITOCOOCTBYET UX JOCTHKEHUIO.

FMT_MSA.1(3) YnpaBjeHue aTpudyTaMmu 6€30NMacHOCTH

Boinonnenne  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  OOECIe4HrBaeT
BO3MOXXHOCTh MOAU(PUIIMPOBATH aTpUOYTHI 0€30MaCHOCTH B MpaBUJIaX MOJUTUKU
buapTpanuu cereBoro TpaduKa TOJIBKO aJIMHHHCTpATOpy. PaccMarpuBaeMbrit
KOMITOHEHT comocTaBieH ¢ 1enpio Ileab Oe3omacHOCTH-8 U CIIOCOOCTBYET ee
JTOCTHUKCHHIO.

FMT_MSA.1(4) YupaBjeHue aTpudyTaMmu 6€30NMacHOCTH

Boinonnenne  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  00OecredyuBaeT
BO3MOXXHOCTh BO3MOYKHOCTH yTIpaBJICHUS UACHTH(PHUKaTOpaMu nojb3oBareneid OC.
PaccmaTtpuBaemblii KOMIOHEHT comocTaBieH ¢ neibio Lleab 6e3omacHocTH-1 u
CIIOCOOCTBYET €€ JIOCTHKEHHUIO.

FMT_MTD.1 YnpasJienne 1anabiMi GyHKUIM 0€30MACHOCTH

BreimontHenne  TpeOoBaHWT  JTAHHOTO ~ KOMIIOHEHTAa  MPEJOCTaBIISCT
BO3MOXHOCTh 3ampoca M Jo00aBlieHUs NaHHBIX KoMIoHEHTOB OC W JaHHBIX
aynuTa, 3ampoca U Moaudukanuu BceX mpounx gaHHeIXx OC, a Takke BHECEHUS
HOBBIX TIPaBUJI KOHTPOJISI, TOJIBKO aJIMHHHUCTpaTopy.PaccMarpruBaeMblii KOMITOHEHT
cormoctaBieH ¢ uensmu Ileas Oe3omacHocTu-1, Ilear 0Oe3omacHocTH-8
CIOCOOCTBYET UX JIOCTHXKEHHUIO.
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FMT_MTD.2 YnpaBJienne orpanu4deHusiMu 1anubix ®bO

Breimonnenne  TpeGoBaHWN = NMaHHOTO ~ KOMIIOHEHTa  oOecriedmBacT
BO3MOXKHOCTh 3aJaHHs aJMHHHCTPATOPY IIOPOTOBOTO 3HAUYEHUS KOJHMYECTBA
HEYCIICITHBIX ~ TOMBITOK  ayTeHTu(ukamuu. PaccmaTpuBaeMblii  KOMIIOHEHT
comnocTasiieH ¢ 1enbio Heab 6e3omacHocT-1 1 ciocoOCTBYET €€ JOCTUKEHHIO.

FMT_SMR.1 Pojin 6e3onacHocTH

Breimonnenne — TpeGoBaHWN  TaHHOTO ~ KOMIIOHEHTa  oOecriedmBacT
NoJiJIepKaHUe pPOJiel OE30MacHOCTH W WX accolualu. PaccmaTpuBaeMbIid
KOMIIOHEHT corocTaBieH ¢ 1enbio Llean 0e3omacHocTH-8 W crOCOOCTBYeT ee
JTOCTHKCHHIO.

FMT_SAE.1 OrpanuyeHHasi 10 BpeMeHH aBTOPH3ALMSA

BeinonHnenre  TpeOOBaHMM ~ JAHHOTO ~ KOMIIOHEHTa  00€CIeYMBaEeT
BO3MOKHOCTh aJIMUHHCTPATOpPY YCTaHABIMBATH CPOK JIEUCTBHSI ONpPENEIECHHBIX
atpuOyToB Oe3omacHocTH. PaccMaTpruBaeMblii KOMIIOHEHT COTIOCTABIIEH € LEISAMU
Hean 6e3onacuoctu-1, lesn 6e30macHocTH-8 U CIOCOOCTBYET WX JTOCTHIKEHHUIO.

FMT_UST_EXT.1 ITogxep:xkka Ha00poB 0a30BbIX KOHGUTIYypaUMi

BremmonHenne — TpeOOBaHUM ~ JaHHOTO ~ KOMIIOHEHTa  00eCleuyMBaeT
BO3MOKHOCTh MOJACPKKH 0a30BbIX KOH(pUTypauuid B 3aBUcUMocTd 0T poiu CBT,
Ha koTopoM (pyHkiuonupyetr OC u ycinoBuiM sKcrutyatanuu. PaccmaTpuBaemblii
KOMIIOHEHT comocTaBieH ¢ 1enbio Lleab 0e3omacHocTH-8 U cmocoOCTByeT ee
TOCTHKEHUIO.

FPT_ACF_EXT.1 YupaBienue noctynom k kommnonenram OC

Broimonnenne  TpeboBaHWN ~ JAHHOTO ~ KOMIIOHEHTa  OOECIEYMBAET
BO3MOXXHOCTh 3alpelarh MOoJIb30BaTesiM Moaudukaiuio koMmrnoHeHToB OC u
YTeHUE JaHHBIX ayauTa. PaccMaTpuBaeMblii KOMIIOHEHT COTIOCTABJICH C IIEIBIO
Hean 6e30nacHocTH-4 1 CIOCOOCTBYET €€ JOCTUKEHUIO.

FPT_BOP_EXT.1 3anura ot nepenosiHeHusi 0ygepa

Brimonaenne TpeboBaHM JaHHOTO KOMITOHEHTa OOSCIICYMBAET 3aIUTy OT
BBITIOJIHEHUS TPOU3BOJIBHOTO MAIIMHHOTO Kojaa. PaccmarpuBaemblii KOMITOHEHT
comnocTasiieH ¢ 11enbio Heab 6e3omacHocTH-3 U cIOcOOCTBYET €€ JOCTUKEHHUIO.

FPT_MTR_EXT.1 Mounutop o0pamenuii

Bemonnenne — TpeOoBaHWMK ~ JTaHHOTO  KOMIIOHEHTa  OOECIleurBacT
MOCTOSIHHBIA KOHTPOJb OOpalleHuil CyOBEKTOB JOCTyNa K OOBEKTaM JOCTYIIa,
IIPOBEPKY IMPAaBOMOYHOCTH OOpAIICHUH B COOTBETCTBHU C YCTAHOBJICHHBIMH
MOJINTUKAMHU TIPaBUJIAMH YIIPaBJICHUS TOCTyNoM. PaccMarpuBaeMblii KOMITOHEHT
conocTanJieH ¢ 1enpo Hean 0e30macHocTH-2 U CITIOCOOCTBYET €€ JOCTHKEHUIO.
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FPT_APW_EXT.1 3amura XpaHUMOoii ayTeHTH(PUKAIMOHHOI
uH(popMaU

BoinonHenne  TpeboBaHWUM ~ JAHHOTO  KOMIIOHEHTa  OOECIEYHBAaET
BO3MOXHOCTb peI0TBpaIICHUS XpaHEHUs u YTCHUS XpaHUMOMU
ayTeHTU(UKAIUMOHHOW WH(GOpMalMu B OTKPHITOM Buae. PaccmarpuBaembiii
KOMIIOHEHT comnocTaBiieH ¢ 1enbio Lleab Oe3omacHocTu-1 U crmocoOCTByeT ee
JTOCTUKEHUIO.

FPT_TST.1 TecrupoBanue (GYyHKIMOHAJBHBIX BO3MOKHOCTei
0e30macHOCTH

Boinonnenne  TpeboBaHMM ~ JAHHOTO  KOMIIOHEHTa  OOECIEYHMBAET
BO3MOXHOCTh Te€CTUpOBaHUsl (camorectupoBanus) ¢yHkuuii 6e3onacHoct OC,
IIPOBEPKH LIENOCTHOCTU TIporpammHoro odecnederuss OC U 1eJIOCTHOCTH JaHHBIX
OC. PaccmarpuBaeMblii KOMIIOHEHT coriocTaBieH ¢ 1enbio eas 6e3onacnocTu-4
U CIIOCOOCTBYET €€ JOCTUKEHUIO.

FPT_RCV.1 PyuyHoe BoccTaHOBJIeHHE

Breimmonnenne  TpeOOBaHWME  JAHHOTO  KOMIIOHEHTa  o0ecredynBaeT
BO3MOXHOCThH Bo3Bparta OC k 0e30macHOMY COCTOSIHHIO, B aBTOMAaTU3HPOBAHHOM
pPEXUME. PaccmarpuBaeMblii  KOMIIOHEHT  COIOCTaBJICH C IEeJIBIO
Hean 6e30nacHocTH-4 1 CIOCOOCTBYET €€ JOCTUKEHUIO.

FPT_STM.1 Hapexnble MeTKH BpeMeHH

Boinonnenre  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  OOECIe4rBaeT
BO3MOXHOCTh MPEJOCTABICHHS] HAJEKHBIX METOK BPEMEHU NpPH MPOBEACHUU
ayuTa, a TaKKe JJI1 OrpaHUYEHMs] CpoKa JIEUCTBHM aTpuOyTOB O€30MaCHOCTH.
PaccmarpuBaemblii KOMIIOHEHT comocTaBieH ¢ nenbio Lleanb 0e3omacHoCTH-7 U
CITIOCOOCTBYET €€ JOCTHKCHUIO.

FTA_MCS.1 ba3oBoe orpaHu4eHnne Ha napajJjiejbHble CeaHChI

Boimonnenre  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  00€CleyYMBaeT
OTPaHUYCHHE MAKCHUMAaJIbHOTO YMCIIA MAPAJUIENbHBIX CEaHCOB, MPENOCTABIISIEMBIX
ogHOMY W ToMy ke mnoab3oBarento OC. PaccmarpuBaembiii  KOMIIOHEHT
conocrabiieH ¢ 1enbto Heab 6e3onacHocTi-3 1 crnocoOCTBYET €€ JOCTUKEHUIO.

FTA_SSL.1 bBaokupoBanue ceanca, uHnuuuposanioe @60

Beimonnenne — TpeOoBaHWMK — JTaHHOTO  KOMIIOHEHTa  OOecIeuHrBaeT
BO3MOXHOCTh OCYIIIECTBJISATh OJOKMpOBaHWE ceaHca moas3oBarenss OC 1o
MCTEYCHUW 3aJ]aHHOTO TMepuoAa BpeMeHH. PaccmaTpuBaemblii KOMIIOHEHT
comocTaniieH ¢ 1enbio Llean 6e3omacHocTH-3 1 CIIOCOOCTBYET €€ JOCTHKCHHUIO.

FTA_SSL.2 biokupoBanne, THUIIMMPOBAHHOE N0JIb30BaTEIeM

Breimonnnenne  TpeOoBaHWUW  JAHHOTO  KOMIIOHEHTa  00OecrednBaeT
BO3MOXKHOCTh ~ OCYIIECTBJISITh  OJOKHpoBaHHME  (pa30JIOKMpOBaHME)  ceaHca
nonp3oBareneM. PaccMarpuBaemblii  KOMIIOHEHT — COMOCTaBI€H C  LIETIBIO
Leapb 0e30macHOCTH-3 U CIOCOOCTBYET €€ TOCTHKEHUIO.
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FTA _TSE.1 OrkpsbiTHe ceanca ¢c OO

BemonHenne ~— TpeOGoBaHWUN ~ JTaHHOTO  KOMIIOHEHTa  OOecIeurBaeT
BO3MOJKHOCTh OTKa3aTh B OTKPBITHH CE€aHCa, OCHOBBIBASCh HA OMPEICICHHBIX
atpubyrtax. PaccmarpuBaemblii KOMIIOHEHT comocTaBiieH ¢ 1enbto  Ileas
0e30macHOCTH-3 U CIIOCOOCTBYET €€ JJOCTUKEHHUIO.

FPO_DFS_EXT.1 U3oasiiust npoueccon

BreimonHeHne  TpeOoBaHWUM — JAHHOTO  KOMIIOHEHTa  OOEeCIeYrBacT
BO3MOKHOCTh 0O€CIICUEHHUs 3aIUThl OT HECOTJIACOBAHHOCTH BO3HMKAIOIIMX Ha
YpOBHE TIPOIIECCOB TIPH IMapauIebHON pabore ¢ OOBEKTaMH JOCTYIIA.
PaccmarprBaemblli KOMIIOHEHT COIOCTaBiIeH C Iienbio Ilean 0e3omacHocTH-3 U
CIIOCOOCTBYET €€ JIOCTHIKCHHIO.

FPO_OBF_EXT.1 BirokupoBanue (¢aiiioB npoueccamu
Boimonnenne  TpeOoBaHMM ~ JaHHOTO ~ KOMIIOHEHTa  0OecreYrBaeT

BO3MOYKHOCTh OJIOKHUPOBAHHWS IIONMBITOK HECAHKIIMOHUPOBAHHBIX JICHCTBHH HaJ
00BEKTaMHU JIOCTYTA, €CIIM B MOMEHT OOpalieHus] 00BEKT JOCTyIa UCTIOIb3YEeTCsI
JAPYTUM TIporieccoM. PaccmaTprBaeMblii KOMIIOHEHT COTIOCTaBiIeH ¢ menbio Llean
0e30macHOCTH-3 U CITIOCOOCTBYET €€ IOCTUKCHHUIO.

7.3.1.2. O6ocHOBaHUE yI0BJIEeTBOPEHHS 3aBUCUMOCTEeN (PYHKIMOHAIBLHBIX
TpeOOBaHUN 0€30MACHOCTH

B taGmuue 7.9 mpencraBieHsl pe3yabTaThl YAOBICTBOPEHUS 3aBUCUMOCTEH
(yHKUMOHANBHBIX TpeOOBaHUU Oe30macHOCTH. Bce 3aBUCMMOCTH KOMITOHEHTOB
TpeOOBaHU yJIOBJIETBOPEHBI B HACTOAIIEM MPOQuUie 3alUThl JIMOO BKIIOUCHUEM
KOMIIOHEHTOB, OIIPEJCICHHBIX B HAUMOHAIBHOM cTaHjapre Poccuiickon
Oenepanuu 'OCT P UCO/MOK 15408-2-2013 «UudopmarimonHas TEXHOIOTHSI.
Meronsl u cpeactBa obecnedeHus: Oe3omacHocTtd. Kputepunm — OIeHKH
6e3onacHocTH WH(OpMANMOHHBIX TexHosoruil. Yacte 2. DyHKIHOHAIBHBIC
KOMITOHEHTHI 0€30MacHOCTUY MO pyOpUKON «3aBUCUMOCTHY, JIMOO BKIIOYCHUEM
KOMIIOHEHTOB, ME€PAPXUYHBIX MO OTHOIICHHIO K KOMIIOHEHTAaM, OMpPEAECICHHBIM B
HalMOHAJIbHOM  ctaHmapte Poccmiickoit  Depeparuun 'OCT P MCO/MODK
15408-2-2013 «MuadopmaiiioHHast TEXHOJOTHS. MeTObI U CPeICTBA 0OECIICUSHUS
6e3onacHocT. Kputepun oneHku 0e30MacHOCTH MH(OPMAIMOHHBIX TEXHOJIOTHH.
Yacte 2. OyHKIMOHAIBHBIE KOMIIOHEHTHI OE€30MAaCHOCTH» TMOJ PYOpPHKOM
«3aBUCUMOCTI.

Cronber; 2 Tabnuisl 7.9 SBIsSETCS COPABOYHBIM M COACPKUT KOMITOHEHTHI,
ONIpEJEJCHHbIE B  HalMOHalIbHOM  craHmapre  Poccumiickoii ~ Depepauuu
I'OCT P UCO/MDK 15408-2-2013 «udopmarmonnas texHojorus. MeTtonbl u
cpenctBa oOecreueHus Oe3omacHocTd. Kputepun OLEHKM  O€30MacHOCTH
uHpopmarmoHHbIX TexHonoruil. Yacte 2. DyHKIMOHATBHBIE KOMIIOHEHTHI
0e30macHOCTH» B ONUCAHUU KOMIIOHEHTOB TpeOOBaHWM, TPUBEICHHBIX B
ctonbue 1 Tabmuupl 7.9, mox pyopukoi «3aBUCUMOCTI.
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Cron6er 3 Tabnuibl 7.9 nokas3pIBaeT, Kakue KOMIOHEHTHI TpeOOBaHUM ObLITN
BKJIFOUEHBI B HacTosmuil [13 s yoBiIeTBOpEHUs 3aBUCUMOCTEH KOMIIOHEHTOB,
IPUBEJICHHBIX B IepBOoM cToJiOe Tabmuikl 7.9. KommoHeHThl TpeOoBaHUI B
crojiorie 3 Ta0munel 7.9 aub0 COBIIAQMAIOT C KOMIOHEHTAMHA B CTOJIOLE 2
Tabnuuel 7.9, 1160 uepapXuUHbI IO OTHOLICHHUIO K HUM.

Tabnuma 7.9 — 3aBucumoctTu QPyHKIMOHAIBHBIX TpeOOBaHMI 0€30MaCHOCTH

3aBUCHUMOCTH B
COOTBETCTBHH C
@®yuxkunonaiasubiii | 'OCT P HCO/MIK YaosierBopenue
KOMIIOHEHT 15408 u 3aBHUCUMOCTH
nojapasaenaom 7.1
Hacrosimero I13
EAU ARP.1 FAU SAA.l enb a5t cpesl
- dbynkuuonuposanusi 00-5
FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_GEN.1 FAU_GEN.1
FAU_SEL.L FMT_MTD.1 FMT_MTD.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_SAR.3 FAU_SAR.1 FAU_SAR.1
FAU STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.3 FAU_STG.1 FAU _STG.1
FAU STG.4 FAU _STG.1 FAU STG.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1
FDP_ACC.1 FDP_ACC.1
FDP_ACF.1 FMT_MSA.3 FMT_MSA.1
[FDP_ACC.1 w | FDP_ACC.1
FDP_ETC.2 FDP_IFC.1]
FDP_IFC.2 FDP_IFF.1 FDP_IFF.1
FDP_IFC.1 FDP_IFC.2
FDP_IFF.1 FMT_MSA.3 FMT_MSA.1
FIA_AFL.1 FIA_UAU.1 FIA_UAU.2
FIA_UAU.2 FIA_UID.1 FIA_UID.2
FIA_UAU.7 FIA_UAU.1 FIA_UAU.2
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMR.1 FMT_SMR.1
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 w | FDP_ACC.1
FDP_IFC.1] FMT_SMR.1
FMT_MSA.L FMT_SMR.1 FMT_SMF.1
FMT_SMF.1
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Oxkouyanue Tadnauiesl 7.9

3aBHCHMOCTL B
COOTBETCTBHH C
@®ynkunonaiabubiii | 'OCT P HCO/MIK YaosierBopenue
KOMIIOHEHT 15408 u 3aBHCHUMOCTH
nojapasaenaom /.1
Hacrosero I13
FMT _SMR.1 FMT _SMR.1
FMT_MTD.1 FMT _SMF.1 FMT _SMF.1
FMT _MTD.1 FMT_MTD.1
FMT_MTD.2 FMT SMR.1 FMT SMR.1
FMT _SMR.1 FMT _SMR.1
FMT_SAE.1 FPT _STM.1 FPT_STM.1
FMT SMR.1 FIA UID.1 FIA UID.2
FPT RCV.1 AGD OPE.1 AGD OPE.1
FTA SSL.1 FIA UAU.1 FIA UAU.2
FTA SSL.2 FIA UAU.1 FIA UAU.2

st komnonenta FAU ARP.1 HeBkitoueHHe 10 3aBUCUMOCTH KOMITOHEHTA
FAU SAA.1 xomnencupoBano BkmoueHnemM B [I3  Ilemm g cpemsr
¢pynxunonuposanus OO-5.

Kommonentst FDP_IFF.1  «IIpoctbie aTpubyThl 0€30macHOCTH» H
FDP_ACF.1 «YnpaBneHnue T0CTYIIOM, OCHOBaHHOE Ha aTpuOyTax 0e30MMacHOCTHY,
B TOM 4YHCIIe, HMEIOT 3aBUCHUMOCTH OT KommoHeHToB FMT_ MSA.3
«Mannuanm3amust  cratudeckux atpudyroB» u FMT_MSA.1 «VYmpaBnenue
aTpuOyTamMu 6€30MaCHOCTH.

Kommonent FMT_MSA.1 «VYmpaBienue arpuOyramMu O€30MaCHOCTHY
BmoueH B Hacrosmud 113, Kommomenr FMT _MSA.3  «Munnmuanu3aius
CTaTUYECKUX aTpuOyTOB» HE BKJIIOUEH B Hactosumi [13, yToObl HE OorpaHUYMBAThH
peanu3aluio NpUCBOCHUS OTPAaHUYUTEIBHBIX (Pa3peIIUTENbHBIX) U JIPYTUX TUIIOB
3HaueHU i aTpubyToB Oe3omacHocTu. [lpu paspadotke 3b B 3aBHUCHMMOCTH OT
peanuzaiun = ®BO  nmomkeH  ucnons3oBaThes — kKommoHeHT FMT_MSA.3
«Vaummanu3anus ~ CTaTUYECKUX  aTpuOyTOB» WM HMHOM  KOMITOHEHT
(yHKUMOHANBHBIX ~ TpeOOBaHUM  0€30MaCHOCTU  (IIOMYCTUMO  MCIOJIb30BaTh
KOMITOHEHT, COPMYTPOBAHHBIN B SBHOM BH/IE).
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7.3.2. O6ocHOBaHUE TPeOOBAHUI 10BePUA K 0€30MACHOCTH 00bEKTA OLIEHKH

TpebGoBanus nosepus Hactosuero [13 coorBercTBytor OY /12, ycunenHomy
komroHeHTamMu ADV_IMP.2 «IlonHoe oToOpaxeHue npecTaBIeHUs pealn3anuu
®bO», ADV_TDS.3 «bazosiii Moxynbhbiid mpoekt», ALC FLR.1 «ba3ooe
yctpanenue HegoctatkoBy, AVA VAN.4 «Metoauueckuil aHamu3 ysi3BUMOCTEN,
pacmupenHoMy — kommoHeHTamMu  ADV_IMP_EXT.3  «Peamuzammmst OOy,
ALC TAT EXT.0 «OmnpeneneHne WHCTPYMEHTAIBHBIX CPEACTB pPa3pabOTKU»,
ALC _FPU _EXT.1 «IIponenypsl OOHOBIEHHS TPOrPaMMHOTO 0OOeCIeueHus
oneparonHoit cucremey, ALC_LCD_EXT.3 «Omnpeznenennsie pa3zpaboTUnKOM
cpoku mnogaepxkkn», AMA SIA EXT.3 «Ananu3 BiausHUA OOHOBJIEHUU Ha
6e3onacHocTh omneparoHHon cucteMbl», AMA SIA EXT.6 «AHanu3 BiAUsSHUS
BHEITHUX MOJYJEH ypOBHA sifjpa Ha 0O€30MacHOCTh OMEPAlMOHHON CHUCTEMBI» H
AVA CCA EXT.] «AHanu3 CKpbITBIX KAHAJIOB.

Bxotouenue ykazaHHbIX TpeOoBaHuil jqoBepust k OezonacHoctn OO B I13
omnpenensiercss TpeOoBaHUsAMH 0€30MaCHOCTH HMHQPOPMAIMM K ONEpPallMOHHBIM
cucrtemam, ytBepxkAeHHbIMU npukazoM @CTOK Poccum ot 19 aBrycra 2016 r.
Ne 119.
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Ipunoxenune A

PacmiupeHHble KOMIIOHEHTHI (PYHKIMOHAJIBHBIX TPeOOBaHUI
0€30MacHOCTH 00bEKTA OLEHKHU

Hus OO omnpeneneHsl CleaylolMe KOMIOHEHThl  (DYHKIIMOHATIBHBIX
TpeOoBaHuii Oe3omacHOCTH, CHOPMYIHpPOBAaHHBIE B SBHOM BHJIE B CTHIEC
KOMIIOHEHTOB W3  HalUMOHAJNBbHOro crangapra Poccuiickon  @Penepanuun
I'OCT P UCO/M3BK 15408-2-2013 «HupopmanimoHHasi TEXHOJIOTHUSI. MeToabl U
cpeactBa oOecrnedyeHusi Oe3zomacHocTU. Kpurtepun OIEHKH 0€30MacHOCTH
nHpopMarmoHHBIX TexHonoruii. Yacte 2. DyHKIMOHATBHBIE KOMITOHEHTHI
6e3omacHOCTHY (pacpeHHbIC (CIEIUaTbHbIC) KOMIIOHEHTHI).

A.l. Kinace FPO « ®yHKIMOHAJBbHbIC BO3MOKHOCTH 0€30IIaCHOCTH
OIEePAlMOHHON CUCTEMBbI»

A.1.1. U3oasimus npoueccoB (FPO_DFS EXT)

XapakTepucTHKa ceMencTBa

Cemeiicteo FPO_DFS_EXT «M3omsmust  mpoiieccoBy — ompenensier
KOMIIOHEHThl TpeOOBaHMI, HANpaBICHHbIE Ha OOECIEeYEHHE OIEPalMOHHOM
CUCTEMOM  HM30/SILIMM  TPOLECCOB  JUIA  3allUThl  OT  BO3MOJKHBIX
HECOTJIACOBAHHOCTEN (MPOTUBOPEYMBOCTH) TIpH MapajulebHOM paldoTe cC
00BEKTaMH J10CTyMA.

Pan:kupoBaHue KOMIIOHEHTOB

FPO_DFS_EXT.1 «M3omammsi poIieccoB» MpeIHA3HAYCH IS 3aIaHUS
TpeOoBaHM, cBA3aHHBIX ¢ oOecnieueHrneM OO 3alUThl OT HECOTJIACOBAaHHOCTEM
(MpOTUBOPEUNBOCTH ), BOZHUKAIOIIKUX HA YPOBHE MPOLIECCOB, IPU MapaljIesIbHOM
pabote ¢ o0BEKTaMu JOCTyNa, MyTEM peaM3aliy ONPEEICHHBIX MPOLELyp
(M30ysIMST  TIPOLIECCOB B ONEPATHBHOW IAMSTH, YIPABIECHUE BPEMEHEM
UCIIOJIb30BaHUsl IpolleccaMyd OOIIMX PecypcoB, HMEHOBaHHE IPOLIECCOB,
[IPEIOCTABIEHUE IPOLIECCY BUPTYAIBHOIO AJPECHOIO MPOCTPAHCTBA, U WHBIX
IPOLEAYD).

Ynpasiaenune: FPO _DFS EXT.1

JlercTBuYs IO yIIPaBJIEHUIO HE OTNPEACIICHBI.

Ayaut: FPO_DFS EXT.1

JleficTBUS UM COOBITHS, OJIBEPraeMble ayAUTY, HE ONPECIICHBI.

FPO_DFS_EXT.1 U3o0asiuusi npoueccon

Wepapxuyeckuid Jyisi: HET MOJYMHEHHBIX KOMITIOHEHTOB.

3aBHUCUMOCTH: OTCYTCTBYIOT.

FPO_DFS EXT.1.1

DOYHKIHMOHAJIbHbIE  BO3MOKHOCTH  0€30MAaCHOCTH  ONEPALMOHHOI
CHCTEMBbI JOJUKHBI O0ecrne4uBaTh 3alIUTY OT  HECOIIACOBAHHOCTEM
(IpOTHBOPEYNBOCTH), BO3HUKAKWIIMX HA YPOBHe MpPOUECCOB  TMpH
napauielbHOH padore €O CiaeAyOIIMMH oO0ObeKTaMu [BbIOOp: o01acmu
namamu, aiiivl, ycmpoiicmea [Ha3HAUYeHHNE: Opyzue 00vekmol]].
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FPO_DFS EXT.1.2

DOYyHKIUOHAJbHbIE  BO3MOKHOCTH  0€30IIACHOCTH  OINEPALMOHHOI
CHCTEMbI JOJ/LKHBI 00€eCreYnBaTh BO3MOKHOCTH Peau3aluu  CJaeayonmx
npoueayp Misi HM30JAIUM NAPAIeJbHBIX MPOHECCOB [BBLIOOP: uzonayus
npoueccoeé 6 OnepamueHol NAMAMU, YNPAGIEHUE 6PEeMEHeM UCHOJIb306AHUA
npoueccamu o00wWUX pecypcos, UMEHOBAHUE NPOUEccos, NPeooCmasieHue
npoueccy 6uUpmyanbHo20 a0pecHo20 npocmpancmea, |[HaA3HAYECHUE: UHbLE

npoueoypui]].
A.1.2. baokuposanue ¢paiisio npoueccamu (FPO_OBF_EXT)

XapakTepucTHKa ceMercTBa

Cemeiicteo FPO_OBF_EXT «bnokupoBanue ¢ailioB mpoieccaMmm
ompenensieT KOMIIOHEHThl TpeOOBaHM, HaNpaBJeHHbIE Ha OOecredyeHue
ONEPAlMOHHOM CHCTEMOW HEBO3MOYKHOCTH BBIMIOJIHEHUSI OIEpalvil  Haj
(paiimamMu IpH UX UCHOJIb30BAHUU JAPYTUMH MPOLECCAMMU.

PanxxupoBaHue KOMIIOHEHTOB

FPO_OBF_EXT.1 «bnokupoBanue ¢ailioB mporeccamm npeaHazHaueH
JUIsSL 3aJaHusl TpeOOBaHMM, CBSA3AHHBIX C TEM, YTOObI OOBEKT OIICHKH
oOecnieunBasl OJIOKMpPOBAHME BBIIIOJIHEHUS omnepauuid Haj ¢aiinamMu Npu ux
UCIIOJIb30BaHUU IPYTUMHU CYObEKTaMH JJOCTyNa (IIPOLIECCaMu).

Ynpasiaenue: FPO_OBF EXT.1

JlelicTBHS IO yIIPABIICHUIO HE ONIPEAEIICHBI.

Ayaut: FPO_OBF _EXT.1

JleiicTBUs Uiu COOBITHS, TIOJBEPraeMble ayIUTY, HE ONPE/ICIICHBI.

FPO_OBF_EXT.1 baokupoBanue ¢aiijioB nmpoueccaMmu

Hepapxuueckuid Jyisi: HET MOJYMHEHHBIX KOMITIOHEHTOB.

3aBHUCUMOCTH: OTCYTCTBYIOT.

FPO_OBF_EXT.1.1

DOYyHKIMOHAJIBHbICE  BO3MOKHOCTH  0€30IaCHOCTH  ONEPALMOHHOMN
CHCTEMBbI [I0/LKHbI MPeEIOCTABIATh BO3MOKHOCTH OJIOKMPOBAHHUS TOMNBITKH
BBINOJIHEHUS CJIEAYIOIIUX onepauuu [BbIOOP: moduguxkayus, yoanenue] Hax
(paitnamm, ecim B MOMEHT o0OpaiieHusi K (aiyly OH HMCIOJIb3YeTCsl JAPYyruM
MPOLECCOM.

A.2. Knacc FIA «AnenTudukanus u ayreHTHGUKATND)

A.2.1. UnenTnduxkanusi 00beKTOB 10CTYNA B ONIEPAIlHOHHBIX CHCTEMaX
(FIA_OID_EXT)

XapakTepucTUKAa ceMencTBa

CewmeiictBo FIA_OID_EXT «Mnentudukanus oOBEKTOB AocTyna B
OMEpPAallMOHHBIX  CHUCTEMAax»  ONpeleisieT  KOMIIOHEHThl  TpeOOoBaHUM,
HampaBJeHHble Ha OOECleuYeHHE OMNEPALMOHHON CUCTEMON HACHTHU(PUKALMU
OOBEKTOB JIOCTYIIA 10 pa3pelIeHHs] JeHCTBUI HAJl HUMH.
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PanxkupoBanue KOMIOHEHTOB

FIA OID EXT.1 «Mnentudukaius oObEKTOB JOCTyMNa» MpeJIHa3HAYCH
Uil 3ajaHusi TpeOOBaHWI, CBSI3aHHBIX C TEM, 4YTOObI OOBEKT OIECHKU
oOecrieunBall UIACHTU(MUKAIIMIO BCEX OOBEKTOB JOCTyNa [0 pa3pelieHus
JNIEUCTBUU HaJ HAUMU.

Yupasaenue: FIA_ OID_EXT.1

JIeCTBHS IO yIIPABIICHUIO HE ONIPEAECIICHBI

Aymut: FIA_OID_EXT.1

JleficTBUA 1M COOBITHS, IOJBEPracMble ayIUTY, HE OMPEEIICHBI.

FIA_OID_EXT.1 UnenTudukanus o0beKTOB A0CTYyNA

Hepapxudeckuil 1Ji: HET NOYNHEHHBIX KOMIIOHEHTOB.

3aBUCHUMOCTH: OTCYTCTBYIOT.

FIA_ OID_EXT.1.1

DOYyHKIHMOHAJIbHbIEC BO3MOKHOCTH 0€30IACHOCTH ONEPAMOHHBIX CHCTEM
AO0JIKHBI TpPedoBaTh, 4YTOOBI KaXKAblii 00bEKT J0CTyNA ONePALMOHHOM
cucTeMbl [BBIOOp: ¢aiin, kamanoz, mom, ycmpoicmeo [Ha3HAYeHUE: opyzue
00bekmbl Oocmynal] Obl1 UAEHTHUIMPOBAH [0 pa3pelieHuss JI060ro
AEeMCTBUSI € HHUM, OCYIIECTBJIAEMOIr0 TMPU TMOCpeaHHYeCTBe (yHKUMI
0€30MaCHOCTH ONEePAIMOHHBIX CHCTEM.

A.3. Kiace FDP «3amura JaHHBIX [10JIb30BATE/Is1 ONIEPALMOHHOM
CUCTEMbI»
A.3.1. BoccTaHoBJ/IeHHE Pe3epPBHBIX KONUI 00bEKTOB ONEPAIMOHHOH
cucrembl (FDP_CRC_EXT)

XapakTepucTHKa ceMelcTBa

Cemeiicteo FDP_CRC_EXT «BoccTaHoBlieHHE PE3€PBHBIX  KOTHIA
00BEKTOB OMNEPAINMOHHON CHCTEMbBD» OINpEAeNsieT KOMIIOHEHThI TpeOOBaHUA,
HaIpaBJICHHbIE Ha OOECIEeUeHHUE OMEPAIMOHHON CHUCTEMOW BOCCTAaHOBJICHHUS
O0OBEKTOB OMNEPAIMOHHBIX CHUCTEM U3 PE3EpPBHBIX KOIMUW, CO3MaHHBIX C
UCIIOJIb30BaHUEM OIEPALUOHHON CUCTEMBI.

Pan:kupoBaHue KOMIIOHEHTOB

FDP CRC EXT.1 «BoccranoBienre uHpopmaum» npeIHazHaueH s
3a/laHusl TpeOOBaHMM, CBSA3AaHHBIX C oOOecredyeHueM OOBEKTOM OIICHKH
BOCCTAaHOBJICHHSI OOBEKTOB OMNEPAIIMOHHOW CHUCTEMBI U3 PE3EPBHBIX KOMHH,
CO3JJaHHBIX C UCIIOJIb30BAaHUEM ONEPALMOHHON CUCTEMBI.

Ynpasaenue: FDP_CRC _EXT.1

JleiCcTBHS IO yIIPABIICHUIO HE ONIPEAECIICHBI

Aymut: FDP_CRC_EXT.1:

a) MUHUMAaJIbHBIN: HCIIOJIb30BaHUE MEXaHHU3Ma BOCCTAHOBJICHUS
uHpopmauu.

FDP_CRC_EXT.1 BoccranoBijieHue nHgpopmManumn

HNepapxuueckuit 1y1s: HET HOAYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.



111

FDP_CRC_EXT.1.1

DYyHKIUOHAJbHbIE BO3MOKHOCTH 0€30IIACHOCTH  ONEePALMOHHOMI
CHCTEMbI HOJIKHbBI o0ecnmeYnBaThH BOCCTAHOBJICHHE 00bEKTOB
ONEPALMOHHOM CHCTEMBbI M3 Ppe3epPBHbIX KOMNMH, CO3JAHHbLIX C
HCMOJIb30BAHMEM ONEPAIMOHHON CHCTEMBI.

FDP_CRC_EXT.1.2

DYyHKIUOHAJIbHbIE BO3MOKHOCTH 0€30IIACHOCTH  ONEePALMOHHOMI
CHCTEMbI HAOJIKHbI HCIO0JIb30BATh aTpulyThI 0e30MmacHOCTH,
aCCOIMMPOBAHHbIE € BOCCTAHABJIMBAECMBbIMH O0BEKTAMM OIEPALMOHHOM
CHCTEMBI.

A.3.2. Yauuroxenue (crupanue) nungopmanuu (FDP_DDM_EXT)

XapakTepucTHKa ceMeicTBa

CewmeiictBo FDP_DDM_EXT «YHuuToxeHue (ctupanue) uHpopManum»
OompeneNisieT KOMIOHEHThl TpeOOBaHMM, HampaBieHHbIE Ha oOOecreyYeHue
ONEpPAallMOHHON  CHUCTEMON  YHUYTOXEHUs  (cThpaHusi)  HUHPoOpMauuu
YCTaHOBJICHHBIMU METOJaMHU.

Pan:kupoBaHue KOMIIOHEHTOB

FDP DDM _ EXT.1 «YHUUTOXKEHHE  (cTUpaHue)  MHQPOPMALMI
MpeaHa3HayeH i1 3aJaHusi TpeOoBaHUM, CBA3aHHBIX C OOecreYeHueM
O00OBEKTOM OLICHKHM YHHMUTOXEHUS (CTUpaHUs) OOBEKTOB (PailJioBOM CHUCTEMBI
YCTaHOBJICHHBIMU METOaMHU.

Ynpasaenue: FDP_DDM_EXT.1

JlercTBYs IO YITPABJICHUIO HE ONPEACIICHBI.

Ayaut: FDP_DDM_EXT.1

JleficTBUS UM COOBITHS, TIOJIBEPTaeMbIe ayAUTY, HE ONPEICIICHBI.

FDP_DDM_EXT.1 Yuuuro:keHue (crupanue) uHgpopManuu

HNepapxuueckuit 1u1sl: HET HOAYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

FDP_DDM_EXT.1.1

@DOYyHKIUOHAJIbHbIE  BO3MOKHOCTM  0€30IIACHOCTH  ONEePALMOHHOH
CHCTEMbI JOJKHbI 00€eCrneYuBaTh BO3MOKHOCTH peaiM3alui  CJeAyNuX
METOHA0B YHHUTOKeHHsI (CTUpPaHus) HuHpopManuu [BbIOOP:

a) yoanienue 00veKkmoeg (haiinioeoil cucmemvl nymem UCKIAIOUEHUA UX U3
GHYMPEHHUX cmpyKkmyp (aiinoeoit cucmemovl;

0) nepesanuce yHuumoNcaemvlx (cmupaemvix) 00veKmos ailosou
cucmembul CAyUauHOl OUmMOBOI NOC1e0068aMeIbHOCIbIO;

6) MHO2OKDAMHAA NEPEe3AnUCh YHUUMONHCAeMblX (CIMupaemslx) 00veKmos
¢ghaiinosoii cucmemol cneyuanbHLIMU OUMOBBIMU NOC/IE006AMETLHOCMAMU;

[HazHaYeHHe: dpyeue memoovl ynuumodcenus (cmupanus) oanuvix]].

FDP_DDM_EXT.1.2

DOYyHKIHMOHAJIBbHbIC  BO3MOKHOCTH  0€30MaCHOCTH  ONEPALMOHHON
CHCTEMBbI I0JI’)KHBI 00ecneYuBaTh YHUUTOKEeHUE (CTUpaHue) [BbIOOp: ¢aiinos,
Kamanozoe, 3anuceil peecmpa, [HaA3HAYeHHUe: opyzue o00veKkmwvl haillo8oi
cucmemut]].
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A.3.3. YnpaBjieHHe YCTAHOBKOM MPOrpaMMHOI0 odecredeHust
(FDP_RSI_EXT)

XapakTepucTUKa ceMercTBa

CewmeiictBo FDP_RSI_EXT «YmpaBieHue ycTaHOBKOW HpPOrpamMMHOTO
oOecrieueHus» OmpenesieT KOMIIOHEHThl TpeOOBaHMM, HaNpaBJICHHbIE Ha
MPEAOTBPAlIEHUE  HECAHKIMOHMPOBAHHOM  YCTAHOBKM  IPOTrPaMMHOIO
oOecreyeHus: (KOMIIOHEHTOB MPOrPaMMHOIO OOECTICUECHHS).

PanxxupoBaHue KOMIIOHEHTOB

FDP_RSI EXT.1 «YupasneHue YCTaHOBKOM IIPOrPaMMHOTO
oOecrieyeHuss» NpeIHa3HA4YeH I 3aJaHus TpeOOBaHMI IO OOECIEYEHUIO
BO3MOKHOCTH  YCTAHOBKHM IPOTPaMMHOro oOecrieueHus (KOMIIOHEHTOB
MIPOrpaMMHOTr0 00ECIIEYEHUs1) TOJIBKO YIIOJTHOMOYEHHBIMU CyOBEKTAMH.

Yupasiaenue: FDP_RSI_EXT.1

JIeCTBHS IO yIIPABIICHUIO HE ONIPEAECITICHBI

Aymut: FDP_RSI_EXT.1

JleficTBUA WU COOBITHS, TOJBEPraeMble ayAUTY, HE ONPEAEIICHBI.

FDP_RSI_EXT.1 YnpasBjieHue ycTaHOBKOI MPOrpaMMHOI0 odecrevdeHust

Nepapxuyeckuid JUisl: HET NOJUYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

FDP_RSI_EXT.1.1

@DOYyHKIUOHAJbHbIE  BO3MOKHOCTHM  0€30IIACHOCTH  ONepPAlMOHHOM
CHCTEMBI I0JI’KHBI MPEAOCTABJIATH BO3MOKHOCTh YCTAHOBKHU (MHCTAJLISIIIAN)
NMPOrpaMMHOro odecne4eHusi (KOMIIOHEHTOB MPOrPaMMHOIr0 odecneveHus)
TOJIBKO YIOJHOMOYEHHBIMH CYObEKTAMM [HAa3HAYEHHE: YHOJTHOMOYEHHbIE
uoenmupuyupoeannvie ponu).

A.3.4. YnpasjeHue 3a1yCKOM KOMIIOHEHTOB IIPOrPAMMHOI0
odoecneuenusi (FDP_RSP_EXT)

XapakTepucTHKa ceMelcTBa

Cemeiicteo FDP_RSP_EXT «VYmpaBneHue 3ammyCKoM KOMITOHEHTOB
MPOrpaMMHOr0  00ECHEeUEHHUs»  ONpEAeNIeT KOMIIOHEHTbl  TpeOOBaHUIA,
CBSA3aHHBIE C KOHTPOJIEM 3allyCcKa KOMIIOHEHTOB MPOTPAMMHOI'0 00EeCTIeUeHHUS.

Pan:xxupoBaHue KOMIIOHEHTOB

FDP_RSP _EXT.1 «lIpaBuna 3amycka KOMIIOHEHTOB MPOIPAMMHOIO
oOecrieueHus» MpeAHazHayeH IS 3aJaHusl TpeOOBaHUI MO BEICHUIO MEPeyHs
KOMIIOHEHTOB ~ MPOTPAaMMHOIO  OOECIEYEHUs, pa3pelIeHHbIX ¢ (WJIM)
3anpeeHHbIX ISl 3amyCcKa.

FDP RSP EXT.2 «KoHTponb 3amycka KOMIIOHEHTOB IPOIPAMMHOIO
oOecrieueHus» MpeaHa3HauYeH JUisl 3aJaHusl TpeOOBaHUM, CBS3aHHBIX C
OCYUIECTBJIEHUEM  KOHTpPOJS  3allycka  KOMIIOHEHTOB  MPOrPAMMHOIO
oOecrieuyeHrss W BBIMOJHEHUS 3aJaHHBIX JEHCTBUN MpPU HAPYIICHUH MPaBUII
3armycka KOMIIOHEHTOB MPOrPaMMHOT0 00€CTIeUeHUS.

Ynpasaenue: FDP_RSP_EXT.1, FDP_RSP_EXT.2

JlericTBUS IO yNIPABJIEHUIO HE ONPEIEIICHBI.
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Aymut: FDP_RSP_EXT.1, FDP_RSP_EXT.2

JleficTBUA UM COOBITHS, IOJBEPraeMbI€ ayIUTY, HE OMPEAEIICHBI.

FDP_RSP_EXT.1IIpaBuina KOHTpPOJSI 3amycka KOMIIOHEHTOB
NMPOrpPaMMHOI0 odecrevyeHmst

Hepapxuyeckuid Juisi: HET OJUYMHEHHBIX KOMITIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

FDP_RSP_EXT.1.1

@OYHKIMOHAJIBHbIE BO3MOKHOCTH 0€30IIACHOCTH OINepaAlMOHHOI
CHCTEMBbI [0/LKHbI 00eclneYMBaTh BO3MOKHOCTH 3aJaHUSl IEepPevYHs
KOMIIOHEHTOB NPOIPAMMHOIO obecneyeHusi, [BbIOOP: pa3zpeuieHHbIX 0J1A
ABMOMAMUYEeCcKo20 3anycka npu 3azpy3Ke ONepavyuoHHOU CUCHEMbl;
3anPeuieHHbIX 04 A6MOMAMUYECKO20 3anycKa npu 3azpy3Ke OnepayuonHoll
CUCHIEMbl; PA3PEUIeHHbIX 014 3anycKka 6 npoyecce (QYHKUUOHUPOEAHUA
ONEepayuoOHHOU CUCHEMbl; 3anPeuleHHbIX 014 3anycka 6 npouecce
QyHKYyuoOHUpOBaAnUA ONEPAUUOHHOIL CUCHIEMDBL).

FDP_RSP_EXT.2 KouTposb 3amycka KOMIIOHEHTOB MPOIrPaMMHOI0
odecrneuyeHust

Hepapxuyeckuii 1y1si: HET MO JYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

FDP_RSP_EXT.2.1

@OYHKINOHAJIbHbIE BO3MOKHOCTH 0€30MACHOCTH ONepPAlMOHHOM
CHCTEMBI JOJKHbI KOHTPOJIHPOBATH 3aNyCK KOMIIOHEHTOB MPOTrPaAMMHOI0
o0ecrieyeHusi WU TNPH OOHAPY:KEHUHM TONBITKH 3aMyCKa KOMIIOHEHTOB
NMPOrpaMMHOI0 obecrnevyeHms, Npou3BeIeHHbIX B HapylIeHue
YCTAHOBJIEHHBIX NPaBMJ  3alMycKa  KOMIIOHEHTOB  MPOTrPaMMHOIO
o0ecrieueHusi, BBINOJHATH [BbLIOOP: onoseuienue cydvekma oOocmyna,
BbINONIHANOWLE20  3ANYCK, U  YHOJTHOMOYEHHBIX  HNPUBUINECUPOBAHHBIX
cyOvbeKkmos; ON0KUpOBaAHUE NONBIMKU 3AnycKa; |[HAa3HAYEHUe: UHble
oeiicmeus]].

FDP_RSP_EXT.2.2

DOYyHKIUOHAJIbHBIE BO3MOKHOCTH 0€30laCHOCTH  ONePALMOHHOMI
CHCTEMBI  JIOJLKHBI  KOHTPOJHMPOBATH  IEJOCTHOCTH  KOMIIOHEHTOB
NMPOrpaMMHOr0 o0ecriedeHHsi, PpPa3pelieHHOro Jsi 3amycka, W TpH
OOHApY:KEHUM  TONBITKH  3alMycKa  KOMIIOHEHTOB  NPOrpaMMHOI0
o0ecrnieyeHusi, WEJOCTHOCTh KOTOPBHIX ObLIa HApyllleHa, BbINOJIHATH
[BbIOOpP: onoeewenue cydovekma oOocmyna, GbINOJIHANOWLEZ0 3ANYCK, U
YHOJITHOMOYEHHBIX  NPUBUTIECUPOBAHHBIX  CYObEKmMO8;  010KUposanue
HONbLIMKU 3anycKa; [Ha3HAYeHHUe: unbvle oeticmeus)].

A4. Knacc FMT «Ynpasienue 06e30acHOCTHIO»
A.4.1. Tlonnep:xka Ha6opoB 6a3oBbIX kKoHpurypamuii (FMT_UST _EXT)

XapakTepucTUKa ceMencTBa
CemeiictBo  FMT_UST EXT  «lloggnepxkka  HabopoB  0a30BbIX
KOH(UTYpaluii» onpeaensieT KOMIOHEHThl TpeOOBAaHUMN, HaNpaBlICHHbIE Ha
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obecrieyeHHe BO3MOXKHOCTH TPUMEHEHHsS Ha0OpoB 0a30BBIX KOHOUTypaiui
ONEPAlMIOHHOMN CHCTEMBI.

PanxupoBaHue KOMIIOHEHTOB

FMT UST EXT.1 «llonnepxxka HaOOpoB 0a30BBIX KOH(MUrypaluiiy
npenHa3HayeH Juid 3afaHus TpeOOBaHMIA, CBSI3aHHBIX C OOecreueHueM
BO3MOXXHOCTH MPUMEHEHHs] HaOOpPOB 0a30BBIX KOH(PUTypanuil B 3aBUCUMOCTHU
OT POJIM CPEJICTBA BBIYUCIMTEILHON TEXHHUKH, HA KOTOPOM (YHKIIMOHUPYET
oTepaloHHasi CUCTeMa U (MJIK) YCIOBUN AKCIUTyaTal|H.

Ynpasaenue: FMT_UST _EXT.1

JleficTBUSA 110 YNIPABICHUIO HE ONPEICTICHBI.

Ayaut: FMT_UST_EXT.1

JleficTBUA Uu COOBITHS, IOJIBEPracMble ayAUTY, HE ONPEIEICHBI.

FMT_UST _EXT.1 lloanep:kka Ha00poB 0a30BbIX KOHpUTYpanuii

Hepapxuyeckuii 1y1si: HET MO JYMHEHHBIX KOMIIOHEHTOB.

3aBHUCUMOCTH: OTCYTCTBYIOT.

FMT_UST EXT.1.1

@DOYyHKIUOHAJbHbIE  BO3MOKHOCTH  0€30MACHOCTH  ONePALMOHHON
CHCTeMbI JOJKHbI TMOANAEP:KUBATh BO3MOKHOCTH IPUMEHEHHsI Ha0OpoOB
0a30BbIX KOH(PUIrypauuii B 3aBUHCHMOCTH OT [BBIOOpP: poau cpeocmea
GLIYUCTIUMENbHOI MEXHUKU, HA KOMOpPOM @YHKUUOHUPYyem OnepayuoHHas
cucmema; yCcioeuil IKCRayamayuu).

A.S. Knace FPT «3amura GyHKIIMOHAJIBHBIX BO3MOKHOCTEH
0e30macHOCTH»

A.S5.1. Mounutop oopamenunit (FPT_MTR_EXT)
XapakTepucTHKa ceMelcTBa

CemeiictBo FPT MTR EXT «Monutop oOpalueHuit» onpeaensier
KOMIIOHEHThl TpeOOBaHMM, HaIlpaBJIEHHblE Ha O0OECIeYeHHE OIepalMOHHON
CUCTEMOI MOCTOSSHHOTO KOHTPOJIs, 0OpalleHnii CyObeKTOB JOCTyna K 00beKTaM
J0CTyNa, TPOBEPKH MPABOMOYHOCTH OOpalleHUl B COOTBETCTBUH C
YCTAHOBJICHHBIMU MOJIMTUKAMU U TIPaBUJIaMH YIIPABIEHUS JOCTYIIOM (3aJal0TCs
Ha ocHOBe kommnoHeHToB u3 cemeiictB FDP_ACC, FDP_ACF) u (umm)
yhOpaBiieHus: MH(DOPMAIMOHHBIMM  TOTOKaMH  (3a1al0TCSi HAa  OCHOBE
komroHeHToB u3 cemeiicts FDP_IFC, FDP_IFF).

Pan:xxupoBaHue KOMIIOHEHTOB

FPT MTR _EXT.1 «MouuTtop oOpaiieHuit» mpeaHa3HaAYeH IS 3aaHUs
TpeOOBaHMIA, CBA3AHHBIX C 00ECTIEUEHHEM MOCTOSIHHOTO KOHTPOJIsA, OOpallleHHit
CyOBEKTOB JoCTyna K OOBEKTaM JIOCTYyNa, TMPOBEPKU IMPABOMOYHOCTHU
oOpallleHuii B COOTBETCTBUHM C YCTAHOBJICHHBIMHM TOJUTHKAMHU U NpaBUIIAMH
YIpaBJIEHUS 1OCTYIIOM U (WIN) yIIpaBieHUs HH()OPMALMOHHBIMU IOTOKAMHU.

Yupasaenune: FPT _ MTR_EXT.1

JIeficTBYA 11O YIIPABICHUIO HE ONIPEIEIICHBI.
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Ayaur: FPT_MTR_EXT.1

JleficTBUS UK COOBITHS, MOJIBEPraeMble ayAUTY, HE ONPECIICHBI.

FPT_MTR_EXT.1 MonuTop o0pameHnui

Wepapxuyeckuii 1yisi: HET MO JYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

FPT_MTR_EXT.1.1

@OYHKINOHAJIbHbIE  BO3MOKHOCTH  0€30laCHOCTH  ONePAIlMOHHOM
CHCTEMBbI OJIKHBI OCYLIECTBJSITh MOCTOSIHHbI KOHTPOJb OOpalieHui
[BBIOOpP: cydBekmos docmyna Kk oOvekmam oocmyna, cyOveKmos 0ocmyna K
ungopmayuu, [Ha3HAYEHNE: UHbIE MUNbBL 0OpauieHui]].

FPT_MTR_EXT.1.2

@DyHKIHOHAJIbHbIE  BO3MOXXKHOCTH  0€30MaCHOCTH  ONepPalHOHHOI
CHCTEMBI JOJKHbI OCYLIECTBJAATH NMPOBEPKY NMPABOMOYHOCTH OOpalleHHid K
UHPOpMANIMHd HA OCHOBE YCTAHOBJIEHHBIX MOJMTHK [BbIOOP: noaumuka
ynpaenenus  00OCMYnom, RNOJIUMUKA  YHNPAGIEHUA  UHQOPMAUUOHHBIMU
nomoxamu).

FPT_MTR_EXT.1.3

DOYyHKIUOHAJbHbIE  BO3MOKHOCTHM  0€30IIaCHOCTH  OINepPalMOHHOM
CHCTEMBI JI0/LKHbI OTKJIOHATH WJIHM YI0BJETBOPSATH 00pallleHusl HA JOCTYHN K
HH(OpPMALNH 10 pPe3yIbTAaTaM MPOBEPKH UX MPABOMOYHOCTH.

A.5.2. YnpasJjieHue JOCTYIIOM K KOMIIOHEHTAM OllepPalOHHOMI
cuctembl FPT_ACF _EXT

XapakTepucTHKa ceMelcTBa

Cemeiicto FPT_ACF_EXT «VYmnpaBieHue IOCTYIIOM K KOMIOHEHTam
OTIEPAIlMOHHON  CHUCTEMBI»  ONpPEAeNseT  KOMIIOHEHThl  TpeOOBaHUIA,
HaIlpaBJE€HHbIE Ha OOECHEeYEeHHE OIMEpPaAMOHHON CHUCTEMOM BO3MOXKHOCTHU
YIPABJIEHUS TOCTYINOM K COOCTBEHHBIM KOMITOHEHTAM.

Pan:kupoBaHue KOMIIOHEHTOB

FPT ACF EXT.l  «YmpaBimeHne  OOCTYIOM K  KOMIIOHEHTaM
ONEpPalMOHHON CUCTEMbD) NpEIHa3HAUYEH JJI 3aJ]aHusl TPeOOBaHUM, CBSI3aHHBIX
c obOecriedeHHEeM BO3MOXKHOCTHM 3alpera HEeMpPUBWIETUPOBAHHBIM CyOBEKTaM
MOJAU(PUIIUPOBATh KOMIIOHEHTBHI OMNEPALMOHHON CHUCTEMbl, a TaKXK€ YHUTaTh
uHpopmalio  OOBEKTOB  JOCTYyNa, OTHOCSIIMXCS K  KOMIIOHEHTaM
OIIEPALMOHHON CUCTEMBI.

Ynpasaenue: FPT_ACF EXT.1

JlelicTBHs 110 yIIPABIICHUIO HE ONIPEAEIICHBL.

Aymut: FPT_ACF_EXT.1

JleficTBUS UM COOBITHS, TIOJIBEPTaEMbIC ayAUTY, HE ONPEICIICHBI.

FPT_ACF_EXT.1 YuopaBiaenue AOCTYIIOM K KOMIIOHEHTaM
ONEePAMOHHON CUCTEMBbI

HNepapxuueckuit 1u1si: HET HOAYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.
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FPT_ACF_EXT.1.1

DYHKIUOHAJIbHbIE BO3MOKHOCTH 0€30IIACHOCTH ONEPANUOHHOM
CHCTEeMBbI JOJIKHBI 3anpemiaTb HeNPUBWIETHPOBAHHBIM Cy0beKTaM
MOIU(UIIMPOBATH [HAa3HAYEHUE: KOMHOHEHM bl ONEPAUUOHHOIL CUCHEMBL].

FPT_ACF_EXT.1.2

DYyHKIUOHAJIbHbIE BO3MOKHOCTH 0€30lIACHOCTH  OINEPANMOHHOM
CHCTEMBbI JOJ/IZKHBI 3aNPeliaTh HeMPUBWIETHPOBAHHBIM CY0ObEKTAM YUTATH
[BbIOOP: Oannvle ayouma codbimuii  6ezonacHocmu  ONEPAYUOHHOU
cucmemol, [Ha3HAYEHHUE: UHblE MUNbL 00beKmos docmynal].

A.5.3. 3amuTa ot nepenoanenus 6ypepa (FPT_BOP_EXT)

XapakrepucTHKa ceMeicTBa

Cemeiicteo FPT_BOP_EXT «3amura oT mnepenonHeHus Oydepar
OmpeneNisieT KOMIIOHEHThl TpeOOBaHMI, HampaBjJCHHbIE Ha OOecreyYeHue
OTIEPAIIMOHHON CHCTEMOM 3alllUThl OT BBHIMOJHEHUS MPOU3BOJIBLHOIO KOJa
BCJICJICTBUE TIEpENOIHEHUs Oydepa.

Pan:kupoBaHue KOMIIOHEHTOB

FPT_BOP_EXT.1 «3amura oT mepenonHenus Oydepa» MpeaHa3HaueH
Uil 3a7aHusl  TpeOOBaHUM, CBA3aHHBIX C 00€CIeUYeHHEM BO3MOXKHOCTH
ONEPAIMOHHON CHUCTEMBI 3allUTHl OT BBINOJHEHHS MPOU3BOJBHOTO KOJa
BCJICJICTBHE TIEPENOIHEHUS Oydepa.

VYnpasaenue: FPT_BOP_EXT.1

JlelicTBHS IO yIIPABIICHUIO HE ONIPEAEIICHBL.

Ayaut: FPT_BOP_EXT.1

JlevicTBUS Uu COOBITHS, TIOJIBEPraeMbie ayAUTY, HE OTPE/ICIICHBI.

FPT _BOP_EXT.1 3amura ot nepenoJineHus 0ygepa

HNepapxuueckuit 1u1sl: HET HOAYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

FPT_BOP_EXT.1.1

DYyHKIUOHAJIbHBIE BO3MOKHOCTH 0€30IaCHOCTH  ONePALMOHHOMI
CHUCTEMBbI I0JIZKHBI 00€eCTeYUBaTh 3AIUTY OT BBINOJHEHHUS NPOU3BOJILHOIO
KOJIAa BCJIEACTBHE IepenosiHeHusi Oydepa mnyrem [BbIOOP: nposepka
COOMmMeEemcmaeus 6X00HbIX OAHHBIX PA3ZMEPY 6blOCICHHOU 001acmu namsamu;
3anpem GbINOJIHEHUA K004, COOepiHcauezoca 6 odaacmu namamu,
8bL0€CICHHOU MOJIbKO 07151 OAHHbIX; [HA3HAYEHHE: UHbLe CROCOoObL]].

AS5.4. FPT_APW_EXT 3amura XxpaHumMoi ayTeHTUPUKALUOHHOH
HH(pOpMaALMH

XapaKkTepucTHKa ceMencTBa

CewmeiictBo FPT _APW_EXT «3amura XxpaHuMoi ayTeHTU(PUKATUOHHOM
uH(popMaIuK» OIpeAeNsieT KOMIOHEHTbl TpeOOBaHWIl, HaNpaBJICHHbIE Ha
3alATY XPAaHUMOU ayTeHTU(PUKATMOHHON HHPOPMALIUU OT PACKPBITHS.

Pan:xxupoBaHue KOMIIOHEHTOB

FPT _APW_EXT.1 «3ammra  XpaHUMOM  ayTEeHTH(PHUKAIMOHHOMN
uHbOpMalMn» MpeJHa3HAUYeH IS 3aJaHus TpeOOBaHMIA, CBSI3aHHBIX C TEM,
9TOOBl OOBEKT OLIEHKM HE XpaHWI ayTeHTU(UKALMOHHYIO HH(OpMALUIO B
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OTKpPBITOM BHJIE, @ TaKXe, 4ToObl OOBEKT OLIEHKM IpeloTBpallail 4YTEHUE
ayTeHTU(UKALMOHHON HH(OPMALIMU B OTKPHITOM BUJE.

Ynpasaenune: FPT _APW_EXT.1

JlecTBUS 110 yIIPaBJICHUIO HE ONPEIEIICHBI

Ayaur: FPT_APW_EXT.1

JleicTBUs UM COOBITHS, TIOJIBEPraeMble ayIUTY, HE ONIPE/IEIICHBI.

FPT_APW_EXT.1 3amura XpaHUMOH ayTeHTH(PUKALNMOHHOM
uHopMauuu

Hepapxuyeckuid Juisi: HET IOJUYMHEHHBIX KOMITIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

FPT_APW_EXT.1.1

@OyHKINOHAJIbHBIE BO3MOKHOCTH 0e3omacHOCTH HOJIKHBI
NpeJoTBPAllaTh XpPaHeHHe ayTeHTH(GUKANUOHHOW uHopManuu B
OTKPBITOM BH/JI€.

FPT_APW_EXT.1.2

@OyHKINOHAJIbHbIE BO3MOKHOCTH 0e3omacHOCTH JAOJIKHBI
NPeJI0TBPALIATH YTeHHE AYTEHTH(PUKANNOHHON HH(pOpMALMH B OTKPHITOM
BHU/JE.
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IMpuioxenue b

PacmiupeHHbIe KOMIIOHEHTHI TPEOOBaHM I0BepPHs K 0€30IIACHOCTH
00bEKTA OLICHKHU

Hiugs OO ompexneneHsl  ClEAyIOIIME  pacIIMpPEHHbIE  (CHELUAIbHBIC)
KOMIIOHEHTBI ~TpeboBaHui noBepust Kk OezomacHoctu: ADV_IMP_EXT.3
«Peanuzanusa OO», ALC_FPU_EXT.1 «IIpouenypsl 0OHOBIEHUSI MTPOTPAMMHOTO
oOecrieuenuss omnepaunoHHo cuctemel», AMA SIA EXT.3 «Ananu3 BIHSHUS
OOHOBJICHNH Ha 0e30MacHOCTh omnepanuonHo cucrembl», AMA SIA EXT.6
«AHanu3 BIMSHHUS BHEIIHUX MOJAYJEH ypoOBHSA sApa Ha 0€30MacHOCTh
onepaunoHHoil cuctembl» U AVA CCA EXT.l «AHanu3 CKpBITBIX KaHAaJIOBY,
c(OpMyJIMPOBAHHBIE B SIBHOM BHJE€ B CTUJIE€ KOMIIOHEHTOB W3 HALMOHAJIBHOTO
crauaapta Poccuiickoit  ®egepanuu ['OCT P UICO/MDK  15408-3-2013
«MHdopmanionHass  TexHonorus. Mertoasl W cpeAcTBa  oOecreueHus
6e3onacHoctd. Kputepun orneHku 6€30macHOCTH UH(POPMALIMOHHBIX TEXHOJIOTHH.
Yactp 3. KoMnoHeHThI 10BepHst K 0€3011aCHOCTI.

b.1. Knacc ADV «Pa3paborka»

b.1.1. IlpeacraBaenune peanusannu (ADV_IMP)
Hean
Llens mpoBepku BoinoaHeHus Tpedbopanus ADV _IMP_EXT.3 3akmouaercs

B o0ecrieyeHun mpociexuBanus peanuszanun OO K MpeCTaBICHUIO peau3aiiu

OBO.

ADV_IMP_EXT.3 Peanuzanust OO

Hepapxnueckuit 1y1s: HET HOAYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctri: ADV_IMP.2 TonHoe otobpaxenue npencTapienus peam3zami ObO.

DOneMeHTHI IeUCTBUM 3asBuUTEN (pa3paboTUrKa, TPOU3BOIUTEIIS)

ADV_IMP_EXT.3.1D 3asBurtens (pa3pabOoT4HK, MPOUZBOJIUTEIH) JIOJDKEH
npeaoctaBuTh peanuzaiuio O0.

ADV_IMP_EXT.3.2D 3asButens (pa3pabOoT4wK, TPOU3BOIUTEIL) JIOJDKEH
o0ecreyuTh IIPOCIIC)KMBAHNE peanuzanuu 00 K
npenacrasiaenuto peanmsanuu ObO.

DNIeMEHTHI COAEP)KaHUS U MTPEACTABICHHS TOKYMCHTHPOBAHHBIX MaTEPHAIOB

ADV_IMP_EXT.3.1C B pgokyMeHTanuu JOJDKHBI OBITh YKa3aHbl COCTaB U
3HAYCHHUS KOHTPOJIBHBIX CYMM JJIeMeHTOB peanusanuu [10
[BBIOOD: 3aepy3ounblie modynu I10, [Ha3HAYCHUE: UHble MUNbL
anemenmos peanuzayuu I10]].

ADV_IMP_EXT.3.2C B mpocnexuBannu Mexay peanuszamueinr OO wu
MIPEICTABICHUEM peanu3anuu JTOJIPKHO OBITH
MIPOJIEMOHCTPUPOBAHO [BHIOOD:

a) o1 annapamuou niam@opmvl — COOmMeemcmaue MexHcoy
peanuzayueii annapamuoi niam@popmul U ee npeocmasieHuem
peanuzayuu  [BBIOOp:  cxembl — annApamHLIX  CPeocms,
npeocmaeieHus (kKooa) Ha s3blKe ONUCAHUS ANNAPAMHbLIX
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cpeocms, [Ha3HAuGHUE: uHble (QopMbl  NpeoCcmasieHus
peanuzayuul];
0) ona 110 — coomsemcmesue medncoy peanuzayueti 110 [BHIOOD:

3aepysounvie  mooyau 110, [Ha3HAYEHUE: uUHble  MUNbI

anemenmos peanuzayuu IIO]] u eco npedocmasrenuem

peanuzayuu [BBIOOP: ucxoonvie mekcmwul 110, [Ha3HAYCHUE:

unvle hopmul npedcmasnenus peanuzayuu]]].
DNeMEeHThI IeHCTBUI UCTIBITATEIBHON JJaOOpaTOprn

ADV_IMP_EXT.3.1E HcnsiTatensHas J1ab0paTopus TO0JDKHA TOATBEPAUTH, YTO

uH(popMaLus, IpeICTaBICHHAS 3asiBUTENIEM

JOKYMCHTHUPOBAHHBIX MaTcpuaiax, YOOBJICTBOPACT BCCM
Tp€6OBaHI/ISIM K COACPIKaHUIO )51 IMpCaACTaBJICHUIO

JOKYMEHTUPOBAHHON uHpOpMaIu, U3JI0KCHHBIM
ADV_IMP_EXT.3.1Cu ADV_IMP EXT.3.2C.

B.2. Knacc ALC «Ilogaep:kka :KU3HEHHOT0 LUK
Bb.2.1. UacTpyMenTanbHbIe cpeactBa U MeToabl (ALC_TAT)

Henn

Tpe6OBaHI/ISI JaHHOT'O CEMEHCTBA CBS3aHBI C BBI60pOM HHCTPYMCHTAJIbHBIX

CPEICTB, UCTIOJIb3YEMBIX JUIsl pa3paboTKu, aHanu3a u peanuzanuu O0.

ALC _TAT_EXT.0 OnpeaesieHrie HHCTPYMEHTAJBHBIX CPEACTB Pa3padoTKH

Uepapxnueckunt 1uis1: HeT noqUMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IeUCTBUM 3asBuUTeEN (pa3paboTyrKa, IPOU3BOIUTEIIS)

ALC_TAT_EXT.0.1D 3asBurens (pa3paboT4MK, MTPOU3BOAMUTEINH) IOJIKEH
UICHTUDUITIPOBATH MHCTPYMEHTAJIbHbIE CpenCTBa,
HCIIOJIb30BAaHHBIE MPU pa3pabOTKe ONepaliOHHON CUCTEMBI.

ALC_TAT_EXT.0.2D 3asBurens (pa3paboT4WK, MPOU3BOAMTEN) IOJIKEH
3aI0KYMEHTUPOBATh OMNIMU HWHCTPYMEHTAJIbHBIX CPEACTB
pa3paboTKH, HCIOJIb30BAaHHBIE npu pa3zpaboTke
OTNIEPALIMOHHOMN CUCTEMBI.

DNEeMEHThI COAEPKaHUS U MPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEPHAIIOB

ALC_TAT_EXT.0.1C B noKyMEHTHPOBAHHBIX MaTepuajiaXx IOJKHBI ObITh

UACHTU(UIUPOBAHBI UHCTPYMEHTAJIbHBIE CpEICTBa,
UCIOJb30BABIIMECS]  IIPU  pa3pabOTKe  ONepalMOHHOU
CUCTEMBL.

ALC_TAT_EXT.0.2C B n0oKyMEHTHPOBAHHBIX MaTepuajiaX TOJKHBI ObITh
OTpPa)X€HBI OMIUUA WHCTPYMEHTAIBHBIX CPEJICTB Pa3padOTKH,
MCIIOJIb30BAaHHBIC MPU pa3pabOTKe ONepariMOHHON CUCTEMBI.

DneMEeHTHI IeUCTBUIN UCTIBITATEILHON JTabopaToprn

ALC TAT EXT.0.1E HcneiTatenbHas nabopaTopus AOJDKHA IOATBEPIAUTH,
910  WH(OpMAIUA, TPEACTaBICHHAsS  3asgBUTEIEM B
JTOKYMEHTUPOBAHHBIX MaTepuajaxX, yIOBIECTBOPSIET BCEM
TpeOOBaHUSIM K  COJAEPKAHUI0O U TPEJCTABICHUIO
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,Z[OKYMCHTPIpOBaHHBIX MaTepI/IaJ]OB, HN3J10KCHHBIM B
ALC_TAT EXT.0.1C, ALC_TAT EXT.0.2C.

B.2.2. Ilpoueaypsl 00HOBJIEHHSI IPOTPAMMHOIO0 o0ecnevyeHusl onepanuoOHHOI
cucrembl (ALC_FPU_EXT)

Hean

[Ipouienypsl OOHOBIIEHUN MPOTPAMMHOIO OOecHeueHHus] JOHKHBI OBITh
pa3paboTaHbl, peaJnu30BaHbl W TOABEPTHYTHI KOHTPOJIO  HCIBITATEIHHON
naboparopueld B LEISAX KA4eCTBEHHOTO MPOBEACHHS paboOT MO YCTPaHEHHUIO

VS3BUMOCTEH ONEPAIIMOHHONW CHUCTEMBI, a TaKXe HEIOMYIIEHNUsS BHECEHUS

YS3BUMOCTEH B ONEPAIMOHHYIO CHCTEMY IPHU €€ OOHOBJICHUH.

ALC_FPU_EXT.1 lIpoueaypsl 00HOBJIeHHs MPOrpaMMHOro odecnevyenust OC

Nepapxuuecknii 1j1s1: HET TOJIMHEHHBIX KOMITOHEHTOB.

3aBUCHUMOCTH: OTCYTCTBYIOT.

DneMeHThI IeUCTBUM 3asBUTENS (pa3paboTUrKa, IPOU3BOIUTES)

ALC FPU EXT.1.1D 3asBurens (pa3pabOT4MK, MPOU3BOIUTENH) JIOJDKEH
pazpaboTaTh M peaqu30BaTh TEXHOJIOTHIO  OOHOBIICHUS
OTEpAIlMOHHON  cHUCTeMBI Ui [BBIOOp:  0OHoG1eHue,
Hanpasenennoe Ha ycmpanenue yazeumocmeu OO, uHoe
00OHO8IeHUe, oOKazvleaowee GuuaHue Ha 6ezonacrHocms OO
obHo8IeHUe, He oKkaszblealoujee eusiHus Ha bezonachocms O0).

ALC_FPU_EXT.1.2D 3asButens (pa3paboT4vK, MPOU3BOJIUTENH) JIOJDKEH
pa3paboTatb W  TOJJEPKUBATh PErVIAMEHT OOHOBIICHUS
nporpammHoro ooecriedeHus: OC.

ALC_FPU EXT.1.3D 3asBurtens (pa3paboT4uK, MPOU3BOJIUTEIH) JIOJDKEH
pazpaboTtath ¥  peaqu30BaTh MPOLEAYPY  YBEIOMIICHUS
noTpeduTenet o BelTycke oOHOBIeHMH OC, OCHOBaHHYIO Ha
[Ha3HaUYCHME: cnocobwbl yeedomierusl).

ALC_FPU EXT.1.4D 3asBurtens (pa3paboT4MK, MPOU3ZBOJIUTENH) JIOJDKEH
pa3paboTath W peaqu30BaTh MPOIEAYPY MPEAOCTaBICHUS
oOHoBneHu# norpedburensm OC, OCHOBaHHYIO Ha [Ha3HAYEHUE:
cnocobwl npedocmasienusi 0OHONEeHUIL ).

ALC FPU EXT.1.5D 3asButens (pa3paboT4wK, TPOU3BOJIUTEIL) JIOJDKEH
pazpaboTaTh M peaJn30BaTh MPOLEAYPY MPEACTABICHUSI
OOHOBJICHWH B HUCIBITATEIBHYIO JJA0OPATOPHIO ISl MIPOBEACHUS
BHEIIHETO KOHTPOJI, OCHOBAHHYIO Ha [Ha3HA4YCHHE: CHOCOObI
npedocmasiienusi 0OHOGIeHUll Oisk KOHMPOJs).

DNIeMEHTHI COAEPIKaHUS U MTPEACTABICHHS TOKYMCHTHPOBAHHBIX MaTEPHAIOB

ALC FPU EXT.1.1C Hoxymenrtamuss OC pgo/KHa coaep)KaTh OIKMCAHUE
TEXHOJIOTUHU BblTycka 00HoBIeHur OC.

ALC_FPU_EXT.1.2C [Hoxymentamuss OC JobkHa COAEpKaTh pPErjiaMeHT
ooHoBirennst OC, BKITFOYAIOIIHIA:

a) UACHTU(DUKALINIO TUTIOB BBITYCKAaeMbIX OOHOBJICHUM;

0) omrcaHue IPOIEAYPHl YBEIOMIICHHUSI TOTPEOUTENICH O BBIITYCKE OOHOBIICHUH;

B) OTIMICaHUE MPOIEAYPHI MPEOCTABICHHS] OOHOBICHHUMN MOTPEOUTEISIM;

') ONMCAaHNE COACPKAHUS DKCIUTYaTAIlMOHHOW TOKYMEHTAIlMM Ha BBITYCKACMbIC
OOHOBJICHUS;
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1) [Ha3HAYCHHE: UHAS UHPOPMayUsL).

ALC_FPU_EXT.1.3C Pernament oOHoBieHuss OC [OJDKEH MpeaycMaTpuBaTh
BKJIIOUEHHE B  OKCIUTyaTallUOHHYIO  JOKYMEHTAIMI0  Ha
BBIITyCKaeMbIe OOHOBJICHUS OMMUCAHUS CIICAYIOMINX MPOLIEYD:

a) MPOIEAYPHI MOTyYEHUSI OOHOBIICHUS;

0) mpotienypbl KOHTPOJIS LIETOCTHOCTH OOHOBJICHUS;

B) THIIOBOH MPOIIETypbl TECTUPOBAHUS OOHOBIICHHUS;

T') IPOLEAYPhl YCTAHOBKH U IPUMEHEHHUSI OOHOBJICHUS;

1) IPOLEAYPBI KOHTPOJII YCTAHOBKHA OOHOBJICHHS,

€) nmpoueaypsl Bepupukanuu (MpoBEpKH) MPUMEHEHUS OOHOBJICHHSL.

ALC_FPU_EXT.1.4C [loxymeHTauus MpoLEIyphl MPEACTaBICHUS 0OHOBICHUN
JUIS TIPOBEICHUS] BHEIIHETO KOHTPOJISI TOJKHA COACPKATh:

a) OMHMCaHKE MPOLEAYPHI TPEIOCTABICHUSI OOHOBJICHUM AJI1 BHEIITHETO KOHTPOJIS;

0) TpeOOBaHMsI K MPEAOCTABICHUIO M COJACPKAHMIO METOJMKU TECTUPOBAHMS
OOHOBJICHHUS 3aBUTCIICM;

B) TpeOoBaHMS K OGOPMIICHHIO M TPEIOCTABICHUIO PE3yIbTAaTOB TECTHPOBAHUS
OOHOBJICHHS 3aSBUTECIICM;

r) [Ha3HAYCHHE: UHAsL UHDOpMayusl).

DneMEeHTHI IeUCTBUIM UCTIBITATEILHOM TabopaTopun

ALC FPU EXT.1.1E MHcneiTatenpHas gabopaTopus I0KHA IMOATBEPAUTH, YTO
uHbopmarlus, Mpe/ICTaBIICHHAS 3asiBUTEJIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepHaliax, yJIOBJIETBOPSET BCEM
TpeOOBaHUAM K COJIEPKaHUIO u IPEJICTaBICHUIO
JIOKyMEHTUPOBAHHBIX MaTepHuaoB, U3JI0KEHHBIM B
ALC_FPU_EXT.1.1C - ALC_FPU_EXT.1.4C.

ALC_FPU _EXT.1.2E MUcneiTaTtenpHas mabopaTopus JIOKHA MPOBEPUTH, UYTO
npoueaypa MpeAcTaBIeHUS OOHOBJICHHUH JUIsl TMPOBEACHUS
BHEIITHEr0 KOHTPOJISI MO3BOJIIET OPraHU30BaTh U MPOBOAUTH UX
BHEIIHUN KOHTPOJIb.

Bb.2.3. Onpenesienue ;kn3HenHoro mukjaa (ALC _LCD)

ALC_LCD_EXT.3 OmnpeneJieHHbIe pa3pad0TYNKOM CPOKH MOJIAEPKKH

3aBUCHUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IelCcTBHM (pa3paboTuuka, MPOU3BOAUTEIS)

ALC LCD EXT.3.1D 3asButenb, pa3pabOTYUK, MNPOUIBOAUTENH  JOJKHBI
YCTAaHOBUTh B COBMECTHOM JEKJIApallMM CPOK [HAa3HAYCHUE:
cpok], B TeueHHE KOTOPOTO OHHU OOS3YIOTCS BBINMOJHITH BCE
HeoOXoauMbIe AecTBUS 1Mo nojaepxkke OO, HanpaBICHHBIC HA
obOecrieuenne momanepxkanus ceprudukara coorBerctBus OO
TpeOboBaHUAM 0€301aCHOCTH MH(POpMAITUH.

ALC_LCD EXT.3.2D 3asBurenb, pa3paOOTUuK, MPOU3BOAMUTENb JIOJHKHBI
00ecreynTh Npe/ICTaBICHUE COBMECTHOM AEKJIapalh O CPOKE
noaaepkku OO BmecTe ¢ 3asBKoM Ha cepTuduxainuio OO.

DNEeMEHTHI COAEPKaHUsI U MPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEPHAJIOB

ALC LCD_EXT.3.1C Hexmapanus o cpoke nogaepxkku OO moipKHA ColiepKaTh
miaH nopaepxkku OO Ha Bech 3aJ€KIapUPOBAHHBIN CPOK,
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BKJIFOUAIOIINI ONMHUCAHKUE BCEX MPEANPUHUMAEMBIX IEUCTBUM 10
oOecrieueHut0 mojjepkanus ceptudukata coorBerctBus OO
TpeOoBaHUAM 06€301aCHOCTH MH(pOpMAITHH.

ALC LCD_EXT.3.2C MHexmapamus o cpoke nogaepkku OO moipKHA ColiepKaTh
cBeleHus o noaaep;kuaemon Bepcuu OO.

DNeMEeHTHI IeHCTBUI HCTIBITATEIBHON JJAO0OpaTOpUn

ALC_LCD_EXT.3.1E VcnslTaTenbHas J1abopaTopus JOJKHA MOITBEPAUTD, YTO
uH(popMaLus, IpeCTaBICHHAs 3asBUTEIIEM B
JOKYMEHTUPOBAaHHBIX  MaTepuajax, yJIOBJIECTBOPSIET BCEM
TpeOOBaHUSIM K COJIEP>KaHUIO u MPEICTAaBICHUIO

JTOKYMEHTUPOBAHHOMN uHbopmaIm, U3JI0)KEHHBIM B
ALC_LCD _EXT.3.1Cu ALC LCD_EXT.3.2C.

Bb.3. Kimacc AMA «Ilogaep:kka noBepus»
b.3.1. Anaau3 Bausinus Ha 0e3onmacHocTh (AMA_SIA)

Hean

Hasnauenne cemeiictBa AMA SIA coctouT B TOM, 4TOOBI YOEIUTHCS B
nojazepxkke aosepus kK OO mocpecTBOM aHaK3a, MPOBOJAMMOr0 pa3padOTUYUKOM,
110 ONPEJEICHUIO BIUSIHUS Ha 0€30MacCHOCTh BCEX M3MEHEHUM, BO3/IEUCTBYIOIINX
Ha OO nocne ero cepTuuKanuu.

AMA_SIA_EXT.3 Anaau3 Biausinusi 00HOBJIeHHi Ha 6e3omacHocTL OC

Nepapxuuecknii 1j1s1: HET TOJIMHEHHBIX KOMITOHEHTOB.

3asucumoct: ALC_FPU_EXT.1 [Ipouenypsi 0OHOBIIEHUS IPOTrPaMMHOTO
obecneuenus OC.

DneMeHTHI IeUCTBUM 3asBuUTeNs (pa3paboTyrKa, TPOU3BOIUTEIIS)

AMA_SIA EXT.3.1D 3asButens (pa3pabOTyuK, NPOU3BOJUTENH)  JIOJDKEH
MPEICTaBUTh MaTepUalibl aHaIW3a BIIUSHUS OOHOBIICHUMN
Ha Oe3onacHocTh OC.

DNEeMEHTHI COJIEPKaHUsI U TIPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEPHAIIOB

AMA _SIA EXT.3.1C Marepuansl  aHanmmM3a  BIWSHAS  OOHOBJICHUN  Ha
0€e30MacCHOCTh ~ OMNEPAlMOHHOW  CHUCTEMBl  JIOJDKHBI
coliepKaTh KpaTKOE OINHUCAHME BIMSHUS OOHOBJICHHMM Ha
3alaHie To 0E€30MacHOCTH, peaM3alfi0 OINepaluOHHON
CUCTEMON  (YHKUMOHAIBHBIX  BO3MOXHOCTEHW, WU
Joruyeckoe OOOCHOBaHUE OTCYTCTBUS TaKOrO BIIMSHUS,
MOJTBEPIKICHUE YCTPAaHEHUS YSA3BUMOCTH (YS3BUMOCTEN),
Ha YCTpPaHEHHE KOTOpPOW (KOTOPBIX) HAMPABIEH BBITYCK
JTAHHBIX OOHOBJICHWW W HEBHECECHUSI MHBIX YSI3BUMOCTEH B
ONEPALHOHHYIO CUCTEMY.

AMA_SIA EXT.3.2C Marepuansl  aHanW3a  BIWAHUS ~ OOHOBJICHUW  Ha
oe3omacHocth OC s OOHOBJIEHWM, BIHMSAIOIMIMX Ha
0€30MacHOCTh, JOJDKHBI HACHTU(UUIUPOBATh (YHKIUU
6e3onacHocTH, KoMmmoHeHThl OC, Ha KOTOpbIE BIIUSIET
JTAHHOE OOHOBJICHHUE.
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DJIeMEHTHI ICUCTBUN UCTIBITATEIILHON JTA00paToOpuu

AMA _SIA EXT.3.1E HcneiTaTenpHas jabopatopus J0DKHA MOATBEPAUTH, YTO
uHpopMmarus, npeCTaBICHHAS 3asgBUTEIIEM B
JOKYMEHTHPOBAHHBIX MaTepuajiax, YJIOBJIETBOPSET BCEM
TpeOOBaHWSIM K  COJCPKAHWIO W TPEICTABICHUIO
TOKYMEHTUPOBAHHBIX ~ MAaTEPHAJIOB, U3JIO)KCHHBIM B
AMA SIA EXT.3.1C, AMA_SIA EXT.3.2C.

AMA_SIA EXT.3.2E WcneiTatenbHass JabopaTtopusi JTOJDKHA  TTOATBEPIUTH
BAMsIHUE  (OTCYTCTBME  BIUSHUS) OOHOBJIGHHMH  Ha
6e3omacnocts OC.

AMA_SIA EXT.6 AHanu3 BJMSIHUSI BHEIIHHUX MOJAYJeil YpOBHsI siipa Ha
0e301aCHOCTh ONEPALMOHHON CHCTEeMBbI

Nepapxuueckuii j1s1: HET NOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

DOneMeHTHI IeUCcTBUM 3asBuUTEN (pa3paboTurKa, IPOU3BOIUTEIIS)

AMA_SIA _EXT.6.1D Pa3pabGoTtuuk (3asiBUTENb, MPOU3BOJIUTEIH)  JIOJDKEH
NPEeNOCTaBIsATh B HCIHBITATENbHYIO  JabOpaTopHio
MaTepHalibl aHallM3a BIWSHUS BHEIIHUX MOJYJIEH YPOBHS
anpa Ha O0€30MaCHOCTh OIEPAIMOHHOW CHCTEMBl U
KOMIUJIEKT HJECHTU(UIIMPOBAHHBIX (ITPOMAPKUPOBAHHBIX )
BHEIITHUX MOJTyJIel YpOBHS sifipa.

DneMEHTHI COJEPKaHUSI U TIPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEPHAIIOB

AMA_SIA_EXT.6.1C Marepuansl aHan3a BIUSHUAS BHEITHUX MOIYJEH YpOBHS
aapa Ha 0E30MacCHOCTh ONEPAMOHHONW CHCTEMBI JTOJDKHBI
comepkaTh KpaTKOE€ ONHCAHWUE BIMSHUS  BHEITHHX
MOIyliel YpOBHA siApa Ha 3afaHue 1o Oe30MacHOCTH,
(GyHKIIMM OE30MaCHOCTH OTEPAIMOHHON CHUCTEMBl WITU
COJIEpKaTh JIOTHUECKOe OOOCHOBAHUE OTCYTCTBUS TaKOTO
BITUSTHUSL.

AMA_SIA EXT.6.2C Marepuansl aHaau3a BHEIMTHUX MOIYJEH YpOBHS spa
OTIEPAIIMOHHOM CHCTEMBI Ha OE30MaCHOCTh ONEPAMOHHON
CUCTEMBI,  JOJDKHBI  WIASHTU(UIHUPOBATH  (QYHKINUN
0€30MacHOCTH, KOMIIOHEHTHI OIEPAIlMOHHOW CHUCTEMBI, Ha
KOTOPBIC BIUSIOT BHEITHUE MOAYJIN YPOBHS sIpa.

DneMEeHTHI IeWCTBUIN UCTIBITATEILHON JTabopaToprn

AMA_SIA EXT.6.1E HcnoeiTatenbHasi 1a0opaTopusi TODKHA MOATBEPAUTH, YTO
npencTaBlieHHass UWHGOpPMAIUS  YIOBJIETBOPSET BCEM
TpeOOBaHMSIM K  COJEPKAHUI0 U TPEICTABICHUIO
JIOKYyMEHTUPOBAHHBIX MAaTEPUAJIOB.

AMA_SIA EXT.6.2E WcneiTatenbHass JjabopaTtopusi JIOJDKHA — TOATBEPIUTH
BIUSHUE (OTCYTCTBHE BIIMSIHHS) BHEIIHUX MOJyJIEeH
YPOBHS sijipa Ha 6€30MacHOCTh ONIEPAITMOHHON CUCTEMBI.
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b.4. Knacc AVA «OuneHka ysi3BUMOCTeH»
b.4.1. Anaiu3 ckpbIThiX KaHa10B (AVA_CCA_EXT)

Hean

AHanu3 CKpBITHIX KAHAJIOB SIBJISIETCS YacThIO aHajiu3a YsI3BUMOCTEH U
OPOBOJUTCS C UEIbI0 CAENaTh 3aKIIOYEHHE O CYIIECTBOBAHUU W
NOTEHIIMAIBHOM TPOMYCKHOM CIOCOOHOCTH KaHAJIOB Tepelayd CUTHAJIOB
(KOMMYHHMKAIIMOHHBIX KaHAJIOB), KOTOPBhIE HE MPEAYCMOTPEHBI ISl Mepenadu
3amuIaeMoi nHpopManuu (JTaHHBIX MMOJIH30BATENS M MHONW MH(GOPMAIINH) WITH
HEpa3pEIICHHBIX CUTHAIOB, HO KOTOPbIE MOTYT OBITh JIJI1 TOT'O MCIOJIb30BaHBI
MOTEHIUAIBHBIMU HAPYIIUTEIAMHU (B HApPYIICHUE YCTAHOBJICHHBIX MMOJIUTHK
yOpaBIeHUS HHPOPMAIIMOHHBIMYU ITOTOKAMH, YIPABICHUS JOCTYIIOM WU MHBIX
YCTAHOBJICHHBIX OTPAHUYCHHUI).

B xauecTBe CKpBITHIX KaHAJIOB pacCMaTPUBAIOTCS:

KaHaJbl Mepeayu, IpeaHa3HauYeHHbIC Il YIpaBJEHUs, HO KOTOphIC (B
HapylIeHUE TMOJUTUKU YIPABJICHUS JOCTYNIOM WJIA TOJIUTHKA YIpPaBICHUS
MOTOKaMM) MOTEHIIMAILHO MOTYT MCIOJIb30BAaThCS JUIsl TEpefayd JaHHBIX
MOJIb30BATENS;

KaHalbl Tepefayd, TMpeJHa3HAYeHHbIC ISl  [epeladyd  JaHHBIX
MOJIb30BATEINSl, HO KOTOpPHIE MMOTEHUHAIBHO MOTYT HCIIOJIB30BaThCS IS
nepeiayy CUTHAJIOB HAPYIIUTENS (B TOM YUCIIE C UCHOJIBb30BAaHUEM MOIYJISIIUN
nepenavyu JaHHbIX);

KaHaJIbl ~ epefaud, KOTopble (B  HapyUIEHHWE  YCTAHOBJIEHHBIX
OTpaHUYCHHI) MOTEHIIMATHHO MOTYT MCIOJIB30BAaThCS I HAOMIOACHUS OJTHUM
MOJIb30BATEINIEM 3a JEHCTBUSIMU JIPYTOr0 MOJIb30BATENS;

WHBIE TUIIBI CKPBITHIX KaHAJIOB.

AVA CCA _EXT.1 AHaau3 CKpBITBIX KAaHAJIOB
Hepapxnueckuit 1y1s: HET HOAYMHEHHBIX KOMIIOHEHTOB.
3aBucumoct: AVA VAN.4 Meroandeckuii aHau3 ysI3BUMOCTEH;
ADV FSP.2  Jletanuzanuss  BONpocOB  0O€30MACHOCTH B
(YyHKUIHMOHATIBHOW crielM(pUKALINH;
ADV_IMP.2 ITonHoe oToOpaskeHHe NMPEACTaBICHUS pealn3auuu
dbyHKIUN 6€30MaCHOCTH 00BEKTA OLICHKY;
AGD_OPE.1 PykoBoaCTBO M0JIb30BATEIS M0 IKCIUTYaTaINH;
AGD_PRE.1 IToaroroBuTeabHbie MPOLEAYPHI;
[FDP_ACC.1 OrpanudeHHoe yIpaBiIeHUE TOCTYIIOM HIIN
FDP_IFC.1 OrpanruenHoe yrpariieHue HHPOPMAITMOHHBIMU TTOTOKAMH,
nin FPR_UNO.1 CkpsiTHOCTB].
DneMeHThI 1elCcTBUM 3asBUTEN (pa3paboTUrKa, TPOU3BOIUTEIS)
AVA CCA _EXT.1.1D 3asButens (pa3paOOT4UMK, NPOU3BOIUTEIH) TOJDKEH
MPOBECTH TOUCK CKPBITHIX KaHAJIOB JJIS pPeau3yeMbIX
ONICPALlMOHHOM  CHUCTEMOU [BBIOOD: NOAUMUKU
YIpasieHus UHGOPMAYUOHHBIMU NOMOKAMU, NOAUMUKU
YApaenenus 00CMynoM, 02paHuyeHusi no HabarOeHUo
3a OeticmeusmMu noavzosamenei, [HazHaueHue: uHvle
ROAUMUKU UTU 02paHudeHus]|.



125

AVA _CCA_EXT.1.2D 3asButens (pa3paOOTYuK, MPOU3BOAUTENH) OJDKEH
IPEICTaBUTh JOKYMEHTAIMIO 10 aHAaIM3y CKPBITHIX
KaHaJIOB.

DNEeMEHTHI COJIEP>KaHUsl U MPEACTABICHUS TOKYMEHTUPOBAHHBIX MAaTEPHAIIOB

AVA CCA EXT.1.1C B ngokyMeHTalud IO aHaJu3y CKPBITHIX KaHAJIOB
JOJKHBI OBITh UICHTU(DUIIMPOBAHBI CKPBIThIE KaHAJbI U
COJIEPKaThCS OLIEHKA UX MPOMYCKHON CIIOCOOHOCTH.

AVA_CCA_EXT.1.2C JlokymeHTamus 0 aHAJIN3y CKPBITHIX KAaHAJIOB JOJDKHA
CoJIepKaTh OMHMCAHUE MPOLEAYP, UCTIOIb30BAHHBIX IS
BBIHECEHUST 3aKIIOUYCHUS O CYIIECTBOBAHMH CKPBITHIX
KaHaJoB, U MH(POPMAIINIO, HEOOXOIUMYIO JJIs aHaIn3a
CKPBITBIX KaHAJIOB.

AVA _CCA_EXT.1.3C JlokymeHTaus 10 aHAJIN3y CKPBITHIX KAaHAJIOB JOJDKHA
CoJIepKaTh OTMHCaHue BCEX IPEINOIOKEHUN
(ObICcTpOACIICTBHE mpoIrieccopa, CHUCTEMHas
KOH(purypamusi, o0beM mnamMsiTd U (WIK) HHBIX),
CIECTaHHBIX MPU aHAIIN3€ CKPBHITHIX KAHAJIOB.

AVA _CCA_EXT.1.4C JlokyMeHTanus IO aHAJN3Y CKPBITHIX KaHAJIOB JOJDKHA
coJiepKaTh ONMUCAHUE METOJa, MCIIOJIB30BAHHOTO JIJIS
OIICHKM TPOMYCKHOM CIIOCOOHOCTM  KaHajma ISt
HanboJiee OMACHOTO CLICHAPUSI.

AVA_CCA_EXT.1.5C JlokymeHTalus IO aHAJM3y CKPBITHIX KaHAJIOB JOJDKHA
coJiep)KaTh ONMCAHWE HamboJee OMacHOro CLEHApHs
UCTIOJIb30BAHUSL ~ KaXJOT0  UJECHTU(UIIMPOBAHHOTO
CKPBITOT'O KaHaJa.

DneMEeHTHI IeUCTBUI UCTIBITATEILHOM JTabopaToprn

AVA CCA EXT.1.1E UcneiTaTensHas nabopaTopus JOKHA TOJITBEPIUTH,
yTo wuHGOpMAIMs, TPEICTAaBICHHAS 3asgBUTEIEM B
JIOKyMEHTUPOBAHHBIX ~ MaTepuaiax, YIOBJIECTBOPSET
BCEM TpPEOOBAHUSM K COJEPKAHUIO W TPEICTABICHUIO
JTOKYMEHTUPOBAHHBIX MaTEpPUAOB, W3JIOKCHHBIM B
AVA CCA EXT.1.1C - AVA CCA _EXT.1.5C.

AVA_CCA_EXT.1.2E WcnwiTaTenbHas J1a0opaTopusi IOJKHA TOATBEPIAUTS,
9TO  pe3ynabTaThl  aHaIM3a  CKPBITBIX  KaHaJOB,
BBITIOJTHEHHOTO 3assBUTEIIEM (pa3zpaboT4auKoM,
IPOM3BOIUTEIIEM), CBUCTEIHCTBYIOT 00
YIOBJIETBOPEHUU OIEPALMOHHOM CHUCTEMOM
COOTBETCTBYIOIIMX (DYHKIIMOHABHBIX TpeOOBaHUl (110
yIPaBICHUIO UH()OPMAITMOHHBIMHA MIOTOKaMH,
yIPaBICHUIO JOCTYTIOM, MPEIOTBPALIICHUIO
HAOMIOJICHNST OJHHWM IIOJIb30BaTelieM 3a JEHCTBUEM
JIPyToro TIOJTE30BATES, NPEIOTBPAIIICHUIO
UCIIOJI30BaHUSI ~ MH(POPMAIIMOHHBIX  IOTOKOB  JIJISt
pactmpocTpaHEHUs HEPa3pEIICHHBIX WH(POPMAITMOHHBIX
CUTHAJIOB, KOHTPOJIO W OTPAHUYCHUIO CKPBITHIX
KaHaJIOB U (MJIM) UHBIX).
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AVA _CCA_EXT.1.3E UcneiTaTenpHas mabopaTopusi JOHKHA TMOJITBEPIUTH
IPaBUJIBHOCTH PE3YyJIbTATOB aHAJIN3a CKPBITHIX KaHAJIOB,
BBIIOJIHEHHOTO 3asBUTEIEM (pa3paboTUnKOM,
IIPOU3BOIUTEIIEM ).
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