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IlepedyeHns cokpameHun

3b — 3a7aHie no 0€30MacHOCTH
nC — nHGOPMAIOHHAS CHCTEMA
UuT — uH(popMaIIMOHHAS TEXHOJIOTHS

N®PBO - untepdetic GyHKIMOHATBLHBIX BO3MOXKHOCTEH Oe3omacHoctu OO
00 — 00BEKT OLICHKHU

oC — OmepalMoHHas cucTemMa

ova — OLICHOYHBIN YPOBEHb JOBEPHUS

nbO — TIOJIUTUKA 0€30MaCHOCTH OpraHU3aluu

3 — PO UITb 3aIUTHI

no — IpOorpaMMHOE 00ecCIieueHHE

II®b  — nonutnka QyHKIMA 0€30MIaCHOCTH

CBT — CPEJICTBO BBIYMCIIUTEIILHON TEXHUKH

C3u — CpPEeACTBO 3aIUThl HHPOpMALTIHU

TIAb — TpebOoBaHuUs JOBEpHU K O€30MaCHOCTH 00BEKTA OLICHKU
YK — ylpaBJieHue KOH(pUrypauueu

®BO - QyHKUMOHAIBHBIE BOBMOXKHOCTH 0€3011aCHOCTH OOBEKTA OLIEHKH

dTh — ¢hyHKUIHOHATBHBIE TPeOOBaHMs 0€30MMACHOCTU K 00BEKTY OIEHKH
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1. O01mue moJ10KeHUs

Hacrosmmuit merommueckuit  jokyment ®CTOK Poccum paspabotan wu
YTBEPKIEH B COOTBETCTBMM C mnoanyHKToM 4 mnyHkra 8 Ilonmoxxenus o
denepanbHOM  COy)KO€ 1O TEXHUYECKOMY W DKCIOPTHOMY  KOHTPOIIIO,
yTBepxkaeHHoro Yka3zoM Ilpesunenta Poccuiickoit @enepanuu ot 16 aBrycra
2004 r. Ne 1085, um mpenHaszHaueH [Jisi OpraHU3aIMi, OCYIIECTBIISIONIUX B
COOTBETCTBHUM C 3aKOHOJATENbCTBOM Poccuiickoit @Pepepaunu paboOThl 1O
CO3JIaHUIO0 CpPEACTB 3aIIUTHI uHdopMauu (manee — pa3pabOTUUKH,
MPOU3BOJIMTEINN), 3asABUTENEH Ha OCYHIECTBICHUE CEPTU(PUKALMKN TPOLYKIIUU
(manmee — 3asBUTENH), a TAKXKE JUIsl UCIBITATENbHBIX JJAOOPATOPHUIL U OPraHOB IO
cepTU(UKALNY, BBIMOJHIIOMUX pabOThl MO CEPTUPHUKAIUU CPEACTB 3alUTHI
uH(pOpMAIMUM Ha COOTBETCTBUE 00s3aTE€IbHBIM TPEOOBAHMSIM MO OE30MaCHOCTU
uH(pOpMaMU TMpPU MPOBEAECHUU HMH PAbOT MO cepTU(UKAIUU ONEPalMOHHbBIX
CUCTEM Ha cooTBeTcTBUE TpeOoBaHMsIM Oe30macHOCTH HMHPOPMALMK K
ONEPALIMOHHBIM CcHCTEMaM, yTBepxkAcHHbIM npukazom OCTOK Poccum ot 19
asrycra 2016 . Ne 119.

Hacrosimmit meroguueckuit nokymeHT ®CTOK Poccum peranusupyer u
OIpeseNsieT B3aUMOCBS3H TpeOOBaHUN U (YHKIMI 0€30MaCHOCTH ONEPallMOHHBIX
cucteM (mamee — OC), ycraHoBiIEeHHbIX TpeOoBaHusIMH  O€30IaCHOCTH
unpopmaruu k OC, yrBepxkaeHubiMu npukazom @CTIOK Poccun ot 19 aBrycra
2016 r. Ne 119.

[Ipodunp 3amuThl Y4YUTHIBAET MOJIOKEHUS HALMOHAJIBHBIX CTaHAApTOB
Poccuiickoit ®enepaniun 'OCT P HNCO/MBK 15408 «HudpopmarimonHas
TexHoJIoTus. MeTonbl U cpencTBa obecneueHus 6ezonacHocTu. Kputepun orieHKu
0e30macHOCTH UHPOPMAITMOHHBIX TEXHOJIOTHUI.
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2. BBenenue npoguisi 3alUThI

Januenii pasgen comepxuT uHpopMmaimio odmero xapaktepa. [lompazmen
«Ccputka Ha TPO(UIH 3aITUTBD BKIIOYAET HACHTHU(PDUKAIMOHHBIC CBEICHUS O
npoduiie 3amuThl (namee — II3), KoTopble NPENOCTABISIOT MapKUPOBKY U
onucatesbHyl0 MHGOPMAINIO, HEOOXOJUMYIO I KOHTPOJS M UIASHTU(DUKAIUU
[13 u obwvekra onenku (manee — OO), Kk KoTopomy oH oTHocutcs. [loapazmen
«AHHOTaLUg 00bEKTa OLEHKI» COJIEPKUT KpaTKoe onmucaHue ucnoib3oBanus OO
Y €r0 OCHOBHBIE XapaKTEPUCTUKU OE30MaCHOCTH.

2.1. Ccblika HAa NPOPUIb 3aALUTHI

Haumenoeanue I13:

Tun OC:

Knacce 3amgumeor:
Bepcusa I13:
Obo3nauenue I13:
Hoenmugpukayua 00:
Ypoeenw oosepu:

Hoenmugpukayusn:

Knrwueewie cnosa:

[Ipodune 3amuTHl OMEpaMOHHBIX cucTeM THHa «b»
ISATOTO KJIACCa 3AIUTHI.

OC tuna «b».

ITaTe1i.

Bepcus 1.0.

NT.OC.B5.113.

OC tuna «b» nsATOrO Kjacca 3alluThl.

Onenounbii ypoeHb noBepus 2 (OY]/12), ycuiieHHbIN
komrioHeHTaMu ADV _IMP.2 «IlonHoe oToOpaxeHue
npenacrasiaenuss  peanmsaiuun - ObO», ADV TDS.3
«basosreii1 moxyneHbIM IpoekT», ALC FLR.1 «ba3zoBoe
YCTpaHECHUE HEJIOCTATKOBY, AVA VAN.4
«MeTonnuecknii aHaIu3 ysI3BUMOCTEN), PACIIUPEHHBIN
komnoneHntamu ADV_IMP_EXT.3 «Peammzarust OOy,
ALC TAT EXT.0 «Onpenenenre HHCTPYMEHTaIbHBIX
cpeacts paspadbotku»n, ALC_FPU _EXT.1 «IIponemypsl
OOHOBJICHHS MIPOrpaMMHOTO obecrnieueHUs
omnepalMoOHHOMN CHUCTEMBI, ALC LCD _EXT.3
«OrmpeneneHHble pa3pabOTYNKOM CPOKH MOJIIEPIKKU»,
AMA SIA EXT.3 «Ananu3 BinusiHus OOHOBIICGHWN Ha
0€301acHOCTb OIEpallOHHOM CHUCTEMBI»,
AMA SIA EXT.6 «AHanu3 BIUSHHAA  BHEIIHHUX
MOJTyJIeH YpOBHS siipa Ha 0€30MacHOCTh ONepaliOHHON
cucteMb» U1 AVA CCA EXT.] «AHaimu3 CKpBITBIX
KaHAJIOBY.

TpeboBanus 0e30macHOCTH uH(popMaIn K
OMEpallMOHHBIM CUCTEMaM, YTBEP)KICHHbIE MPUKA30M
OCTIK Poccum ot 19 aBrycra 2016 . Ne 119.

I'OCT P HCO/MDBK 15408 «UupopmarmonHas
TexHoJorus. Metoasl U cpeAcTBa oOOecHedeHus
oe3omacHoctu. Kpurepunm oneHku  0€30macHOCTH
HH()OPMAITMOHHBIX TEXHOJIOTUI.

Oneparnrionsusle cuctemsl, BctpanBaemas OC.



2.2. AHHOTAIUA MPOPUIIA 3aAIUTHI

Hacrosimmit [13 onpenenser tpeboBaHusi 0€30MaCHOCTA K BCTPANBAEMbIM
OC (tun «b») nsATOro Kaacca 3ammThI.

2.2.1. KnroueBble TEPMHUHBI, HCII0JIb3yeMble B PO uie 3alUThl

Hwuxe npuBeneHbl KIIIOUEBbIE TEPMUHBI, UCTIONb3yeMble B 113 mipu 3aganum
TpeboBanuii OezonacHoctt OC U OTHOCAIIMECS K Pa3jIMYHbBIM KaTEeropusM
nosib3oBaTesiet OC u CyOBbEKTOB JOCTYIIA, @ TAKKE UX ONPEIeTICHUS.

AamuHucTpaTop: 1nonb3oBatenb OC, yIOJIHOMOYEHHBI BBITOIHATH
HEKOTOpBIE JNEUCTBUS 1o aAMUHUACTPUPOBAHUIO OoC (umerommin
aJIMUHUCTPATUBHBIE MOJHOMOYHS) B COOTBETCTBUM C YCTAHOBJIEHHON PpOJIBIO U
TpeOyeMbiMu nipuBuiIeruaiMu B OC Ha BBIIIOJIHEHHUE 3TUX JIEHCTBHIA.

HenpuBuierupoBanublii Cy0ObeKT [JOCTYNA: IIPOLIECC, IMOPOKIAEMBIM
IIOJIb30BATENIEM.

HeynosiHoMo4YeHHBIN Cy0BEKT J0CTYINA: MIPOLIECC, TOPOKIAEMBIN JTULIAMU,
HE sBIsitomUMuUc nodb3oBaressMu OC, mpH NOMNBITKE HECAHKIIMOHUPOBAHHOTO
JOCTYIIA.

O0bekT gocryma: enuHuia MHGOPMALMOHHOIO pecypca (¢aili, karajor,
TOM, YCTPOWCTBO U (WJIM) HHBIE), JIOCTYI K KOTOpPOM periaMeHTHpYeTcs
paBuUjaMu pasrpaHUYEHHs] JIOCTYNa U IO OTHOIICHUIO K KOTOPOM CYOBEKTHI
JIOCTYIIA BBIIOJIHAIOT OIEpaliy.

IHoan3oBaresanb: mnonb3oBareb OC, HE HMEIOIMNA AIMUHUCTPATUBHBIX
MTOJTHOMOYHU.

Hoab3oBarear OC: nuuo (aAMUHUCTPATOP, MOJB30BATEIH), KOTOPOMY
pa3penieHo BBITIOJIHATD HEKOTOpbIE NEeNCTBUS (omeparun) 1o
aamunuctpupoBannto OC mwnu odpadotke nudopmaruu B OC.

IIpuBuiernpoBaHHblii  Cy0OBEKT [JOCTYHA: IIPOLECC, IOPOKIAEMBIN
aJIMUHUCTPATOPOM UJIM OT UMEHHU Cy>ke0HOoH yueTHoi 3anucu OC.

Poab: mnpenonpeneneHHas COBOKYNMHOCTb MPaBHWJI, YCTaHABIMBAIOIIMX
nomnyctumoe B3aumoeiicteue ¢ OC.

Cy0bekT goctyma: Ipoliecc, Mopokaaembiid  mojab3oBarenemM OC
(monp30BaTENIeM WM aIMUHUCTPATOPOM).

Y1no/HOMO4YeHHbI HENMPUBWIETHPOBAHHBINA CY0OBEKT JOCTYNA: MPOLIECC,
MOPOKJAEMBIN TOJIH30BATENIEM B COOTBETCTBHM C IpaBaMH JOCTyNa K OOBEKTY
JOCTYyIA.

Y10/IHOMOYEeHHbI NMPUBUJIETHPOBAHHBIN CYy0OBEKT HOCTYyHAa: IpoIEeCC,
MOPOXKJIAEMbI aIMUHUCTPATOPOM HJIM OT UMEHU CIIY>KEOHOW YYeTHOW 3amucu B
COOTBETCTBUHU C POJIBIO.

CooTHoOILlIEHWE TEPMHUHOB, TpHUMEHseMbIX B Hactosimem [I3  nmns
o0o3HaueHusi noJsb3oBaresied OC u CyObEKTOB JOCTYNa pPa3jU4HbIX KaTeropHii
MPEICTABICHO HA pUCYHKeE 2.1.
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Pucynox 2.1 — CooTHoIIeHIE TEPMUHOB, TPUMEHSEMBIX B Mpodue 3aIUThl sl 0003HaYeHus noJib3oBatenieid OC u cyObeKTOB
JIOCTYIIA Pa3HbIX KaTeroOpuii
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2.2.2. Ucnojib30BaHHE H OCHOBHbIE XapAKTePUCTHUKH 0€30MaCHOCTH
00bEKTA OLICHKHU

OO mpencraBnsieT co0O MPOrPaMMHOE CPEICTBO (KOMIUIEKC MPOrpamm),
peanusytoniee (peanu3yromuii) GyHKIUA 3alIUThl OT HECAHKIIMOHUPOBAHHOIO
noctyna K uH(opmanuu, oOpabaTbiBaeMOM Ha CpEJCTBAX BBIYMCIUTEIBHOU
texuuku (manee — CBT), Haxomgsmmxcss MOJ  yOPaBICHUEM JIaHHOTO
MIPOrPaMMHOT0 Cpe/ICTBA (KOMILJIEKCA IPOTrpamMM).

OO nomwkeH obOecrniednBaTh  HEUTpATM3alMIO0  CIACAYIOIMIUX  YIPO3
0e301macHOCTH HH(pOPMAITUH:

HECaHKIMOHUPOBAHHBI JOCTYNl K OOBEKTaM JOCTylma CO CTOPOHBI
CyOBEKTOB JIOCTYTIA, JAJI1 KOTOPBIX 3allpallliBaEMbIi IOCTYII HE pa3pellieH;

HECaHKI[MOHMPOBAaHHOE  BHECEHHME  HapyILIMTEJIeM  M3MEHEHHH B
KOH(UTypallMOHHBIE JaHHbIE, KOTOpbIE BIUAKT Ha (YHKIMOHUPOBAHUE
OTJEJIbHBIX CEPBUCOB, IpuiokeHui mwin OC B LeiaoMm;

OCYILIECTBIICHHUE HapyLIUTEIEM BOCCTAHOBJICHMUSI (moxbopa)
ayTeHTU(PUKAIUOHHOM HHpopManuu nois3oBareieit OC;

UCIIOJIb30BAHUE  HApYIIWUTEJIEM  HWJCHTU(UKAIMOHHOW U  HavalbHOU
ayTeHTU(UKAUMOHHOW HMH(OpMAaLMK, COOTBETCTBYIOIIEH YYETHOM  3amucH
nonb3oBarelrst OC;

HECAaHKIIMOHUPOBAHHOE BHECEHHE HW3MEHEHHH B KYypHaJbl PETUCTPALNU
coObITHit 6e3omacHocti OC (KypHaJbl ayuTa).

B coctraB OC kak 00beKTa OLIEHKH BXOJST CIEAYIOIINE KOMIIOHEHTBHI:

3arpy3uuk OC, oGecrneunBaroiuii 3arpy3ky sapa OC;

anpo OC, obecneunBaroniee ynpasieHue pecypcamu CBT (mpoueccopHoe
BpeMsi, ONepaTWBHAs MaMATh W JPyTrHUe) W BBINIOJHEHHE 0a30BBIX (DYHKIIHH IO
3amuTe nHpopmanuu;

MOy YpOBHS sAapa (mporpammbl, 3arpyxkaemeie sgpom OC u
pacmmpsronye ero 0a3oBbie (PyHKIIHMOHATBHBIE BO3MOXKHOCTH);

ciyx0b61 OC, oOecrieunBarolve BBITOJTHEHUE (YHKUUNA MO 00paboTKe U
3ammuTe HHHOPMALIUH.

Apxurektypa 6e3onacHoctr OC gomxHa 00ecneynBaTh:

peann3anuio MOHHUTOpA oOparieHuii (nucneruepa JOCTYyTIa),
00eCTIeUNBAOIIYI0 BO3MOKHOCTH €T0 HCUYEPITBIBAIOIIETO aHAIN3a U TECTUPOBAHNS;

3allMIIEHHOCTh ~MOHUTOpa OOpallleHuid (aucreryepa JocTyna)  OT
MIPOHUKHOBEHUS (BMEIIATEIHCTBA), MPEOAOTICHUS U 00X0/1a;

HEBO3MOKHOCTH JOCTYIa CyOBbEKTOB JOCTYIa K 00bEKTaM J0CTyIa B 00X0.
YCTAaHOBJICHHBIX TPABWJI pa3rpaHUyeHUs JocTyna (ympaBjieHHsS JOCTYyIIOM) B
ciiydae c00si MOHHUTOpa OOpalieHud (Jucreryepa J0CTyna) 10 BOCCTAHOBJICHMS
ero paboToCTIOCOOHOCTH.

B OC nomxHbI OBITh peaTn30BaHbl CICAYIONINE (PYHKITUU O€30MaCHOCTH:

uaeHTUUKAIIS U ayTeHTU ()UK,

yIpaBiIE€HUE TOCTYIIOM;

peructparus coObITHI O€30MaCHOCTH;

OrpaHUYeHHe MPOTPAMMHOMN CPEJIbI.

B cpene, B kotopoit OC (QyHKIIMOHHPYET, AOHKHBI OBITH PEaTM30BaHBI
cneayroye GyHKIIUU 0€30MacHOCTH:

du3nueckas 3aiuTa;


https://ru.wikipedia.org/wiki/Загрузчик_операционной_системы
https://ru.wikipedia.org/wiki/Ядро_операционной_системы
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noBepeHHas 3arpyska OC;

obecrieuenure ycnoBuid 6ezonacHoro ¢pyHkinuonuposanus OC;

oOecrieyeHne JOBEPEHHOIO0 MaplIpyTa;

o0OecrieueHue  B3aUMOJEHUCTBHUS €  MPUKIAJHBIM  MPOTPAMMHBIM
oOecIieueHuEM;

oOecrieueHne JOBEPEHHOI0 KaHaa.

Oyukiuun  6ezonacHoct  OC  gomkHBI  00JIaJaTh  COCTaBOM
(G YHKITMOHATBHBIX BO3MOXHOCTEN ((DYHKIIMOHATBHBIX TPeOOBaHMM 0€3011aCHOCTH),
00€eCIeYnBAOIINX PeAIU3aIUI0 ITUX PYHKIUH.

B nacrosmem [13 uznoxens! cnemyroiue BUAbI TpeOOBaHUN 0€30MacHOCTH,
npeabsapisembie k OC:

(GyHKIIMOHAJIbHBIE TPeOOBaHMs 0€30MaCHOCTH;

TpeOOBaHUs 10BEPHUs K O€30MMaCHOCTH.

OyHkmoHabHbIE TpeboBaHusi Oe3omacHoctn OC, uznoxkenuoie B 113,
BKJIFOYAIOT:

TpeOOBaHMS K UACHTU(PUKALIMYI U ayTEHTU(UKALUY;

TpeOOBaHMUSI K YIIPABICHUIO IOCTYIIOM;

TpeOOBaHUSI K PETUCTPAIIMHN COOBITHI 0€30M1acCHOCTH;

TpeOOBaHMSI K OTPAaHUYECHHUIO TIPOTPAMMHOM CPEJIbl.

OyHKIMOHANIBHBIE TpeboBaHusi Oe3omacHoctu Mg OC BbIpakeHbl Ha
OCHOBE KOMIIOHEHTOB TpeOOBaHUI M3 HAIMOHAIBLHOTO cTaHaapTa Poccuiickoii
®enepanuu 'OCT P UCO/MOK 15408-2-2013 «MupopmarimoHHasi TEXHOIOTHSI.
Metonsl u  cpenactBa oOecredeHus: Oe3zomacHocTH. Kputepuu — olieHKH
0e3omacHoCT UHQPOPMAIMOHHBIX TexHojorud. Yacteh 2. OyHKIMOHAIBHBIC
KOMIOHEHTBI 0€30MaCHOCTU» U CTICIIUATbHBIX (PACHIUPEHHBIX ) KOMITOHEHTOB.

CoctaB (QyHKIMOHAIBHBIX TpeOOBaHUIN O€30MaCHOCTH, BKIIOYEHHBIX B
Hactosmuid 13, obecneunBaeT crenyromue GyHKIIMOHAIBHBIE BO3MOxHOCTH OC
tuna «by»:

UAeHTU(GUKAIMS W ayTeHTU(UKAIUS TIO0JIh30BaTelel 0 BBITIOJHCHUS
JOOBIX IEUCTBUI MO JOCTYMY B UH(GOPMALIMOHHYIO CUCTEMY;

UACHTU(GUKAIMS W ayTCHTH(PUKANMS aJIMHHUCTPATOPOB 10 BBITIOJHEHUS
nerctBui 1o ynpasieHuto OC;

BO3MOXXHOCTh HMJICHTH(DHKAIIMA CyOBEKTa JOCTyNa ITyTEM IPEIbSIBICHUS
dbu3nyeckoro  ycTpoicTtBa  HACHTU(GUKAIUM 10  pa3pelieHus  JIeHCTBUS,
BBITIOJTHSIEMOT'0 OT UMEHU ATOT0 CyOBEKTa JJOCTYTa,

BO3MOXKHOCTh 3a/IaHUSl TIOJUTUKU JUCKPEIMOHHOTO M (WJIM) POJIEBOTO
yOpaBieHUs  JIOCTyNOM  JUIsl  YCTaHOBJIGHHOTO  MHOXKECTBa  OIEpallvid,
BBITIOTHSEMBIX CYyObEKTaMHM JIOCTYIIA IO OTHOILICHUIO K 00BEKTaM JOCTYIIA;

BO3MOXKHOCTh peajii3allii JUCKPEIIMOHHOTO U (UJIM) POJIEBOTO YIIPaBIICHUS
JIOCTYTIOM Ha OCHOBE CIIMCKOB YyMIpPaBJEHUS ITOCTYNOM (MaTpUIlbl YNpaBICHUS
JIOCTYTIOM) U (WJIN) POJICH;

BO3MOXKHOCTh aBTOMATHUYECKOTO 3alyCKa MPHUKIAAHOTO MPOrPaMMHOTO
obecrieuenus nipu crapre CBT;

BO3MOXHOCTh ~ MCKJIFOUEHHMSI ~ HEMNOCPEACTBEHHOIO  B3aWMOJICHCTBUS
MOJIb30BaTENEH MPUKIAIHOTO MporpaMMHoro odecneuenus ¢ OC;

BO3MOXKHOCTh CO CTOPOHBI aIMUHUCTpaTOpa YIPaBISATh aTpUOyTaMu
0e30ITacCHOCTH;
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BO3MOKHOCTh CO CTOpPOHBI aJMHUHHCTPATOpa YOPABIATH HapamMeTpaMH
¢byHKIMI1 0€30MaCHOCTH OMEPAIMIOHHON CUCTEMBI, JaHHBIMU ayUTa;

BO3MOKHOCTh CO CTOPOHBI aJMHHHMCTPAaTOpPa YIPABIATH BBIIOJIHEHUEM
¢bynkmit 6ezonacHoctu OC;

nojsiepkka onpeneneHHelx posed g1 OC M uX  accouMalMu  C
nonb3oBareirsiMu OC;

3alUTa XpaHUMOHN ayTeHTU(PUKAIMOHHON HHPOPMAIIUH OT HEIPABOMEPHOTO
JIOCTyNa K HEW U PaCKPBITHS;

IOCTOSTHHBIN KOHTPOJIb U MIPOBEPKA MPABOMOYHOCTH OOpaIEHUI CyOBEKTOB
J0cTyna K 00beKTaM JI0CTyIa,

BO3MOXKHOCTb MPEOCTaBICHMSI HAJIC)KHBIX METOK BPEMEHH NPU IPOBEICHUN
ayauTa 0€3011aCcHOCTH;

BO3MOKHOCTh BKJIFOUEHUSI W HCKIIOYEHHUS] COOBITMH B COBOKYITHOCTb
COOBITUM, TOJBEPralOUINXCS ayIUTY, IPEIOCTABIIEMast aIMUHICTPATOPY;

BO3MOKHOCTb IIPEOCTABICHUS a]MUHUCTPATOPY BCEW MHpOpMAIUK ayuTa
B ITIOHATHOM JIJISI HET'O BHJIE;

BO3MOXKHOCTh ~ 3alUTBhl XPAaHUMBIX 3allUCEHd PETUCTPALUU  COOBITHIM
oezonmachoctu  OC  (ayaura) OT  HECAaHKIIMOHUPOBAHHOTO  YIaJCHUS U
IpeIOTBPALICHUS] MOAU(PUKALIMY 3aIIUCEN ayAUTa;

BO3MOXKHOCTb PETUCTpaluu (ayauTa) cOOBITUH 0€30macHOCTH, KOTOpHIE B
COOTBETCTBHM C HAaIMOHAIBHBIM cTraHaapToM Poccuiickonn ®enepaunu I'OCT P
NCO/MDBK 15408-2-2013 «MudopmarmionHas TexHoJaorusi. MeToasl U CpeacTBa
oOecrieuenus 6e3zonacHoctu. Kputepun onieHKr 06€30macHOCTH MH(OPMALIMOHHBIX
TexHoJoruid. YacTp 2. OyHKIHOHATBHBIE KOMIOHEHTHI 0€30MMACHOCTIY» BKIIOYEHBI
B 0a30BbIN YPOBEHb ayJIUTA;

BO3MOKHOCTh BBINIOJIHEHUS JIEWCTBHI, HANpaBICHHbIX HAa COXPAHEHHE
JIAHHBIX XypHaJia peructpanuu coowituii 6e3omacHoct OC 1 o0ecneunBarommnx
HEIMPEPBIBHOCTh MpoOllecca ayJauTa, €cClIM SKypHal pPErucTpaiuu coObITHI
oe3onacHocTr OC NpeBBICUT ONPEIETEHHBIN aIMUHUCTPATOPOM Pa3Mep;

BO3MOKHOCTh MOJIHOTEKCTOBOM PErucTpaluy MPUBUIETMPOBAHHBIX KOMaH]
(KOMaH[, YIPaBISIOMUX CHCTEMHBIMH (DYHKIIUSIMU).

TpeboBanus poepusi k Oe3zonacHoctd OC copmupoBaHbl Ha OCHOBE
KOMITOHEHTOB TpeOOBaHMI M3 HallMOHAJIbHOrO cTanaapra Poccuiickoit denepanuu
['OCT P UICO/MOK 15408-3-2013 «MudopmanrionHas TexHoJorus. MeToasl u
cpeacTBa oOecrnedyeHus: Oe3onmacHOCTH. KpurTepuun OIEHKH  0€30MacHOCTH
nH(pOpMAIMOHHBIX TeXHOJOTUH. YacTh 3. KOMIIOHEHTHI 1I0BEepHs K 0€30MaCHOCTI
U CHIeUATbHBIX (PAacCIIMPEHHBIX) KOMIIOHEHTOB.

TpeboBanust noBepust k 6e3onacHoct OC 00pa3ylOT OLIEHOYHBIN YpOBEHb
nosepusi 2 (OY]2), ycuinennsiii kommnoHeHTamu ADV IMP.2  «[loxHoe
otoOpaxkenue mnpeactaBiaeHus peammsaiuun ObO», ADV _TDS.3 «ba3zosrii
MonyibHblii  mpoekT», ALC FLR.1 «ba3oBoe ycTpaHeHHE HEIOCTaTKOBY,
AVA VAN.4  «Meroandyeckuii  aHaiu3  ySI3BUMOCTEW»,  PACIIMPEHHBIN
komnonentaMmu  ADV _IMP EXT.3 «Peamuzammmss OO», ALC_TAT_EXT.O0
«OrmpeneneHne MHCTPYMEHTAJIbHBIX CpeACTB pa3padorkm», ALC_FPU_EXT.1
«I[Ipouenyppl  OOHOBJIEHHS  NPOTPAMMHOIO  OOECIEUEHUs]  ONEPaLlMOHHOMN
cuctembl», ALC LCD EXT.3 «OmnpeneneHuble  pa3pabOTYUKOM  CPOKHU
nogaepxkku», AMA SIA EXT.3 «Ananu3  BIUSAHMS  OOHOBJEHUM  Ha
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0e3onacHocTh onepauroHHOM cuctembl», AMA SIA EXT.6 «AHanu3 BIUSHHS
BHEIIHUX MOAYJEH ypOBHS sipa Ha O€30IaCHOCTh ONEPALMOHHON CUCTEMBD» H
AVA CCA_EXT.l «AHanu3 CKpbITBIX KAHAJIOBY.

B nemsx oOecnedenust ycioBui Oe3onacHoro ¢(yHkunonupoBanuss OC B
HacToseM [13 onpenenens! nenu s cpeasl pyHkuonuposanus OC.

2.2.3. Tun 00beKTa OLIEHKH

OO sgBngercsa OC tumna «b» mATOro xiaacca 3aliuThl.

OC Tuma «b» — omneparnmoHHass cHCTeMa, BCTpOCHHas (IpoiiuTas) B
CIIeIUAJIM3UPOBAHHBIE TEXHUYECKUE YCTPOUCTBA, MPeTHa3HAYCHHBIE JIJIs PEIICHUS
3apaHee oIpeiesIeHHOro Habopa 3a1ad.

2.2.4. JlocTtynHble anmapaTHblie CPeCTBa, IPOrPaAMMHOe o0ecreyeHue,
NMPOrpaMMHO-aNNapaTHbIe CPEACTBA, He BXOAAIINE B 00bEKT OLIEHKH

B pamkax mHactosmero II3 anmapaTHele cpeacTBa, NPOTPAMMHOE
obOecrnieueHue, MporpaMMHO-anmnapaTHele cpeicTBa, He Bxomsamme B OO, He
paccMaTpUBarOTCS.

2.3. Coraamenusi

Hanmonansnasie crangaptsl Poccuiickoit ®enepanriu 'OCT P NCO/MBK
15408 <« udopmarionHass TeXHONOTUS. MeToIbl M CpelcTBa OOECIeYCHUs
6e3onacHocTu. Kputepun orieHKr 6€30macHOCTH HHGOPMAIIMOHHBIX TEXHOJIOTHI
JIOMYCKAaIOT  BBINOJHEHWE ONPENEJICHHBIX ONepaluuid HajJ  KOMIIOHEHTaMH
TpeboBanmii O6ezonacHocTH. COOTBETCTBEHHO B HacTosimieM I3 ucnonb3yroTcs
OTIepaIlii «yTOYHEHHE), «BBIOOPY, «HA3HAYCHUEY U «UTEPALIHSD.

Omnepaiisi «yTOYHEHHE» WCIOIB3YETCS ISl T0OABJICHHS B KOMIIOHEHT
TpeOOBaHMI HEKOTOPBIX MOAPOOHOCTEH  (meraneil) u, TakuM 00paszoMm,
OTpaHUYMBAECT JUANa30H BO3MOXKHOCTEH MO YIOBJIETBOPEHUIO TPEOOBAHUM.
PesynpTaT omnepamuu  «yro4HeHue» B  Hactosimiem II3  obOo3Hauvaercs
MOJIY’KUPHBIM TEKCTOM.

Omnepanusi «BbIOOP» HCIOJIB3YETCS MJI1 BHIOOpAa OAHOTO WJIM HECKOJIBKHUX
AJIEMEHTOB W3 TiepedHsi B (POpMyIUPOBKE KOMIIOHEHTa TpeOoBaHMil. Pe3ynbrar
orepanuu «BbIOOP» B HacTosmeM [13 o0o3HavUaeTCst noduepKHymbiM KYPCUBHBLM
MeKCmoM.

Onepanysi «HA3HAYEHHE)» HCIOJIb3YETCA [JIi MPUCBOCHUS KOHKPETHOTO
3HAUCHUS paHee HEKOHKPETHU3NPOBAHHOMY IMapaMeTpy B KOMIIOHEHTE TPEOOBaHMUIA.
Omneparysi «Ha3HAYEHUE» 0003HAYAETCS 3aKJIFOUCHHEM MPUCBOECHHOTO 3HAYCHUS
napamMeTpa B KBaJpaTHble CKOOKHM, [HazHayaeMoe (TIPUCBOCHHOE) 3HAUYCHUE
napameTpal.
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B nacrosimem [13 ucnonb3yroTcsi KOMIIOHEHTHI TPeOOBaHUN 0€30MacHOCTH,
BKJIFOYAIONINE  YAaCTUYHO  BBITIOJHEHHBIC  ONEpalKl  «HA3HAYEHHUEe» U
MpeAnoiaraloiiue 3aBeplieHue omnepaiui B 3aganuu no Oe3omnacHoctu (3b). B
JAHHBIX ~KOMIIOHEHTaX HE3aBEpIICHHAas YacTbh ONEpalli «HA3HAYEHHD)
0003HaYaeTCs KaK [Ha3HAYCHHUE: 001aCmb Npeonoazaemblx 3HAYeHULL).

B wactosmmit  II3  BkiotoueH  psax TpeOoBaHUU — O€30MAaCHOCTH,
chOopMYyJIMPOBAaHHBIX B SBHOM BHE (pacHIMpeHHbIC (CIelHaIbHbIE) TpeOOBAHUS
oeszomacHoctu). Kpatkas  ¢opma  HMMEH  KOMIIOHEHTOB  TpeOOBaHHH,
c(opMyJIMPOBAHHBIX B IBHOM BHjE, comepkut TekeT (EXT).

Omnepanusi «MTepanMs> HCIOIB3YETCS ISl BBIpAKEHHUs ABYX HIM Ooee
TpeOoBaHMII ©€30MacHOCTH Ha OCHOBE OJHOTO KOMIIOHEHTa TpeOOBaHUM
0€30MacHOCTH; TPU 3TOM OCYIIECTBISIETCS PAa3IMYHOE BBHIMOJIHEHHUE JAPYTUX
omeparuii  («yTOYHEHHE», «BBIOOP» W (WJIM) «HA3HAYEHUE») HaJ HJTUM
KOMIIOHEHTOM.

Hacrosammii  [I3  comepXuT psa  HE3aBEpUIEHHBIX ONEpauuid  Haj
KOMITIOHEHTaMU (PYHKIMOHAJIBHBIX TPeOOBaHMI 0€30MacHOCTU. DTH ONEpalu
JIOJDKHBI  OBITH 3aBEpIICHBbl B 3aJlaHUM MO OE30MAaCHOCTH JUIsi KOHKPETHOU
peanmm3zanuu OC.
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3. YTBep:kIeHue 0 COOTBETCTBUH

3.1. YrBep:kaenue o coorBerctBun 'OCT P UCO/MOK 15408

Hacrosmmit II3 pa3paboTtaH ¢ yd4eTOM TMOJOKEHUN HalMOHAIBHBIX
craugaptoB  Poccuiickoit  ®enepaniun  ['OCT P UICO/MDK  15408-2-2013
«UudpopmanonHas  TexHonorusi. Meroapl M CpeAcTBa  0OecredeHHUs
6e3onacHoctu. Kpurepuu oreHku 6€30macHOCTH MHGOPMAIIMOHHBIX TEXHOJOTUH.
Yactp 2. OynkimonadbHble KoMIOHEeHTHI Oe3omnacHoct» 1 ['OCT P UCO/MBK
15408-3-2013 «1udopmarmonHas TeXHOJIOTHSA. MeToAbl U Cpe/icTBa 0OecTieUeHHUs
6e3onacHocTu. Kpurepuu oreHkrd 0€30MacHOCTH MH(OPMAIIMOHHBIX TEXHOJIOTUH.
Yacte 3. KoMmoHeHThI 10Bepust K 0€30MaCHOCTI.

Hacrosmmit 113 conmepXUT pacumIMpeHHblE (ClelHaIbHbIE) TpPeOOBaHUS
0e30macHOCTH, pa3pabOTaHHbIE B COOTBETCTBUHU C MPABUJIAMHU, YCTAHOBJIECHHBIMU
HalMoOHaNIbHBIMU cTaHgapTamMu Poccuiickoit ®eneparmu 'OCT P MCO/MOBK
15408 «MudopmanonHas TexHoJorus. MeToasl U cpeicTBa obOecredyeHus
oe3onacHocTu. Kputepun onieHKr 0€30MacHOCTH UHPOPMALIMOHHBIX TEXHOJIOTHUI
(ALC TAT _EXT.0 «OmnpenencHue WHCTPYMEHTAIBHBIX CPEICTB pa3pabOTKm»,
ALC FPU EXT.1 «lIponexypsli OOHOBIEHHUS MPOrpaMMHOr0 oOecreueHus
onepanuonHoit cucrembl», ALC LCD EXT.3 «Onpenenennbie pa3zpaboTUMKOM
cpoku mnojaepxkkuw», AMA SIA EXT.3 «Ananu3 BiMsHUS OOHOBJICHUH Ha
6e3onacHocTh omnepanroHHoM cuctembl», AMA SIA EXT.6 «AHanu3 BIUSHUS
BHEUIHUX MOJYJEeH ypoBHS siipa Ha 0€30IaCHOCTh ONEPALMOHHONW CHCTEMBIY,
AVA CCA_EXT.1 «Anamu3  ckpeIThix  kaHamoB», FDP_RSP_EXT.3
«OrpanuyeHre JocTyna TMOJb30BaTeNsi K HMHTEPAKTUBHBIM HHTepdeiicam
onepaunoHHoil cuctembl», FIA IFD EXT.1 «aentudukanuss cyObeKTOB
nocryna 1o  ¢usndeckuM  ycrporctBam», FPT MTR EXT.1  «Monutop
ooOpamennity, FPT APW _EXT.l «3ammura XpaHuMoil ayTeHTH(PUKALUOHHON
uH(pOpMAIINY).

3.2. YTBep:kaeHHe 0 COOTBETCTBUM MPOPUIAM 3aIUTHI

CootBerctBue apyrum [13 He Tpedyercs.

3.3. YTBep:KIeHHe 0 COOTBETCTBHHU MaKeTaM

3asBieHO 0 cooTBEeTCTBMM Hactoswero [13 cienyromemy nakery:

nakeT TpeOOBaHWI JOBEpHUs: OIEHOYHBIN ypoBeHb moBepus 2 (OY]2),
ycwieHHbld komnoneHTaMmu ADV _IMP.2 «IlonHoe oToOpaskeHne mpeacTaBiIeHUs
peamuzanun ®bO», ADV_TDS.3 «ba3oBbsiii monynsHbi npoekt», ALC FLR.1
«ba3oBoe ycrtpanenue HegoctatkoB», AVA VAN.4 «Meroauueckuil aHaiu3
ySA3BUMOCTEM», pacmimpeHHbli komnoHeHTaMu ADV IMP EXT.3 «Peanuzaums
OO», ALC TAT EXT.0 «OmnpeneneHne  HHCTPYMEHTAIBHBIX  CPEJICTB
paspabotkn», ALC FPU EXT.1 «llpomneaypbsl OOHOBJIEHUS MPOrpPaMMHOIO
obecnieuenus omneparmonHoi cucrembl», ALC LCD EXT.3 «OmnpeneneHubie
pa3zpabotunkoM cpoku mnogaepxkkn», AMA SIA EXT.3 «Aunanu3 BIuAHUA
OOHOBJIEHMH Ha 0€30MacHOCTh omnepanuoHHoi cucreme», AMA SIA EXT.6
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«AHanu3 BAMSHHUS BHEIIHUX MOJAYJNEW YypOBHS sapa Ha 0€30MacHOCTb
onepaunoHHoM cucteMb» 1 AVA CCA_EXT.1 «AHanu3 CKpbITBIX KaHAJIOBY.

3.4. O6ocHOBaHHE COOTBETCTBHUA
Bxirouenne pyHKIIMOHAIBHBIX TpeOoBaHUM U TpeboBanui qoBepus k OC B
Hacrosmuii I13  ompenensercs TpeOGoBanusmu Oe30macHOCTH  HWHGOPMAIIUN
K ONEPAallMOHHBIM CHUCTeMaM, yTBepxkaeHHbIMU TpukazoM OCTIK Poccuu
ot 19 aBrycrta 2016 1. No 119.

3.5. H3J10keHne COOTBETCTBUA

[Tpu pazpabotke 3b m (wam) apyrux I13 Ha OCHOBE HACTOSIIETO PO
3alIUTHl YCTAHABIMBAIOTCS CIEIYIOIIUE TUITBI COOTBETCTBUSA:

«CTPOTOE» COOTBETCTBUE — €cau Hactosimui [13 gBiseTcs €IMHCTBEHHBIM
[13, yTBEpKIEHUE O COOTBETCTBUU KOTOPOMY BKJIFOUEHO B 3b;

«IEMOHCTpHUpPYEMOE» COOTBETCTBUE — eciau OO SBISIETCS KOMIUIEKCHBIM
npoaykToM (u3aenuem), U B 3b BKIIOYEHO YTBEPKIECHHE O COOTBETCTBUU
HactoseMy 113 u npyromy (apyrum) I13.
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4. Onpenenenne mpoodieMbl 0€30IACHOCTH

JlaHHBIN pa3fen COAEPKUT ONUCAHUE CIAEAYIOIIMX AaClEKTOB pPEIIaeMOM ¢
ucnoias3oBanueM OC mpobieMbl 0€30MaCHOCTH:

yrpo3 0e30MacHOCTH, KOTOPBIM JOJBKHBI mpotuBocTosiTh OO u cpena
dbynkuuonuposanus OO;

MOJIUTUK 0€30MMaCHOCTH, KOTOpBIE A0DKEeH BHIMONAHATE OO;

NpeanosaoxkeHud 6e3onacHocTH (00sI3aTENBHBIX YCIOBUM 0€30MacHOro
ucnosb3oBanus O0).

4.1. ¥Yrpo3ssl
4.1.1. Yrpo3sbl, KOTOPBIM /I0JIK€H MPOTHBOCTOATH 00bEKT OLlEHKHU

B nacrosimem 113 onpenenens! ciaeayonme yrpo3bl, KOTOPEIM HEOOXOAUMO
npoTUBOCTOATH cpeacTtBamu OO.

¥Yrpo3a-1

1. AHHOTAUMA YrpO3bl — HECAaHKLIMOHUPOBAHHBIA JOCTYIl K OOBEKTaM
JIOCTyNa CO CTOPOHBI CYOBEKTOB JOCTYyNa, JUIsl KOTOPBIX 3alpaliiBacMblid JOCTYII
HE Pa3pelLeH.

2. UcTOYHUKH YIpo3bl — BHYTPEHHUI HAPYIIUTEb.

3. Cnocod peaju3anuu YIpo3bl — OCYILIECTBJIICHUE
HECAaHKIIMOHUPOBAHHOTO JIOCTyIa CYOBEKTOB JOCTyNa K OObekTaM (ailiioBoit
CUCTEMBI, YCTPOHCTBAM MW HHBIM OOBEKTaM JOCTyNa, HapyLIEHUE MpaBUII
pasrpaHuyeHus JocTyna K 00bekTaM (paillioBOM CHCTEMbI, YCTPOWCTBAM M MHBIM
o0beKTaM JOCTYTIA, MPOTrPaMMHOE BO3JEHCTBUE Ha uHrepdeiic
IPOrpaMMUPOBAaHUS NPUIIOKEHHM, TTepenoiHeHue oOydepa.

4. Ucnosib3yemble YS3BUMOCTH — HEJOCTATKM MEXAaHU3MOB YIIpaBJICHUS
JIOCTYIIOM, CBSI3aHHBIE C BO3MOXHOCTBIO OCYILIECTBJICHHSI HECAHKLIUOHMPOBAHHOI O
JOCTyTa K 00beKTaM (hailJIoBOM CUCTEMBI U yCTPOMCTBAM.

5. Bua uH(pOpPMAHOHHBIX pecypcoB, NMOTEHUHMAJIBbHO NOJABEPKEHHbIX
yrpose — undopmarusi, cojaepkamasicis B 00bekTax (halIoBOW CHUCTEMBI,
YCTPOMCTBAX U (WJIM) MHBIX OOBEKTAX JOCTYyIA.

6. Hapymaembie CBOMCTBA 0e30MmacHOCTH HH(POPMALMOHHBIX
pecypcoB — KOH(PUIEHIINAIBHOCTb, LEJIOCTHOCTb.

7. Bo3amoskHbIE NoCJIeACTBUS peajamn3zanuu Yrpo3bl —
HECaHKIIMOHUPOBAHHOE O3HAKOMIIEHHE ¢ MH(popmanuei, pazmeniaemoir Ha CBT,
HECAHKIIMOHUPOBAHHBIC JICUCTBUA 1O OTHOIICHHIO K OObekTaM (hailioBoi
CUCTEMBI, YCTPOMUCTBAM U (MJIM) UHBIM OOBEKTAM JI0CTYMA.

¥Yrpo3a-2

1. AHHOTAIMA YrPO3bl — HECAHKIIMOHUPOBAHHOE BHECEHHE HAPYIIUTEIIEM
W3MEHEHU B KOH(MUTypallMOHHBIE (M WHBIE) JaHHBIC, KOTOpHIC BIHSIOT Ha
GYHKIIMOHUPOBAHUE OTJEIBHBIX CEPBUCOB, MpuiiokeHuit uiau OC B 11e10M.

2. IcTOYHUKH YIpo3bl — BHYTPEHHHUI HAPYIIUTEb.

3. Cnocod peaam3anuu yrpo3bl — BHECCHHE W3MCHCHHH B CHCTEMHBIH
peecTp WM UHOM KaTajor KOH(PUTYpPAIMOHHBIX JaHHBIX.
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4. Ucnosib3yemMble yI3BUMOCTH — HEJJOCTATKA ~ MEXAHU3MOB  KOHTPOJISI
JOCTyIla K CHCTEMHOMY peecTpy (WM WMHOMY KaTajory KOH(MUTYpalMOHHBIX
JTAHHBIX ).

5. Bua uHdopManMOHHBIX pecypcoB, MOTEHUHAJHLHO TMOJABEP:KEHHBIX
yrpose — koH¢urypanuonusie nannasie OC.

6. Hapymaemoe cBOMCTBO 0€30lIaCHOCTH AaKTHBOB — II€JIOCTHOCTb,
JIOCTYITHOCTb.

7. Bo3MOkHbIE  MOCJIEACTBUS  peajM3alMd  Yrpo3bl — HApYILIECHUE
MITAaTHBIX ~ PEKUMOB  (YHKUIMOHUPOBAHUS  CUCTEMHOTO U IMPUKIAJHOTO
MPOTPaMMHOT0 00ECTICUEHUSI.

¥Yrpo3a-3

1. AHHOTALMA YrpO3bI — OCYIIECTBICHUE HAPYIIUTEIEM BOCCTAaHOBJICHHUS
(monbopa) ayreHtudukamonHon napopmamnuu nosup3oBarenein OC.

2. UcTOYHUKH YTPO3bl — BHYTPEHHUN HAPYIIUTEh, BHEITHUN HAPYIIUTEb.

3.Cnocod  peanu3amum  yrpo3bl — oj00p  ayTeHTU(PHUKAIMOHHOU
uHpopMaIuu.

4. UcnoJsib3yemMble YA3BUMOCTH — HEIOCTaTKA MEXaHU3MOB UACHTU(UKALINU
W ayTeHTU(UKAIIMK;  BO3MOXKHOCTH  JOCTYNla K  MECTy  XpaHEHHs
ayTeHTU(PUKALMOHHON MH(POPMALIHH.

5. Bug uH(OpMaIHOHHBIX PecypcoB, NMOTEHIHAJILHO MOJABEPKEHHbBIX
yrpose — uapopmarusi, oopadarsiaemast Ha CBT; nannble ayauTa.

6. Hapymaembie CBOMCTBA 0e301macHOCTH HHG(pOPMALMOHHBIX
pecypcoB — KOH(PHUIEHITNAIBHOCTb, IEJI0OCTHOCTb, JOCTYITHOCTh, TOCTOBEPHOCTH.

7. Bo3MO:KHbIE MOCJEICTBUSl Ppeau3aluu Yrpo3bl — OCYIIECTBICHHE
HECAaHKIIMOHUPOBAHHBIX JEHCTBUU IO OTHOIICHHIO K OOBEKTaM JOCTyna C
WCIOJIb30BAaHUEM  ITOJJHOMOYMHA  CKOMIPOMETHUPOBAHHOW  YYETHOM  3alUCH
nonb3oBatenst OC; HEOOCTOBEPHOCTh JaHHBIX ayauta (Bce  JEWCTBUA,
BBITIOJIHEHHBIE HapyIIUTENeM, OyayT accoluupoBaHbl ¢ moib3oBarenem OC,
KOTOPBIN 3TUX JEHCTBUI HE COBEpIIAN).

Yrpo3za-4

1. AHHOTAIMA YIPO3bl — UCIIOJIL30BAaHUE HAPYILUTENIEM HICHTU(HKALMOHHOMN
Y HavYaJIbHOW ayTeHTHU(PUKALMOHHON MHGOpPMAILIMK, COOTBETCTBYIOUIEH Y4YETHOM
3anmcu nosas3osarens OC.

2. UCTOYHUKHU yIrpo3bl — BHYTPEHHHUM HAPYIIUTENb, BHEIIHUNA HAPYIIUTEb.

3. Cnocod peaju3anuu YIPO3bI — IIPEOOJICHHE MEXaHH3MOB
uneHTuGukanmmn u  (uwiu) ayreHtudukammu OC 3a  cUeT MCHOJb30BaHUS
MOJyYEHHOU HApPYLLIUTEIIEM UACHTU(UKAITMOHHON 51 Ha4vaJIbHOM

ayTeHTuguKannoHHoi nHpopmammu moiaszoBarens OC.

4. UcnoJsib3yemMble YA3BUMOCTH — HEIOCTaTKA MEXaHU3MOB UACHTU(UKAIINN
n ayreHTHdukarmu B OC B 4YacTH 3aJaHMsl XapaKTEPUCTUK HAYaIbHOMN
ayTeHTU(PUKAIMOHHOW WHPOpMANMA, B YaCTH MEXaHWU3Ma KOHTPOJS CMEHBI
HAYaJIbHOW ayTeHTU(UKAITMOHHOW HH(OPMAIIHH.

5. Bua wHGOPMAUMOHHBIX PECYpPcoOB, MOTEHIHAIBHO MOABEPKEHHBIX
yrpo3se — uapopmariiusi, oopadateiBaemas Ha CBT; ycTpoiicTBa; naHHbIe ayauTa.
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6. Hapymaembie CBONCTBA 0e3omacHOCTH UHGPOPMALMOHHBIX
pecypcoB — KOH(DUACHIUAIBHOCTD, IIEIOCTHOCTh, JOCTYITHOCTb, JIOCTOBEPHOCTb.

7. Bo3MOKHbBIE TOCJEJCTBUSI peaqu3alMy  YIPo3bl — OCYLIECTBICHUE
HECAaHKIMOHUPOBAHHBIX JEHCTBUII 10 OTHOLIEHUI0O K OOBEKTaM JOCTyIla C
UCIIOJIb30BAaHUEM  IIOJJHOMOYMH  CKOMIIDOMETMPOBAHHOM  YYETHOM  3alMCH
noss3oBarenst OC, B 00beMe ero MoJIHOMOYUI; HEJOCTOBEPHOCTh JaHHBIX ay/lnuTa
(Bce [EeHCTBUS, BBIIIOJIHEHHBIE HapylIMTeneM, OyIyT acCOLMMpPOBAHBI C
nosib3oBaresneM OC, KOTOPBI 3TUX JEHCTBUI HE coBEpIIa).

Yrpo3za-5

1. AHHOTAIMA YIpPo3bl — HECAaHKIIMOHWPOBAHHOE BHECEHHWE W3MCHEHUH B
KypHAaJIbI peructpaiuu coobituii 6ezonacHoctu OC.

2. UcTOYHUKH YIPOo3bl — BHYTPCHHUN HAPYIIUTEIb.

3. Cnoco0 peanu3zanum yrpo3bl — OCYIIECTBICHIE HECAHKIIMOHUPOBAHHOTO
JIOCTYTa K KypHaJlaM peructpanuu coobiTuii 6e3onacHoct OC, ¢ BO3MOXXHOCTBIO
€ro peaKTUPOBAHUS.

4. Ucnojsib3yeMble YA3BUMOCTH — HEJIOCTAaTKH MEXaHHM3MOB YIPaBJICHUS
JIOCTYTIOM K YypHaJIaM peructpanuu coobituii 6e3omacHocta OC.,

5. Bug uHpOpPMALMOHHBIX PECypCcoB, MOTEHUHAJBLHO IOABEPKEHHBIX

yrpoze — wuH(OpMaIusa, pa3MmerniaeMas B JKypHaJIaX PETUCTPAMH COOBITHI
oe3zomacuoctu OC.
6. Hapymaembie CBOIiCTBA 0€30IACHOCTH HH(pOPMATMOHHBIX

PecypcoB — LIETIOCTHOCTh, JOCTOBEPHOCTbD.

7. Bo3MOkHBIE  TOCJHEACTBUSL  peaju3alui  YIpo3bl — HAPYIIICHUE
noAoTUeTHOCTH Tonb3oBatenieit OC 3a CcBOM JICHCTBUSI; HEOOHApYyKEHUE
aIMUHUCTpAaTOpoM  (akToB  HapymieHus  Oe3omacHOCTH  MHGOpPMAIINHY;
HEJIOCTOBEPHOCTh JaHHBIX AyJUTA.

4.1.2. Yrpo3bl, KOTOPHIM NPOTUBOCTOUT Cpea

B Hacrosmem II3 ompenenena crenyromas yrposa, KOTOPOM JIOJKHA
POTUBOCTOATH cpena pyHkimonnpoBanusa OO:

Yrpo3a cpeabi-1

1. AHHOTAaUMsA Yrpo3bl — HapyUIEHUE IEJOCTHOCTH MPOTPAMMHBIX
koMnoHeHToB OC.

2. UCTOYHUKH YTPo3bl — BHYTPEHHUN HAPYIIUTENb, BHEIIHUI HAPYIIUTEb,
IIPOrPaMMHOE BO3JICHCTBHE.

3. Cnocod peanu3zaumu Yrpo3bl — JCHCTBUS, HaNpaBJICHHbIE Ha
HECaHKIIMOHUPOBAHHBIC H3MEHEHHUS MPOTrpaMMHBIX KOMITOHEHTOB OC.
4. Ucnosib3yemMble YA3BHMOCTH — HEJAOCTAaTKHM MEXAaHU3MOB 3alllUTHI

koMrioHeHToB OC.
5. Bua uHGoOpMalMOHHBIX pecypcoB, NMOTEHUHATBHO MOJABEPKEHHbBIX
yrpo3se — nporpammHubie KoMnoHeHTsl OC.

6. Hapymaembie CBOMCTBA 0e30macHOCTH HH(POPMALMOHHBIX
PeCypCoOB — LIETOCTHOCTb.
7. Bo3MO:KHbIe TMOCJEACTBHS peaju3allud Yrpo3bl — HapylLIeHHE

1esocTHOCTH kKoMroHeHToB OC, HapyiieHne pexxuMoB GpyHKironuposanust OC.
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¥Yrpo3sa cpeabi-2

1. AHHOTAUMA YIpo3bl OTKIIOUeHHEe U (WiM) O0OXO0J HapyIIMTEISIMU
koMrioHeHTOB OC, peanu3yronux (GyHKIHH 0€30MacHOCTH WHGOPMAIMH ITyTEM
OJIMEHBI HapyluTeneM 3arpyxaemoit OC.

2. UCTOYHUKH yrpo3bl — BHYTPEHHUM HApYIIUTENb, BHEIIHUN HAPYIIUTEb.

3. Cnoco0 peanu3anuu yrpo3bl — HECAHKIIMOHUPOBAHHOE U3MEHEHHE ITyTH
nocryna k 3arpy3unky OC (B koHpurypauuu 06a30BOH cHCTEMBI BBOJA-BbIBOJA,
€CJIM IPUMEHUMO).

4. Ucnonb3yemble ySI3BUMOCTH — HEJOCTaTKU YNPABICHUS JOCTYIIOM K
3arpy3ke OC.

5. Bua nHGOpPMALMOHHBIX PeECYpPCcOB, MOTEHUHAIbHO MOJABEPKEHHBIX
yrpo3se — unpopmarus, oopadateiBaecmast Ha CBT.

6. Hapymaembie cBoiicTBa 0e3omacHOCTH HH(OPMALMOHHBIX
pecypcoB — KOHPUACHIHMAIBHOCTb, EIOCTHOCTD, IOCTYITHOCTb.
7. Bo3amokHbIe NocJIeICTBUS peajaM3anuu yYrpo3bl —

HECAaHKIIMOHUPOBAaHHBIM JocTyn K wuH(popmanuu, oOpabartsiBaemoir Ha CBT,
HapylIeHue pexxuMoB GpyHkImonnposanus OC.

¥Yrpo3sa cpenbi-3

1. AHHOTAMA Yrpo3bl — HAPYIICHHE LEIOCTHOCTH JAHHBIX (B TOM YHCIIE
napamMeTpoOB HaCTPOUKHU cpencTB 3amuThl nH(popmarmu) OC.

2. UCTOYHUKH yIrpo3bl — BHYTPECHHHUIN HAPYIIUTENh, BHEIIHUNA HAPYIIUTEb.

3. Cnocod peaqm3zaumu yrpo3bl — JOCTYNl K KOHTeiiHepaMm (daitnam), B
KOTOPBIX XpaHATCA KOH(pUTypaluoHHbIEe JaHHble (yHKUMA O6e3omacHoct OC 1o
ee 3arpy3KHu.

4. Ucnonb3yemble YSA3BUMOCTHM — HEJIOCTATKH KOHTPOJIS (DU3HMUECKOTO
nocryna k CBT, Ha xoTopsix pynkuuonupyet OC.

5. Bux nHGOPMALMOHHBIX PeCcypcoB, MOTEHUHAIBHO TIOABEPKEHHBIX
yrpo3e — nansbie Gynkuuii 6e3omacuoctu OC.

6. Hapymaembie CBOMCTBA 0e30MmacHOCTH UH(POPMALMOHHBIX
PeCypCOB — LIETOCTHOCTb.

7. Bo3MO:KHbIe TMOCJEACTBUA Ppeaju3aluu Yrpo3bl — HapylleHHE
pexumoB ¢pyHkuroHuponanust OC.

Yrpo3a cpenbi-4

1. AHHOTAaUA YrPo3bl — HECAHKIIMOHUPOBAHHBIA JOCTYI HAPYIIUTENS K
ayTeHTuPpuKannoHHoi nHbopmanmu mojas3oBareneit OC.

2. UCTOYHUKHU yIrpo3bl — BHYTPECHHHUI HApPYIIUTENb, BHEIIHUNA HAPYIIUTEb.

3. Cnocod peanu3anum Yrpo3bl — IOCTYNl K KOHTeiHepam ((aitimam), B
KOTOPBIX XpaHUTCA ayTeHTU(uKanuoHHass wuHpopManus (Wi ee o00pasbl)
nons3oBartenet OC no 3arpy3ku OC.

4. Ucnosib3yemMble  YS3BUMOCTH — HEJJOCTAaTKM KOHTPOJIS  (U3UUECKOTrO
nocryna k CBT, Ha koTopsix pyHkuronupyet OC.

5. Bua uHdopManHOHHBIX pecypcoB, NMOTEHIHAJIBbHO MOJABEPKEHHbIX
yrpo3se — ayreHtudukanontas uHdopmaius (maposiaun) noyb3zoBarenein OC.

6. Hapymaembie CBOICTBA 0e30acHOCTH HH(OPMAIMOHHBIX
pecypcoB — KOHPUACHIIMAIBHOCTb.
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7. Bo3amokHbIE NOCJIeICTBUS peaaM3anuu YIpo3bl —
HECaHKIMOHUpOBaHHbIN nocTym B OC.

Yrpo3sa cpenbi-5

1. AHHOTaIUs YIPO3bl — HECAHKIIMOHUPOBAHHOE BHECEHHUE HApYIIUTEIIEM
U3MEHEHUH B KYypHaJbl peructpanuu coosituii 6e3omacHoctu OC 3a cuer JocTymna
K ¢aillaMm >KypHajoB peructpanuu coObituii Oe3omacHoctu OC B cpene
¢ynkunonupoBanusi OC ¢ HUCHONB30BAHUEM CIELHAIBHBIX MPOrPaMMHBIX
CPEICTB, MPEIOCTABISAIONIMNX BO3MOXKHOCTh 00pabaTbiBaTh (aiiyibl KypHAaIoB
peructpanuu coosiTrii 6e3onacuoctu OC.

2. UCTOYHUKHU yrpo3bl — BHYTPEHHUI HAPYIITUTEb.

3. Cnoco0 peanu3anum yrpo3bl — OCYIIECTBICHHE HECAHKIIMOHUPOBAHHOTO
JOCTyMNa K ypHajlaM perucrpauuu coObituii 6e3omnacHoctu OC, 3a cyer gocryna
K (paitnam sxypHanoB peructpaiuu coobitil 6e3omacnoctu OC no 3arpy3ku OC.

4. Ucnonb3yemble YS3BHMOCTHM — HEJIOCTATKH KOHTPOJIS (DU3HMUECKOTO
nocryna k CBT, Ha koTopsix pynkuuonupyet OC.

5. Bun nHGOPMALMOHHBIX PeCypcoB, MOTEHUHUAIBHO IOABEPKEHHBIX

yrpoze — wuHbOpMaIMs, COACP)KAIIAsACI B JKypHajlaX PETUCTPAIMH COOBITHI
oe3omacuoctu OC.
6. Hapymaemble CBOMCTBA 0e30IaCHOCTH HHGOPMAIIMOHHBIX

PecypcoB — LIETOCTHOCTb.
7. Bo3MOkHBIE  TOCJEACTBUSL  peajM3alui  YIPo3bl — HAPYIIICHUE

noAoTueTHOCTH Tonb3oBaresneit OC 3a CcBOM JCUCTBUS; HEOOHApyXEHUE

aIMUHUCTPATOPOM (haKTOB HAPYIICHUST O€30M1aCHOCTU UH(POPMAIIUH.

Yrpo3sa cpenbi-6

1. AHHOTALUSI YTPO3bI — HECAHKIITMOHUPOBAHHOE KOMTMPOBaHUE MH(POPMAIIH 13
namatu CBT Ha cheMHBICE MallMHHBIE HOCUTEIM HH(pOpManuu (WIH B JIPyroe
mecto BHe MC) nonws3oBatenem OC.

2. UCTOYHUKHU yrpo3bl — BHYTPEHHUI HAPYIITUTEb.

3. Cnoco0d peaamn3zanuu yrpo3bl — KOMMPOBaHUE OOBEKTOB (halIoBOM
CUCTEMBI C UCMOJIb30BAHUEM NPEIOCTABIECHHBIX CYOBEKTY JOCTYIIA IPAB B MOMEHT
00paboTKM 3aluIinaeMol UHPpOpMaIMd Ha ChEMHBIM MAIlMHHBIM HOCUTENb IS
oTuyxxaeHusa u3 UC u nanpHenIero HenmpaBoOMepHOT0 UCIOIb30BAHUS.

4. Ucnosib3yemMble ySI3BUMOCTH — HEJOCTATKU KOHTPOJIA 3a JEHCTBUSAMHU
nosib3oBateniet OC; HeMOCTaTKU OPTraHU3AIMOHHBIX MEpP 3alUThl HHPOPMAIIUU B
NC, paromume BO3MOXKHOCTh HapyIIUTENSIM HEKOHTPOJIUPYEMOIO BHOCA B
KOHTPOJINPYEMYK) 30HY HEPa3pEUICHHBIX CBEMHBIX MAIIUHHBIX HOCHUTEIEH
uH(OpMAIUU U BBIHOCA JIIOOBIX CHEMHBIX MAIIMHHBIX HOCUTEJIEH WHdOpmaimy;
HEJIOCTAaTKM MEXaHU3MOB ayJIuTa COOBITUH KOMUPOBAaHMS WHPOPMAIUA Ha
ChEMHBIC MANIMHHBIE HOCUTENN WH(OPMAITUH.

5. Bua uHdopManHOHHBIX pecypcoB, NMOTEHHHAJIbHO MOJABEPKEHHbIX
yrpose — uagopmariusi, oopadarsiaemast Ha CBT.

6. Hapymaembie CBOICTBA 0€e30IMacHOCTH HH(OPMALMOHHBIX
pecypcoB — KOHPUACHIIMAIBHOCTb.
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7. Bo3MOKHbBIE MOCJIEACTBHS peaju3alMy yYrpo3bl — HENPABOMEPHOE
UCIIOJIb30BAaHUE 3alUIaeMOi HH(POpPMAIMK, B TOM YHCIE O3HAKOMJIEHHE C HEi
HEOTPAaHUYEHHOT0 Kpyra HEYIOJTHOMOYEHHBIX JIMII.

Yrpo3sa cpeabi-/

1. AHHOTAUMA Yrpo3bl — CHIKeHue mnpousBoaurenbHoctu OC wu3-3a
BHEJIPEHUS B HE€ H30BITOYHOTO MPOTPAMMHOT0 00ECIICUCHUS U €r0 KOMIIOHEHTOB.

2. UCTOYHMKH yrpo3bl — BHYTPECHHUIN HAPYIIIUTEIb.

3. Cnocod peamuzanuu yrpo3nl — BHeapeane B OC  m30BITOYHOTO
MPOTPaMMHOr0 00€CIEYEHUSI U CUCTEMHBIX KOMIIOHEHTOB.
4. Ucnosib3yemMble YAI3BUMOCTHM — HEJIOCTATKM KOHTPOJISI yCTaHOBKH

MIPOTPaMMHOT0 00€CTICUEHUSI.

5. Bua uH@opManMOHHBIX PpecypcoB, MOTEHIHAJHLHO TMOJABEPKEHHBIX
yrpose — mporpaMMHoOe obOecrnedueHre, MUHPOpPMalMOHHAs CHUCTEMa, KII0YeBas
cuctemMa HHGOPMAIIMOHHON UH(GPACTPYKTYPHI.

6. Hapymaemoe cBoiicTBO 0€30MaCHOCTH AKTUBOB — JIOCTYITHOCTb.

7. Bo3MOkHbBIE  TIOCJEACTBUSI PpeaM3alluM  yrpo3bl — HapylieHUE
MTAaTHBIX ~ PEKUMOB  (PYHKIIMOHUPOBAHMS  CUCTEMHOTO W  MPHUKIATHOTO
nporpammuoro odecrieuenust OC B UC.

4.2. TToauTuKAa 0€30MACHOCTH
OO nomKeH BBHITIOTHATH IPUBEACHHBIC HIDKE TTOJTMTHKN OC30TIaCHOCTH.

IMosmTHKa Oe30macHoCTH-1

JIOJOKHBI ~ OCYLIECTBJIATHCS ~ WMJEHTUQUKAUUS U ayTeHTH(QHUKAIUSA
nosb3oBaTeniedr OC 10 BBINOJHEHUA JIOOBIX JEWCTBUMM 1O JOCTYyHy B
MH(OPMAIMOHHYIO cUcTeMY WM o ynpasiienuto OC.

IMonuTuka 6€30MaACHOCTH-2
JIolKHAa ~ OCYHISCTBIIATBCS  HICHTU(UKALUSA CyOBEKTOB JOCTyNa II0
(bU3UYECKUM yCTPOMCTBAM.

IMosmTuka 6e30macHoOCTH-3

B OO nns ynpanenus qoctynom cyObekToB goctyna (mosb3oBareneid OC
U TIPOIIECCOB, 3aIyCKaeMbIX OT MMeHHU mnojk3oBareneid OC) k 00beKTaM JocTyma B
OC (oObektam (halIOBOM CHUCTEMBI, yCTpOWCTBaM M (WJIM) WHBIM OOBEKTaM
JIOCTYTA) JIOJDKHO OBITh PEaTN30BaHO JTUCKPEIIMOHHOE U (WJU) POJIeBOE
YIPABJICHUE TOCTYIIOM.
3ameyaHusi M0 NPUMEHEHUIO: TIPU U3JI0KEHUU JAHHOW MOJIUTUKHU 0€30MaCHOCTH
B 33JlaHUM 0 0E30MacCHOCTH JIOMYCKAIOTCS CIEAYIONME COYCTaHHS pean3aIluu
METOJIOB yIPaBJICHUS JOCTYTIOM:

JTMCKPEIMOHHOE U POJIEBOE YIPABICHUE JOCTYIIOM;

JTMCKPEIMOHHOE YIPABJICHUE TOCTYIIOM;

pOJIeBOE yNpaBJICHUE JOCTYIIOM.

Eciu OO peanusyer maHjaTHoe ympasiieHue aoctynom, B 3b cienyer
BKJIIOYUTH COOTBETCTBYIOIIME KOMMIOHEHTHI DPTD, yTOYHUTH COOTBETCTBYIOIIYIO
1eab 0€30MacHOCTH.
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IoauTnka 6e3onacuocTu-4

JIomKHA OCYIIECTBISATHCS BO3MOXKHOCTh 3aJlaHUSI TPABHWII  yIPABIICHUS
JOCTYIIOM, Pa3pelIalomuX WIM 3alpeliaiolmX JOCTYll CYOBEKTOB JOCTyHa K
o0bekTaM jgoctyna (o0bekTaM (haiiIoBOi CHCTEMBI, YCTPOHWCTBAM M (WJIM) HHBIM
O0BEKTaM JIOCTYIA), a TaKXKe OMPEICSISIONINX pa3pelIeHHbIE THUITBI JOCTyIa
(omepanmu: co3ganue oObekTa (ailsIoBOM CHCTEeMbl, MoauQUKaIus O0ObEeKTa
¢aitnoBoil cuctemsl, ynaneHue o0bekTa (GailyioBoi CHCTEMBI, J00aBICHNE TaHHBIX
B 00BEKT (haiJIOBOI CHCTEMBI, yAaJICHUE JaHHBIX U3 00bheKTa (HalJIOBON CHCTEMBI,
MoauduKanys JaHHBIX B 00beKTe (paiiyioBON CHCTEMBI, yTeHHEe MH(OpManuu U3
oObekTa (halJoBOM CHCTEMBI, 3alyCK MCIOJHIEMBIX OOBEKTOB (ailioBot
CHUCTEMBI, HCIIOJIb30BAaHUE YCTPOWCTBA) C  HCIIOJIB30BAaHWEM  aTpHOYTOB
0e30MmacHOCTH  OOBEKTOB JIOCTYNla M CYOBEKTOB JIOCTylla Ha OCHOBE
peanu3oBaHHbiX B OC METOAOB ympaBi€HUS AOCTYNOM (JIMCKPELMOHHBIMH,
POJIEBOI).

IMomuTuKa 0e30macHoCTH-5
JloJDKHBI 00ecIeunBaThC BO3MOXKHOCTH T€HEPUPOBAHUS HAJCKHBIX METOK
BPEMCHH.

Ioautnka 6e30nacHOCTH-6
JloikHBI 00€creunBaThCcsl BO3MOKHOCTU MO yrnpasieHuto padotoir OC u
napamerpamu OC co CTOPOHBI aIMUHUCTPATOPOB.

IMonuTuka 6e30macHocTU-7

JlomkHa  ObITh  OOecredeHa  perucTparsi  BO3MOMKHBIX  COOBITHI
0€30MmacHOCTH. MexaHu3MbI perucTpanuu TIOJIKHBI MIPETOCTABIIATh
aIMUHUCTPATOPY BO3MOXKHOCTh O3HAKOMIICHHUS ¢ MH(POPMAIMEH O MPOU3OIIEIIITUX
COOBITHSIX.

IMosuTuka 6e30nmacHoCcTU-8
Jlomken  obecrieunBaThCsi ~ aBTOMATUYECKUM  3allyCK  MPHUKIIATHOTO
nporpammHoro odecniedenus nmpu crapte CBT.

IMosuTuka 6e30macHocTH-9
JlolokHBI  O0ecreYnMBaThCA KOHTPOJIh M TPOBEpKA IMPABOMOYHOCTH
oOpalieHuit CyObeKTOB 10CTyIa K 00BEKTaM JO0CTYyIIA.

4.3. Ilpeanosnoxenusi 6€e30MNaCHOCTH

[IpeamnoJsioxkenue, cBsA3aHHOEe ¢ (U3MYECKUMHM AaCHEeKTaMH CpeAbl
(pyHKIHOHUPOBaAHUSA

Ipeanonoxenue-1

JlomkHa ObITh OOecrieueHa HEBO3MOXKHOCTH OCYIIECTBIICHUS JEWCTBUH,
HaIpaBJICHHBIX Ha HapymeHue ¢usndeckoil 1enoctnocty CBT, Ha koTOpOoMm
¢ynkuonupyet OC.
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I[IpeamnosioxxkeHuss MO OTHOWIEHUI0O K AaCHEKTaM CBS3HOCTH Cpeabl
(GyHKIHOHUPOBAHUS

IIpeanoJioxkenue-2

JlomxHbl ObITH OOecrieueHbl yCcnoBusi TexHuyeckod coBmectumoctu OC c
CBT (BO3MOXXHOCTH (DYHKIIMOHMPOBAHUS B COOTBETCTBHM C YCTAHOBJICHHBIMU
OTB) mis peanu3annu CBOMX (PYHKIIMOHAIBHBIX BO3MOKHOCTEH.

IIpennoJioxkenne-3

JlomkHa ObITh oOOecrieueHa HEBO3MOXXHOCTb HECAHKIIMOHMPOBAHHOTO
BHECEHMs] HM3MEHEHHMHA B JOrWKy (QyHkuuoHnupoBanusa OC depe3 MeXaHHU3M
oOHOBIeHUs TporpammHoro odecredeHus: OC.

IIpeanosoxenne-4
OC nomxHa (QYHKIIMOHHPOBATH B COOTBETCTBHHM C 3KCIUTyaTallHOHHOM
JIOKYMEHTAIUEH.

IIpeanosioxkenune-5
JlommxeH ObITh 00€CHedYeH KOHTPOJb LETOCTHOCTH BHEUIHUX MOIYJEH
YPOBHS fAJIpa, OJIy4aeMbIX OT 3asaBUTENS (pa3paboTunka, TPOU3BOIUTENSA).

IIpeanonoxenue-6

JlomkHa oOecnedyMBaTbcs  BO3MOXKHOCTh — IeHepauuu  (OmpeneneHus)
ayTeHTU(PUKALIUOHHON HH(pOpMAIMM C METPUKOM KauecTBa, OOecredrBarolein
CTOMKOCTb 1O OTHOIIEHHI0 K HapyUIUTENI0 C YMEPEHHBIM MOTEHLHAIOM
HarajeHusl.

IIpeanosioxkenue-7
HomxHa obecnieunBaThesi AoBepeHHast 3arpy3ka OC, a Ttakxke CBT, nHa
KOTOPOM OHa (PYHKITUOHUPYET.

IIpennoJioxkenne-8

JomxHO OBITH OOecriedeHo orpaHuueHue Ha ycraHoBky 11O u ero
KOMIIOHEHTOB W3 HEIOBEPECHHBIX HCTOYHUKOB WM HE 3a/JeHCTBOBAaHHBIX B
TEXHOJIOTHYECKOM Ipoliecce 00padboTKu MH(OPMAIIUU UCTOYHHUKOB.

IIpeanonoxkenue, CBA3aHHOE € MEPCOHAIOM Cpebl (PYHKIIUOHUPOBAHUS

IIpeanoJioxkenue-9

[lepconan, otTBercTBeHHBIH 3a  ¢yHKuuonuposanue OC, mOMKEH
obecrnieunBaTh YCTAHOBKY, HAacTpoilky M skcruryatanuio OC B COOTBETCTBUHU C
npaBuiaMd 1O 0e30macHOM HACTpOMKE M PYKOBOJCTBOM  IOJIb30BATENS
(aamMuHHCTpaTOpa).
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5. Heau 6e30macHOCTH
5.1. leau 0e30mMacHOCTH Jisl 00bEKTAa OLEHKH

B nmanHOM paszerne naercs onvcanue nenei oezonacHoctu s OO.

Ieanb 0e3omacHocTH-1

NaenTudurkanusa ¥ ayreHTUHQUKANUA 110J1b30BaTe el

OO nomxeH obecneynBaTh:

BO3MOXKHOCTh MJCHTH(PHUKAIMN U ayTeHTH(HUKauu nonb3oBareneit OC o
npenocrasienus gocryna B OC;

ayreHTHUKanuio moas3oBaTened OC uis HCKIIOYEHHS BO3MOXKHOCTHU
BOCCTaHOBJICHUS (TI0100pa) ayTeHTU(UKAITMOHHOW WH(OpPMAIUU TOJIh30BaTEIeH
OC napymwurenem u HenpaBoMepHoro gocrtyna B OC;

UACHTU(UKALNIO CYOBEKTOB JOCTYyNA 10 (PU3NYECKUM YCTPONUCTBAM.

Ileanb 0e30macHOCTH-2

YupasJieHue 10CTYIIOM

OO nomxkeH o0ecrieuynBaTh:

JUCKPEIIMOHHOE U (WJIM) POJIEBOE YIPABJICHUE JIOCTYNIOM CYOBEKTOB
noctyna (mosb3oBarened OC W TIPOIECCOB, 3alyCKaeMbIX OT HMMEHU
nons3oBateneit OC) k odwekTam poctyna B OC (oO0bekTaMm (pailioBoil CUCTEMBI,
3aluCsAM peecTpa, ycTpoWcTBaM W (WiIM) HMHBIM OOBEKTaM JOCTyma) st
HEJIOMYIICHUST HECAHKITMOHNPOBAHHOTO JTOCTYIAa K 00BEKTaM JIOCTYIIa CO CTOPOHBI
CyOBEKTOB JOCTYTIA, JAJII KOTOPBIX 3allpalllMBAEMBbIi IOCTYII HE pa3pellicH;

BO3MOYKHOCTh 3aJ]aHUs MPABUJI YIPABICHUS JTOCTYTIOM, Pa3pelIaroinX Uiu
3amnpelrarnux J0CTYII CyOBEeKTOB J0CTynma K OOBEKTaM JIOCTyIla, a TaKke
OTIPEICIISIIONTNX Pa3pelIeHHbIe THUIBI JOCTyNa C HCIOJb30BAaHUEM aTpuOyTOB
O6e3zomacHOCTH OOBEKTOB JOCTyna M CyOBEKTOB JOCTylla Ha OCHOBE
peanu3zoBaHHbiX B OC METONOB yOpaBi€HUS JOCTYNIOM (JUCKPEIIMOHHBIM,
poJIeBO);

KOHTPOJIb U MPOBEPKY MPABOMOYHOCTH OOpAIICHUA CYOBEKTOB JOCTYIAa K
o0BEKTaM JOCTyIa I WCKIIOYCHHS BO3MOXKHOCTH HECAHKIIMOHUPOBAHHOTO
BHECEHMSI U3MEHEHUH B KYypHaJbI peructpanun coobituit 6ezonacHoctu OC.
3amMeyaHusi M0 NMPUMEHEHHMIO: TIPU M3JIOKEHUU JTAHHOMW 1€ Oe30MacCHOCTH B
3aJJaHAA 10 OE30MaCHOCTH JIOMYCKAIOTCS CICAYIOIINE COYCTaHUS pean3aIluu
METOJIOB YIIPABJICHHSI IOCTYTIOM:

JTUCKPEIIMOHHOE U POJICBOE YIPABIICHHUE JTOCTYIIOM;

JTUCKPEITMOHHOE YIIPABJICHUE IOCTYTIOM;

pOJIeBOE YIIPABIICHUE TOCTYIIOM.

Ecniu OO peanuszyer MaHIaTHOE yrpaBiieHue aoctynoM, B 3b cienyer
BKJIFOYHTH COOTBETCTBYIOIIHE KOMIIOHEHTHI DPTDB, yTOYHUTH COOTBETCTBYIOIIYIO
MOJIUTUKY 0€30MacHOCTH.

Iean 6e3omacHoCTH-3
IeHepupoBaHne BpeMEHHBIX METOK
OO nokeH o0ecreunBaTh TEHEPUPOBAHNE HAICKHBIX METOK BPEMEHHU.
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Hean 0e30macHocTu-4

Yupapaenue OC

OO pomxeH oOecreynBaTh BO3MOXKHOCTH ymopaBieHusi paboroit OC wu
napamerpamu OC co CTOPOHBI aIMUHUCTPATOPOB.

Ieanb 0e3o0macHoOCTH-5

Peruncrpanus coobiTHii 6e3onmacuoctu OC

OO noipkeH obecneunBaTh:

pPErHCTpalMIO BO3MOKHBIX HapylIeHuii 0e3onacHoctu B OC;
MMO0TYETHOCTE noik3oBaTeneii OC 3a CBOM JIeHCTBUA.

Ieanb 0e3omacHoCTH-6

KoHTpoJIb 3aycka KOMIIOHEHTOB MMPOrPAMMHOI0 o0ecreyeHust

OO gnomxeH of0ecreuynBaTh AaBTOMATHYECKUH 3aIllyCK  IPHUKIIATHOTIO
nporpaMMmHoro odecrnedeHus mpu crapte CBT.

5.2. Henu 6e30nacHOCTH AJ1s cpelbl PYHKIMOHUPOBAHUS

B naHHOM paznene fgaercs omucaHue Lesiedl 0e30MacHOCTH Uil CpPelbl
¢bynkunonuposanus OO.

Heas ans cpeanbl pynkunonuposanus 00-1

CoBMeECTHMOCTD

OO pomxen ObiTh coBMectuM ¢ CBT (MC), B kotopoMm (KOTOpoO#) OH
(YyHKIHOHUPYET.

Heas aas cpeabl pynkunonupoBanus O0-2

Ixkcrmayarauusa OO0

JlomkHBI OBITH OOecIieueHbl YCTaHOBKA, KOH(DUTYPUPOBAHHUE U YIIPaBICHUE
OO B COOTBETCTBUH € IKCIUTYATALUOHHON TOKYMEHTALIUEH.

Hean aas cpeapl pynkuuoHupoBanusi 00-3

duznueckasn 3amura OO0

JomkHa ObITH oOOeclieueHa 3ammTa OT OCYIISCTBIEHUS JEHCTBUM,
HaIpaBJeHHBIX Ha HapymeHue ¢usudeckoit nenoctHoctu CBT, nHa kKoTOpoM
dbynkuuonupyet OO.

Hean nisa cpeabl pynkunonunposanus O0-4

JloBepenHnas 3arpyska OC

JomxHa ObITh oOecrnieueHa pgoBepeHHas 3arpy3ka OC (6mokupoBaHue
MOTIBITOK ~ HECAaHKIIMOHWPOBAHHOW 3arpy3kd, KOHTPOJb JIOCTyNma CyOBEKTOB
JOCTyna K TpoOIecCy 3arpy3kd, KOHTPOJb IIEJIOCTHOCTH KOMIIOHEHTOB
3arpyxxaemoit OC).

Heab nias cpeabl pynkunonuposanus O0-5

Ob0ecneyeHne ycJaoBHii 0€30MacHOro ()YHKIIMOHUPOBAHUS

JlomxHbl ObITH OO€ecleyeHbl HEOOXOJUMBIE pecypchbl ISl BBIMOIHEHUS
(GyHKIIMOHATBHBIX BO3MOXKHOCTEM Oe3omacHocTH OC, XpaHEHUsI PE3EepPBHBIX
konui, coszgaBaembix OC, a Takxke 3amMIIeHHOe XpaHeHue naHHbix OC u
3alUIIaeMOi HHPOpMAIIH.
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Heab pis cpeant pynkunonupoanus O0-6

KoHTPOJIb YCTAHOBKY NIPOrPAMMHOIOQ 00ecneYeHus

JloiokHO OBITH OOecrnieueHo orpaHnyeHue Ha yctaHoBky [IO wu ero
KOMIIOHEHTOB, HE 3aJIcliCTBOBAaHHBIX B TEXHOJOTHUYECKOM IIpolecce o0paboTku
nHpopMaruu.

Heas nas cpeabl pynkunonuposanus O0-7

JloBepeHHbIi MapUIPYT

Jomxen oOecneunBaTbCsd AOBEpeHHbIM  Mapuipyr Mexay OC wu
nosib3zoBaTessiMu OC (agMUHUCTpaTOpaMu, MOJIb30BATEIISIMH).

Heas pas cpeabl pynkunonuposanus 00-8

JloBepeHHBIN KaHaJ

JlomkeH obecrieunBaThCsl TOBEPEHHBINM KaHaAT mepenayn qaHHbiX mexay OC
u CBT, Ha xoTOphIX mpoucxoautr obpabdoTka MHGOPMAIIMH, a TaKKE C KOTOPHIX
MPOUCXOJIUT UX ATMUHUCTPUPOBAHMUE.

Hean aas cpeabl pynkunoHupoBanust 00-9

3ammTa 0T OTKIIYCHUSA

JlomkHa ObITb OOecrieueHa HEBO3MOXKHOCTb OTKItoueHus (00xoma)
koMnoHeHToB OC.

Heas aas cpeanbl pynkunonuposanus O0-10

OrpannyeHne HeCAHKIMOHMPOBAHHOIO KONUPOBaHMSA MHGoOpMannu,
coaepxameiics B OC

JLoJKHBI OBITh peann30BaHbI MEpBHI, IPENSTCTBYIOLIUE
HECaHKIIMOHUPOBAHHOMY KOINHMPOBaHUIO MH(opManuu, coaepxamieiics B OC, Ha
ChEMHBIC MAIlIMHHBIC HOCUTEIHM nHpopMarmu (uiu 3a npeneist VC).

B Tom wucne M0KeH OCYIIECTBISITECA KOHTPOJIb BHOCA (BBIHOCA) B (U3)
KOHTPOJUPYEMYIO 30HY (KOHTPOJIUPYEMOM 30HbI) ChE€MHBIX MAIIMHHBIX HOCUTENEH
uH(popManuu.

Heas ans cpeabl pynkunonuposanus O0-11

IIpoBepka yCTaHABJMBAaEMbIX BHCIIHMX MO/YJ/Ieil YPOBHSA S/1pa

JlomxHa OBITh OCYIIECTBIIEHA MPOBEpPKA IEJIOCTHOCTH BHEUIHMX MOAYJeH
YPOBHS Si/ipa, MOJIyYaeMbIX OT 3asBUTENs (pa3paboTuuka, MPOU3BOAUTENS), MIEPE
ux ycraHoBkou B OC.

Heas aas cpeabl pynkunonupoBanus 00-12

IlpuopurH3auus NpoueccoB

JIomKHO OBITH 00ECTIEUEHO BBIJEICHUE BBIYUCIUTEIBHBIX PECYPCOB IS
npoiieccoB U (W) GOPMUPYEMBIX UMM MOTOKOB JAHHBIX B COOTBETCTBHH C UX
MIPUOPUTETAMMU.

Hean pias cpeabl pynkuunonupoBanuss O0-13

TpeboBaHus K nepconagy-1

Jluna, otBeTcTBeHHbIE 3a HKcmryatanuio OO, AOMKHBI 0OecreyuBaTh
dbyaknuonupoBanue OO, B TOYHOCTH PYKOBOJCTBYSICH 3KCIUTyaTallMOHHOM
JIOKYMEHTALUEN.
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Heas nns cpeansl pynkunonuposanus 00-14

TpeOGoBaHHA K EPCOHATY-2

Jluma, oTBeTCTBEHHBIE 3a dKCcIUTyatanuio OO, AOMKHBI 00ECTICUnTh, YTOOBI
ayTeHTU(UKAIIMOHHAs MHGOpMaLUs Ji1 KaKJIOW YYETHOM 3aluCH IOJIb30BaTesd
OC conepxanuch B TaliHe W OBLIM HEAOCTYIIHBI JIMIIAM, HE YIIOJIHOMOYCHHBIM
MCIOJI30BaTh JAHHYIO YYETHYIO 3aIHCh.

Heas ans cpeasl pynkunonuposanus O0-15

I'enepanus ayreHTU(OUKALMOHHON HHGOpPMaNNH

Jomxna oOecneunBaTbcs BO3MOXKHOCTh TeHepaluu  (OmpeaesieHus)
ayTeHTU(UKAIMOHHOW WH(GOPMallMu C METPUKOW KauecTBa, OOecreurBaroIiei
CTOMKOCTh 1O OTHOIICHHID K HapyLIUTEII0 C YMEPEHHBIM IOTEHUIUAJIOM
HaIlaJeHusl.

Heas aas cpeabl pynkunonupoBanus O0-16

Oolecnieyenne  B3aMMOJEHCTBHUS ¢ MPHKJIAAHBIM _ NPOrPAMMHBIM
obecrieyeHneM

HomxHo obOecneuuBatrbesi B3auMmojeicteue OC ¢ npuknaadsiM 110,
obOecrnieunBaroIiee MpPeAoCTaBICHUE MOJIL30BATEII0 UHTEPAKTUBHOTO HUHTEpdeiica
npukiagaoro 1O mig pemeHus OJHON WIM HECKOJBKUX 3apaHee ONPENCIICHHBIX
3a7ad B KOHKPETHOM  mpenmeTHo — obOmactu  (6e3  BO3MOXKHOCTH
HEIMOCPeICTBEHHOTO JocTymna K gyHkuusm OC).

5.3. O0ocHoBaHHe 11eJ1ei 0€30MaACHOCTH

B Tabnuue 5.1 mpuBenaeHo orobpaxkenue nenei 6e3omacnoctu s OO Ha
yIPO3bl U MOJUTUKY O€30MaCHOCTH.

Tabmuua 5.1 — Orobpaxkenue ueneit 6ezonacHocty anss OO Ha yrpossl U
MOJINTUKY O€30MaCHOCTH

| | 2| T P €
= = s =
=8 =1 =1 =1 =1 =
(5] (5] (] (] (5] (5]
(=] (=] =) =) (=] =]
=== ==
(3} (3} (P} (P} (3} (3}
(] (] < < (] (]
g2 8l 5| 5| 52| E
S S S S S (=]
o o (<) (<) o [}
D D %] %] D D
O O O O O (=]
Al al 4| a4l 2| A
= = B = = = —
W W Y Y W W
=(={====f

Yrpo3za -1 X | X

Yrpo3a - 2 X

Yrpo3a — 3 X

Yrpo3a—4 X | X

Yrpo3a—5 X X

MoauTnka 0e3omacHocTu-1 X

MoauTHKA 6€30IACHOCTH-2 X

IMoauTHKAa 0€30MaCHOCTH-3 X

MoauTnka 0e30macHocTH-4 X

IMoauTHKA 0€30MACHOCTH-5 X

IMoauTHKAa 0e30macHOCTH-6 X

IMoauTHKA 6€30MACHOCTH- 7 X

IMoauTHKAa 6€30MaCHOCTH-8 X

IMoauTHKa 0e3omacHocTH-9 X
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Hean 0e30macHocTH-1

Jloctmxenne »Tod 1enn 0e30MacHOCTH HEOOXOAMMO AJiSi MPOTHUBOCTOSHHUS
yrpo3am ¥Yrpo3a-1, ¥Yrpo3a-3, Yrpo3a-4 u peanuzanuu MOJTUTHK O0€30MacHOCTH
IMoautuka  Oe3somacHoctu-l, IloauTuka  O0e3omacHOCTH-2, TakK  Kak
oOecIeynBaeT: UCMOIb30BAHUE MEXAHMW3MOB MJICHTU(DHUKAIMY U ayTeHTHU(PUKALINH
nosib3oBateniet OC (uaeHTHUKaMS CyOBEKTOB JOCTyNa MO (U3HUYECKUM
YCTPOMCTBAM).

Ileanb 0e30macHOCTH-2

Joctmxenne »Tol 1enu 0e30MacHOCTH HEeOOXOAUMO Jisi POTHUBOCTOSHUS
yrpo3am ¥Yrpo3a-1, ¥Yrposa-2, Yrposa-4, ¥Yrpo3a-5 u peanuzanuud TOJUTHK
oczomacuoctr  IlomuTka Oe3omacHocTu-3, IloauTmka Oe3omacHoCTH-4,
IMonuTuka O0e3o0macHOCTH-9, Tak Kak 00eCIeUrMBaeT. BO3MOKHOCTh pealn3aluu
JUCKPEIIMOHHOTO U (WJIM) PpOJICBOTO YMPABICHUS JOCTYIIOM; BO3MOXXHOCTH
3aJlaHdsl TPABWJ YINPABICHUS JOCTYIIOM, pa3pellaloniuX WM 3alperiaronmx
JIOCTYIl CyOBEKTOB JOCTynma K OOBEeKTaM JOCTymla; KOHTPOJIb W IPOBEPKY
MPaBOMOYHOCTH OOpaIleHnii CyObeKTOB JI0CTyNa K 00bEeKTaM JI0CTYyTIA.

Iean 0e3omacHoCTH-3

JoctixkeHue 53TOM 1end O€30MacHOCTH HEOOXOAUMO Uil pealu3aluu
noutukn OezonacHocth IloaumTHKa 0e3omacHOCTH-5, Tak Kak 00eCIeuYuBacT
BO3MOYKHOCTH T€HEPUPOBAHMS HAIC)KHBIX METOK BPEMCHH.

eanb 0e3omacHocTH-4

Joctiwkenue 3ToW 1enu O€30MacHOCTH HEOOXOAUMO ISl peaan3aluu
mouTuku OesomacHoct IHoamTuka 0e3omacHOCTH-6, Tak Kak oOecreymBacT
BO3MOXHOCTh ympaBieHusi pabdoroir OC u mapamerpamu OC €O CTOpPOHBI
aJIMUHUCTPATOPOB.

Ieanb 0e3o0macHOCTH-5

JocTixkenue 3Toi 1enau 0e30MacHOCTH HEOOXOIUMO IS MIPOTUBOCTOSHUS
yrpose ¥Yrpo3a-5 u peanuzanud noduTUKA  Oe3omacHocTd  IloJmTHka
0e30MmacHOCTH-/, TaK KaKk 00eCreYrnBaeT BO3MOKHOCTh PETUCTPAIIUU BO3MOMXKHBIX
HapyIeHU O€30MaCHOCTH.

Ieanb 6e3o0macHoCcTH-6

JlocTmwkeHrne 3ToM 1menu O0e30macHOCTH HEOOXOIUMO IS peali3ariu
nmoutukn OezonacHocth IloauTHKa 0e3omacHocTH-8, Tak Kak 00OeCreuYruBacT
OTpaHUYCHHE JIOCTYTIA MOJIh30BaTeNs K MHTepakTUBHBIM nHTEpheiicam OC.
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6. OnpenesjieHue paclIMpeHHbIX KOMIIOHEHTOB

B nannom paszgene I13 npencraBiieHsl paciimpeHHble KOMIOHEHTHI 1151 OC.,

6.1. OnpenesieHue paclIMpeHHBIX (CHENUAIBLHBIX) KOMIIOHEHTOB
(GyHKIHOHAJIBHBIX TPEOOBAHMH 0€30MIACHOCTH 00bEKTA OLIEHKHU

Hna OO omnpeneneHsl KOMIOHEHTHI (PYHKIIMOHAJIBHBIX TpeOOBaHUI
0e30macHOCTH, CPOPMYIMpPOBaHHBIE B SIBHOM BHJE B CTHUJIE KOMIIOHGHTOB W3
HallMOHaJIbHOTO  cTaHmapTa Poccuiickoit ®enepanun  ['OCT P UCO/MBK
15408-2-2013 «1udopmarmonHas TeXHOJIOTHSA. MeToAbl U Cpe/icTBa 0OecTIeUeHHUs
6e3omacHocT. Kpurepuu oreHKr 0€30MmacHOCTH WH()DOPMAITMOHHBIX TEXHOJIOTHH.
Yacte 2. OyHKIMOHAJIBHBIE KOMIIOHEHTHI 0€30MacHOCTU» (pacuIupeHHBIC
(cnenuanbHbIC) KOMIIOHEHTHI).

KoMmnoneHTsI (YyHKIHOHATBHBIX TpeOOBaHMI 0€30MacHOCTH,
chopMynHpOBaHHBIE B SIBHOM BHUJE, NPEACTaBICHbI B NPWIOKEHHUHM A K
Hactosiemy [13.

6.2. OnpenesieHue pacIMpeHHBIX (CENNATbHBIX) KOMIIOHEHTOB TPeOOBaHMIi
A0BepHs K 0€30IMaACHOCTH 00beKTA OLEHKH

Hns OO omnpeneneHbl pacliupeHHbIe (CMEUUANbHBIE) KOMITOHEHTHI
TpeboBanuii goBepust k OeszomacHocTH: ADV _IMP EXT.3 «Peammzamus OOy,
ALC TAT EXT.0 «OmpeneneHne WHCTPYMEHTAJIBHBIX CPEICTB pPa3pabOTKM»,
ALC _FPU EXT.1 «IIponeaypsi OOHOBIEHUS MPOrpaMMHOr0 oOecreueHus
onepaunoHHoil cucrembl», ALC LCD_EXT.3 «Omnpexnenennbie pa3zpabOTUMKOM
cpoku mogaepxkku», AMA SIA EXT.3 «Ananu3 BiausHUs OOHOBJICHHHM Ha
oe3onacHocTh onepanroHHoM cuctemby, AMA SIA EXT.6 «AHanu3 BIUSHUS
BHEIIHUX MOAYJEH ypOBHS sipa Ha 0O€30MaCHOCTh OMNEPALMOHHON CHUCTEMBD U
AVA CCA_EXT.l «AHanu3 CKpBITBIX KaHAJIOB», CPOPMYJIHPOBAHHBIE B SBHOM
BUJE B CTWIE KOMIIOHEHTOB W3 HAIIMOHAJIBHOIO CTaHaapta Poccuiickoi
®eneparmmn 'OCT P UCO/MOBK 15408-3-2013 «MHpopmManoHHas TEXHOJIOTHSI.
Metoael U cpeactBa  obecriedeHus  Oe3omacHOCTH. Kputepuum — OLEHKH
Oe3omacHocTH MHGOPMAITMOHHBIX TexHOJorHi. YacTh 3. KOMIIOHEHTHI JOBEpHs K
0€30MacHOCTI.

KomrmionenTsl TpeOoBaHuii 10Bepusi K 0€30MaCHOCTH, CHOPMYITUPOBAHHBIC B
SBHOM BHJI€, MIPEJCTaBIICHBI B puiioxkeHnu b k Hactosmemy I13.
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7. TpeGoBanusi 6€30MaACHOCTH

B nannom pazgene [13 mpencraBneHsl (pyHKIHMOHANBHBIE TPEeOOBaHUS U
TpeOOBaHUS JOBEPHs, KOTOPHIM JNOJLKEH yIoBieTBOPITh OO. DYyHKIIMOHATHHBIE
TpeOOBaHMsl, NpeACTaBICHHbIE B HacToseM 113, ocHoBaHbl Ha (HYHKIIMOHAIBHBIX
KOMIIOHEHTaX W3 HAaMOHAJIbHOrO  cranjgapra Poccuiickon  ®Denepaunun
I'OCT P UICO/MBK 15408-2-2013 «MudbopmannonHas TexHoiorus. MeToasl u
cperncrtBa oOecreueHuss ©Oe3omacHocTd. Kputepunm OLEHKHM — 0€30MacHOCTH
uHOpMaIMOHHBIX TexHonoruil. Yactb 2. @OyHKIMOHAJIbHBIE KOMIIOHEHTHI
oe3onacHocT». Kpome Toro, B Hactosmuid [I3 BkirodeH psin TpeboBaHMI
Oe3omacHocTH, CHOPMYIMPOBAHHBIX B SBHOM BHUJE (pacIIMpeHHE HAMOHAIBLHOTO
cragmapta Poccuiickoit  @enepaniun  ['OCT P UCO/MDOK  15408-2-2013
«ndopmanonnass  TexHojorus. MeTonbl M cpelcTBa  O0OECIEUCHUs
oe3onacHocTH. Kpurepuun orieHkr 0€30MacHOCTH MH()OPMAIIMOHHBIX TEXHOJIOTHUH.
Yactp 2. OyHKIMOHAIBHBIE KOMIIOHEHTHI Oe30macHOCTHY»). TpeboBaHus n0BEpuUs
OCHOBAaHbl Ha KOMIIOHEHTaX TpeOOBaHUM NOBEpUS U3 HAMOHAIBHOIO CTaHIApTa
Poccwiickoit @eneparun ['OCT P UCO/MOBK 15408-3-2013 «Mudopmarmonnas
TexHonorus. MeTosl u cpencTBa obecrnieueHus: 6ezonacHocTi. Kputepuun oneHku
6e3onacHocTu MHPOpMAIMOHHBIX TexHonorui. Yacte 3. KoMmoHeHThI noBepus K
0e30MacHOCTU» M MpEACTaBIECHbl B HacTosimeM [I3 B BUIE OLIEHOUYHOTO YPOBHS
nosepust OY 12, ycunennsiit komnonentamu ADV_IMP.2 «IlonHoe otoOpakeHue
npeactasienus peannzaunun ®bO», ADV_TDS.3 «ba30Bblil MOAYIBHBIN IPOEKT,
ALC FLR.1 «bazoBoe ycrpanenue HenoctatkoB»y, AVA VAN.4 «Metonnueckuii
aHalM3  ySA3BUMOCTEH», pacmupeHHbli komnoneHtamu ADV _IMP EXT.3
«Peamuzaniuss  OO», ALC_TAT EXT.0 «OmpeneneHue HWHCTPYMEHTAIBHBIX
cpenctB  paspabotkm», ALC_FPU_EXT.1  «IlIpomemypbl  OOHOBIEHUS
POrpaMMHOTO  oOecriedeHust omepanonHor cuctembl», ALC _LCD _EXT.3
«OmpeneneHabie  pa3paboTuukoM cpokum  momnaepxkkn», AMA_SIA EXT.3
«AHanu3 BIMSHUA OOHOBJIEHUU Ha 0€30MacHOCTh OMNEPAIMOHHON CHCTEMBbDY,
AMA SIA EXT.6 «Ananu3 BIWSHUS BHEIIHUX MOJIYJIEM YPOBHS sApa Ha
6e3onacHocTh onepanmonHou cuctemMb» 1 AVA CCA EXT.1 «AHanu3 CKpBITHIX
kaHajoBy». TpeOoanus Oe3omacHocTH ADV_IMP_EXT.3 «Peammzanus OOy,
ALC TAT EXT.0 «OmnpeneneHre WHCTPYMEHTAIBHBIX CPEICTB pPa3pabOTKM»,
ALC FPU EXT.1 «lIponenypsi OOHOBIEHUS MPOrPaMMHOTO oOecreueHus
oneparnnonHoit cuctembl», ALC LCD _EXT.3 «Ompenenennbie pa3paboTIHKOM
cpoku mnoaaepxkn», AMA SIA EXT.3 «AHanu3 BiusHUS OOHOBJICHHMH Ha
0e3onacHocTh onepanroHHod cuctemby, AMA SIA EXT.6 «Ananu3 BIHUsSHUS
BHEIIHUX MOAYJEH ypOBHS sipa Ha 0O€30MaCHOCTh OMEPALMOHHON CHUCTEMBI» U
AVA CCA_EXT.1 «Ananu3 cKpbIThIX KaHAJIOBY» C(HOPMYJIUPOBAHBIB SIBHOM BHUJIE
(pacmmpenue HAIMOHAJIIBHOT'O CTaHjapra Poccuiickon ®denepauuu
I'OCT P UICO/MBK 15408-3-2013 «MudopmainimoHHas TexHoiorus. MeToasl u
cpeacTBa oOecredueHus: Oe3onmacHOCTH. KpurTepun OIeHKM  0€30MacHOCTH
uHdpopmarmoHHbplx  TexHosoruit. Yacte 3. KowmmoneHTH  goBepus K
0€30MacHOCTI ).
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7.1. ®DyHKUNOHAJIbHBIE TPeOOBaHMS 0€30MIACHOCTH 00bEKTA OLIEHKH

O yHKIIMOHAJIBHBIE KOMIIOHEHTHI U3 HAIMOHAJIBHOTO cTaHaapTa Poccuiickoi
®eneparnun 'OCT P UCO/MBK 15408-2-2013 «MHpopmanioHHasi TEXHOJIOTHSI.
Metonsl u  cpenactBa  oOecrieueHus  Oe3omacHocTd. Kputepum  OlEHKH
0e30omacHOCT MH(POPMAITMOHHBIX TexHojorui. Yacte 2. OyHKIIMOHAIbHBIC
KOMIIOHEHThI ~ 0€30MacHOCTH», Ha KOTOPBIX OCHOBaHBl (DYHKIIMOHAJIbHBIC
TpeboBanust Oe3omacHocTH OO, a Takke KOMIIOHEHTHI C(HOPMYJIMPOBAHHBIX B
SBHOM BHUJI€ pPaACHIMPEHHBIX (CIEHHUANIbHBIX) TpPeOOBAaHWU TIIPUBEICHBI B
tabmure 7.1.

Ta6auua /.1 — ®yHKIMOHAJIBHbIE KOMIIOHEHTbI, HA KOTOPBbIX 0cHOBaHbl ®TH

00
NpenTudguxkarop Ha3Banue KOMIIOHEHTA TPeOOBAHMIA
KOMIIOHEHTA
TpeOOBaHMIA
FAU GEN.1 I'eHepaius 1aHHBIX ayIUTa
FAU SEL.1 N36uparenbHbIil ayuT
FAU SAR.1 ITpocMoTp aynura
FAU STG.1 3anuMiieHHOE XpaHEeHHE )KypHalla aynuTa
FAU STG.3 JleiicTBHsI B ciTydae BO3MOKHOM MOTEpU JAHHBIX ay/IuTa
FAU STG.4 [IpegoTBpalieHne NOTepy JaHHBIX ay/IUTa
FDP ACC.1 OrpaHu4yeHHOE yNpaBI€HUE JOCTYTIOM
FDP_ACF.1 VYmpaBiaeHue JIOCTYyNOM, OCHOBaHHOE€ Ha aTpulyTax

0€e30I1acHOCTH

OFpaHI/I‘IeHI/IC A0CTYyIIa IT0JIb30BATCIII K MHTCPAKTHUBHBIM

FDP_RSP_EXT.3 N .
- - uHTepdeicaM onepaluoHHON CHCTEMBI

Nnentudukanuss CyOBEKTOB J0CTyNa MO (PU3NYECKUM

FIA_IFD_EXT.1 o

- - yCTPOMCTBAM
FIA _UAU.2 AytenTudukaims 10 Jr00bIX AEHUCTBUHN N0Jb30BaTEI
FIA UID.2 Unentudukanus 10 JTH0OBIX JeHCTBUIN MOJIB30BATEIIS
EMT MOE.1 VYrpaBieHue — peKUMOM BBIITOJTHEH U byHKUMN

- 0€30MacHOCTH

FMT MSA.1 Ympasnenue atpudyramu 6€30MacHOCTH
FMT MTD.1 Yrpasienue naHHpIMU QYHKIHN 0€3011aCHOCTH
FMT_SMF.1 Cneundukanusi GyHKIUNA yIpaBICHUS
FMT SMR.1 Ponu 6e3omacHocTH

FPT _MTR _EXT.1 | Monutop oOpaiueHuii

FPT APW EXT.1 | 3amura XpaHuMOW ayTeHTUPUKAITMOHHON MH(DOpMALIUH

FPT STM.1 Hapnexubie MeTKH BpeMEeHU




FAU_GEN.1
FAU GEN.1.1

FAU_GEN.1.2
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7.1.1. Ayaut 6e3onacHoctu (FAU)

I'eHepanus JaHHBIX ayUTA

®BbO n0oKHBI OBITH CHOCOOHBI F'€HEPUPOBATH 3alHUCh AyJIUTa
JUISL  CIIEAYIOIIMX COOBITUM, MOTEHIIMAIBHO IMOJABEPraeMbIX
ayJIuTy:

a) 3aIyCK U 3aBepIlleHUE BbINIOJHEHUS (PYHKIMI ayInuTa;

0) Bce COOBITHSA, TMOTEHIIMAIbHO TMOJBEpraeMble ayJauTy, Ha
0a3060M ypOBHE ayJIUTa;

B) [cOOBITHSI, TPUBEICHHBIE BO BTOPOM CTOJIOIE Tabiuipl 7.2, a
TaKkKe [Ha3HAUCHHE: Opyeue CneyuaibHo OnpeodeneHHble
cobbimusl, NOmeHyuaIbHo noogepeaemovie ayoumyl].

®bO NOMKHBI PETHUCTPUPOBATH B KAXKIOW 3aIlUCH AYJIUTA, IO
MEHBIIIEH Mepe, CIeAYIONYI0 HH()OPMALIHIO:

a) JaTy W BpeMsi COOBITHSI, TUI COOBITUS, HACHTU(DUKATOP
cyObekTa aocTtyna (€ciidi MPUMEHHMO) U Pe3yJbTaT COOBITHS
(YCTICIIHBIN WJIM HEYCTICIIIHBIN );

0) I KaXKJ0ro TUMa COOBITHM, MOTEHIIMAIBHO MOJIBEPracMbIX
ayJuTy, W3 4YHUCJIAa OIpEACNICHHbIX B (YHKIHOHATBHBIX
KOMITIOHEHTaX, KoTopele BKiIoueHbl B [I3 u (wmm) 3B,
[Ha3HAYCHUE: Opyeds OMHOCAWAACS K Ayoumy uHgpopmayusi].

Tabauua 7.2 — CoObITHSA, MOJIEKAIUE AYTUTY

KomMmmnonenr CoObITHE Jeranu3zanus
FAU_GEN.1 3amycK U 3aBEpPLICHUE BBIMOJIHECHUS
GyHKUMN aynuTa
FAU_GEN.1 3anuch ayauTa Jisi COOBITUH, Nnentudukarop
CBSI3aHHBIX C UCTECUCHUEM nosnp3oBaresst OC
YCTaHOBJICHHOTO aJIMUHUCTPATOPOM
CpOKa JICVCTBUS MTAPOJIs
FAU_GEN.1 3anuch ayauTa Juisi COOBITHH, Nnentudukarop
CBSI3aHHBIX C UCTEUECHUEM nosnb3oBareist OC
YCTaHOBJICHHOTO aIMUHHACTPATOPOM (yueTHOI 3amucn)
CpoKa JIeicTBHsI HIeHTU(UKaTOpa
nosnb3oBatesst OC (y4eTHOM 3anucu)
FMT_MOF.1 Bce Mmoaudukanyuu noJuTUKu
ayJuTa
FMT_MSA.1 Bce moaudukanyu 3HaYeHUN CmeHa HavaJIbHOU
aTpuOyTOB 0€30MMACHOCTH, ayTeHTU(PUKALIMOHHON
HCIIOJIB3YEMBIX ISl CMEHBI nHbopMaIuu
HAYaJIbHOM ayTeHTU()UKAIIMOHHOM noJsib3oBatesst OC
uHpopmaruu nois3oBarenss OC
MOCJIE OJTHOKPATHOTO
MCTIOJTH30BAHUS
FMT_MTD.1 Bce monudukarum CMmeHa 3HaueHui

ayTeHTU(UKAIMOHHON MH(POPMALIUU | ayTEeHTU(PUKAITIOHHOM
uHopmaru
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KomMmnoneHT CoObITHE Jeranuzanus
FMT_MOF.1 [TomHOTEKCTOBAS 3aIIUCh
FMT_MSA.1 MIPUBUJICTHPOBAHHBIX KOMaH/1
(KoMaH1, YIPABJISIFOITUX
CUCTEMHBIMH (YHKIIMSIMU)

3aBUCUMOCTH: FPT_STM.1 HanexxHble METKA BPEMEHH.

FAU_SAR.1 IIpocmoTp ayaura

FAU SAR.1.1 ®BO  nmomkHB  TPENOCTaBIATh,  [HA3HAYCHUE.  PoOJIU
aomunucmpamopos 6 coomeemcmeuu ¢ FMT_SMR.1]
BO3MOXKHOCTh UYWTaTh [HA3HAYEHUE: CHUCOK UHpopmMayuu
ayouma) U3 3arucen ayaura.

FAU SAR.1.2 ®BbO [0mKHBI MPENOCTABIATH 3allMCU  ayJAuTa B BHJIE,
MO3BOJISIOIIEM aIMUHUCTPATOPY BOCIIPUHUMATh
coJiepKallyrocst B HUX UH(QOpMAIIHUIO.

3aBUCHUMOCTH: FAU_GEN.1 I'eneparnus 1aHHBIX ayauTa.

FAU_SEL.1 N30upaTenbHbINA ayauT

FAU SEL.1.1 ®BbO A0KHBI OBITH CIIOCOOHBI K OCYIIECTBJICHHUIO BBIOOpA
COBOKYITHOCTA  COOBITHUM, TOJBEPTaIOIINXCA ayauTy, U3
COBOKYITHOCTA  COOBITUN, TMOTEHIMAIBHO  MOJBEPracMbIX
ayquTy, 0a3UpysCh Ha CIEAYIOUX aTpUlyTax:
a) uoenmuguxamop o0bvekma _docmyna, uQeHmupuKamop
cybvekma _docmyna, [BBIOOD: uoenmughuxamop noavzosamelis
OC, mun cobvimusi);

3aBUCHUMOCTH: FAU GEN.I I'enepauus JaHHBIX ayauTa;
FMT _MTD.1 Yupasnenue nanaeimu ObO.

FAU STG.1 3ammieHHOe XPaHEeHHe )KyPHAJIa ay/IuTa

FAU STG.1.1 ®BO 10KHBI 3alIUIIATE XPAHUMBIE 3alUCH ayJUTa B )KypHaJIe
perucrpanum coObITHI 0e30macHOCTH oC oT
HECaHKIIMOHUPOBAHHOTO y/IaJICHUSI.

FAU STG.1.2  ®BO nomwkHBI OBITH CIIOCOOHBI [BBIOOP, (BBHIOpPATh OJHO H3):
npedomepaujamo, 8bIABNAMD | HECaHKIIMOHUPOBAHHYIO
MOAM(UKAIIMIO XPAaHUMBIX 3alldCed ayauTa B >KypHAle
perucrpanum coobiTuii 0e3onacioctu OC.

3aBUCHUMOCTH: FAU _ GEN.I I'enepanus JaHHBIX ayauTa.

FAU_STG.3 JleliCTBHA B CJIy4yae BO3MOKHOM MOTEPHU JaHHBIX ayJAUTa

FAU STG.3.1  ®BO nomkHBl BHIIOIHUTH [HA3HAUCHUE: OeliCmBUs, Komopbie
HYJ#CHO NPEONpUHAMb 6 CAYYae BGO03MONCHO20 CO0s XPAHEeHUs.
JocypHana pezucmpayuu coovimuii 6ezonacnocmu OC|, ecnu
KypHai  perucTpanuud  coObiTuii  Oe3omacHoctn OC
NPEBBIIIACT [Ha3HAUCHUE: NPUHAMOE O2PaHUYeHUE].

3aBUCUMOCTH: FAU_ STG.1 3amumenHoe XxpaHeHUe )KypHaia ayauTa.
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FAU STG.4 IIpenoTBpameHue NOTEPH JAHHBIX Ay IUTA

FAU STG.41  ®BO pomxubel [BBIOOp (BBIOpAaTH OTHO U3): UCHOPUPOBAMD
cobvimus,  nodsepzarowjuecs — ayoumy,  npedomepawams
cobvimus, noosepearowuecs ayoumy, UCKAIOYAsL
npeonpuHuMmaemvle  YNOJIHOMOYEHHbIM — NPUBULESUPOBAHHLIM
cybvekmom Odocmyna; 3anucvléams NOGEPX CAMbIX CMAPbIX
XPAHUMbIX — 3anucell  ayouma,  3aQRUCbI6AMb  OeliCmeus
YHOTHOMOYEHHBIX NPUGUIECUPOBAHHBIX CYOBEKMOE 00Cmyna
nogepx cmapuvlx XpaHUMbIX 3anuceil ayoumal v [Ha3HauYCHUE:
opyeue Oelicmsus, KOmMopbvle HYICHO NPeONnpuUHAmb 8 caydae
B03MOJNCHO20 ~ COOSI  XpAHEHUs  JICYPHANA — PEeSUCmPAuUU
coovimuit 6ezonacnocmu OC]| npu NEPENOIHEHUH >KypHala
perucrpauuu coobiTuii 0ezonacioctu OC.

3aBUCHUMOCTH: FAU STG.] 3ammiuesHoe XpaHEHHE )KypHaa ay/IuTa.

7.1.2. 3ammuTa qaHHBIX noab3oBatens (FDP)

FDP_ACC.1(1) OrpanudyeHHoe ynpaBJjieHHe 0CTYIIOM

FDP_ACC.1.1(1) ®BO nomkHBI OCYHIECCTBIATh [MOIUTHKY IHCKPEIHMOHHOIO
VOpaBJICHHUS  JIOCTYNOM| JJisi  [Ha3HAY€HUE:  CHUCOK
cyObeKmos 00cmyna u 00beKmog 00Cmynay.

3aBUCHUMOCTH: FDP ACF.1(1) VYnpapieHue AOCTYIIOM, OCHOBAaHHOE Ha
aTpuOyTax 0e30MacHOCTH.

3ameuannsi mo npumenenuto: komrnoneHT FDP ACC.1(1) Bkmrouaercs B 3b,

ecii B llomutuke Oe3omacHoctu-4 u  llenu OGe3omacHOCTH-2  ompeneneHa

peanu3anus JUCKPEIMOHHOTO METOIa YIIPABICHUS JOCTYIIOM.

FDP_ACC.1(2) OrpanudyeHHoe ynpaBJjieHHe J0CTYIIOM

FDP_ACC.1.1(2) ®BO [0mKHBI  OCYIIECTBISATH  [HOJUTHKY  POJIEBOIO
yIpaBieHUs! JAOCTYNOM]| JUJIsl [Ha3HAUEHUE: CHUCOK poneu U
00vexmos).

3aBUCUMOCTH: FDP_ACF.1(2) YnpaBieHrie JOCTYIIOM, OCHOBaHHOE Ha
aTpuOyTax 0€30MacHOCTH.

3ameyanuss mo npumeHenuo: komnoneHtT FDP ACC.1(2) Bkmtouaercs B 3b,

ecii B Ilomutuke Oe3omacHoctu-4 u llenu OGe3omacHOCTH-2  ompeneneHa

peanuzans poJIeBOTO METOA YIIPABICHUS JOCTYIIOM.

FDP_ACF.1(1) VnpaBiieHMe A0CTYIIOM, OCHOBAaHHOe Ha aTpuUdyTax
0€30MacHOCTH (JUCKPELMOHHOE yIpaBJIeHHe JOCTYIIOM K
oobekTam OC)

FDP_ACF.1.1(1) ®BO nomkHBI OCYHMIECTBIATh [MOIUTHKY JHCKPEIIMOHHOIO
VOpaBJICHHUS JOCTYIIOM]| K OOBEKTaM, OCHOBBIBAsSCh Ha
[Ha3HAueHUE: cnuUcox oOocmyna u 00veKmos 00cmynd,
HAaxX00sAUUxXcs noo ynpasieHuem noOIUMUKU
OUCKPEUUOHHO20 YNPAGNEHUA OOCHYNOM, U Ol KAHCO020
U3 HUX — OMHOcCAWUecs K RNOJAUMUKe OUCKPEUUOHHO20
YHRpaenenus O00cCmynom ampudoymol 0e30nacHoCmu Uil
UMEHOBAHHble 2PYNNbl ampudymog be3onacHocmu).
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FDP_ACF.1.2(1) ®BO nomKHBI  OCYIICCTBIIATH  CIICIYIOIIME  IpaBHIIA
OTIpe/IeNICHUs] TOTO, pa3pelleHa JIn omepalus yrnpaBisieMoro
CyOBeKTa JOCTyNa Ha YIPaBIsieMOM OOBEKTE A0CTyma:
[Ha3HAYCHUE: NPABUIA YNPAsIeHUss O0CMYNOM YNPABIAeMbIX
cybvbeKmo8 00CHyna K ynpasiiemviM o6vbeKmam 00Cmyna c
UCNONIL308AHUEM  YNPABIAEMbIX — ONepayuti  Ha  HUXx,
OCHOBAHHbIE HA CRUCKAX KOHMPO.JIA docmyna).

FDP_ACF.1.3(1) ®bO pnomkHBI $BHO pa3pemarh JOCTYIl CYOBEKTOB K
00BEKTaM, OCHOBBIBASICh Ha CIIEIYIONIUX JOMOTHUTEIbHBIX
MpaBuWIax: [HET].

FDP_ACF.1.4(1) ®BO nmomkHBI SBHO OTKa3bIBaTh B JIOCTYIE CYOBEKTOB K
00BEKTaM, OCHOBBIBASCh Ha CICIYIONINX JIOMOJTHUTEIBHBIX
npaBWiaX: [Ha3HAUEHUE: KpAGUId, OCHOBAHHblE  HA
ampubymax 6e30nacHocmu, KOmopble SBHO 3anpeuarom
oocmyn cyovekmos 00Cmyna Kk 00vekmam 00cmynay.

3aBUCHMOCTH: FDP_ACC.1(1) OrpannueHHOe  YIpaBlIeHHE  JOCTYIIOM;
FMT MSA.3 Ununuanu3zainus CTaTHYeCKux aTpuOyTOB.

3ameyanusi mo npuMeHenuto: xkomnoHeHT FDP_ACF.1(1) Bkmouaercs B 3b,
ecii B [lomutuke Oe3omacHoctu-4 u llenu Ge3omacHOCTH-2 — ompenenieHa
peanu3anus JMCKPEeMOHHOTO METO/1a YIPABICHUS IOCTYTIOM.

FDP_ACF.1(2) VYmnpaBiieHHe A0CTYNIOM, OCHOBAaHHO€ Ha AaTpUOyTax
O0esomacHocTH (poJsieBOe ympaBJIeHHE [JOCTYNIOM K
oobekTam OC)

FDP_ACF.1.1(2) ®BO fA0mKHBI  OCYIIECTBIATH  [HOJUTHKY  POJICBOTO
yIpaBJIeHUsI JOCTYNOM| K OOBEKTaM, OCHOBBIBAasCh Ha
[Ha3HAYEHHE: CnUCOK ponell U 00beKmo8, Hax0O0AUUXCs OO
YApasieHuem NOJUMUKU POe6020 YNPABIeHUs 00CHYHOM,
U 018 Kaxcoo2o U3 HUX — OMHOCAwUecs: K NOJTUMmUKe

poesozo ynpaenenus oocmynom ampubymoi
bezonacHocmu Ui UMEHOBAHHble 2SPYNNbL  AMpPUOYmMos
bezonacnocmul.

FDP_ACF.1.2(2) ®BO nomKkHBI  OCYIIECTBIIATH  CJICAYIOIIME  IIpaBHIIA
OTIpeeNIEHUs] TOTO, pa3pelieHa JIn Omepalys yrnpaBisieMoro
cyObeKTa A0CTyNa Ha yIpaBisieMOM OOBEKTe: [Ha3HAUYCHUE:
npasuia ynpaeneuus O00CMYNnomM YNpasusemvix pojaeu K
YIPABIAEMbIM 00beKMAaM ¢ UCHONb308AHUEM YAPABIAEMbIX
onepayuil Ha HUX, OCHOBAHHbIE HA CRUCKAX NPAg docmynal.

FDP_ACF.1.3(2) ®BbO momKHBI SBHO pa3peliath JOCTYI CyOBEKTOB A0CTYINA
K O0OBEeKTaM J[J0CTyla, OCHOBBIBASCh Ha CIEAYIONIUX
JIOTIOJIHUTENIbHBIX MPaBUIIAX: [HET].

FDP_ACF.1.4(2) ®bO n0mKkHBI SBHO OTKa3blBaThb B JOCTYIIE CYOBEKTOB
JA0CTYINA K 00BEKTaM JI0CTYNA, OCHOBBIBASCH HA CIEAYIOIINX
JOTIOTHUTENBHBIX ~ TPABWIAX:  [HA3HAYCHUE:  npasuid,
OCHOBAHHble HA ampudOymax 0e30nacHocmu, Komopwvie s6HO
3anpewarom 0ocmyn poeil K 00bekmam.
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3aBUCHUMOCTH: FDP_ACC.1(2) OrpannueHHOe  YIpaBIEHHE  JOCTYIIOM;

FMT MSA.3 Mnunnanu3anusi CTaTHYECKUX aTpuOyTOB.
3amevanusi mo npuMmeHenuo: xkommnoHeHT FDP_ACF.1(2) Bxmoudaercs B 3b,
ecii B llomutuke Oe3omacHoctu-4 u llenu OGe3omacHOCTH-2  ompeneneHa
peanu3anus poJieBOro MeToa yrpaBieHUs JOCTYTIOM.

FDP_RSP_EXT.3 OrpanuueHue A0cTyna moJjib30BaTejiss K MHTEPAKTHBHBIM
uHTepdeiicaM onepalMOHHON CUCTEMbI

FDP_RSP_EXT.3.1 ®yaKknnoHanbHbIC BO3MOKHOCTH 0e30macHOCTH
OTEPAIIMOHHON CUCTEMBI JOJDKHBI 00€CIeUrBaTh OTPAaHUYCHHE
JOCTyTla TOJB30BaTENI K WHTCPAKTUBHBIM HHTEpdercam
OTEPAITMOHHON CUCTEMBI ITyTEM MPEI0CTABJIEHUSA CJIeTYyIOIIUX
BO3MOYKHOCTEI:__agmomamuyecko2o 3anycka _NpukiaoHo20
NPOCPAMMHO20 _0becneyeHus  npu __cmapme _ cpedcmea
BbIUUCTUMENIbHOU _MeXHUKU [BBIOOp: [Ha3HAu€HHE: cnocoOwvl
UCKIIOYEHUsL  83AUMOOelCmEUs. Nnojib3zosameneli NPUuKiaoHo20
NPOCPAMMHO20 Obecnedenuss ¢ ONEePaAyUOHHOU CUCMEMOl],
[Ha3HAueHUE: uHble Oeucmeusi No O02PaAHUYEeHUl) O00CMyna
nob308amens K UHMEPAKMUBHBIM unmepdeticam
onepayuonnou cucmemol]].

3aBUCHUMOCTH: OTCYTCTBYIOT.
7.1.3. Unentudukanusi u ayrenrupuxanus (FIA)

FIA_UAU.2 AyTeHTH(UKALMSA 10 JIOObIX JeHCTBUH MOJIb30BaTEJIs

FIA_UAU.2.1 ®bO nomxHbl TpeOOBaTh, YTOOBI KaxAbld moib3oBarens OC
ObLJI yCHEIHO ayTeHTU(UUUPOBAH 10 pa3pelieHus Jo00ro
NEWCTBUS, BBITIOJIHAEMOro npyu nocpenandectse @PbO oT umeHn
sToro nous3osareinst OC.

3aBUCHUMOCTH: FIA UID.1 Bsibop MomMeHTa uaeHTU(DUKAIIIH.
FIA UID.2 NnenTudguxanms 10 JOObIX AeiiCTBUH M0JIb30BaTEs1
FIA_UID.2.1 ®bO nomxHbl TpeOOBaTh, YTOOBI KaxAbld moib3oBarens OC

ObLI YCHENHO WACHTU(PUIUPOBAH 10 pa3pelieHust Jro00ro
JEWCTBUS, BBINIOJIHAEMOro nipyu nocpenanuectse @PbO oT umeHn
storo nons3oarens OC.

3aBUCHUMOCTH: OTCYTCTBYIOT.

FIA_IFD_EXT.1 Unentudukanusi cy0ObeKTOB J0CTyna mo (U3HYECKHUM
ycTpoiicTBaM

FIA_IFD_EXT.1.1 ®yHKIMOHATBHBIE BO3MOKHOCTH Oe3omacHOCTH
OTIEPAIOHHBIX CHUCTEM JOJDKHBI TpeOOBaTh, YTOOBI KaXKIbIH
YIOJHOMOYEHHBIM  CyOBEKT  JocTyma  ObUT  YCHEIIHO
UACHTU(DULIMPOBAH  MyTeM  MNPEIbABICHUS  (PU3UUECKOTO
yCTpoicTBa MACHTU(DUKAIMN [HA3HAYCHHUE: MuUnsvl QU3ULECKUX
ycmpoiicmg]| 10 pa3penieHus J00ro AeMCTBUS, BBIIOJHIEMOIO
OT UIMEHHU ATOTO CyOBEKTa IOCTYIIA.

3aBUCUMOCTH: OTCYTCTBYIOT.
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7.1.4. Ynpasienue 6e3onacHocTbio (FMT)

FMT_SMF.1 Crnenuduxanus pyHKuuil ynpapjieHus

FMT_SMF.1.1 ®BO nomkHbl OBITH CMOCOOHBI K BBHITIOJHEHHUIO CIICTYIOIIIX
byHKUMNA yOpaBieHUs: [yNpaBlieHUE PEKUMOM BBINOTHEHUS
¢yHknuii  Oe3omacHocTH, ympaBieHue gaHHeiMu @ DBO],

[Ha3HaueHHME:  cnucok  Opyeux  QYHKyuu  YnpaeieHus
bezonacnocmuio, npedocmasisemvix PHO).
3aBUCHUMOCTH: OTCYTCTBYIOT.

3aMeuyaHusi M0 NPUMEHEHHIO!

1. OOBEKT OIIEHKH HE TODKECH COMIepKaTh (hYHKIIMOHATBLHBIX BO3MOKHOCTEH
oe3onacHoctu, aTpuOyToB 0e3onacHoctu ®BO, nmapamerpoB ®BO, nanusix OBO,
HAaCTPOEK, pOJIe M HMHBIX CYIIHOCTEH, CBA3AaHHBIX C (YHKUUAMH YIPaBICHUS,
JOCTYMHBIX 3agBUTENIO (pa3paboruuky, npouszBoauTento) OO, HO HEJOCTYMHBIX
notpedutento OO A1 KOHTPOJISI U U3MEHEHUS.

2. O0OBEKT OIIEGHKM HE JOJDKEH COAepKaTh HACTPOCK (IIPEAHACTPOCK)
(yHKIHOHAIBHBIX BO3MOXKHOCTEN Oe30omacHoCTH, aTpudyToB Oe3onacHoctu OBO,
napametpoB @BO, panHbix ®PBO M MHBIX CYIIHOCTEHN, HACTPAWBAEMBIX IPU
IPOU3BOJCTBE, YCTAHOBJIEHHBIX 3asBUTENIEM (pa3pabOTUYMKOM, MPOU3BOJUTEIIEM)
OO, HenmoctynHblx mnotpedutento OO s KOHTPOJAS M H3MEHEHHS U He
OomMCcaHHbIX B JoKymMeHTanuu Ha OO.

3. B 3b nomxHBI ObITH ONHMCAHBI BCE BO3MOYKHOCTU IO YHPABICHUIO IS
kaxaon @OBO, B ToM wuyucie Bce YIpaBisSeMble CYIIHOCTH (MEXaHU3MBI,
UHTEp(ENChl, MNpaBuia, KaHaJIbl W T.JA.), CHOCOObl aamMuHUCTpupoBaHus OO
(JloxkanpHOE, ynmanieHHoe), poiu mojb3oBarenedl OC, KOTOPhIM MPEIOCTaBIICHBI
BO3MOXXHOCTH TIO YNPABICHHUIO, @ JUIsl HEUCIOJIb3yEMbIX BO3MOXKHOCTEH I10
ynpasienno @PbO 10y1KHO ObITh IPEICTABIEHO COOTBETCTRYIOIIEE 0OOCHOBAHUE.

FMT_MTD.1 Ynpasiaenue nanabimu P60

FMT _MTD.1.1 ®BO nomkHBI NPEeIOCTABJATH BO3MOXKHOCTb [B8bINONIHEHS
onepayuil, YKa3auHvlXx 80 emopom cmoabye maobauyvt (.3, a
makoice [Ha3HAUCHUE: Opyeue onepayuu]| CIeOyOMMUX JTaHHBIX
[ykazannvix 6 mpemvem cmonbye mabruywvr 7.3, a maxoice
[Ha3HaueHue: cnucox Opyeux Oannvix @PBO]] ToOIBKO
[Ha3HAYCHHE: PoiU AOMUHUCMPANOPOE 6 COOMEEHICIEUU C

FMT_SMR.1].
Tabmuma 7.3
KommoneHT Omnepanust [Mannbie P50
FMT_MSA.1 MO (UKATIHS aTpuOyThI Tostb30Batenss OC
FMT_MSA.1 MOAU(pUKALIHS HayaybHas ayTeHTU(PUKAMOHHAS
uHbopmaIms
FMT_MTD.1 MoaU(UKALIUS 3aJJlaHUE CPOKa JCUCTBUS TTAPOJIS
nonb3oBaresnert OC
3aBUCUMOCTH: FMT _SMR.1 Ponu 6e30omacHocTH;

FMT SMF.1 Crnenudukanus QyHKIUid ynpaBaeHUs.
3ameyaHusi MO0 NPUMEHEHHIO:
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1. OObeKT OLEHKM HE JOJDKEH cojaepxkaTh AaHHbIX DPBO, n0CTyNmHBIX
3agBUTENIO (pa3paboTunKy, mpousBoauTento) OO, HO HEJOCTYMHBIX MOTPEOUTEINIO
OO 17151 KOHTPOJISI U U3BMEHEHUS.

2. O0OBEKT OLEHKH HE JOJDKEH COJAepXaTh HACTPoeK (IpeaHaCTPOEK)
nanueix ®BO, ycTaHOBIEHHBIX 3asBUTENEM (pa3pabOTUMKOM, MPOU3BOAUTEIIEM)
OO, wnepoctynHbeix mnoTpeduTento OO s KOHTPOJS W U3MEHEHUS U He
ONHUCAaHHBIX B JokyMeHTanuu Ha OO.

FMT_MOF.1 Yupasiaenue peKUMOM BbIIIOJIHCHUA pyHKumn
0e3omacHOCTH

FMT_MOF.1.1 ®BO pmomkHBI MOPEIOCTABISTH  BO3MOXHOCTH  [BBIOOD:
onpeoensims pedcumM BbINOJIHEHUS, OMKIIOUAmMb, NOOKIUAMD,

Mooupuyuposamo pedicum BbINOJIHEHUS | byHKIUN
[HazHAueHUeE: cnucok hyHkyuil] TOIbKO [aIMUHHCTPATOPY].
3aBUCHUMOCTH: FMT SMR.1 Ponu Ge3omacHocTH.

3amMeuyaHus M0 NPUMEHEHHUIO!

1. OObeKT OIleHKH HE JODKEH cojJepkarh (GyHKIUA O0e30MacHOCTH,
JOCTYNHBIX 3asiBUTENIO (pa3paboTunky, npousBoautento) OO, HO HETOCTYIHBIX
notpebutento OO A1t KOHTPOJISI U U3MEHEHUS.

2. O0OBEKT OIIEHKM HE JOJDKEH COAepKaTh HACTPOEK (IPEAHACTPOCK)
¢GyHKUMA ~ O€30MACHOCTH, YCTAHOBJEHHBIX  3asBUTENEM  (pa3pabOTUMKOM,
npousBoautenieM) OO, HemoctynHbIX mnotpedutenro OO sl KOHTpOJss U
M3MEHEHUS U HE OMMCaHHbIX B TokyMeHTauuu Ha OO.

FMT_SMR.1 Poan 6e3onmacHocTH
FMT SMR.1.1 ®bO JTOJIKHBI MOJIJICPKMUBATh CIEYIOIINE poiu
noJn3oBartenei OC:
[
a) aIMUHUCTPATOP [Ha3HAYCHUE: PO/iU AOMUHUCIIPAMOPOE];
0) MoJab30BaTENh
].
FMT_SMR.1.2 ®BO nomkHBI OBITH CITOCOOHBI ACCOIIMUPOBATH TOJIb30BaTENICH
OC c ponsimu.
3aBUCHUMOCTH: FIA UID.1 Bsibop MoMeHTa uAeHTU(DUKALIIH.
3aMeuaHne MO0 MPUMEHEHUIO: OOBEKT OIEHKH HE JOJDKEH MOJACP>KUBATh POJIU
nosib3oBateniet OC, qocTymHble 3asBUTENIO (pa3padoTunKy, mpousoautenio) OO,
HO HenocTymHble oTpeduTento OO u He onucanubie B JokyMeHTanuu Ha OO.

FMT_MSA.1(1) ¥Ynpasiienne arpuéyramMu 6e30macHOCTH

FMT_MSA.1.1(1) ®bO a0mKHBI OCYIIECTBISATH [BBIOOp: pOJICBasl IMOJIUTHKA
yIpaBJICHUS, [Ha3HAYCHWEC: UHAA NOAUMUKA YHpaesieHus||,
MPEIOCTABIISIONIYI0 BO3MOKHOCTD [BBIOOD: U3MEHAMb 3HAUEHS.
nO YMOJIYAHUI, 3aNPauiuéams, MOOUDUYUPO8amy, YOaisims,
[HazHaueHue: oOpyeue onepayuu]] arpuOyThl OE30MACHOCTH
[HazHaueHue: cnucoxk ampubymos 6e30nacHocmiu] TOIBKO
[anMuHHCTpATOPY].
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3aBUCUMOCTH: [FDP_ACC.1 OrpannueHHO€e ynpaBieHUue JOCTYIIOM WA

FDP_IFC.1 OrpanuyeHHoe ynpasjieHne nH(HOPManOHHBIMU

MOTOKaMH |;

FMT SMR.1 Ponu Ge3omnacHocTy;

FMT SMF.1 Cneundukanus QyHKIUN yrpaBIeHuUs.
3amMeyaHusi 0 NPMMEHEHUIO: KOMIIOHEHT IpEeAHAa3HAuYeH M oOecnedeHus
BO3MOXKHOCTH YIpaBJieHUs1 aTpuOyTamu Oe3omacHocTH (mpaBa AOCTYIA, THIIBI
JOCTylla ¥ WHBIE aTpUOYThlI) ISl OCYIIECTBJICHUS IOJUTUKH JUCKPELMOHHOIO
yOpaBICHUS  JOCTYNOM (IIpM  WCIOJIb30BAHMU  JAMCKPELIMOHHOIO  METOoJa
YIPABICHHS IOCTYIIOM).

FMT_MSA.1(2) ¥Ynpasiienune aTpuéyTamMu 6€30macHOCTH

FMT_MSA.1.1(2) @50 n0omKkHBI OCYIIECTBIATh [BBIOOp: poOJieBast IMOJUTHKA
yIpaBICHUS, [HAa3HAUYCHUC: UHAA HOTUMUKA YnpasieHus)),
IPEIOCTABIISIONLYI0 BO3MOXKHOCTD [BBIOOD: U3MEHAMb 3HAUEHUS.
no YMONYAHUIO, 3aANPamueams, MoOOupuyuposams, yoaiimo,
[Ha3HaueHue: Opyeue onepayuu]] aTpuOyThl 0E30MACHOCTH
[Ha3HaueHHEe: chnucox ampubymog 6e30nacHocmu] TOJIBKO
[amIMHUHUCTPATOPY |.

3aBUCHUMOCTH: [FDP_ACC.]1 OrpannueHHOE ynpaBieHUE JOCTYIIOM WIH
FDP_IFC.1 OrpannueHHoe ynpaBiieHne HH()OPMAIMOHHBIMU
MMOTOKaMH |
FMT SMR.1 Ponu Ge3omacHocTy;
FMT SMF.1 Cneundukanuust QyHKIUN yrpaBIeHUs.

3amMeyaHusi 10 NPMMEHEHHIO!

1. KomnoHeHT npeaHa3HadyeH A 00ecredeHrs] BO3MOKHOCTH YIIPaBJICHUS
aTpuOyTaMu 0€30MaCHOCTHU JJISl OCYILECTBICHUS MOJUTUKUA POJEBOTO yIPABICHUS
J0CTYNOM (TIpY UCTHIOJIB30BAaHUU POJIEBOI'O METO/IA YIIPABJICHUS JJOCTYIIOM).

2. O0OBEKT OLICHKW HE JIOJDKEH cojaepkaTh arpulOyToB 6e3omacHoctd DBO,
JIOCTYIIHBIX 3asBHUTENO (pa3paboTuuky, npousBoautenio) OO, HO HEAOCTYIHBIX
notpebutento OO A1t KOHTPOJISI U U3MEHEHUS.

3. OOBEKT OILICHKH HE JOJDKeH CojepkaTh HAcTpoeK (IpeaHacTpoek)
atpuOyToB Oe3zonacHocT DPbO, ycTaHOBIEHHBIX 3asBUTEIEM (pa3zpaboTUMKOM,
npousBogutenieM) OO, HemocTynmHbIX moTpedutenro OO mjisi KOHTPOJS U
W3MEHEHHS U HEe OMHMCAHHBIX B JokyMeHTaruu Ha OO.

7.1.5. 3amura ®BO (FPT)

FPT_STM.1 HajnesxxHbie MeTKH BpeMeHU

FPT _STM.1.1 ®BbO n0KHBI OBITH CIOCOOHBI TIPEAOCTABISATH HAJEKHBIS
METKH BPEMEHHU.

3aBUCHUMOCTH: OTCYTCTBYIOT.

FPT_APW_EXT.1 3amura xpanumoii ayreHTUGUKAIMOHHONH MHGOpMaun
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FPT_APW_EXT.1.1 ®OyHKIIMOHANBHBIE BO3MOXKHOCTH O€30MaCHOCTH JOJIKHBI
MpeI0TBpaIiaTh XpaHeHNE ayTeHTH(UKAIIMOHHON HH(PpOpMaIIUN
B OTKPBITOM BHUJIC.

FPT_APW_EXT.1.2 ®yHKIIMOHAIBHBIC BO3MOXKHOCTH O€30MaCHOCTH JOJIKHBI
npeoTBpaIiaTh YTECHHE XPAHUMOM ayTeHTHU(UKAIMOHHOU
nH(pOpMaIu B OTKPHITOM BHUJIC.

3aBUCHUMOCTH: OTCYTCTBYIOT.

FPT_MTR_EXT.1 MonuTop o0pameHnui

FPT_MTR_EXT.1.1 ®ynkunonanbHbie BO3MOKHOCTH 0€30MacHOCTH
OTIEPAIIIOHHON CHUCTEMBI JOJKHBI OCYIIECTBISATH MOCTOSHHBIN
KOHTPOJIb OOpalleHul cyovexkmos odocmyna K o00beKkmam
docmyna, [BBIOOp: cyOvexkmos odocmyna K uHpopmayuu,
[Ha3HAYCHUE: UHbIE MuUNnvl 0Opawyeruii], Het].

FPT_MTR_EXT.1.2 ®yHkuuoHaIbHBIC BO3MO>KHOCTH 0e301acHOCTH
OTEpPAIlMOHHON CHUCTEMBI JIOJDKHBI OCYIIECTBIATH MPOBEPKY
MPaBOMOYHOCTH oOOpaiieHuid K HUHpOpManuM Ha OCHOBE
YCTAaHOBJICHHBIX TIOJIUTUK [BBIOOP: nOAUMUKA YNPAGIeHUs.
oocmynom).

FPT_MTR_EXT.1.3 ®yHKknoHaIbHBIC BO3MO>KHOCTH 0€30I1acHOCTH
OMEpAIlMOHHOM  CHUCTEMBI  JIOJDKHBI ~ OTKJIOHATH WU
YIOBJIETBOPATh OOpalleHus Ha JOCTyNl K HH(pOpManuu 1o
pe3yabTaTaM MPOBEPKH MX MPABOMOYHOCTH.

3aBUCHUMOCTH: OTCYTCTBYIOT.

3amMeyaHusi 10 NPMMEHEHHIO!

1.B FPT _MTR_EXT.1.1 pa3pabotuuk 3b MOXET JOMOJHUTENBHO K TUITY
oOpaIieHnii «CyObeKTOB J0CTyIa K 0OOBEKTaM JIOCTYMa» OMPEAEIUTh UHBIE THUIIBI
obpamenuii, koHTpoiaupyemMbix OC. Ecmu OC ocymecTBiaser KOHTPOJIb
oOpaIieHuii TOJIbKO «CYOBEKTOB JMOCTYIa K OOBEKTaM JOCTYIa», TO «BHIOOP» B
FPT MTR _EXT.1.1 MOXeT ObITh BBITIOJTHEH KaK «HET».

2. BFPT MTR EXT.1.2 pa3pabdotuuk 3b ycTaHaBIMBaeT: TUCKPEIUOHHYIO
u (W) pOJIEBYIO TOJUTUKY YIPABICHUS JIOCTYIIOM; TaKXe MOXKET OBITh
YCTaHOBJICHA MaH/IaTHAS TTOJIUTHKA YIIPABICHUS JOCTYIIOM.

7.2. TpeGoBaHus 10BepHsA K 0€30MACHOCTH 00bEKTA OLIEHKH

TpeGoBanust noBepusi k Oe3omacHoctd OO B3AThI M3 HALMOHAIBHOTO
cragmapra Poccuiickoit  ®enepaniuun  ['OCT P UCO/MDOK  15408-3-2013
«MadopmanmonHas  TexXHoOJorWs. MeTombpl HM  cpelacTBa  OOSCIICUCHHS
6e3onacHoctu. Kputepun onenku 6e30macHOCTH UH(OOPMALMOHHBIX TEXHOJOTHUH.
Yacte 3. KomnoHeHTsI 10oBepust K 6e3omacHOCTH» U 00pasytoT OY 12, ycuneHHbIi
komrioHeHTaMu ADV _IMP.2 «IlomHoe oToOpaxeHue mpeacTaBiIeHUs pealn3aiiu
®bO», ADV_TDS.3 «bazobiii MoxyneHblii npoekr», ALC FLR.1 «ba3zoBoe
ycrpanenue HenoctatkoB», AVA _VAN.4 «Metoauyeckuil aHau3 ya3BUMOCTEN»,
pacmipensbli  komnoHeHtamu  ADV IMP EXT.3  «Peamuzammus OOy,
ALC TAT EXT.0 «OmnpeneneHue HWHCTPYMEHTAJIBHBIX CPEACTB pPa3padOTKH»,
ALC_FPU EXT.1 «Ilponeaypbl OOHOBJIEHHS MPOrPAaMMHOIO OOecredeHus
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oneparronHoit cuctembl», ALC LCD_EXT.3 «Omnpenenennsie pa3paboTYUKOM
cpoku mnoaaepxkkm», AMA SIA EXT.3 «Ananu3 BiausHUS OOHOBJICHHMH Ha
0e3onacHocTh onepauroHHOM cuctemb», AMA SIA EXT.6 «AHanu3 BIUSHHS
BHEIIHUX MOAYJEH YPOBHS siipa Ha O€30IacHOCTh ONEPALMOHHON CUCTEMBI» U
AVA CCA EXT.1 «AHamu3 CKpBITBIX KaHAJI0B» (CM. Tabuuity 7.4).

Tabnuna 7.4 — Tpe6osanus nosepus k 6ezonacHoctd OO

Kaaccsl HNnenruduxaropsl Ha3BaHusi KOMIIOHEHTOB 10BepUs
A0BepUs KOMIIOHEHTOB
A0BepUs
Pa3zpaboTtka ADV_ARC.1 Onucanue apXUuTeKTypbl 0€30MaCHOCTH
ADV _FSP.2 JleTanuzarusi BOpocoB O€30MacHOCTH B
GYHKITMOHAIBHOM crienuuKaum
ADV_IMP.2* [TonHoe oTOOpaskeHue MpeACTaBICHUS
peanuzanu OO
ADV _IMP_EXT.3 | Peamuzarus OO
ADV _TDS.3 ba3oBblii MOTYJIBHBIN POEKT
PykoBojcTBa AGD_OPE.1 PykoBoaCTBO m0JIb30BATEIISA 110
JKCILTyaTaIuu
AGD PRE.1 IToaroroBUTEILHBIC POLIETYPHI
[Tonnepxka ALC CMC.2 Hcnonws3oBanue cucremol YK
YKU3HEHHOIO ALC CMS.2 Oxsat YK ygacteit OO
LUKJIa ALC DEL.1 [Ipouenypsl MOCTaBKU
ALC FLR.1 ba3oBoe ycTpaHeHHEe HETOCTaTKOB
ALC_TAT_EXT.0 | Ompenenenue HHCTpPYMEHTAIbHbBIE
CpeACTBa pa3pabOTKH
ALC_FPU_EXT.1 |IIpouenypsl OOHOBJICHHUS MPOTPAMMHOIO
obecneuenus OC
ALC LCD EXT.3 | OmnpenencHupie pa3pabOTIYUKOM  CPOKH
IO JIJICPIKKU
Onenka ASE CCL.1 YTBEepkKAEHHS O COOTBETCTBUU
3aJlaHus no | ASE_ECD.1 Omnpenenenue pacUIMPEHHBIX
0e30macHOCTH KOMITOHEHTOB
ASE _INT.1 Brenenune 3b
ASE OBJ.2 Ienu 6Ge3omacHOCTH
ASE_REQ.2 [Tpon3BogHbIe TpeOOBaHMS 6€30MACHOCTH
ASE_SPD.1 Onpenenenue nmpoodsieMbl 0€30MaCHOCTH
ASE_TSS.1 Kpatkas cnenudukamnus OO
TectupoBanne | ATE COV.1 CBUIETENBCTBO MOKPHITHS
ATE FUN.1 D YHKIIMOHAIBHOE TECTUPOBAHUE
ATE_IND.2 Bri6opouHoe HEe3aBUCHMOE TECTHPOBAHUE
Onenka AVA_VAN.4 Metoanyeckui aHaiau3 ya3BUMOCTEN
ySI3BUMOCTEH AVA CCA EXT.1 | Ananu3 CKpBITBIX KaHAJIOB
[Tonnepxka AMA SIA EXT.3 | Anamus BJIASHUSA 0OHOBJIEHUI Ha

JIOBEPUS

0e30I1aCHOCTh OHCpaHHOHHOﬁ CHUCTCMbI
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Kaaccsl Nnenruduxaropsl Ha3BaHusi KOMIIOHEHTOB 10BepUs
noBepusi KOMIIOHEHTOB
A0Bepusi
AMA SIA EXT.6 | AHanu3 BIWSHUS BHCIIHUX  MOAYJIeH
YPOBHS sanpa Ha 0€30I1acCHOCTh
OTIePaITMOHHOMN CUCTEMBI
* — OrTMeueHbl KOMIIOHEHTBHI, KOHKPETHU3HpOBaHHbIE B Hactosiiem I[13 s

o0OecrieyeHrss TMPEEMCTBEHHOCTH TPEOOBAaHUSAM 1O KOHTPOJIO  OTCYTCTBUS
HEJICKIAPUPOBAHHBIX BO3MOXKHOCTEH, M3II0KEHHBIX B PYKOBOJSIIEM JIOKYMEHTE
«3ammra OT HECaHKIMOHUPOBAaHHOrO noctyna K uHpopmanuu. Yacte 1.
[TporpamMmmMHoe obecrieueHne cpeactB 3aumThl uHPopMmarmu: Krnaccudpukanus mo
YPOBHIO  KOHTPOJSI ~ OTCYTCTBHSI  HEICKJIAPUPOBAHHBIX  BO3MOXKHOCTEW»,
(T'octexxomuccust Poccun, 1999).

ADV_ARC.1

3aBUCUMOCTH:

7.2.1. Pazpaborka (ADV)

Onucanue apxXuTeKTypbI 0€30IIACHOCTH

ADV _FSP.1 bazoBas ¢pyHKIIMOHAIbHAS cIEU(DUKALINS;
ADV_TDS.1 ba3oBblil TPOEKT.

DOneMeHThI IelCcTBUM 3asBUTeENs (pa3paboTUKa, IPOU3BOIUTEIS)

ADV_ARC.1.1D

ADV_ARC.1.2D

ADV_ARC.1.3D

3asBUTEIb (pa3paboTUuK, MIPOU3BOUTEIID) JOJKEH
cupoektupoBatb OO u oOecrneynTh pealn3alnio MPOEKTa
TakuM oOpa3oM, 4YToObI cBoicTBa Oe3omacHoctu DBO
HEBO3MOKHO ObLIO 00OWTH.

3asBUTEIb (pa3paboTyuK, MIPOU3BOIUTEIIb) JOJKEH
crupoektupoBath ®BO u obecneynTs WX pealn3allui0 TaKUM
oOpazoM, uToosl ®BO obecrieunBany COOCTBEHHYIO 3aIIUTY OT
BMeEIIaTeIbCTBA HETOBEPEHHBIX CYIIIHOCTEH.

3asBUTEIND (pa3paloTyuK, MIPOU3BOAUTEIID) JOJKEH
npenocTaBuTh «Onucanue apxutekTypsl 0ezonacHoctu» OBO.

DJI€MEHTBI COACPIKaHUA N IPEACTABIICHUA JOKYMCHTUPOBAHHBIX MAaTCPHUaJIOB

ADV_ARC.1.1C

ADV_ARC.1.2C

ADV_ARC.1.3C

ADV_ARC.1.4C

YpoBeHb JIeTAJIN3aIu1 «Onucanus APXUTEKTYPBI
0€30MacHOCTH» JOJIKEH COOTBETCTBOBATh MPEACTABICHHOMY B
npoekTHo mokyMeHtammu mo OO omnwmcaHuio a0CTpakiui
(?J1EMEHTOB MpEACTaBICHUS 00), OCYIIECTBIISIFOLINX
BeinoJyiHenue OThb.

B «Onucanue apxuTekTypbl 0€30MacHOCTH» JODKHO OBITh
BKJIFOYEHO ONMCAHHWE JOMEHOB 0€30IacHOCTH, 00eCIEeUYEeHHBIX
corjiacoBaHHOCTEI0 DO ¢ OTh.

«Omnucanue APXUTEKTYPBI 0e30IMacCHOCTH» JIOJDKHO
MPEeoCTaBIsATh HMHEAOPMALUI0 O TOM, HACKOJBKO IIPOIIECC
naunuaanzanuu ObO sBisteTcs 3anuIeHHbIM.

B «Onucanuu apXuTeKTyphl 0€30MacHOCTH» JIOHKHO OBITh
npoieMOoHCTpupoBaHo, uTo PBO obecneynBarOT COOCTBEHHYIO
3aIUTy OT BMEIIATEIbCTRA.
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ADV_ARC.1.5C B «Onucanuu apXuTEKTypbl O€30MACHOCTH» JOJDKHO OBITh
poiIeMOHCTpUpoBaHo, uTo PBO He IomyCcCKarOT BO3MOXKHOCTH
00x0/1a (PYHKITMOHAILHBIX BO3MOKHOCTEH, OCYIIECTBIISIOIINX
BbInosiHeHue OThb.

DneMeHTHI IeWCTBUIM UCTIBITATEIBbHON JTabopaTopun

ADV_ARC.1.1E MWcnwiTatensHas JjabopaTopusi JOJDKHA TOATBEPAUTH, YTO
uHdopmarus, npe/icTaBlICHHAS 3asiBUTEIIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepHayiax, yJOBIETBOPSIET BCEM
TpeOOBaHUSIM K COJIEP KaHUIO u IIPE/ICTaBIICHUIO
JIOKYMEHTUPOBAHHOMN uH(opmaIuu, M3JI05KEHHBIM B
ADV_ARC.1.1C - ADV_ARC.1.5C.

3aMeuaHusi M0 NPUMEHEHHIO!

1. ApxurekTypa 0e30macHOCTH JOJKHA oOecreunBath, 4To0bl OO He uMen
KaHaJIOB CBSI3M, 00ECIIEYMBAIONIUX JOCTYN (B TOM YHCJIE€ BHEMOJIOCHBIN) B 00XO[
3aJIaHHBIX TIpaBWJ  ymopaBiaeHus Joctynom kK OO (ero mporpaMMHOMY
00€eCIEeYEeHUI0 U HACTPOMKaM).

2. UcnibITaTenbHast 1a00opaTopust TIOJKHA BBITIOJHATH YKa3aHHBIC JIEWCTBUS B
coorBeTcTBUM ¢ TmyHKTOM 10.3.1 HanmoHansHOrOo craHgapra Poccuiickoit
®enepanuu ['OCT P UCO/M3K 18045 «MudpopmanonHas TeXHOJIOTHs. MeTO b
U cpefcTBa obecriedeHus 0e30MacHOCTH. MeToj0J0Tusl OIeHKH Oe301MacHOCTH
MH(OPMAITMOHHBIX TEXHOJIOTUI.

ADV_FSP.2 Jeranu3anusi BONMpPocoB 0e30NMacHOCTH B (YHKIHOHAIbLHOMI
cneuupuKannu

3asucumoctu: ADV_TDS.1 ba3oBslii MpoeKT.

DneMeHTHI IeCTBHM 3asBUTENs (pa3paboTInKa, MPOU3BOIATEIIS)

ADV_FSP.2.1D 3asBurens (pa3paboTyuK, IPOU3BOIUTEIID) TOJIKEH
MpeACcTaBUTh QYHKIMOHAIBHYIO CICIU(UKAITHIO.

ADV_FSP.2.2D 3asBurens (pa3paboTUuK, MIPOU3BOUTEIID) JOJKEH
MPEICTaBUTh MIPOCIICKUBAHNE GyHKIIMOHATBHON
cnienupuKanuu K (byHKIIHMOHATBHBIM TpeOOBaHUSIM
0€30IaCHOCTH.

DJIEMEHTHI COJICP KaHMS M TPECTABICHUS JOKYMCHTUPOBAHHBIX MaTepHUaIOB

ADV_FSP.2.1C B ¢yHkuroHanbHo# cienu@uKaium A0IKHbI ObITh TOJHOCTBIO
npencrasieHbl PBO.

ADV_FSP.2.2C B ¢yukiuonanbHol crnenuuKaiuy JT0KHBI ObITh OMHMCAHbI
Ha3HA4YCHUE U MeTOo]I Mcroab3oBaHusa Bcex UDBO.

ADV_FSP.23C B  ¢yskuvoHanbHOM  crneuu@puKaluu  JOJKHBI  OBITH
UJCHTU(GUIIMPOBAHBI U ONKCAHBI BCE MapaMeTPhl, CBSI3aHHBIE C
kaxaeiM UDBO.

ADV_FSP.2.4C Jlna xaxnoro UDBO, ocymectristomniero BeimoaHeHue OTh,
byHKIIHOHATBHAS crienuduKams IOJKHA coaepkaThb
OIMCaHWe CBsA3aHHBIX ¢ jgadHeiM  MDOBO  geicrBuid,
OCYIIECTBIISIIOIMX BbiToaHEeHHE OTh.

ADV_FSP.25C Jlna H®BO, ocymecTtBiastomux  BoimonHeHne  DOTh,
byHKUMOHANMbHAS — cnenuduKaluMs — J0JDKHA — COJEpXKaTh
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OMHCaHWE COOOLIEHUII O HEMOCPEACTBEHHBIX OIIHMOKax,
BO3ZHHKAIOIINX B pe3yjbTaTe (PYHKIIMOHUPOBAHMSI, CBSI3aHHOTO
C JEUCTBUSIMU, OCYLIECTBISIONMMHA BbinoHeHnEe OTh.

ADV_FSP.2.6C B mpocnexxuBanuu COOTBETCTBUSI JTOJKHO OBITH
npoaeMoHcTpupoBaHo mnpociexuBanue OTb k HNDBO B
(GyHKITMOHATIBHOH Criel(pUKAIUH.

DneMeHTHI IeHCTBUIM UCTIBITATEIbHOU JabopaTopuun

ADV_FSP.2.1E MWcnwiTaTensHas JjabopaTopusi JOJDKHA TOATBEPIAUTH, YTO
uHdopmarus, Ipe/ICTaBICHHAS 3asiBUTEIIEM B
JOKYMEHTUPOBAHHBIX  MaTepuaiax, yAOBJIETBOPSIET BCEM
TpeOOBAHHSIM K COJICP>KaHUIO u peACTaBICHUIO
JIOKYMEHTUPOBaHHOMN uH(popMaIuy, M3JI0’KEHHBIM B
ADV FSP.2.1C- ADV_FSP.2.6C.

ADV_FSP.2.2E HcneiTatenbHas 1abopatopust JOJKHA CACIATh HE3aBHCHMOC
3aKJIIOUYCHHE, 4YTO (PYHKIMOHAIbHAS cCreluuKaus SBISCTCS
TOYHBIM U  TIOJHBIM  OTOOpaKEHHEM  (PYHKIIMOHAIBHBIX
TpeboBanuii 6e3omacuoctu OO.

3ameyaHusi M0 NPUMEHEHHUIO: UCTIBITaTENIbHAS JTJA00OpaTOPHUs JOJIKHA BBIMOIHATh

YKa3aHHbIE JEUCTBUSI B COOTBETCTBUUM C NyHKTOM 10.4.2 HanMOHAJIBLHOIO

crangapra  Poccuiickoit ~ ®eneparmn  ['OCT P HCO/MDK 18045

«upopmanonnas  TexHosnorus. Meroapl M CpeAcTBa  OOecTeueHHUs

oe3zomacHocTH.  MeToAoNOTHS  OLEHKH  0e30macHOCTH  MH(GOPMAIIMOHHBIX

TEXHOJIOTUID.

ADV_IMP.2 IHosHOe OoTOOpakeHue npeacTaBaeHus peaausanun ®bO

3aBUCHUMOCTH: ADV_TDS.3 ba3oBblif MOAYIbHBII MPOEKT;
ALC_TAT.1 IlonmHOCTBIO OIpeAeICHHBIE HWHCTPYMEHTAJIbHBIC
CpeacTBa pa3pabOTKH;
ALC_CMC.5 PacmmpenHas moaiepxka.

DneMeHTHI IeCTBHM 3asBUTeNs (pa3paboTInKa, MPOU3BOIUTEIIS)

ADV_IMP.2.1D 3asButens (pa3paboT4uK, TPOU3BOAUTENH) JOJIKEH 00€CTICUNTh
JIOCTYIl K TIpeJCTaBiICHUIO peanu3anuu s Bcex PBO Ha
YPOBHE  HCXOJAHBIX TEKCTOB BCero IMPOrpaMMHOIO
o0ecnieuenusi, Bxoasmero B cocta OO (¢ ykazaHueM B
AOKYMEHTALMM 3HAYEHHMH KOHTPOJBHBIX cyMM (ailiioB ¢
ucxoaHbIMu TekcTamu 110).

ADV_IMP.2.2D 3asButens (pazpaboT4HK, TPOU3BOAMUTEND) JOJIKEH 00ECIIEUNTh
MPOCJIC)KUBAHUE  BCETO  MPEJCTABJIICHUS  pealiu3alud K
onucanuto npoekra OO0.

DneMEeHTHI COIEp>KaHUs U MTPEACTABICHHS IOKYMEHTHPOBAHHBIX MAaTEPHAIIOB

ADV_IMP.2.1C TIlpexacraBienune peanuszanuu I0DKHO ompeaenuts @bO Ha
TakoM ypoBHe aetanuzaiuu, 94To ®bO MoryT OBITH CO37aHbBI
0€3 JOMOTHUTEIIbHBIX MMPOSKTHBIX PEIICHHM.

ADV_IMP.2.2C TlpencraBienue peaiu3aldl JOJDKHO OBITH H3J0XKEHO B TOM
BUJIC, KAaKOW WCIIONB3YEeTCS TMEePCOHAIIOM, 3aHHUMAIOUTUMCS
pa3paboOTKOM.
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ADV_IMP.2.3C B mpocnexXuBaHHM MEXIy BCEM IMPEACTABICHUEM pealn3aluu
u oncanueM npoekta OO (11 Bcex MOyJieil, 0THECEHHBIX K
OCYHIECTBJIAIIIUM WIH TOJJEPKUBAIIIUM BbINOJIHEHUE
®TB) 101KHO OBITH TPOJIEMOHCTPUPOBAHO UX COOTBETCTBHE, a
NJIS1 MOAYJieil u3iesinsi, onpeaejeHHbIX KaK «He BJIHMsIOIIe
Ha BbinosiHeHne OTb», M0KHO OBITH NPETOCTABJICHO
COOTBETCTBYIOIIlee 000CHOBaHMeE.

DneMeHTHI IeHCTBUIM UCTIBITATEIbHOU JabopaTopuun

ADV_IMP.2.1E MWcnwiTaTensHas JabopaTopusi JOJDKHA TOATBEPIAUTH, YTO
nHpopmarus, MIpeICTaBICHHAS 3asABUTEIEM B
JOKYMEHTUPOBAHHBIX ~ MaTepHaiax, yIOBIETBOPSET BCEM
TpeOOBAHMSIM K COJIePKaAHUIO u MIPEICTABIICHUIO

JOKYMEHTUPOBaHHOMN uH(popmanuu, M3JI0’KEHHBIM B
ADV _IMP.2.1C - ADV_IMP.2.3C, B TOM 4mc/ie HA OCHOBE
pe3yJIbTATOB:

a) KOHTPOJIA HCXOJHOI'0 COCTOSTHUSA HO;

0) KOHTPOJII MOJHOTHBI W OTCYTCTBHSI HM30BITOYHOCTH
HCXOIHbIX TEKCTOB HA YPOBHe (ailj10B.
3amMeuyaHus M0 NPUMEHEHHIO!

1.B ADV IMP.2.1E  xouTtponsr  ucxomHoro  cocrosHus  [1O
npeaycMatpuBaer gukcanuio coctaBa [10 u jokyMeHTalMK HA HETO U CpaBHEHHE
C OIKCaHUEM, TIPE/ICTaBIICHHBIM B JOKyMeHTauuu. [Ipu gukcanuu Takxke A0HKEH
OBITh BBIMOJHEH pPAacyeT YHUKAJIbHBIX 3HAYEHUU KOHTPOJIBHBIX CymMM (haiilJioB C
HMCXOJHBIMHM TEKCTaMU Mporpamm, Bxoadmux B coctaB [10. KoHTponbHbIE CyMMBI
JIOJKHBI PACCUUTHIBATHCS JJIs KXKI0TO (aitna.

2. KOHTpOJIb MOTHOTHI M OTCYTCTBUS M30BITOYHOCTH MCXOJHBIX TEKCTOB Ha
ypoBHE (hailJIoB MpeaycMaTpUBaeT aHAIM3 JOKYMEHTUPOBAHHOW WHGOpMaluH,
MpeOCTaBICHHON  3asBUTENeM  (pa3pabOTUMKOM,  MOPOU3BOAUTENIEM) B
coorBerctBu ¢ ADV IMP.2.3C, nna mnoarBepxkaeuusi, uto Bce OBO
MpeAcTaBlIeHbl B MCXOAHBIX Tekcrax [1O, a Takke, 4to ana Bcex (haiion
MCXOJOHBIX TEKCTOB B MPOEKTE HMMEETCA COOTBETCTBYIOLIEE  OINKMCAHUE
peanuzyembix OBO.

UcnbrtaTenpHas mabopaTopusi P KOHTPOJIE MOJHOTHI MCXOJIHBIX TEKCTOB
JIOJKHA UCCIEN0BAaTh (OCHOBBIBASICh HA CTPYKTYPHOM aHAJIU3€ U JEKOMIIO3UIIUH )
MOJIYJIM, BXONSIIAE B TMPEACTaBICHUE pealn3alii, C TEeM, YTOOBI ClenaTh
3aKJIIOUYCHHE O COOTBETCTBUU MX HA3HAUYCHUS ONMUCAHUIO HAa3HAYCHUS (OMUCAHUIO
BBINIOJIHAEMBIX MOJyJieM (yHKIMI), TpencraBieHHoMy B mpoekte OO, u o
JIOCTATOYHOCTH TPEICTABJIIEHUS peain3aiunu 11 BeinoaHeHus OTh.

UcnpiTatenbHas j1abopaTopusi MpU KOHTPOJIE OTCYTCTBUSI M30BITOUYHOCTH
MCXOJHBIX TEKCTOB JIOJIKHA:

B YAaCTU MOAYJIEH, OCYHIECTBIISIONIMX W MOJACPKUBAIOIINX BBITIOJIHECHUE
OTb — uccnenoBath (OCHOBBIBASICH HA CTPYKTYPHOM aHAIU3€ U JICKOMIIO3UIIUN)
9T MOJYJH, 4TOOBI CIIENaTh 3aKIOYeHHE 00 OTCYTCTBHMH B HCXOIHBIX TEKCTaxX
(GYHKIIMOHATBHBIX BO3MOXKHOCTEHM 0€30MMacHOCTH, HE TIPETyCMOTPEHHBIX TPOEKTOM
u OTh;
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B 4aCTH MOJYJIEH, 3asIBIICHHBIX KaK «HE BIHSOMIME Ha BbinoJHeHUE OTh) —
MIPOAHAIM3UPOBATH 3TH MOAYJIHM C TIyOWHOH, TOCTATOYHOW IS TTOATBEPKIACHUS
WX HEBJIMAHUA Ha BbIoJIHeHNE OTH.

ADV_IMP_EXT.3 Peaau3zanus OO

3asucumoct: ADV_IMP.2 [TonHoe oToOpaskeHre MpeCcTaBICHUsI peain3aluu

®BO.

DOneMeHThI IeCTBUM 3asBUTENS (pa3pabOTYHKa, IPOU3BOIATES)

ADV_IMP_EXT.3.1D 3asButens  (pa3pabOTyuK, TPOU3BOAUTENH)  TOJDKEH
npenoctaButh peanuzanuo OO.

ADV_IMP_EXT.3.2D 3asButens  (pa3pabOTyuK, TPOWU3BOAUTENH)  JOJDKEH
o0ecneunThb POCIEKUBAHUE peanu3anuu 00 K
npeacrapieHuto peanuzanuu ObO.

DneMEeHTHI COIEpKaHUs U MPEACTABICHUS IOKYMEHTUPOBAHHBIX MaTEPHAIIOB

ADV_IMP_EXT.3.1CB nokyMmeHTaluu JOJDKHBI OBITh YKa3aHbl COCTaB U
3HAUEHUS KOHTPOJIBHBIX CYMM »dJieMeHTOB peanusanuu [10
[BBIOOD: 3aepy3ounvie modyau 110, [Ha3HAUYECHUE: UHblE MUNDbL
anemenmos peanuszayuu 110]].

ADV_IMP_EXT.3.2C B npocaexuBanuu Mexay peanusamuein OO wu
MpEeACTaBICHUEM peanu3anuu JIOJIKHO OBITH
MPOJIEMOHCTPUPOBAHO COOmMBEmMcmeue Medxcoy peanuzayuei
110: 3aecpyzounvie _modynu [10, [Ha3HAUYCHUE: UHbIE MUNbBL
anemenmos  pearusayuu 110l u__ux npedcmasienuem
peanuzayuu: _ucxooHnvle mekcmol 110, [Ha3HAYEHUE: UHblE
Gopmbl npedcmasnenus pearuzayuu].

DneMeHTHI IeWCTBHUIM UCTIBITATEIBHON JTabopaTOpuun

ADV_IMP_EXT.3.1E UcneiTaTenpHas gabopaTopus JODKHA TOATBEPAUTH, YTO
uHdopmarus, MpeCTaBICHHAS 3asiBUTEIIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepHaiax, yJIOBIETBOPSET BCEM
TpeOOBaHUSIM K COJIEP KAHUIO u IPE/ICTaBIICHUIO
JIOKyMEHTUPOBAHHOU uHdopmauu, U3JI0KEHHBIM B
ADV_IMP_EXT.3.1Cu ADV_IMP_EXT.3.2C.

3aMeyaHusi MO0 TPUMEHEHHUIO: TPU OCYIISCTBICHUU OICPAMA «BBIOOP» U

«Haznauenue» B snemeHtax ADV IMP EXT.3.1C u ADV _IMP EXT.3.2C B

KauyeCcTBE THUIIOB AJIIEMCHTOB peayin3aiiiu mporpammuoro ooecrneuenuss OC MoryT

paccMaTpuBaThCS:

3arpy34MK OTICPaIIMOHHON CHCTEMBI;

AAPO ONEPALIMOHHON CUCTEMBI,

MOJYJIH YPOBHS SIpa;

Moaynu ciyxx6 OC;

MHbIE KOMIIOHEHTHI TporpaMmmHoro oodecneyenus: OC.

ADV_TDS.3 ba3oBblii MOXYJIbHBIN POEKT

3aBUCUMOCTH: ADV_FSP 4 Tlonnas pynkunoHanbHas cenupukanms.

DreMeHThI 1eCTBUM 3asBUTENS (pa3paboTurKa, MPOU3BOIUTENS)

ADV_TDS.3.1D 3asBurens (pa3paboTUuK, MIPOU3BOIUTEIIb) JOJKEH
npeactaBuTh npoekt OO.


https://ru.wikipedia.org/wiki/Загрузчик_операционной_системы
https://ru.wikipedia.org/wiki/Ядро_операционной_системы
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ADV_TDS.3.2D 3asBurens (pa3paboT4uK, MPOU3BOAUTENH) TOJDKEH 00ECIEUUTh
npocnexuBanne UOBO B (QyHKUMOHAIBHON crieHU(pUKAIUUA K
0oJiee HU3KOMY YPOBHIO JIEKOMITO3HIINH, TPEICTABICHHOMY B
npoekte OO0.

DneMEeHTHI COIEp>KaHus U MPEACTABICHUS IOKYMEHTHPOBAHHBIX MaTEPUAIIOB

ADV_TDS.3.1C B mpoekTe A0HKHO MPUBOAUTHCS onucanue cTpykrypsl OO Ha
YPOBHE TOJICUCTEM.

ADV_TDS.3.2C B mnpoekTe A0HKHO MPUBOAUTHCS onucanue cTpykrypsl OO Ha
YPOBHE MOAYJIEH.

ADV_TDS.3.3C B mpoekrte JOMKHBI OBITh  HACHTH(PHUIIMPOBAHBI  BCE
noacuctemsl OBO.

ADV_TDS.3.4C B mpoekTe JOMKHO TPUBOAUTHCA OINMCAHUE KaXKIOW U3
noacuctem OBO.

ADV_TDS.3.5C B mpoekre MOMKHO MPUBOAUTHCA OMUCAHUE B3aWMOACHCTBUN
Bcex nojacucreM ®BO Mexy coOoi.

ADV_TDS.3.6C B mnpoekre AOMKHO OBITh OCYIIECTBICHO IPOCICIKUBAHUC
noacucteM ®BO ¢ moaynsamu OBO.

ADV_TDS.3.7C B mpoekTe NOKEH OBITh OMUCAH KaXKIAbIM OCYIIECTBIISIONTUN
BbinosiHeHne @TH Moayns ¢ TOUKM 3peHus ero HazHAYeHUS U
B3aUMOJICUCTBUS C IPYTUMU MOJTYJISIMH.

ADV_TDS.3.8C B mpoekTe NOMKEH OBITh OMUCAH KaXKIAbIM OCYIIECTBIISIONTUN
BoinosiHeHne OTh Moynb ¢ TOUKH 3peHus ero OTHOCSIIMUXCS K
OTb wuHTepdeiicoB, 3HAYEHUH, NPEIOCTABISIEMBIX ATUMHU
uHTEepdelicaMu B OTBET Ha 3alpoChl, B3aUMOJICHCTBUU C
JIPYTUMU MOJIYJIIMH W BBI3bIBAEMBIMU HHTEp(decaMu dTHX
MO/TyJIEH.

ADV_TDS.3.9C B mpoekrte m0/mKeH OBITh OMMCaH KaKIbIN TOIISPKUBAIOIINN 1
HE BIMAKOMMN Ha BbiosHeHHE @TH MOaynb ¢ TOUYKH 3peHUs
€Tr0 HA3HAYCHUS U B3aUMOJCUCTBUS C IPYTHUMH MOTYJISIMH.

ADV_TDS.3.10C B npocnexuBaHUH AOJDKHO OBITH IPOJEMOHCTPHPOBAHO, YTO
Bce omucanHbie B mpoekTe OO pexuMbl (QYHKIIMOHUPOBAHUS
MPOCEKUBAIOTCSA K BbI3bIBatoUM ux MDOBO.

DneMeHTHI IeWCTBHUIM UCTIBITATEIHHON JTabopaTopuun

ADV_TDS.3.1E Hcneitatenbhast nabopaTopus JOJKHA TOATBEPAUTH, YTO
uHdopmarus, IpeICTaBIICHHAS 3asiBUTEIIEM B
JOKYMEHTUPOBAHHBIX ~ MaTepHaiax, yJOBIECTBOPSIET BCEM
TpeOOBAHUAM K COJICP KAHHIO 1 IIPE/ICTABIICHUIO
JIOKYMEHTUPOBAHHON nHbopMaIuy, U3JI0KCHHBIM B
ADV_TDS.3.1C - ADV_TDS.3.10C.

ADV_TDS.3.2E MHcnwiTatenpHas J1abopaTopusi AOJKHA ClieJIaTh HE3aBHCHUMOE
3aKJIFOYCHUE, YTO TIPOCKT SBISETCS TOYHBIM W  ITOJTHBIM
O0TOOpaKEHUEM BCEX (GyHKIIMOHATBHBIX TpeOOBaHMIA
0€30IacCHOCTH.

3amMeyaHusi M0 NMPUMEHEHUIO: UCTIBITaTENIbHAS JTA00OpaTOPHUs JOJKHA BBITOIHATH

yKa3aHHble JEHUCTBHUA B COOTBETCTBMM C MyHKTOM 10.8.3 HanmoHaJbHOIO

craupapra  Poccuiickoit ~ @enmeparun ['OCT P HUCO/MDK 18045
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«adopmanmonnass  TexHoiorusi. MeToapl M CpeACTBAa  OOECTICUCHHUS
Oe3omacHocTH.  MeTOqoMOoTHsl  OLIEHKHM  0€30MacHOCTH  HMH(OPMAIMOHHBIX
TEXHOJIOTUID.

7.2.2. PykoBoacrBa (AGD)

AGD_OPE.1 PykoB0ACTBO M0/1L30BaTEJIA M0 IKCILIYyaTAIMU

3aBUCUMOCTH: ADV_FSP.1 Ba3oBas ¢pyHKIIMOHaIbHAS CrieUA(DUKAIIHSL.

DOneMeHThI IelCTBUM 3asBUTENS (pa3pabOTYHKa, TPOU3BOIATES)

AGD_OPE.1.1D 3asBurenn (pa3paboTUuK, MIPOU3BOJIUTEIIb) JOJKEH
OpeICTaBUTh  PYKOBOJACTBO  mosb3oBarens  OC  mo
IKCIUTyaTaI|H.

DneMEeHTHI COAEPKaHUS U TTPEACTABICHUS TOKYMEHTUPOBAHHBIX MAaTEPHAIOB

AGD_OPE.1.1C B pykoBoactBe mnonb3oBarenss OC 1o 53KCIUTyaTallud s
K101 posii moJib3oBatesisi OC 0KHO OBITH MPECTaBICHO
ONMHMCaHWe JOCTYHmHBIX mojb3oBarensiM OC  dyHKIMA,
BO3MOXHBIX TMpaB U OO0S3aHHOCTEH, KOTOPBIMU CJEAyeT
YIOPABJISTH B 3aUTUIICHHON cpelie PYHKIIMOHUPOBAHHUS, a TAKKE
YMECTHBIX MPEAYTIPEKICHUM.

AGD_OPE.1.2C B pyxoBoactse nomas3zoBareiiss OC mo 3KCIutyaTaliud B paMKax
Kax10i posu moJab3oBatesisi OC 10KHO ObITH MPEACTABICHO
ONHCAaHUE MIPUHIIUIIOB 0e3omacHo paboThI C
npenoctaBieHHbiMUA B OO untepdeiicamu.

AGD_OPE.1.3C B pykoBoactse nonb3oBarenss QOC mo sKCIuTyaTalu TOJKHO
OBITH TIPEACTABJICHO OMUCAHWE JOCTYITHBIX IS KaKIOH POJU
noJsb3oBatenast OC pynkuuii u uaTEpdPeiicoB, 0COOEHHO BCEX
napamMeTpoB O€30MaCHOCTH TOJI YIPABJICHHEM TOJIb30BaTEIs
OC, ¢ ykazanueM 0€30MaCHBIX 3HAUYCHUM, €CITH 3TO YMECTHO.

AGD_OPE.1.4C B pykoBoactBe mnoib3zoBarenss OC 1o 3KCIUTyaTalnuu JAJis
K101 posi noJib3oBartesisi OC 10KHO OBITH MPECTaBICHO
YETKOE MPEACTABICHUE KAKOTO TUIIA UMEIOIUX 3HAUYCHUE NS
0e30MacHOCTH  COOBITUM,  CBSI3aHHBIX  C  JTOCTYIHBIMU
nosnb3oBaTemro  OC  00s3aTeNbHBIMU N1 BBITIOJHEHUS

GYHKIASIMH, BKJIIOYAast W3MEHEHHE XapaKTePUCTUK
0€30MacCHOCTH CYIIIHOCTEHW, HaXOJIAIIUXCA TOJ YIPaBJICHUEM
dBO.

AGD_OPE.1.5C B pykoBojacte nosibzoBaresiss OC 1Mo dKCIuTyaTalu JTOHKHBI
ObITh MIAEHTU(ULIUPOBAHBI BCE BO3MOXKHBIE PEXKUMBI PaOOTHI
OO (Bkirwouas omepauuu Mnocie cOoeB W OIMHOOK
AKCIUTyaTalK), X TMOCIEACTBUS M y4acTue B oOecreueHuun
6e30macHOr0 (PyHKITMOHUPOBAHMSI.

AGD_OPE.1.6C B pykoBoactBe monb3oBarenss OC 1o d3KCIUTyaTallud s
Kakaond poiud moJb3oBatesi OC 10DKHO OBITH NMPHUBEIEHO
OMHCaHWEe BCceX Mep Oe30macHOCTH, TPEeIHA3HAYCHHBIX IS
BBITIOJTHCHHUS uenen 6e3omacHOCTH TUTst cpenbl
(GyHKIIMOHUPOBAHUS COTJIACHO omnucaHuio B 3b, mMeromux
OTHOLIEeHHUE K noJb3oBarenio OC.
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AGD_OPE.1.7C PyxoBoactBo moinb3oBatenss OC 1o »KCIuTyatamuul JOJKHO
OBITh YETKUM U OOOCHOBAHHBIM.

DJeMeHTHI 1eUCTBUN UCTIBITATENbHOM TabopaTopuu

AGD _OPEl.1E HUcnwiTatenpHass JgabopaTtopus JODKHA TOATBEPAUTH, YTO
uHdopmarus, npe/icTaBlICHHAS 3asiBUTEIIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepHayiax, yJOBIETBOPSIET BCEM
TpeOOBaHUSIM K COJIEP KAHUIO u IIPE/ICTaBIICHUIO
JIOKYMEHTUPOBAHHOU uHdopmanuu, U3JI0KEHHBIM B
AGD_OPE.1.1C - AGD_OPE.1.7C.

3ameyaHusi M0 NPUMEHEHHIO:

1. Marepuan no agMuHucTpupoBaHuio OC, COOTBETCTBYIOUIMN pOJISIM
aJIMUHUCTPATOPOB, BKItOUaeTca B «PykoBOACTBO agmMuHucTparopa». Marepuain,
COOTBETCTBYIOIIMA  POJIM  TOJIb30BaTelisd, BKiIO4aercss B  «PykoBOoACTBO
MOJIb30BATEISI.

2. UcnpiTaTenbHas 1abopaTtopus JOHKHA BEITIONHATH YKa3aHHBIC JCHCTBHS B
cooTBeTcTBMM ¢ TmyHKTOM 11.3.1 HanmonaneHOro cranmapra Poccuiickoi
®enepanuu ['OCT P UCO/M3K 18045 «MudpopmanionHas T€XHOJIOTHs. MeTO b
U cpenctBa obecrnieueHus 0e30macHOCTH. MeTonoJiorus OLEHKH Oe3011acHOCTU
MH(OPMAITMOHHBIX TEXHOJIOTUI.

AGD_PRE.1 IoaroroBuTebHbIC MPOLEAYPbI

3aBUCHUMOCTH: OTCYTCTBYIOT.

DNeMEeHThI IeUCTBUI 3asBUTENA (pa3paboTUMKa, TPOU3BOAUTEIS)

AGD_PRE.1.1D 3asBurenb (pa3paboTuuK, MIPOU3BOJIUTEIIb) JTOJKEH
npenocraButb OO BMecTe € NOATOTOBUTEIBHBIMU
IIPOLIETyPAMH.

DneMeHTHI COIEp>KaHUs U MIPEACTABICHUS IOKYMEHTUPOBAHHBIX MAaTEPHAIIOB

AGD_PRE1.1C B moaroToBUTENbHBIX MPOIEAypax IOJKHBI OMUCHIBATHCS BCE
1aru, He0OXOAUMBIE J1Jisi 0€30TMaCHON MPUEMKH MOCTABICHHOTO
OO B COOTBETCTBHHM C MpOLEIypaMU IOCTABKH 3asBUTENS
(pa3paboTunKa, MPOU3BOIUTES).

AGD_PRE1.2C B moaroToBUTENbHBIX MPOIEAypax IOJKHBI OMUCHIBATHCS BCE
HEOOXOMMBIC MIary AJisi 0€30MacHONW YCTAHOBKH M HACTPOIKH
OO, peanu3anuy M OUECHKHM peaju3anvu BcexX (QyHKUuUi
OesomacHocTu  cpeabl  ¢GynkuuonupoBanus OO B
COOTBETCTBHM C  UeMsIMH  O€30MacHOCTH  JUISl  CPEIbI
(GYHKIIMOHUPOBAHUS, ONMMCAaHHBIMU B 3b.

DNIeMEHTHI IEUCTBUI UCTIBITATEIBLHON JJabopaTopuu

AGD PRE.1.1E MW cneiTaTensHas JjgabopaTtopus JOJDKHA IOATBEPAUTH, YTO
uHdopmarus, MpeACTaBICHHAS 3asIBUTEIIEM B
JOKyMEHTUPOBAHHBIX ~ MaTepHaiax, yJAOBIECTBOPSET BCEM
TpeOOBAHUIM K COJICPKAHUIO u IPEICTABICHUIO
JIOKyMEHTUPOBAHHON uH(popmaIuu, M3JI0KEHHBIM B
AGD PREI1.1Cu AGD PREI1.2C.



50

AGD_PRE.1.2E MWcneiTatenbHass ~ ja0oparopusi  JODKHA — KCIOJIb30BaTh
MOATOTOBUTEINIbHBIE MPOUEAYPHI sl MOATBEPKACHHS TOrO, YTO
OO moxeT ObITh 0€30IMacHO TTOATOTOBIICH K padoTe.
3aMeuyaHusi M0 NPUMEHEHHIO!

1. MaTepuan mOArOTOBUTEIBHBIX MPOLEAYp BKIOUaeTcs B «PykoBOJCTBO
aIMUHUCTpATOpa», JAeTalu3alusi MOATOTOBUTENBHBIX MPOUEAYp B  4YacTH
6e3onacHoii HacTpoiiku OC — B «IIpaBuia mo 6e3onacHoi HaCTPOITKe».

2. UcnibITaTenbHast 1a00opaTopust TOJKHA BBITIOJIHATh YKa3aHHBIC IEUCTBUS B
COOTBETCTBMM ¢ mnyHKTOoM 11.4.1 HaumonansHOro cranjgapra Poccuiickoi
®enepamu ['OCT P UCO/MBK 18045 «MudpopmarronHas TeXHOIOTHS. MeTo bl
U cpeacrtBa oOecreueHus 0e30macHOCTU. MeTonoiorus OUEHKH 0e30MacHOCTH
UH()OPMAITMOHHBIX TEXHOJIOTHI.

3. JIOKyMEHTHUpPOBaHHBIE MaTepHalbl JOJDKHBI COACpX aTh CBUACTEIHCTBA
orcyTcTBUA B OO (yHKIIMOHAIBHBIX BO3MOKHOCTEH O€30MacHOCTH, aTpHOyTOB
oe3onacnoctu ®bO, napamerpoB ®BO, nanubix GBO, HACTpOEK, posiel U UHBIX
CYLIHOCTEH, CBSI3aHHBIX C (QPYHKUUAMH YHOPABICHUS, AOCTYIHBIX 3asIBUTEIIO
(pa3paboTuuky, npousBogutTenato) OO, HO HemocTynmHbIX MoTpedutTento OO s
KOHTPOJISI U UBMEHEHUS.

4. JlokyMEeHTUPOBaHHbIE MaTepUalbl JODKHBI COACPKAaTh CBHUACTEIHLCTBA
orcyrctBust B OO HacTpoek (mpeaHacTpoek) (PYHKIMOHAIbHBIX BO3MOXHOCTEH
6e3onacHocTH, arpudyToB O6e3zonacHoctu ®bO, nmapamerpo ®BO, nanusix ®BO
U UHBIX CYIIHOCTEW, HACTPAaMBAa€MbIX NPU IPOU3BOJCTBE, YCTAHOBIICHHBIX
3asBUTENIEM (pa3paboTurkoM, npousBoautTeraeM) OO, HETOCTYIHBIX OTPEOUTETIO
OO 17151 KOHTPOJISL M UBMEHEHNUS U HE ONMCAHHBIX B ToKymeHTauuu Ha OO.

5. IoKkyMEeHTUPOBAHHbIE MaTepualbl JOJKHBI COJIEpXkKaTh CBHUAETEIbCTBA,
BKJIIOYAIOIIME ONMKMCAHUS BCEX BO3MOKHOCTEM MO ympasieHuto i kaxaon ObO,
B TOM YHCJI€ UCHOJB3YEMbIX YIPaBISIEMBIX CYIIHOCTEH  (MEXaHU3MBI,
uHTEepQeichl, MpaBuwia, KaHaibl W T.JO.), CHOCO0OB anMuHHcTpupoBanHus OO
(JlokanbHOE, YyOAJICHHOE), poJjed aJIMHUHUCTPATOPOB B  COOTBETCTBUU C
FMT_SMR.1, koTtopbsiM mpenocTaBieHbl BO3MOXKHOCTH IO YNPAaBICHUIO, a JIA
HEHUCIIOJIb3yeMbIX  BO3MOXKHOCTEH 1o ympaBieHuto @OBO  1omkHO  OBITH
IPEJICTaBICHO COOTBETCTBYIOIIEE OOOCHOBAHUE.

7.2.3. lloanep:xka ;xku3HenHoro uukia (ALC)

ALC CMC.2 HNcnoab3oBanue cucrembl YK
3aBUCUMOCTH: ALC_CMS.1 Oxsar YK OO.
DNeMeHThI 1eUCcTBUH 3asBUTENA (pa3paboTunKa, TPOU3BOAUTEIS)

ALC_CMC.2.1D 3asBurens (pa3paboTUuK, MIPOU3BOAUTEIID) JOJIKEH
npegoctaButh OO u mapkupoBky mis OO.

ALC_CMC.2.2D 3asBurenn (pa3paboTyuK, MIPOU3BO/IUTEIIb ) JOJKEH
MPEIOCTaBUTh TOKyMeHTanuw Y K.

ALC_CMC.2.3D 3asBurenn (pa3paboTUuK, MIPOU3BOJIUTEIIb) JOJKEH

MCnoJib30BaTh cucteMy Y K.
DneMEeHTHI COAIEP>KaHUS U TIPEACTABICHHS IOKYMEHTHUPOBAHHBIX MAaTEPHAIIOB
ALC_CMC.2.1C OO gomxeH ObITh TOMEYEH YHUKATBHON MapKUPOBKOM.
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ALC_CMC.2.2C B poxymentarnuu YK M0ODKHO cOmepiKaThbesi OMUCAHUE METO/IA,
UCIIONIB3YEMOT0 /JIsl YHUKAIbHON WACHTHU(DHUKAIIMN 3JIEMEHTOB
KOH(HUrypanum.

ALC_CMC.23C B cucreme VYK f10mkHbl OBITh YHHUKAJIBHBIM 00pazoM
UIECHTU(GUIIMPOBAHBI BCE DJIEMEHTHI KOH(PUTYpaIUu.

DneMeHTHI IeHCTBUIM UCTIBITATEIbHOU JabopaTopuun

ALC CMC.2.1E HcneiTatenbHass nabopaTopus AOJKHA MOATBEPAUTb, YTO
uHdopmarus, peACTaBICHHAS 3asIBUTEJIEM B
JOKYMEHTHUPOBAHHBIX  MaTepualax, YAOBJIETBOPSET BCEM
TpeOOBaHUSIM K COJZIEPKAHUIO U IIPEICTABICHUIO
JOKYMEHTUPOBAHHOM uH(pOopMaIu, U3JI0KEHHBIM B
ALC_CMC.2.1C-ALC_CMC.2.3C.

3ameyaHusi 0 NPUMEHEHHUIO: UCIIBITaTENIbHASA JA00PAaTOPHUs JOJIKHA BBIMOIHATH

YKa3aHHbIE JEUCTBUS B COOTBETCTBUM C NyHKTOM 12.2.2 HanMoOHaJIbHOIO

craugapra  Poccuiickoit  @emeparmm  ['OCT P HCO/MDK 18045

«MapopmanonHas  TexHonorus. Meroabl M CpeAcTBa  0OECHEYEHHs

Oe3omacHocTH.  MeTogoNorus  OLEHKM  0€30MacHOCTH  MH(OPMALMOHHBIX

TEXHOJIOTUID.

ALC_CMS.2 Oxgart YK uacreii OO

3aBUCHUMOCTH: OTCYTCTBYIOT.
DOneMeHTHI IelCcTBUM 3asBUTENs (pa3paboTYHKa, TPOU3BOIUTEIS)
ALC _CMS.2.1D 3asBurenn (pa3paboTuuK, MIPOU3BOJIUTEIIb ) JTOJKEH

MPEACTAaBUTh CIIUCOK 3JIeMeHTOB KoHpuryparuu s OO.

DNIEeMEHTHI COJEP>KAHMS U MPEJCTABICHUS JOKYMEHTHPOBAHHBIX MaT€pUAIOB

ALC_CMS.2.1C Coucok »5IeMEHTOB KOH(UTrypallud JOJDKEH  BKIIOYATh
cnenyromiee: cam OO U CBUIETENHCTBA OIICHKH, HEOOXOAUMBIC
Mo TpeOOBaHMUSIM JOBEepUs K OC30MAaCHOCTH, a TaK)XEe YacTH,
KOTOphIe BXOIAT B coctaB OO.

ALC_CMS.2.2C DOnemeHThl KOH(MUTypallud JIOJDKHBI ~ OBIThb  YHUKAQJIBHO
UJCHTU(GUIIMPOBAHBI B CIIMCKE DJIEMEHTOB KOH(DUTYypaIIHH.

ALC CMS.2.3C [ns xaxmaoro 3nauumoro st ®BO snemeHnTa KoHpUrypamnum B
CIIUCKE DJJIEMEHTOB KOH(pUTYypaluu JOJDKEH OBbITh YyKa3aH
pa3paboOTUHK.

DJIEeMEHTHI IeUCTBUI UCTIBITATEIBHOM JJabopaTopuu

ALC CMS.2.1E HcneiTatenbHast nabopaTopus AOMKHA MOATBEPAUTb, YTO
uHpopmanus, MpeACTaBICHHAs 3asiBUTEIIEM B
JIOKYMEHTUPOBAHHBIX ~ Marepuanax, VyAOBIETBOPSET BCEM
TpeOOBaHUSIM K COJIEPIKAHUIO " IIPEICTABIICHUIO
JIOKYMEHTUPOBAHHOMN uHdopmaIuu, W3JI05KEHHBIM B
ALC CMS.2.1C—-ALC_CMS.2.3C.

3ameyaHusi MO NPUMEHEHUIO: UCTIBITaTEeNIbHAS Ja0OpaTOPHs JOJKHA BBIMOIHAITH

yKa3aHHble JEHUCTBUS B COOTBETCTBUM C IyHKTOM 12.3.2 HanuMoOHAJIBHOIO

craugapra  Poccuiickoit  @enmeparun ['OCT P UCO/MDK 18045

«adopmanmonnass  TexHojorusi. MeToapl M CpeACTBAa  OOECTICUCHHUS
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Oe3omacHocTH.  MeTogoNorusl  OLEHKHM  0€30MacHOCTH  HMH(OPMAIMOHHBIX
TEXHOJIOTHID.

ALC DEL.1 IIpoueaypnl NocTaBKU

3aBUCUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IeHcTBUM 3asBUTeNs (pa3paboTunKa, MPOU3BOIUTEIS)

ALC DEL.1.1D 3asBurenn (pa3paboTUuK, MIPOU3BOJIUTEIIb) JOJKEH
3aJJOKyMEHTHUPOBaTh Mpoueaypsl noctaBku OO mim ero yacteit
NOTPEOUTENIO.

ALC DEL.1.2D 3asBurenn (pa3paboTUuK, MIPOU3BO/IUTEIIb) JOJKEH

MCIIOJIB30BaTh MPOIEAYPhI TOCTaBKH.

DNeMEHTHI COAEPKaHUS U TIPEACTABICHHS TOKYMEHTHPOBAHHBIX MAaTEPHAIIOB

ALC DEL.1.1C JlokymeHTamusi MOCTaBKH JOJDKHA COJIEPKaTh OMHCAaHUE BCEX
poLeyp, HEOOXOAUMBIX JJI MOJICPKAHUS O€30MACHOCTH MPHU
pacnpoctpanenuu Bepcuit OO noTpedouTento.

DneMeHTHI IeWCTBUIM UCTIBITATEIBHON JTabopaTOpuun

ALC DEL.1.1E MWcneiTaTensHas JjabopaTopusi JOJDKHA IOATBEPAUTH, YTO
uHdopmarus, MIpeICTaBICHHAS 3asiBUTEIIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepHaiax, yJIOBIETBOPSET BCEM
TpeOOBaHUIM K COJICP>KaHUIO u peACTaBICHUIO
JTIOKyMEHTHUPOBAHHOU nH(pOopMaIuy, U3II0KCHHBIM B
ALC DEL.1.1C.

3aMeuaHusi MO0 MPUMEHEHUIO: UCTIBITATENIbHAS J1a0OPATOPUS JOJKHA BBITIOIHSTh

YKa3aHHbIC JEHUCTBUS B COOTBETCTBUM C NyHKTOM 12.4.1 HanmoHaIbHOTO

crangapta  Poccuiickoit  ®enepaun  ['OCT P HMCO/MBK 18045

«nadopmanmonHass  TexHojorus.  MeTonpl W cpeacTBa  obecriedueHUs

O6e3omacHocTH.  MeTononoruss  OLEHKHM  0e30macHOCTH  MH(GOPMAIIMOHHBIX

TEXHOJIOTUID.

ALC FLR.1 ba3oBoe ycrpaHeHne He10CTATKOB

3aBUCHUMOCTH: OTCYTCTBYIOT.

DNeMEeHThI IeUCTBUI 3asBUTENA (pa3paboTUMKa, TPOU3BOAUTEIS)

ALC FLR.1.1D 3asBurenn (pa3paboTuuK, MIPOU3BOJIUTEIIb) JIOJKEH

MIPEIOCTABUTD IIPOIICTYPHI yCTpaHCHUS HEI0CTATKOB,
npeaHa3HaueHHbIe 11 pa3padorunkor OO.

DneMEeHTHI COIEp>KaHUs U TTPEACTABICHHS IOKYMEHTHPOBAHHBIX MAaTEPHAIIOB

ALC FLR.1.1C J[JlokymeHTamusi TpOIEAYp YCTpaHEHUS HEIOCTATKOB OJDKHA
collepKaTh OMUCAHWE TPOIEAYp MO OTCICKHUBAHUIO BCEX
CTaBIIMX HM3BECTHHIMHM HEJOCTATKOB 0OE€30ITACHOCTH B KaXKJIOM
penuze OO.

ALC FLR.1.2C TIlIpouenypsl ycTpaHEHUS HEAOCTATKOB JOJDKHBI COACpPKATh
TpeOOBaHKE TPEACTABICHHUS ONMUCAHUS CYTH W TIOCIEICTBUN
Ka)KIOr0 HeJOoCTaTKa O€30MacHOCTH, a TakKKe COCTOSHHSA
Ipoliecca UCIPaBIICHUS ATOTO HEIOCTATKA.

ALC FLR.1.3C [Ilpouenypsl ycTpaHEHHsS HEIOCTATKOB JOJKHBI COJEPKATh
TpeOOBaHWE K TOMYy, 4YTO JUIA KaXJAOro HEJAOoCTaTKa
0e30MacHOCTH JTOJDKHBI OBITH UJIEHTUPUITIPOBAHBI
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KOPPEKTUPYIOIINE TEUCTBHS.

ALC_FLR.1.4C JloxymeHTauus TpOUEAYp YCTPaHEHHUS HEIOCTATKOB JOJIKHA
colepXaTb  OMNHMCAaHUE  METOJOB,  HCIOJb3YEMBIX  JUIS
npenoctaBieHuss  nojib3oBarensiM OC  uHbopmanuu 0
HEJI0CTaTKaX, MaTepuajoB HUCIpPaBICHUI W PYKOBOJCTBA IO
BHECEHMIO UCTIPABJICHUM.

DneMeHTHI IeWCTBHUIM UCTIBITATEIbHON TabopaTOpuun

ALC FLR.1.1E MWcnwiTaTensHas JabopaTopusi JOJDKHA TOATBEPAUTH, YTO
uHdopmarus, npe/icTaBlICHHAS 3asiBUTEIIEM B
JOKYMEHTUPOBAHHBIX  MaTepHalax, yIOBIETBOPSIET BCEM
TpeOOBaHUSIM K COJZIEPKAHUIO U [IPEICTABICHUIO
JIOKYMEHTUPOBaHHOMN uH(popMaIuy, M3JI0’KEHHBIM B
ALC FLR.1.1C-ALC_FLR.1.4C.

3aMeuaHusi M0 NPUMEHEHHIO!

1. Jlng BBINOJTHEHUS JAHHBIX TpeOOBaHUM 3asBUTENbL (pa3paboTUUK,
IIPOU3BOJIMTEINb) JOJDKEH OCYIIECTBISTh IOCTOSHHBIM TOUCK M YCTpPAaHEHHE
yS3BUMOCTEM H Jpyrux HenoctatkoB B OC W BBIIYCK COOTBETCTBYIOIIHMX
oOHoBeHu# porpammuon yactu OC.

2. UcnibITaTenbHast 1abopaTopusi IOJKHA BBITIOJHATH YKa3aHHBIC IEUCTBUS B
COOTBETCTBMM C TMyHKTOM 12.6.1 HanmoHaneHOro cranmapra Poccuiickoit
®enepanuu ['OCT P UCO/M3K 18045 «MudpopmanonHas TeXHOJIOTHs. MeTO bl
U cpenctBa obecrieueHUs: 0€30MacHOCTH. METOHOJIOrusl OLIEHKU O€30MacHOCTH
MH()OPMAIIMOHHBIX TEXHOJIOTUI.

ALC _LCD_EXT.3 OmnpeaesieHHbIe pa3padoTYNKOM CPOKH MOIIEPKKH

3aBUCUMOCTH: OTCYTCTBYIOT.

DnemMeHTHI IecTBHM (pa3paboTuuka, MPOU3BOAUTEIN)

ALC LCD EXT.3.1D 3asButenb, pa3paOOT4UK, MPOU3BOAUTENb  JOJKHBI
YCTAaHOBUTh B COBMECTHOW JEKJIApallik CpPOK [Ha3HAUYEHUE:
CpoK], B T€UEHHE KOTOPOrO0 OHU OOS3YIOTCS BBIMOJHATH BCE
He0OXoauMbIe eicTBUs 1o nojaepxkke OO, HampaBlIeHHbIE Ha
oOecrieuenue nonanepxkanusi ceprudukara coorerctBus OO
TpeOOBaHUSIM O€30MaCHOCTU UH(POPMAITUH.

ALC _LCD _EXT.3.2D 3asBurtenb, pa3paOOTUUK, MPOU3BOAUTENb JOJKHBI
o0ecreyuTh NpeCTaBICHUE COBMECTHOW JAEKJIapaluh O CPOKe
noaaepxxkku OO Bmecte ¢ 3asBKo# Ha cepTudukanuio OO.

DIIEMEHTHI COJEPKAHUS U TPEJCTABICHUS JOKYMEHTUPOBAHHBIX MaT€pUAIOB

ALC _LCD _EXT.3.1C [Hexmapamus o cpoke nogaep:xxkku OO qoipKHA coiepxKaTh
miaH nojgaepxkku OO Ha Bech 3aJ€KIApUPOBAHHBIA CPOK,
BKJIFOYAIOIIMI ONMCAHUE BCEX MPEANPUHUMAEMBIX JEUCTBUN 11O
oOecrieueHnto mojaepkanus ceptudukata coorBerctBusi OO
TpeboBaHMIM 0€30MaCHOCTH HH(OPMAITUH.

ALC_LCD_EXT.3.2C J[eknapauus o cpoke noaaep:xku OO m0mKHa coepKarhb
cBeneHus o nogaep;xuaemoi sepcun OO.
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DJeMeHThI 1eHCTBUN UCTIBITATENbHOM TabopaTopuu
ALC_LCD_EXT.3.1E MHcnbiTaTenpHas 1abopaTopHs JOJKHA TOATBEPAUTH, YTO

uHbOopMaIus, MpEACTABICHHAS 3asIBUTEIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepHayiax, yJOBIETBOPSIET BCEM
TpeOOBaHUSIM K COJIEPKaHUIO u IPEeICTaBIICHUIO
JIOKYMEHTUPOBAHHOU uHdopmanuu, U3JI0’KEHHBIM B
ALC LCD EXT.3.1Cu ALC LCD_EXT.3.2C.

ALC_TAT_EXT.0 OnpenesieHne HHCTPYMEHTAJIbHBIX CPEICTB Pa3padloTKu
3aBUCUMOCTH: OTCYTCTBYIOT.

DneMeHThI IeCTBUM 3asBUTENS (pa3pabOTYHKa, TPOU3BOIATEIS)
ALC_TAT_EXT.0.1D 3asBurens (pa3paboT4uK, MPOU3BOAMUTENH) TOJDKEH

UIEHTU(ULIMPOBATh  HMHCTPYMEHTAIbHBIE  CPEICTBA,
UCIIOJIb30BaHHBIE MpU  pa3paboTKe ONepaluOHHON
CUCTEMBI.

ALC_TAT_EXT.0.2D 3asBurens (pa3paboT4uK, MPOU3BOAUTENb) TOJDKEH

3aJOKYMCHTHUPOBATb OIIOHUH HHCTPYMCHTAJIbHBIX
CpCIaCTB p33pa6OTKI/I, HCIIOJIb30BAHHLIC IIPpU pa3pa60TKe
OﬂepaHHOHHOﬁ CHCTCMBEI.

DneMEeHTHI COIEp>KaHus U MPEACTABICHUS IOKYMEHTUPOBAHHBIX MaTEPHAIIOB
ALC_TAT_EXT.0.1C B noxyMeHTHpOBaHHBIX MaTepHaliax JIOJDKHBI OBITh

UJCHTU(UIMPOBAHBl MHCTPYMEHTAIIbHBIE  CPEJCTBA,
WCIIOJIb30BABIIIKMECS TP pa3pabOTKe OMEpaiMOHHON
CUCTEMBL.

ALC_TAT_EXT.0.2C B noxyMeHTHpPOBaHHBIX MaTepHaliax JIOJDKHBI OBITh

OTPaXEHbl  OMIMA  HWHCTPYMEHTAIBbHBIX  CPEICTB
pa3pabOTKH, HWCIOJb30BAaHHbIE MpU  pa3paboOTKe
ONEPALIMOHHOMN CUCTEMBI.

DNIeMEHTHI IeUCTBUI UCIBITATEIBHON JJabopaTopuu
ALC_TAT_EXT.0.1E HcnertatensHasi gabopatopusi JOJDKHA TOATBEPAUTD,

ASE_CCL.1

3aBUCUMOCTH:

yT0 UWH(OpMaIMs, TMpEICTaBICHHAs 3asBUTEIEM B
JOKYMEHTHUPOBAHHBIX  MaTepualiaX, yJIOBJIETBOPSET
BCEM TPEOOBAHUSAM K COJEPKAHUIO U TPEJICTABICHUIO
JIOKYMEHTHUPOBAHHBIX MAaTE€pUAJIOB, U3JIOKEHHBIM B

ALC_TAT EXT.0.1C, ALC_TAT EXT.0.2C.

7.2.4. Ouenka 3axanus mo 0esonacuoctu (ASE)

YTBepiKIeHUus 0 COOTBETCTBUU

ASE_INT.1 Beenenne 3b;

ASE_ECD.1 Omnpenenenue paciImpeHHBIX KOMIIOHEHTOB;
ASE_REQ.1 Ycranosnennsie TpeboBaHMs 0€30MMaCHOCTH.

DnemMeHTHI IeHCTBHM 3asBUTENs (pa3paboTyrKa, TPOU3BOIUTEIIS)

ASE_CCL.1.1D

ASE_CCL.1.2D

3asBUTEIb (pa3paboTUuK, MIPOU3BOJIUTEIIb) JOJKEH
npeacTaBuTh B 3B «YTBEpKIIEHHSI O COOTBETCTBUNY.
3asBUTEID (pa3paboTuuK, MIPOU3BOJIUTEIID ) JTOJDKEH

npeacraButh B 3B «O0ocHOBaHHME  YTBEpXKACHUH O
COOTBETCTBHUM.
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DneMeHTHI COACPIKAHUA N IPCACTABIICHUA JOKYMCHTUPOBAHHBIX MAaTCPHUAJIOB

ASE_CCL.1.1C

ASE_CCL.1.2C

ASE_CCL.1.3C

ASE_CCL.1.4C

ASE_CCL.1.5C

ASE_CCL.1.6C

ASE_CCL.1.7C

ASE_CCL.1.8C

ASE_CCL.1.9C

ASE_CCL.1.10C

B «YTBepxaeHuss 0 COOTBETCTBUM» JIOJDKHO OBITh BKITFOUCHO
«YTtBepxkaenue o coorserctBun MCO/MBK 15408y, xotopoe
onpenenseT, s kakor penakiuu 'OCT P MCO/M3BK 15408
yTBepxkaaercs coorercteue 3b u OO.

B «YTBepxkaenun o coorBerctBun MCO/MOK 15408y nomxHO
MIPUBOJIUTHCS OIMCaHHEe COOTBETCTBHSA 3b
I'OCT P UCO/MDBK 15408-2; 3b mmbo omuceIBaeTcs Kak
cootBeTcTByMOIIee TpedoBanusiM ['OCT P MCO/MOK 15408-2,
anb0 Kak coJepikaliee pacliipeHHBbIE IO OTHOIICHHUIO K
I'OCT P UCO/MBK 15408-2 TpebGoBanusi (cnmeuuabHbIe
TpedOBaHMA).

B «YTBepxkaenun o coorBerctBun MCO/MOK 15408» nomxHo
npuBoUThes onucanue coorpercTBus [13 'OCT P UCO/MBK
15408-3; 3b mmb0 oOmHUCHIBAETCA KaK COOTBETCTBYIOIICE
tpeboBanusim ['OCT P HMCO/MBK 15408-3, nmbo kak

cojepKallee pacIIMpeHHbIC (0] OTHOIIICHUIO K
I'OCT P UCO/M3BK 15408-3 tpeboBaHus (cnenuajbHbIe
TpeOOBaHMS).
«YtBepxaenue o coorperctBurn MCO/MDOK 15408» momxHO
COTJIaCOBBLIBATHCS c «Onpenenenuem pacCIIMPEHHBIX
KOMITIOHCHTOB).

B  «YTBepxkaeHUM O COOTBETCTBHH»  JIOJKHBI  OBITh
uneHtuguuupoBanbl  Bce [I3 u  makeTel  TpebOoBaHMi
0€30MacHOCTH, O COOTBETCTBUU KOTOPBIM yTBepxkAaeTcs B 3b.
B «YTtBepxaenun o coorBercTBUM 3b maketry TpeOOBaHMII»
JIOJDKHO TIPUBOJUTHCS OMNMHCaHUE JII0OOTO cooTBeTCTBUS 3b
HEKOTOpOMY TMakeTy TpeOoBaHuii; 3b 1100 omuchIBaeTCs Kak
COOTBETCTBYIOIIEE MaKEeTy TpeOOBaHUM, TUOO0 KaK CojepIKallee
paciiipeHHbIe IO OTHOILLIEHUIO K MMaKeTy TpeOOBaHUSI.

B «O06ocHOBaHMM YTBEPXKICHHM O COOTBETCTBUUY» JIOJDKHO
OBITh MPOAEMOHCTPHUPOBaHO, yTo TNl OO cornacyercs ¢ THIIOM
OO B tex 113, 0 cOOTBETCTBUU KOTOPBIM YTBEPKIAETCSI.

B «O6ocHOBaHMU YTBEp)KIEHUH O COOTBETCTBHMY» JOJIKHO
OBITh TPOJAEMOHCTPUPOBAHO, UTO H3I0keHUue «OmnpeneneHus
npoOyieMbl  0€30MaCHOCTU»  COTJIACYETCSl C  HUBJIOKEHHEM
«Onpenenenus mnpobiemMbl Oe3omacHocTi» B Tex I[I3, o
COOTBETCTBUHU KOTOPBIM yTBEPKIAETCA.

B «O0ocHOBaHMM YTBEPXKICHHM O COOTBETCTBUUY» JIOJKHO
ObITh  TPOJEMOHCTPUPOBAHO, UTO  u3NokeHue  «llenen
Oe3omacHocTH»  corjlacyercss ¢ usnokeHueM  «lleneit
oesomacHocT» B Tex II3, O COOTBETCTBUHM KOTOPBIM
YTBEPKIAETCS.

B «OO0ocHOBaHMU YTBEPXKIEHUH O COOTBETCTBHUH» JOJIKHO
OBITh TMPOJEMOHCTPUPOBAHO, 4YTO W3JIOkeHHEe «TpebdoBanuit
Oe3omacHOCTH» corjacyeTcsi ¢ uslnokeHueM «TpebGoBanuii
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OesomacHoctn» B Tex II3, 0 CcOOTBETCTBUHM KOTOPBHIM
YTBEPKIAETCS.

DJeMeHTHI IeUCTBUN UCTIBITATENBHOM TabopaTopuu

ASE_CCL.1.1E MWcnwiTaTensHas JjabopaTopusi JOJDKHA TOATBEPAUTH, YTO
uHpopMarus, IIPEICTAaBIICHHAS 3asIBUTEIIEM B
JOKYMEHTUPOBAHHBIX  MaTepHaJIax, YyIOBIETBOPSIET BCEM
TpeOOBaHUSIM K COJZIEpKaHUIO " IIPEICTABJICHUIO
JOKYMEHTUPOBAHHOM uH(popMaLuu, U3JI0KEHHBIM B
ASE_CCL.1.1C - ASE_CCL.1.10C.

3amMeyaHusl 0 NPUMEHEHHUIO: HCTIBITATENbHAS JIA0OPATOPHS TOJDKHA BBITIOTHATH

yKa3aHHbIE JIEHCTBUS B COOTBETCTBUM C MyHKTOM 9.4.]1 HallMOHAIBHOTO CTaHAApTa

Poccuiickoii ®epepartuu 'OCT P HCO/MDK 18045 «UupopmanmonHas

TexHoJorus. Meroasl M cpeacTBa oOecnedeHus: Oe3zonmacHocTH. Meroaoorus

OLICHKM 0€30MacHOCTH MH(POPMALIMOHHBIX TEXHOJIOTUI.

ASE_ECD.1 Omnpenesnenue pacliMpeHHbIX KOMIIOHEHTOB

3aBUCUMOCTH: OTCYTCTBYIOT.

DJeMeHThI 1eHcTBUM 3asBUTENS (pa3paboTurKa, MPOU3BOIUTEIS)

ASE_ECD.1.1D 3asBurenb (pa3paboTUuK, IPOU3BOIUTEIIb) JTOJKEH
npeactaBuTh B 3b uznoxenne « TpeOboBaHMil 0€30MIaCHOCTHY.

ASE_ECD.1.2D 3asBurenb (pa3paboTuuK, MIPOU3BOIUTEIIb ) JOJKEH
npeactasute B 3B «Onpepenenune  pacmMpeHHBIX
KOMITOHEHTOB.

DJIEMEHTHI COJEP>KAHMS U MPEJCTABICHUS JOKYMEHTHPOBAHHbBIX MaTepUaioB

ASE_ECD.1.1C B wusnoxennn «TpeboBanmii 0€30mMacHOCTH» JTOJDKHBI OBITH
UICHTUGUIIMPOBAHBl BCE  pacIIMpeHHbIC (cnenuaJbHbIe)
TpeboBaHMs 6€30MACHOCTH.

ASE_ECD.1.2C B «OmnpeneneHuud paclIMPEHHbIX KOMIIOHEHTOB» JIOJDKEH
ONPENENATHCS PACIIMPEHHBIN (CHeHAJbHbIN) KOMIIOHEHT IS
Ka)KJ0ro pacIIipeHHOro TpeOoBaHMs 6€30IaCHOCTH.

ASE_ECD.1.3C B «OmnpeneneHun pacuiipeHHBIX KOMIIOHEHTOB» JIOJHKHO
YKa3bIBaThCs, KaK KaXXIblil paclIMpPEHHbIN (CHenuajibHbIi)
KOMIIOHEHT CBSI3aH C CYUIECTBYIOUIUMH KOMIIOHEHTaMH,
cemerictBamu U kiaccamu ['OCT P UCO/M3K 15408.

ASE_ECD.14C B «OrmpeneneHu paclIMpeHHBIX KOMIIOHEHTOB» JIOJDKHBI
UCIIOJIb30BAaThCA B KayecTBE  MOJEIM  MPEJCTaBIICHUS
KOMIIOHEHTBI,  CEeMeiCTBa,  KJIacChl W METOAOJOTrus
I'OCT P NCO/MDBK 15408.

ASE_ECD.1.5C Pacmmupennbie  (cmenuajbHble)  KOMIIOHCHTBI  JIOJDKHBI
COCTOSITh M3  U3MEPUMBIX  OOBEKTHUBHBIX  3JIEMEHTOB,
o0ecrneyuBarOIIMX BO3MOKHOCTh JAE€MOHCTPAIUH
COOTBETCTBHUS UM HECOOTBETCTBHUS STUM JIECMEHTAM.

DJeMeHThI 1eHCTBUN UCTIBITATENbHOM TabopaTopuu

ASE_ECD.1.1E Hcnobitatenpnass nabopaTtopust AODKHA TMOATBEPAUTH, YTO
uHbopMaIus, npe/ICTaBICHHAS 3asiBUTENIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepHayiax, yJIOBIETBOPSIET BCEM
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TpeOOBAHMSIM K COJICPKAHUIO n IPEICTABICHHUIO
JIOKyMEHTHUPOBAHHON uH(opMaIuy, W3J10KEHHBIM B
ASE _ECD.1.1C- ASE_ECD.1.5C.

ASE_ECD.1.2E MW cnwiTatenbHas j1abopaTopus AOKHA IOJATBEPAUTh, YTO HU
OJUMH U3 pPaCIIMPCHHBIX (CHENHAJbHBIX) KOMIIOHEHTOB HE
MOXET  OBITh  YCTKO  BBIpAKEH C  HCIIOJIb30BaHHUEM
CYIIECTBYIOIINX KOMITIOHCHTOB.

3aMeuaHusi M0 MPUMEHEHUIO: HCTIBITATENIbHAS J1a00OPATOPHS JOJKHA BBITIOIHATH

yKa3aHHbBIC JICHCTBUS B COOTBETCTBHH C ITyHKTOM 9.7.1 HallMOHAIBHOTO CTaHIapTa

Poccuiickoii ®egepartuu 'OCT P HNCO/MOBK 18045 «Mudopmanmonnas

TexHoJoTus. MeToapl M cpencTBa oOecmedeHus: Oe3omacHOCTH. MeTomoorus

OLIEHKH 0€30MacHOCTH MH(POPMAIIMOHHBIX TEXHOJIOTUI.

ASE_INT.1 BBenenue 3b

3aBUCUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IecTBUM 3asBUTeENs (pa3padoTunKa, MPOU3BOIUTEIS)

ASE_INT.1.1D 3asButens (pa3pabotuuk, mpousBoautens) 3b  momwkeH
npenacraButh B 3b «Beenenue 3by.

DneMEeHTHI COIEp>KaHUs U MPEACTABICHUS IOKYMEHTUPOBAHHBIX MaTEPHAIIOB

ASE_INT.1.1C «Bsenmenue 3b» nmomkHo coaepxkath «Ccoiiky Ha 3by,
«Ccpuiky Ha OO», «AHHOTanno OO» n «Onucanne OO».

ASE_INT.1.2C  «Ccsuika Ha 3b» nomxHa oHO3HaYHO HaeHTHGUIIpoBath 3b.

ASE_INT.1.3C «Cchuika Ha OO» m0mKHA OJHO3HAYHO HICHTH(DHIIMPOBATH
00.

ASE_INT.14C B «Ansotamuu OO» nomkHa OBITH TIPEACTABICHA KpaTKas
uHdopmalusi O  €ro  WUCIOJb30BAaHUM U OCHOBHBIX
(GyHKIIMOHATBHBIX BO3MOXKHOCTSIX Oe3onacHoctu OO.

ASE_INT.1.5C B «Annotanuu OO» nomkeH 06Tk uueHTHGuIHpoBad tTun OO.

ASE _INT.1.6C B «AnsHotariuu OO» A0KHBI OBITh HJACHTHU(GUIIMPOBAHBI
mobsie He Bxonmgmue B OO ammaparHble, MpPOTpaMMHBIE, a
Tak)Ke MporpaMMHO-anmapaTHeie cpeactsa, Tpedyembie OO.

ASE_INT.1.7C  «Ommcanne OO» HOMKHO BKIIOYATH ONMHUCAHUE (PU3UICCKHUX
rpanun OO.

ASE_INT.1.8C  «Omnucanue OO» I0MKHO BKIHOYATh OMUCAHUE JIOTHYECKHUX
rpanun OO.

DJIEeMEHTHI IeUCTBUI UCTIBITATEIBHOM JJabopaTopuu

ASE_INT.1.1E  WcnwiTatensHas JjabopaTopusi JOJDKHA TMOATBEPAUTH, 4YTO
nHdopmarwus, MIpEACTaBICHHAS 3asBUTEIIEM B
JOKYMEHTUPOBAHHBIX ~ MaTepHaiax, yIOBIETBOPSET BCEM
TpeOOBAHUSIM K COJIEPKAHUIO u IPEICTABICHUIO
JIOKyMEHTHUPOBAHHOU uHdopmanumu, W3JI0KEHHBIM B
ASE_INT.1.1C - ASE_INT.1.8C.

ASE_INT.1.2E  HcneiTatenbHass JabopaTopusi JOJKHA TOATBEPAHUTH, UTO
«Ccpuika HA OO», «Anportamust OO» u «Omucanne OO» He

MPOTUBOPEYAT APYT JIPYTY.
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3amMeyaHusl 0 NPUMEHEHHUIO: HCIIBITATENbHAS J1A00OpaTOPHS TOJKHA BBITIOIHATH
yKa3aHHbIE JICMCTBUS B COOTBETCTBUM C MMyHKTOM 9.3.]1 HallMOHANBHOrO CTaHAAapTa
Poccuiickoii ®epepartuu 'OCT P HNCO/MDBK 18045 «MudopmarmonHas
TeXHOJOrus. MeTonpl U cpelacTBa obecrnedeHus Oe3omacHocTH. MeTtogoorus
OLIEHKH 0€30IaCHOCTH MH(POPMAIIMOHHBIX TEXHOJIOTUI».

ASE _OBJ.2 Iesiu 6e3o0macHoCTH

3aBUCUMOCTH: ASE_SPD.1 Omnpenenenne npobaeMbl 0€30MacHOCTH.

DJeMeHThI IeHCTBUM 3asaBUTENS (pa3paboTunka, MPOU3BOIUTEINS)

ASE_OBJ.2.1D 3asBurens (pa3paboTUuK, MIPOU3BO/IUTEIIb) JOJKEH
npenoctaButh B 3b «Onpenenenne neneit 6€301acHOCTY.

ASE_OBJ.2.2D 3asBurens (pa3paboTUuK, MIPOU3BOJIUTEIIb) JOJKEH

npeaoctaButh B 3b «O60ocHOBaHUE 11e7Iei 0€30IaCHOCTI.

DIeMEHTBI COJIep KaHus U MPEJICTABIICHHUS JOKYMEHTUPOBAHHBIX MaTepHaJiOB

ASE_OBJ.2.1C MUM3znoxenue «llenelt 6e30macHOCTH» TOJDKHO BKIIIOYATh B ceOs
omucanue mener Oe3zomacHoctn ana OO W s cpebl
dbynkuuonuposanus OO.

ASE_OBJ.22C B «O6ocHoBaHMM 1ieJiel 0e30macHOCTH» Kaxjas Iellb
oe3omacHocTu it OO momkHa OBITH MPOCTEKEHa K yrpo3am,
Ha TPOTHBOCTOSHHWE KOTOPHIM HampamjieHa »3Ta Ieb
Oe3omacHOCTH, W K IIOJUTHKaM  OC30IacHOCTH, Ha
OCYIIIECTBJICHNE KOTOPBIX HAIIpaBjIeHa 3Ta IeJIb 0€30MTaCHOCTH.

ASE_OBJ.23C B «OO6ocHoBanmM 1eneld 0O€30macHOCTH» KaXkaas IIeJb
0€30macHOCTH IS cpeabl (PYHKIIMOHUPOBAHUSI JOJIKHA OBITh
MpoClieXKeHa K yrpo3aM, Ha TPOTUBOCTOSHHUE KOTOPHIM
HampapjieHa dTa 1enb Oe3omacHoctH, Kk IIBOp, Ha
OCYILIECTBJICHNE KOTOPBIX HaIlpaBJICHA 3Ta IeIb 0€30IaCHOCTH,
a TaKkKe K TMPEANOJOKEHUSIM, IMOIACPKUBACMBIM JTaHHOMN
1IEeTIbI0 O€30ITaCHOCTH.

ASE 0OBJ.24C B «OOocHOBaHMHM IIelIcii 0€30IAaCHOCTH» JIOJKHO OBIThH
MIPOJIEMOHCTPHPOBAHO, YTO IEIM OC30MaCHOCTH HAMpPaBJICHBI HA
MIPOTUBOCTOSTHUE BCEM UIASHTU(DHUITMPOBAHHBIM yTIPO3aM.

ASE OBJ.25C B «OO6ocHOBaHUM Iielieil 0€30MacCHOCTH» JIOJKHO OBIThH
MPOJIEMOHCTPHPOBAHO, YTO I1EJIM 0€30MMaCHOCTH HAIIPABJICHBI Ha
OCYIIECTBJICHUE BCEX IMOJUTUK OE30IMaCHOCTH.

ASE 0OBJ.26C B «OO6ocHoBaHMHM IIeJIel 0O€30MacCHOCTH» JOKHO OBITh
MPOJICMOHCTPUPOBAHO, YTO IIEIM OE30MaCHOCTH ISl CPEIbl
(GYHKIIMOHUPOBAHUS TTOIACPKUBAIOT BCE MPETOIOKCHUS.

DneMeHTHI IeWCTBHUIM UCTIBITATEIHHON TabopaToOpun

ASE _OBJ.2.1E MHcnwiTaTenpHas JjgabopaTtopus JOJDKHA IOATBEPAUTH, YTO
nHpopMarnus, MpeCTaBICHHAS 3asBUTEIIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepHaiax, yIOBIETBOPSET BCEM
TpeOOBAHMSIM K COJIEP KAHUIO u IIPEICTABIICHUIO
JIOKyMEHTUPOBAHHOU uH(popmaruy, W3JI0’KEHHBIM B

ASE_OBJ.2.1C — ASE_OBJ.2.6C.
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3amMeyaHusl 0 NPUMEHEHHUIO: HCIIBITATENbHAS J1A00OpaTOPHS TOJKHA BBITIOIHATH
yKa3aHHbIE IEUCTBUS B COOTBETCTBUM C IMMyHKTOM 9.6.2 HallMOHAJIBHOIO CTaHAApTa
Poccuiickoii  ®epepartuu 'OCT P HCO/MDK 18045 «UMupopmanmonHas
TeXHOJNOrus. MeTonpl U cpelacTBa obecrnedeHus Oe3omacHOcTH. MeTtogosnorus
OLIEHKH 0€30IaCHOCTH MH(POPMAIIMOHHBIX TEXHOJIOTUI».

ASE_REQ.2 IIpousBoanbie TpedOBaHUs 0€30MACHOCTH
3aBHCHMOCTH: ASE OBJ.2 Ilenmu 6e30macHOCTH;

ASE_ECD.1 Onpenenenue paciiupeHHbIX KOMIIOHEHTOB.
DOneMeHTHI IelCcTBHM 3asBUTENS (pa3pabOTYHKa, IPOU3BOIATES)

ASE_REQ.2.1D 3asBurenn (pa3paboTUuK, MIPOU3BOJIUTEIIb) JOJKEH
npenctaBuTh B 3b u3inoxenne «TpeboBanuii 6e30MacCHOCTIY.
ASE_REQ.2.2D 3asBurens (pa3paboTUuK, MIPOU3BOUTEIID) JOJKEH

npeactaBuTh B 3b «O0ocHOBaHMEe TpeOOBaHM 0€30ITaCHOCTHY.

DneMEeHTHI COIEp>KaHus U MPEACTABICHUS IOKYMEHTUPOBAHHBIX MaTEPHAIIOB

ASE_REQ.2.1C MU 3znoxenue «TpeboBaHMil O€301IaCHOCTHY JOJIKHO COACPKaTh
onucanue OTb u T/Ib.

ASE_REQ.2.2C Bce cyOBekTbl, 00BEKTHI, Onepaiuu, aTpuOyThl 0€30MacHOCTH,
BHEIIIHWE CYIIHOCTU W JIPyrue TOHSTHS, UCIOIb3YIONIUECS B
OTb u TB/1, 10mKHBI OBITH OMIPEICIICHBI.

ASE_REQ.2.3C B wusnoxenuun «TpeboBanuii 06€30mMacHOCTH» TOJKHBI OBITH
UICHTU(GUIIMPOBAHBI BCE BBINOJHCHHBIC HAJ TpPeOOBAHUSIMU
0€30MacHOCTH ONEPALIH.

ASE_REQ.2.4C Bce oneparuu T0JDKHBI ObITHh BBINOJHEHBI TIPABIIIBHO.

ASE_REQ.2.5C Kaxnas 3aBucuMocTh 0T « TpeboBanuii 6€30MacHOCTHY JTOJDKHA
ObITh JMOO YIOBJIETBOPEHA, JUOO JIOJDKHO TPUBOIAUTHCS
000CHOBaHUE HEYIOBJIECTBOPECHHUS 3aBUCUMOCTH.

ASE_REQ.2.6C B «Ob6ocHoBanuu TpeboBaHU OE30MaCHOCTH» JOJKHO OBIThH
MPEACTaBICHO TpociexuBanue kaxaoro @OTb k memsam
6e3onacHoctu it OO.

ASE_REQ.2.7C B «Ob6ocHoBanuu TpeOoBaHUN OE30MaCHOCTH» JOJKHO OBIThH
npoaeMoHcTpupoBaHo, 4To DTH obecreunBaroT BHITIOJTHECHUE
Bcex neeit 0ezomacaoctu gig OO0.

ASE_REQ.2.8C B «O6ocHoBanuu TpeOoBaHMil 0€30MaCHOCTH»  JOJIKHO
NPUBOAUTBECS  TOSCHEHWE  TOTO,  IOYeMy  BBIOpaHBI
onpenenennnie T/(b.

ASE_REQ.29C MWznoxenue «TpeboBaHuii 0€30MaCHOCTH» JOJDKHO OBITh
BHYTPCHHE HEIIPOTHUBOPECUHBBIM.

DneMeHTHI IeWCTBHUIM UCTIBITATEIHHON TabopaToOpun

ASE_REQ.2.1E WcnertatenbHass mnabopaTopus JOKHA TMOATBEPAUTH, YTO
uHdopmarus, MpeACTaBICHHAS 3asIBUTEIIEM B
JOKYMEHTUPOBAHHBIX ~ MaTepHaiax, yIOBIETBOPSET BCEM
TpeOOBAHMSIM K COJICPKAHUIO u IPEICTABICHHUIO
JIOKyMEHTUPOBAHHOU uH(popmaIumu, M3JI0KEHHBIM B

ASE_REQ.2.1C — ASE_REQ.2.9C.



60

3amMeuyaHusl MO0 NPUMEHEHHUIO: HCTIBITATENbHAS JIa0OPATOPHUS TOJKHA BBITIOJIHATH
yKa3aHHbIE JICMCTBUS B COOTBETCTBUM C MMyHKTOM 9.8.]1 HallMOHANBHOrO CTaHAApTa
Poccuiickoii  ®epepartuu 'OCT P HCO/MDK 18045 «UMupopmanmonHas
TeXHOJOrus. MeTonpl U cpelacTBa obecrnedeHus Oe3omacHocTH. MeTtogoorus
OLIEHKH 0€30MaCHOCTH UH(POPMALIMOHHBIX TEXHOJIOTUI».

ASE_SPD.1 Omnpeaesienue npodaeMbl 0€30MIACHOCTH

3aBUCUMOCTH: OTCYTCTBYIOT.

DOneMeHTHI IeCcTBUM 3asBUTENS (pa3pabOTYHKa, TPOU3BOIATES)

ASE_SPD.1.1D 3asBurens (pa3paboTUuK, MIPOU3BO/IUTEIIb) JOJKEH

npenctaButh B 3b «Onpenenenne mpodieMbl 0€30MacHOCTI.

DJeMeHTHI COAepKaHUs U MPEACTABICHUS TOKYMEHTHPOBAHHBIX MaTEPHAIIOB

ASE_SPD.1.1C «Omnpenenenue rnpo0aeMbl 6€30MaCHOCTH JOJKHO BKIIOYATh B
ce0st onMcaHue yrpos.

ASE_SPD.1.2C Ormucanue Bcex Yrpo3 JOJKHO TPOBOJAUTHCS B TEPMHHAX
HMCTOYHHKA YTPO3bl, AKTUBOB M HETATUBHOTO JICHCTBHUSI.

ASE_SPD.14C «Omnpenenenue npobiaeMbl 0€30MaCHOCTI JIOJDKHO COAEpPKaTh
OIKCaHue PEION0KEHUN OTHOCHUTEIIBHO cpelsl
dbynkuuonuposanus OO.

DneMeHTHI IeHCTBUI UCTIBITATENBHON Ja00OpaTOpUn

ASE_SPD.1.1E MHcneitatensHass JnabopaTopusi JODKHA TOATBEPAUTH, HYTO
uHbOopMaIus, MpeICTaBICHHAS 3asiBUTENIEM B
JOKYMEHTUPOBAHHBIX  MaTepuaiax, yIOBJIETBOPSET BCEM
TpeOOBaHUSIM K COJIEP>KaHUIO u IPEICTABICHUIO
JIOKYMEHTHUPOBAHHOM uH(pOpMaInHy, M3JI0’KEHHBIM B
ASE_SPD.1.1C - ASE_SPD.1.4C.

3amMeyaHusi MO NPUMEHEHHUIO: UCTIBITaTEeNIbHAS TA00OPaTOPHUS JOJKHA BBIMOTHSATD

yKa3aHHbIE AEWCTBUS B COOTBETCTBUU C MyHKTOM 9.5.1 HallMOHAJIBHOTO CTaHApTa

Poccuiickoit  ®enepartun [OCT P HUCO/MOK 18045 «HUudopmarmonnas

TexHojorus. Meronsl U cpelcTBa olecnedeHus Oe3omacHOCTH. MeTononorus

OLIEHKH 0€30MacCHOCTH MH(MOPMAIIMOHHBIX TEXHOJIOTUI.

ASE_TSS.1 Kparkas cnenudguxanusa OO

3aBUCHUMOCTH: ASE INT.1 Bsenenue 3b;
ASE_REQ.1 YcranosienHnsie TpeOOBaHMS O€30M1aCHOCTH;
ADV_FSP.1 bazoBas pyHKITMmoHaIbHAS CTICTIM(UKAIIHSL.

DnemMeHTHI IeCTBHM 3asBUTeNs (pa3paboTInKa, IPOU3BOIUTEIIS)

ASE_TSS.1.1D  3asBurens (pa3paboTUuK, POU3BOJIUTEIb) JOJIKEH
npenctaBuTh B 3b «Kpatkyto cnenudukarmo OO».

DneMeHTHI COIEp>KaHus U MTPEACTABICHHS IOKYMEHTHPOBAHHBIX MAaTEPHAIIOB

ASE_TSS.1.1C  «Kparkas cnemudukaruss OO» H0mKHA OMUCHIBaTh, KaKUM
obpazom OO BeimosHsieT kaxaoe @Th, a Takike onuchIBaTh
Mepbl 10Bepusi, HanpaBJieHHbIe HA peanu3auuio T/b.

DJIeMEHTHI IEUCTBUN UCTIBITATEIIBHON JTa00OpaTopuu

ASE_TSS.1.1E MWcnwiTatensHas JabopaTtopusi JOJDKHA TOATBEPAUTH, YTO
uHpopmarus, npeicTaBlICeHHAS 3asiBUTEIIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepHasiax, yJOBIETBOPSIET BCEM
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TpeOOBAHMSIM K COJIEP’KAHUIO u MPEJCTABICHUIO
JIOKYMEHTUPOBAHHOMN uH(opMaIuy, HU3JIOKECHHBIM B
ASE_TSS.1.1C.
ASE_TSS.1.2E  UcnwiTatensHas JabopaTtopusi JOJDKHA IOATBEPAUTH, YTO
«Kpartkas cnenudpuxanus OO» He MPOTUBOPEUUT « AHHOTAIIUU
OO» u «Onucannio OOy.
3aMeuaHusi MO0 MPUMEHEHHUIO: UCTIBITATENIbHAS JTaOOPATOPHS JOJKHA BHITIOTHATH
yKa3aHHbBIC JICUCTBUS B COOTBETCTBUU C IMMYHKTOM 9.9.1 HallMOHAJIBHOTO CTaHIapTa
Poccuiickoit  ®enepanimn ['OCT P HMCO/MBK 18045 «HudpopmarimonHas
TexHoJorus. MeToapl M cpencTBa oOecmedeHus: Oe3omacHOCTH. MeTomoorus
OIICHKU 0€301MacCHOCTH MH(POPMAITMOHHBIX TEXHOJIOTHIY. J[OTTOJHUTETEHO JOKHO
OBITH ITpOaHanM3upoBaHo NokpeiTue T/b Mepamu 1oBepus.

7.2.5. TectupoBanue (ATE)

ATE COV.1 CBueTeIbCTBO MOKPBHITHS

3aBUCHUMOCTH: ADV_FSP.2 Jleranuzanus ~ BOMpocoB ~ 0€30MacHOCTH B
GbyHKIIMOHATBHOMN crienuuKaIuy;
ATE FUN.I ®yHKUHOHAIBHOE TECTUPOBAHUE.

DneMeHTHI IecTBUM 3asBUTeNs (pa3paboTynKa, MPOU3BOIUTEIIS)

ATE_COV.1.1D 3asBurenn (pa3paboTuuK, MIPOU3BOIUTEIIb ) JOJKEH
MPEACTABUTh CBUJIETEILCTBO MOKPBITUSI TECTAMU.

DIIEeMEHTHI COJepKaHusl U MPEJICTABICHUS] JOKYMEHTUPOBAHHBIX MAaTEpHUAIOB

ATE_COV.1.1C CBuaeTenbCcTBO MOKPHITHSI TECTaMHU JOJHKHO JTEMOHCTPHPOBATH
COOTBETCTBHE MEXKYy TE€CTaMH W3 TECTOBOM JOKYMEHTAllUM U
NOBO n3 GpyHKIHOHATBHON cielU(pUKALINHN.

DneMeHTHI IeWCTBHUIM UCTIBITATEIBHON JTabopaTOpuun

ATE _COV.1.1E MW cnwiTatenpHas JjabopaTopusi JOJDKHA ITOATBEPAUTH, YTO
uHdopmarus, MpEeACTaBIICHHAS 3asIBUTEJIEM B
JOKYMEHTUPOBAHHBIX  MaTepuasnax, yAOBJIETBOPSIET BCEM
TpeOOBaHUSIM K COJICP’KAHUIO u pEeACTaBICHUIO
JIOKYMEHTUPOBAHHOMN uHdopmauu, U3JI0KEHHBIM B
ATE_COV.1.1C.

3aMeuaHusi MO0 MPUMEHEHUIO: UCTIBITATENIbHAS JTaOOPATOPUS JOJKHA BHITTOJTHSTh

yYKa3aHHbIE JEUCTBUS B COOTBETCTBMU C NOyHKTOM 13.3.1 HauuoHaabHOIO

cranaapra  Poccuiickoit ~ ®enepaun  ['OCT P HMCO/MBK 18045

«ndopmanonnass  TexHojorus. MeTonbl M cpelcTBa  00OECIEeUeHHs

oe3zomacHocTh.  MeTonoJorusl  OLEHKH  0€30macHOCTH  MH(OPMAIIMOHHBIX

TEXHOJIOTUI.

ATE_FUN.1 DYyHKIHUOHAJBbHOE TECTUPOBAHUE

3aBUCHUMOCTH: ATE _COV.1 CBuaerenbCTBO MOKPHITHUS.

DNeMeHThI IeUCcTBUH 3asBUTENA (pa3paboTunKa, TPOU3BOAUTEIS)

ATE_FUN.1.1D 3asBurens (pa3paboTUuK, MIPOU3BOAUTEIID) JOJIKEH
nporectupoBaTh PO U 3aI0KyMEHTHUPOBATh PE3yIbTATHI.

ATE_FUN.1.2D 3asButenn (pa3paboTuuK, MIPOU3BOJIUTEIID ) JTOJDKEH

npeacCTaBUTh TCCTOBYIO JOKYMCHTAIIUIO.
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DNEeMEHTHI COAEPKAaHNS U MTPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEPUAIIOB

ATE_FUN.1.1C TecroBass nOKyMeHTauus JOJDKHA COCTOSITh U3 IUJIAHOB
TECTUPOBAHUS, a TakkKe OXHUIAEMBIX U  (PAKTUUECKHX
pe3yIabTaTOB TECTUPOBAHUS.

ATE_FUN.1.2C B mnianax TeCTUpPOBaHUs JOJKHBI OBITh HUJICHTHU(GUIIMPOBAHBI
TECThbl, KOTOpPbIE€ HEOOXOJUMO BBINOJHUTb, @ TAKKE JOJKHBI
COJIEPKATbCSL ONMCAHUS CIECHApUEB IPOBEACHUS KaXKJI0I'O
TecTa. B 3Tu cueHapun JOKHBI OBITh BKIIIOUEHBI TAKXKeE JIIOObIE
3aBUCUMOCTH IIOCJIEJOBATEIBHOCTA BBINOJHEHUS TECTOB OT
pE3yNbTATOB IPYTUX TECTOB.

ATE_FUN.1.3C Oxunaemblie pEe3yabTaThI TECTUPOBAHMS JOJIKHBI
MPOJEMOHCTPUPOBATh MPOrHO3UPYEMBIE IAaHHBIE HA BBIXOJE
YCHEIMIHOTO BBIOJIHEHUS TECTOB.

ATE_FUN.1.4C ®akTuueckue pe3yJIbTaThI TECTUPOBAHUS JOJIKHBI
COOTBETCTBOBATH OKUIAEMBIM.

DneMeHTHI IeHCTBUI UCTIBITATENbHON Ja00OpaTOpUN

ATE_FUN.1.1E MW cnweiTaTensHas JjabopaTtopusi JOJDKHA IOATBEPIAUTH, YTO
uHpopMarus, IIPEACTABJICHHAS 3asIBUTEIIEM B
JOKYMEHTUPOBAHHBIX  MaTepUalax, yIOBIETBOPSIET BCEM
TpeOOBaHUSIM K COJZIEPKAHUIO 17} IIPEACTABICHUIO
JOKYMEHTUPOBAHHOM uH(popMaLuu, U3JI0’KEHHBIM B
ATE_FUN.1.1C - ATE_FUN.1.4C.

3ameyaHusi MO0 NPUMEHEHUIO: UCIIBITaTeNIbHASA Ja00paTOpUs JOJIKHA BBIMOIHAThH

yYKa3aHHbIC [JEHUCTBUS B COOTBETCTBUM C NyHKTOM 13.5.1 HanmoHanpHOrO

crangapta  Poccuiickoit  ®epepaun ['OCT P HMCO/MDBK 18045

«Andopmanonnass  TexHojorus.  MeTonbl M cpelcTBa  00ECIEUeHHs

O0e3zonmacHocTH.  MeroAonorus  OUEHKHM  0e30macHOCTH  MH(GOPMAIlMOHHBIX

TEXHOJIOTHID.

ATE_IND.2 Bb100pouHOe He3aBUCHMOE TeCTUPOBAHUE
3aBUCHUMOCTH: ADV FSP.2  Jleramuzainds BONpPOCOB  0O€30MacHOCTH B
GyHKIMOHATBHON CcTIeM(PUKALINN;
AGD_OPE.1 PykoBoicTBO MOJIb30BaTEIs M0 IKCILTyaTallUH,
AGD_PRE.1 IloarotoBuTeabHbIE TPOLICAYPHI;
ATE_COV.1 CBunerenbCTBO MOKPHITHS,
ATE _FUN.] ®yHKIHOHAIIBHOE TECTUPOBAHUE.
DIeMEHTBI IeUCTBUI 3asBUTENs (pa3padoTUnKa, MPOU3BOIUTEIIS)
ATE_IND.2.1D 3asBurens (pa3paboTUuK, MIPOU3BOAUTEIID) JOJIKEH
npeactaButb OO 1151 TECTUPOBAHUS.
DNEeMEeHTBI COAEpKaHus U MPEICTABICHUS] JOKYMEHTUPOBAHHBIX MAaTEpUAIOB
ATE_IND.2.1C OO pomxeH ObITh IPUTOJEH I TECTUPOBAHUSI.
ATE_IND.2.2C 3asBurens (pa3paboTyuK, MIPOU3BOJIUTED) JOJIKEH
MPEACTABUTD HaOOp pecypcos, HKBUBAJICHTHBIX

UCIIOJIb30BaHHBIM UM TpU (YHKIUOHAJIBHOM TECTHUPOBAHUH
®dbO.
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DJeMeHThI 1eHCTBUN UCTIBITATENbHOM TabopaTopuu

ATE_IND.2.1E MW cneiTatenpHass nabopaTopust JODKHA TMOATBEPAUTH, YTO
uHbOopMaIus, npeICTaBICHHAS 3asiBUTEIIEM B
JOKYMEHTUPOBAHHBIX  MaTepuaiax, yJIOBJIETBOPSIET BCEM
TpeOOBaHUSIM K COJIEPIKaHUIO U IPEJICTaBICHUIO
JIOKYMEHTUPOBAHHOM uH(popMaLuu, U3JI0KEHHBIM B
ATE IND.2.1Cu ATE IND.2.2C.

ATE_IND.2.2E MHcnwiTatenbHas 1abopaTopusi JOJKHA BHITIOJTHUTH BCE TECThI
U3 TECTOBOM JOKYMEHTalUd B HeJAX BepHHUKALUM
pe3yJbTaTOB TECTUPOBAHUS, MOJY4YEHHBIX Pa3pabOTIUKOM.

ATE_IND.2.3E HcnerTatenbHast abopatopusi TOJDKHA TpotectupoBaTth OBO
TakK, 4TOObI MOATBepaUThH, 4TO Bce DOBO ¢PyHKUMOHUPYIOT B
COOTBETCTBHUH CO CHCIIHPUKAITUIMHU.

3amMeyaHusl 0 NPUMEHEHHUIO: HCTIBITATENbHAS JIAOOPATOPHS TOJDKHA BBITIOTHATH

YKa3aHHbIE JEUCTBUS B COOTBETCTBUM C NyHKTOM 13.6.2 HanmMoOHaIbHOIO

crangapra  Poccuiickoit  ®enepaun  ['OCT P HMCO/MBK 18045

«Uupopmanonnas  TexHonorus. Meronpl M cpeacTBa  0OecIEUEHMs

Oe3omacHocTH.  MeTogonoruss  OLEHKHM ~ 0€30MacHOCTH  MH(OpPMAaIlMOHHBIX

TEXHOJIOTUID.

7.2.6. Ouenka ysazpumocreid (AVA)

AVA VAN.4 MeToauyeckrii aHAJIU3 YA3BUMOCTEM

3aBUCHUMOCTH: ADV_ARC.1 Onucanne apxuTeKTypbl 0€30MacHOCTH;
ADV_FSP.2 Jleranm3anus BOITPOCOB 0€30I1aCHOCTH B
(GyHKUHMOHAIBHOW crielM(PUKALIIH;
ADV _TDS.3 ba30Bblif MOYJIBHBIM MPOESKT;,
ADV_IMP.1 IlpencraBnenue peanmzanuu ObO;
AGD_OPE.1 PykoBoicTBO MOJIb30BaTEIs 110 AKCILTyaTalllH,
AGD_PRE.1 IloarotoBuTeabHbIE TPOLICAYPHI.

DneMeHTHI IeCTBHM 3asBUTeNs (pa3paboTInKa, MPOU3BOIUTEIIS)

AVA VAN.4.1D 3asButenb (pa3paboTUuK, IIPOU3BOJIUTEIIb) JOJKEH
BBINOJHUTH AHAJIN3 YSA3BUMOCTEH.

DJIeMEHTHI COJIEP KaHMSI M TIPECTaBICHUS JOKYMEHTHPOBAHHBIX MaTepHaIOB

AVA VAN.4.1C [doxymeHTAlUsl AaHAIU3A YA3ZBUMOCTEN J0/IKHA:
a) cojepKaTh pe3yJabTaThl AHAJIM3a, BBINOJHEHHOTO [IJIs1
MOMCKA CMOCO00B, KOTOPHIMH MOTEHIHATBHO MOXKET OBbIThH
HapyueHa peanuzauusa OTh;
0) uaIeHTU(PUIUPOBATH NPOAHAJIU3MPOBAHHbIE
npeanoJiaraeMble ya3BUMOCTH;
B) IEMOHCTPUPOBATH /JIsi BCeX HAEHTHU(PHUIMPOBAHHBIX
YSA3BUMOCTEH, 4YTO HH OJHA W3 HHUX He MOXKeT ObITh
UCIO0JIb30BaHA B npeaAnojaaraeMoi cpene
¢pynkunonuposanus O0.



64

DJeMeHTHI 1eWCTBUN UCTIBITATENbHOM TabopaTopuu

AVA VAN.4.1E VcnbitatenbHas nabopaTopusi [OJKHA TOATBEPAUTH, UTO
uHbOopMaIus, MpEACTABICHHAS 3asIBUTEIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepuaiax, VyAOBIETBOPSET BCEM
TpeOOBaHUSIM K COJIEP KaHUIO u IIPE/ICTaBIICHUIO
JIOKYMEHTUPOBAHHOU uHdopmanuu, U3JI0KEHHBIM B
AVA_VAN.4.1C.

AVA VAN.4.2E HcnwiTatenbHas J1abopaTopusi JOJDKHA BBIOJHUTH TTOMCK
uHdpopMaluu B OOMIEAOCTYNHBIX MCTOYHMKAX B HEJAX
WieHTH(PUKAUMT NOTEeHUHAJIBHBIX ysi3BuMocTeil B OO.

AVA VAN.4.3E VcnbiTaTenbHas 1abopaTopus TOJKHA MPOBECTH HE3aBUCUMBIN
METOAMYECKUIl aHamu3 ys3BuMocTedl OO ¢ HUCIoNb30BaHUEM
JIOKYMEHTAIIUU PYKOBOJCTB, (DYHKIIMOHATFHOW CHEIM(PUKAINH,
npoekta OO, onMcaHus apXUTEKTypbl O€30MaCHOCTH U
NPEACTABICHUS]  pealiu3alli, YTOObl  HJIEHTU(DHUIIMPOBATH
OTEHIHANIbHBIE ys3BUMOCTH B OO.

AVA_VAN.4.4E HcnertatenbHas 1abopaTopus T0KHA IPOBECTH TECTUPOBAHUE
IPOHUKHOBEHUS, OCHOBAaHHOE Ha WIACHTU(PHUIHMPOBAHHBIX
YSI3BUMOCTSIX, B HeJaaX o¢opmieHHs 3aKJIIOYEeHUs O
croiikocT OO K HanaJeHUsM, BBITOJIHAEMbIM HapyIIUTEIIEM,
o0nanarouM Y MepeHHbIM IIOTCHIIMAIOM HalaJAeHHUs.

3amMeuyaHus M0 NPUMEHEHHIO!

1. B kauecTBe OOIIEIOCTYIHBIX MCTOYHMKOB B MEPBYIO OYEpEelb AOJKHA
UCIIOJIb30BaThCs 0a3za JaHHBIX YSI3BUMOCTEM B cocTaBe OaHKa JaHHBIX YTrpo3
oe3onacnoctu unpopmainuu GCTIK Poccun.

2. TecTbl TIPOHWKHOBEHHUS MTOJDKHBI OBITh HANpPAaBIIEHBI Ha TECTHPOBAHHE
ySI3BUMOCTEM, KOTOPbIE MOTEHIIMAIBHO MOTYT OBITh MCIIOJIb30BAaHbI HAPYIIUTEIEM
1151 00X0/a, OTKITFOUEHUS WK npeoosieHus pyHkiuit 6ezomnacaoctu OO.

3. UcnpiTaTenpHas nabopatopus JOMKHA BBITIONHATH YKa3aHHbIC JCHCTBHS B
COOTBETCTBMM € TyHKTOM 14.2.4 HanumoHanpbHOro craHgapta Pocculickoit
®enepanuu ['OCT P UCO/M3K 18045 «MudopmaniionHas TeXHOJIOTHS. MeTO b
U cpenctBa obecrieueHUs: 0€30MacHOCTH. METOHOJOrusl OLIEHKH Oe30MacHOCTH
UH(GOPMAITMOHHBIX TEXHOJIOTHID).

7.2.7. TpeGoBaHusi K 00bEKTY OLICHKH, C(POPMYTHUPOBAHHBIC B ABHOM BH/I€
ALC_FPU_EXT.1 Ilpoueaypsl O0OOHOBJEHUSI NPOrPaMMHOI0O obecneyeHust
ONEPANMOHHOM CHCTEMBbI

3aBUCHUMOCTH: OTCYTCTBYIOT.

DNeMeHThI 1eUCcTBUH 3asBUTEN (pa3paboTunKa, TPOU3BOAUTEIS)

ALC_FPU_EXT.1.1D 3asaButens  (pa3pabOT4MK, MPOU3BOAUTENH)  JOJDKEH
pa3paboTaTh U peain30BaTh TeXHOJIOTHIO 00HOBIeHUsS OC
UIsl [BBIOOD: 0OHOGNEeHUe, HanpasleHHoe HAa YCMpaHeHue
yaseumocmeti OC; unoe 00OHOBIEHUe, O0KaA3bleauee
enusHue Ha  bezonachocmv  OC;  o00OHOGNeHue, He
oxazvlearowee eruanus Ha bezonacrocmos OC].
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ALC_FPU_EXT.1.2D 3asButens (pa3paOOTuuK, MPOU3BOAUTENH) JOJDKEH
pa3palboTaTh U MOANEPKUBATH PETIAMEHT OOHOBIICHUS
nporpammHoro odecrneuenust OC.

ALC_FPU_EXT.1.3D 3asButens (pa3paboT4uK, MPOU3BOIUTEIH) JTOJKEH
pa3paboTaTh M peanu30BaTh MPOIEIYPY YBEIOMIICHHUS
notpebureneit o  Beimycke  oOHoBieHuit  OC,
OCHOBaHHYIO Ha [Ha3HAUEHHE: CNOCOObl Y8eOOMACHUS).

ALC_FPU_EXT.1.4D 3asButens (pa3paOOTuuK, MPOU3BOAUTEH) JIOJDKEH

pa3zpaboTtarb U peanu3oBaTh npoLenypy
npenocTaBieHuss oOHoBieHuit mnotpedutensim  OC,
OCHOBAaHHYIO Ha [Ha3HaueHHUE: cnocoowl

npedocmasiienust 0OHOG1eHUlL).
ALC_FPU_EXT.1.5D 3agButens (pa3paboT4yuK, MPOU3BOIUTEND) JOJIKEH
pa3paboTaTh U peaanu30BaTh NPOLEAYPY NPECTaABICHUS
OOHOBJICHUN B UCHBITATEIbHYIO JIA0OPATOPHUIO TSt
MPOBEICHHUS] BHEITHETO KOHTPOJIA, OCHOBaHHYIO Ha
[Ha3HAUEHHE: CHOCOObI NPeodoCcmasienuss OOHOGIeHUU
0151 KOHmpoJisi).
DneMEeHTHI COJIEp>KaHUs U MPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEpPUAJIOB
ALC _FPU _EXT.1.1C Jloxymentanius OC pgomkHa coaepkaTh OIMCaHHE
TEXHOJIOTHH BbIITycka 0OHOoBieHHH OC.
ALC_FPU_EXT.1.2C Joxymentanuss OC AomKHA CcoIepKaTh pPErIaMeHT
ooHoBeHnst OC, BKITFOYAIOIIHI:
a) UACHTU(DUKALIMIO TUTIOB BBITYCKA€MbIX OOHOBJICHU;
0) onucaHue MPOUEAYPhl YBEIOMJICHUS] MOTpeOUTENe o
BBIITyCKE OOHOBJICHUI;
B) ONMCAHKWE MPONLEAYPhl MPEAOCTABICHUS OOHOBJICHUI
MOTPEOUTEIISIM;
T') OITUCaHUE coJiep KaHus OKCILTyaTallMOHHON
JIOKyMEHTAITUHU Ha BBIMTyCKaeMbIe OOHOBJICHHSI,;
n) [Ha3HAYCHME: UHas uHpopmayusi).
ALC_FPU_EXT.1.3C Pernament o6HoBneHusi OC momKeH mperycMaTpuBaTh
BKJIFOYCHHE B DKCIUTYyaTAllUOHHYIO JOKYMEHTAIMIO0 Ha
BBITTyCKa€Mble OOHOBJICHHWE OMNMUCAHUS CICAYIOIINX
poLenyp:
a) MPOIIEAYPHI MOTyUEHUST OOHOBIICHUS;
0) mporie1ypbl KOHTPOJIS IIETOCTHOCTH OOHOBJICHMUS;
B) TUTIOBOM MPOIIEAYPHI TECTUPOBAHUS OOHOBJICHUS;
T') POIIEAYPHl YCTAHOBKY U IPUMEHEHUSI OOHOBIICHUS;
) IPOIIEAYPHI KOHTPOJISI YCTAHOBKH OOHOBJICHHSI,;
) mporeaypsl Bepudukanuu (TMPOBEPKH) MPUMEHEHUS
OOHOBJICHUSI.
ALC_FPU_EXT.1.4C [lokymeHTaIusi MPOIEAYPHl TPEACTABICHHUS OOHOBIICHUN
JUTSI TIPOBEJICHUSI BHEIITHETO KOHTPOJIS TOJDKHA COACPIKATH:
a) ONMMCaHWe TPOIEAYpPhl TMPEAOCTABICHUS OOHOBIICHUN
JUTSI BHEIITHETO KOHTPOJIS;
0) TpeOOBaHMST K TPEJOCTABICHUIO W  COJECPKAHUIO
METO/IMKH TECTUPOBAHKS OOHOBJICHUS 3aIBUTEIIEM;
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B) TpeOOBaHUA K OG(OPMICHUIO U MPEJOCTABICHHUIO
PE3yIbTATOB TECTUPOBAHUS OOHOBJICHUS 3aBUTEIIEM;
r) [Ha3HaueHue: uHasi uHpopMarus|.
DneMeHTHI IeHCTBUM UCTIBITATEIbHOU JabopaTopun
ALC_FPU_EXT.1.1E UcneiTatenbHas 1adopaTtopusi J0JDKHA MOATBEPAUThH, YTO
uHopMaIus,  TPEACTABICHHAs  3asgBUTEIEM B
JOKYMEHTUPOBAHHBIX  MaTephaliaX, YJIOBJIETBOPSET
BCEM TPEOOBAHUSAM K COJIEPKAHUIO U MPEJCTABICHUIO
JOKYMEHTHUPOBAHHBIX MAaTE€pUAJIOB, U3JIOKEHHBIM B
ALC_FPU_EXT.1.1C - ALC_FPU_EXT.1.4C.
ALC_FPU_EXT.1.2E VcnsiTaTenbHas 1a0opaTopusi TOJDKHA MPOBEPUTH, UYTO
mpoleaypa  MPEACTaBICHUS ~ OOHOBIICHUM IS
MPOBEJICHUSI ~ BHEIIHETo KOHTpPOJISI ~ TO3BOJISIET
OpraHU30BaTh U MPOBOJAUTH WX BHEIIHUN KOHTPOJIb.
3aMeuaHnsi M0 NPUMEHEHHIO: B KaU€CTBE TUIIOB OOHOBJICHUHN paccMaTpUBAIOTCS:
OOHOBJICHMSI, HAIIPaBJICHHbIC HA ycTpaHeHue ys3pumocTtei OO; nHbie 0OHOBJICHMUS,
OKa3bIBaIOIIME BiMsHUE Ha Oe3omacHocTh OQO; OOHOBJIEHUS, HE OKa3bIBAIOIIME
BIUsiHUA Ha 6e3onacHocTh OO.

AMA SIA EXT.3 AHaau3 BJUSIHUA  OOHOBJIeHMH Ha  0e30MacHOCTh

onepanoHHbIE CHCTEMbI

3aBucumoctu: ALC FPU_EXT.1 IIpouemypsl OOHOBJICHUS IIPOTPAMMHOTO

obecrieueHus ONePaMOHHON CUCTEMBI.

DNeMEeHThI IeUCTBUI 3asBUTENA (pa3paboTUMKa, TPOU3BOAUTEIS)

AMA_SIA EXT.3.1D 3asutens (pa3paOOTuuK, TPOU3BOAMUTENH)  JIOJDKCH
MPEJACTaBUTh MaTepualibl aHajiu3a BIUSHUS OOHOBJICHUMN
Ha 6e3onacHocTh OC.

DJIIEeMEHTHI COZIeP KaHMsI M TIPECTaBICHUS JOKYMEHTHPOBAHHBIX MaTepUAJIOB

AMA_SIA EXT.3.1C Marepuansl  aHanw3a  BIWSHWS ~ OOHOBJIEHWUH  Ha
6e3onacHocTh OC MOKHBI COJIEPKATh KPATKOE OMUCAHUE
BIMSHHSI OOHOBJIECHHM Ha 3aJaHHe II0 OEe30IIacHOCTH,
peasm3anni OC QPYHKIHOHAJIBHBIX BO3MOYKHOCTE
WIM JIOTHYECKO€ OOOCHOBAaHHME OTCYTCTBUSI  TaKOTO
BIIUSIHUS, NOATBEP:KAeHHEe YCTPaHEeHHUsl YSA3BHMOCTH
(ya3BUMOCTEI), HAa YCTPaHEHHEe KOTOpPOil (KOTOPBIX)
HANpPaBJieH  BBINYCK  JaHHbIX  OOHOBJIEHMHA U
HeBHeceHMs UHbIX ysa3BuMocreii B OC.

AMA _SIA EXT.3.2C Marepuansl  aHajau3a  BIUWSHUS ~ OOHOBJIGHMM  Ha
oe3zomacHocTh OC 18 OOHOBJICHMM, BIIMSIONIMX Ha
0e30MacHOCTh, JOJDKHBI HMACHTU(PUUUPOBATH (YHKUIUU
oe3onacHoct M KoMnoHeHThl OC, Ha KOTOpbIE BIIHSET
JTAaHHOE OOHOBJICHUE.

DneMeHTHI IeWCTBHUIM UCTIBITATEIHHON TabopaToOpun

AMA_SIA EXT.3.1E HcnwiTatenbHast gabopaTopusi TOJDKHA MOATBEPAUTH, YTO
npeacTaBlieHHass WH(OpMAaIus  yIOBJICTBOPSET BCEM
TpeOOBaHUSIM K  COJIEPKAHUI0O H  TPEJICTABICHUIO
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JTIOKyMEHTUPOBAHHBIX ~ MATEPHAIOB, HW3JI0O)KCHHBIM B
AMA SIA EXT.3.1C, AMA SIA EXT.3.2C.

AMA_SIA EXT.3.2E HcnwiTatenbHass JabopaTopusi JIOJDKHA — TTOATBEPIUTH
BIIUSHUE  (OTCYTCTBHE  BJIMSHUSA) OOHOBJICHUH  Ha
oe3omacnocts OC.

AMA_SIA_EXT.6 AHaau3 BJMSIHMS BHEIIHUX MOJAYJIeil ypOBHA sapa Ha
0€30MaCHOCTD ONEPAIUOHHON CHCTEMBbI

3aBUCUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IeHcTBUM 3asBUTeENs (pa3paboTunKa, TPOU3BOIUTEIS)

AMA _SIA EXT.6.1D PaspabGoruuk (3asBUTEIb, MPOU3BOIUTEIL)  JOJDKEH
NPENOCTaBIsATh B HCHBITATENbHYIO  J1ab0paTOpHIo
MaTepualbl aHallu3a BIWSHUS MOAYJIEH YpOBHS sijipa Ha
6e3onacHocth OC W KOMIUIEKT HIECHTU(OUIIMPOBAHHBIX
(mpoMapKHUpOBaHHBIX) BHEITHUX MOJYJIEH YPOBHS sJIpa.

DneMEeHTHI COIEp>KaHus U MPEACTABICHUS IOKYMEHTUPOBAHHBIX MaTEPHAIIOB

AMA_SIA _EXT.6.1C Marepuainbl aHaiu3a BIUSHUS BHEIIHUX MOAYJIEH YpOBHS
aapa Ha OezonacHocTh OC MOMKHBI COAEpPKATh KpPaTKOe
ONMCAaHWE BIUSHUS MOJYJIEH YpOBHSA sijipa Ha 3a/laHUE T10
oeszomacHoctn U GyHKIuu Oe3zomacHoctn  OC  wim
coJiepKaTh JIOTHYECKOE OOOCHOBAHHME OTCYTCTBHUSI TaKOIO
BITUSTHUSAL.

AMA_SIA_EXT.6.2C Marepuainsl aHani3a BAUSIHUS BHEITHUX MOIYJEH YPOBHS
anpa OoC Ha 0€e30MacHOCTh oC JIOJKHBI
UJEHTU(PUITUPOBATH byHKIIIH 0e30macHOCTH u
KOMIIOHEHTHI ~ ONEPAIlMOHHOW CHCTEMBI, Ha KOTOpPBIE
BIIUSIIOT BHEITHHE MOJYJIM YPOBHS sizipa.

DNIeMEHTHI IEUCTBUI UCIBITATEIBHOM JJabopaTopuu

AMA_SIA EXT.6.1E HcnoeiTatenbHas gadopaTopusi TOJDKHA MOATBEPANUTH, YTO
npe/CcTaBiICHHAas HMHQPOpPMAIMS  yAOBIETBOPSET BCEM
TpeOOBaHUSIM K  COACPKAHMIO M TPEACTABIICHUIO
JTIOKyMEHTHUPOBAHHBIX MaTepHuaoB, U3JI0KCHHBIM
B AMA_SIA EXT.6.1C, AMA_SIA EXT.6.2C.

AMA SIA EXT.6.2E HcnweitaTtensHas Js1abopaTopusi JOMKHA  IMOATBEPIUTH
BIUSHAC (OTCYTCTBHE BIMSHHUS) BHCIIHHX MOJYJICH
ypoBHS s7ipa Ha 6e3omacHocTh OC.

AVA CCA_EXT.1 Anaau3 cKkpbITbIX KAHAJIOB

3aBucumoct: AVA_VAN.4 Metonnueckuii aHaJIU3 ysI3BUMOCTEH;
ADV_FSP.2 Jleranuzanius ~ BompocoB  0O€30MAacHOCTH B
GYHKIIMOHATBFHOM CTIeTIM(UKAIINH;
ADV_IMP.2 TTonnoe 0TOOpaKeHUe peACTaBICHUS
peanu3aiuu GyHKIHA 0€30MaCHOCTH 00BEKTA OIICHKH;
AGD_OPE.1 PykoBoACTBO MOJIL30BATENS IO IKCIUTYaTaIlUN;
AGD_PRE.1 lToaroroBuTeabHbIE TPOLIEAYPHI;
[FDP_ACC.1 OrpanudeHHOE yIIpaBJICHUE JOCTYIIOM KN
FDP_IFC.1 OrpannienHoe  ympapieHue — WH(POpMAIMOHHBIMU
MOTOKaMHu, WK
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FPR_UNO.1 CkpbITHOCTB].

DOneMeHTHI IelCcTBUM 3asBUTENS (pa3pabOTYHKa, TPOU3BOIATEIS)

AVA_CCA_EXT.1.1D 3asButens (pa3paOOoT4MK, TPOU3BOAMUTEND) IOJIKEH
MIPOBECTH TMOUCK CKPBITHIX KAHAJIOB JJI PEAM3yeMbIX
OC noaumuk __ynpaenenus _oocmynom, [BbIOOD:
ROIUMUKYU YIPABIEHUS UHDOPMAYUOHHBIMU NOMOKAMU,
OocpaHudeHus no  HaOAOeHUur  3a  OelcmeusMu
noavzoeameneu OC,; [HazHaueHue. uHvle NOJUMUKU UTU
oepanuyenusi], nem].

AVA_CCA_EXT.1.2D 3asButens  (pa3pabOTyuK, TPOU3BOAWUTENH)  JIOJDKCH
MPEACTaBUTh JIOKYMCHTAIMIO 10 aHAJIM3y CKPBITHIX
KaHaJOB.

DNEeMEHTHI COACPKaHUS U TTPEACTABICHHS TOKYMEHTHPOBAHHBIX MaTEPHAIIOB

AVA CCA _EXT.1.1C B noxkymMeHTaluu TIO aHAIU3y CKPBITHIX KaHaJOB
JOJDKHBI OBITh MACHTH(HUITUPOBAHBI CKPHITHIC KaHAIBI 1
COJIEPKATHCS OLIEHKA WX MPOITYCKHOM CTIOCOOHOCTH.

AVA_CCA_EXT.1.2C JlokyMeHTanusI TI0 aHAJU3y CKPBHITHIX KaHAJIOB JOJHKHA
COJZIEpKaTh OMHUCAaHUE TPOIEAYP, UCIOIB30BAHHBIX IS
BBEIHECEHUS 3aKIIOUCHHUSI O CYIIECTBOBAHHM CKPBITHIX
KaHAJIOB, U UH(POPMAIINIO, HEOOXOAUMYIO JJII aHaJIHU3a
CKPBITBIX KaHAJIOB.

AVA_CCA_EXT.1.3C JlokyMeHTalnusl TI0 aHAM3y CKPBITHIX KAHAJIOB JOJIKHA
COJEpKaTh OIKCaHue BCEX MIPEATNOI0KEHUN
(6bpIcTpOACHCTBHE mporieccopa, CHUCTEMHas
KoH(purypamusi, o0beM mamsATH U (WIKM) HHBIX),
C/ICJIaHHBIX MPU aHATN3€ CKPBITHIX KAHAJIOB.

AVA_CCA_EXT.1.4C JlokyMeHTalusl TI0 aHAU3Y CKPBITHIX KAHAJIOB JOJIKHA
collepKaTh OMUCAHUE METOJa, MCIIOJIH30BAHHOTO JIJIs
OIICHKM TPOMYCKHOM CIOCOOHOCTM  KaHajma ISt
HauboJiee OMacHOro CLeHapusl.

AVA_CCA_EXT.1.5C JlokyMeHTalusl IO aHAM3Y CKPBITHIX KaHAJIOB JOJIKHA
COJIEpKaTh OIMHCaHWE HamboJee OMacHOro CIEHAPHS
UCIIOJIB30BAHUS  KaXIOTO  HUASHTU(OUIIMPOBAHHOTO
CKPBITOTO KaHAaJIA.

DJNIEeMEHTHI IeUCTBUI UCTIBITATENbHOM J1abOpaToOpuu

AVA_CCA_EXT.1.1E HUcneiTatenbHas na0opaTtopusi OOJKHA MNOATBEPAUTH,
910 WH(pOpPMAIHs, TIPEJICTABIICHHAS 3asBUTCICM B
JOKYMEHTUPOBAHHBIX ~ Marepuanax, YIAOBJICTBOPSET
BCEM TPEOOBAHUSIM K COJEPIKAHUIO WU TPEICTABICHHUIO
JIOKYMEHTUPOBAHHBIX MaTepUajoOB, W3JIO)KCHHBIM B
AVA CCA EXT.1.1C- AVA CCA EXT.1.5C.

AVA_CCA_EXT.1.2E HUcneiTatenbHas n1a00opaTopusi JOJDKHA MOATBEPAUTH,
9TO  pe3yabTaThl  aHAIM3a  CKPBITHIX  KaHAJOB,

BBIIIOJIHEHHOTO 3asIBUTEIEM (pa3paboTunKOM,
IIPOU3BOIUTEIIEM), CBUJIETEIBCTBYIOT 00
YAOBJIETBOPEHUN oC COOTBETCTBYIOIINX

(GyHKIIMOHAMBHBIX ~ TpeOoBaHUN (MO  YIPaBJICHUIO
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UH(GOPMAIMOHHBIMU MIOTOKaMH, YIPABJIECHUIO
JIOCTYTIOM, TMPENOTBPALEHUIO HAONIIOJEHUS OJHUM
MOJIb30BATENIEM 3a JIEWCTBHEM APYTrOro MOJb30BaTels,
NPETOTBPALICHUIO HCIOJIb30BaHUA HH(POPMAIIMOHHBIX
NOTOKOB UL PacnupoOCTPaHEHUs  Hepa3pelIeHHBIX
UH(GOPMAITMOHHBIX CUTHAJIOB, KOHTPOJIIO U
OTPAHUYEHUIO CKPBITHIX KAaHAJIOB U (WJIM) UHBIX).

AVA_CCA_EXT.1.3E UcnsiTaTtenbHast J1abopaTopusi JOJKHA TOATBEPIUTH
MPaBUJILHOCTh PE3yJbTATOB aHAJIN3a CKPBITHIX KaHAJIOB,
BBITIOJIHEHHOTO 3asiBUTEIIEM (pa3paboTUUKOB,
MIPOU3BOIUTEIIEM).

3aMeuyaHusi M0 NPUMEHEHHIO!

1. Ilouck CKpBITBIX KaHAJOB (HEpa3pelIeHHbIX UH(POPMAILIMOHHBIX TOTOKOB)
IPOBOJUTCS ISl TUIIOB CKPBITBIX KaHAJIOB, OINPEACICHHBIX B HAIIMOHAJIHLHOM
cragpapre ['OCT P 53113.1 —2008 «MHpopmanmoHHass TEXHONOTHUS. 3aluTa
MH()OPMAIIMOHHBIX TEXHOJOTMH M aBTOMAaTHU3UPOBAHHBIX CHUCTEM OT YIpO3
MH()OPMAIIMOHHOW O€30MacHOCTH, PEATU3yEMBIX C HCIOIb30BAHUEM CKPBITHIX
kaHasioB. YacTe 1. OO1ue Nog0KeHus» ¢ y4eTOM PEKOMEHAALMMI, N3JI0)KEHHBIX B
HanmoHaneHOM ctaHpapre ['OCT P 53113.2 —2009 «udopmanronnas
TEXHOJIOTHS. 3amuTa WH()OPMAIMOHHBIX TEXHOJOTMA M aBTOMATU3UPOBAHHBIX
CUCTEM OT Yrpo3 HH(QOPMAIMOHHOM  O€30MaCHOCTH, pEATU3yeMbIX C
UCITOJIb30BAaHUEM CKpPBITBIX KaHaoB. YacTte 2. PekomeHmanuu 1o opraHu3aiuu
3alUThl UHPOpMAIMK, UHPOPMAIMOHHBIX TEXHOJIOTMA M aBTOMAaTU3UPOBAHHBIX
CUCTEM OT aTaK C MCIHOJIb30BAHUEM CKPBITBIX KAHAJIOB», M IOTEHLHAJA
HapYLIUTES.

2. JIns  mpenoTBpalleHHs]  BO3SHUKHOBEHHMSI  CKPBITBIX ~ KaHalOB B
MH(QOPMAIIMOHHBIX CHCTEMax (aBTOMATH3UPOBAHHBIX CHUCTEMaxX YIpPaBJICHUsN),
cBsi3aHHBIX ¢ npuMeHeHrueM OO, 11 BCEX BBISIBICHHBIX CKPBIThIX KaHaioB B OO
(MpeanochIOK BO3HUKHOBEHHUS CKPBITBIX KaHaJOB) C YYE€TOM pPEKOMEHJAIuH,
U3IIOKEHHBIX B HamuoHasbHOM  craHmapre [OCT P 53113.2 — 2009
«MHpopManiMoHHass TeXHONOrus. 3amura WH(OPMAIMOHHBIX TEXHOJOTUHA H
aBTOMATU3UPOBAHHBIX CUCTEM OT YIrpo3 HH(POPMAUMOHHON O€30MacHOCTH,
peaan3yeMbIX C MCIOJIb30BAHUEM CKPBITHIX KaHaloB. YacTh 2. PekoMenanuu no
OpraHM3alMyi  3alUThl  HUHPOpMAIMK, WH(GOPMAIMOHHBIX TEXHOJOTHA H
aBTOMATU3UPOBAHHBIX CHCTEM OT aTAK C HUCIOJIb30BAHUEM CKPBITBIX KaHAJIOBY», U
NOTEHIMala HAPYIIUTENS TOJKHBI OBITh MPEAYCMOTPEHBI M BKJIIOUEHBI B 3aJJaHUE
1o 6€30MacHOCTH:

COOTBETCTBYIOIINE 11T i cpeabl pyHkuuonupoanust OO u (win);
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(GyHKIIMOHATIbHBIE TpeOoBaHMS O€30MaCHOCTH, BBIPAKEHHBIE Ha OCHOBE
KOMIIOHEHTOB TpeOOBaHMIi U3 HAIIMOHATIBHOTO cTaHaapTa Poccuiickoit deneparuu
'OCT P UCO/M3K 15408-2-2013 «Hudpopmanmonnasi TexHojorus. MeToasl u
cpeactBa oOecneueHust Oe3zomacHocTd. Kpurepun omeHku 0e30MacHOCTH
UHPOPMALIMOHHBIX TexHonorud. Yacte 2. DyHKIHMOHAIBHBIE KOMIIOHEHTHI
oezonmachoctn»  (FDP_IFF.3-6  w (unu) wHBIX) ® (WIM)  CHEHHATbHBIX
(pacIIUpeHHBIX) KOMIIOHEHTOB, M OIKCAaHHE COOTBETCTBYIOIIMX MEXaHHU3MOB,
ucnonpzyemblx OO ¢ 1Lelabl0 OrpaHUYEHUs, MOHUTOPUHIA, TIOJHOTO WM
YaCTUYHOTO YCTPAHEHUS! CKPBITHIX KaHAJIOB (HEpa3pelIeHHBIX WHPOPMAIMOHHBIX
ITOTOKOB).

7.3. O6bocHOBaHue TpeboBaHUN 6e30NacHOCTU

7.3.1. O6ocHOBaHHeE TPeOOBAHUIT 0€30MACHOCTH 151 00bEKTA OlleHKH
7.3.1.1. O6ocHoBaHMe (PYHKIMOHAJBHBIX TPEOOBAHNI 0€30MIACHOCTH 00BEKTA
OllEHKH

B Tabmnuiie 7.5 npencraBiieHO oToOpaxkeHue GyHKIIMOHATBHBIX TpeOOBaHUM
6e3onacHocTu Ha 1enu 6e3omacHoctu st OO.

Tabmmma 7.5 — Orobpakenne (QyHKIMOHAIBHBIX TpeOOBaHMII OGE30MACHOCTH HA LIEIH

0€30I1aCHOCTH
| Y R F| R @
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= = (=] (=] (=] (=]
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= = = = = =
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(=] (=] (=) (=) (=) (=)
-] wa e e e e
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FAU_GEN.1 X

FAU_SEL.1 X

FAU_SAR.1 X

FAU _STG.1 X

FAU_STG.3 X

FAU STG.4 X

FDP_ACC.1(1) X

FDP_ACC.1(2) X

FDP_ACF.1(1) X

FDP_ACF.1(2) X

FDP_RSP_EXT.3 X

FIA IFD EXT.1 | X

FIA UAU.2 X

FIA UID.2 X

FMT_MOF.1 X X

FMT_MSA.1(1) X X

FMT_MSA.1(2) X X

FMT_MTD.1 X X

FMT_SMF.1 X

FMT_SMR.1 X

FPT_APW EXT.1 X

FPT MTR EXT.1] | X

FPT_STM.1 X
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Bxuirouenne ykasaHHbIX B Tabmuie 7.5 (yHKIIMOHAIBHBIX TpeOOBaHUIA
oesomacioctu OO B [I3 ompenensercs TpebGoBanusimu  0e30MacHOCTH
UHpOpMaIlMU K OINEpallMOHHBIM CHUCTEMaM, yTBepKIAeHHbIMU mpukazom OCTOK
Poccun ot 19 aBrycra 2016 r. Ne 119.

FAU_GEN.1 I'enepanusi JaHHBIX ay1uTa

Bremonunenne — TpeOoBaHUT ~ aHHOTO  KOMIIOHEHTa  00OecreduBaeT
BO3MOXXHOCTh PETUCTPAllMd BO3HUKHOBEHHUS BCEX COOBITHI, CBSI3aHHBIX C
BbIMOJHeHHEeM  (yHkumit  6e3omacHoct  OC, a Takke BO3MOXHOCTH
MOJTHOTEKCTOBOM 3aIllMCH MPHUBHJICTUPOBAHHBIX KOMaH (KOMaH, YMPaBJISIOLINX
CHUCTEMHBIMHU (YHKIHSIMH). PaccMaTprBaeMblil KOMIIOHEHT COTIOCTaBJICH C IEbIO
Leab 0e30macHOCTH-5 U CITIOCOOCTBYET €€ TIOCTHIKEHHUIO.

FAU_SAR.1 IIpocMoTp ayaura

Boinonnenne  TpeboOBaHMN  JAHHOTO  KOMIIOHEHTa  OOecleuuBaeT
BO3MOYKHOCTb IpeaocTaBiieHus agMuHuctparopy OC Bcelh nHGopMalu ayauTa B
MOHATHOM JUIsl HEero Buje. PaccMarpuBaeMblil KOMIIOHEHT COIIOCTABJIEH C LIEJIBIO
Hean 6e30macHOCTH-S U CITIOCOOCTBYET €€ JOCTUKEHUIO.

FAU_SEL.1 U306upaTte/bHblil ayaguT

Boinonnenne  TpeOoBaHUW ~ JAHHOTO  KOMIIOHEHTa  00O€CleYyuBaeT
BO3MOKHOCTh BBIOOpA COBOKYIMHOCTH COOBITUMN, TOJBEPTralolIuXcs ayauTy, W3
COBOKYITHOCTHU COOBITHH, MOTEHIUAIIBHO MOABEPracMbIX ayuTy.
PaccmaTpuBaemblii KOMIIOHEHT comocTaBieH ¢ 1enpio Lleab 0e3omacHocTH-5 U
CIIOCOOCTBYET €€ TOCTUKECHHUIO.

FAU_STG.1 3amuiienHoe XxpaHeHne )KypHaJia ayJauTa

Boimonnenne  TpeOoBaHWMW ~ JAHHOTO ~ KOMIIOHEHTa  00OeCleunBaeT
BO3MOYKHOCTh 3alllMThl XPAaHUMBIX 3allMCeW ayauTa OT HECAHKIIMOHUPOBAHHOTO
yAaJIeHUs ¥ TpeI0TBpalleHrue Moau(uKauy 3amnuceii ayaura. PaccmaTtpuBaeMblii
KOMIIOHEHT comocTaBjieH ¢ 1enpio Ileab Oe3omacHocTH-5 U crocoOCTByeT ee
JIOCTUKEHUIO.

FAU_STG.3 leiicTBus B ciiy4ae BO3MOKHOM MOTEPH TAHHBIX ayUTa

Boinonnenne  TpeOOBaHMM ~ JAHHOTO ~ KOMIIOHEHTa  00OecleyuBaeT
BO3MOXXHOCTh 3alllUTBhI JKypHaja peructpanuu cooObituii O6e3omacHoctn OC ot
nepenojHeHus. PaccMaTpuBaeMblii KOMIIOHEHT corocTaBieH ¢ 1enbio Iean
0e30MacHOCTH-5 U CIOCOOCTBYET €€ JOCTUKEHHUIO.

FAU_STG.4 lIpenorBpamnieHue noTepu JaHHbIX ayIUTa

Boinonnenne  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  00OecreyuBaeT
BO3MOYKHOCTh TIPEIOTBPAIICHHUS IMOTEPH JAHHBIX ayAuTa TpPH TEPErOJHCHUN
KypHaia peructpanuu coObituit  Oe3omacHoctu  OC. PaccmaTpuBaemblii
KOMIIOHEHT comocTtaBiieH ¢ uenpio Ileab 0Ge3omacHocTH-5 1M crocoOCTByeT ee
JTOCTHKEHHUIO.
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FDP_ACC.1(1) OrpannyeHHoe ynpaBjieHUe T0CTYIOM

Boimonnenne  tpeboBaHMN  JAAHHOTO  KOMIIOHEHTa  OOecreunBaeT
BO3MOYKHOCTb 33JJaHUS MTOJIUTHKU JUCKPELUMOHHOTO METO/1a YIPABIICHUS TOCTYIIOM
JUIsL OTIPEIENIEHHOrO0 MOJMHOXKECTBA (CIMCKa, YHUClia) ONEepalui, BBITOJIHIEMBIX
CyObeKTaMH JOCTyNa MO OTHOLIEHUI0 K oOBeKTaM JocTyna. PaccmaTpuBaeMslii
KOMIIOHEHT comocTaBieH ¢ uenbio Lleap Oe3omacHocTH-2 U COCOOCTBYET €€
JOCTHKEHHUIO.

FDP_ACC.1(2) OrpannyenHoe ynpaBJjeHHe J0CTYIIOM

Boimonnenne  TpebGoBaHMN  JTAHHOTO  KOMIIOHEHTa  OOecreunBaeT
BO3MOYKHOCTh 33JIaHHs MOJUTUKH POJEBOr0 METOJA YNPAaBICHUS JOCTYIOM IS
OMPENICICHHOTO TOJAMHOKECTBA (CIUCKA, YHCiIa) OINepaluii, BbINOIHIEMbBIX
CyObEeKTaMH JOCTyNa MO OTHOLIEHUI0 K oObeKTaM naocTymna. PaccmarpuBaemblit
KOMIIOHEHT comocTaBieH ¢ uenbto Lleab Oe3omacHocTH-2 U COcOOCTBYET €€
JOCTHKEHHUIO.

FDP_ACF.1(1) YmnpaBiieHue A0CTYNOM, OCHOBAHHO€ Ha AaTpUOyTax
0e30MacHOCTH (IMCKPEIMOHHOE YIIpaBJieHHe 10cTynoM k oobekram OC)

Beinonnenne  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  OOecleunBaeT
BO3MOXKHOCTB OCYIIECTBIICHUSI YIIPaBICHHUS JOCTYNOM K o0bekTam goctyna OC Ha
OCHOBE CIHCKOB YIIPABIICHHS JOCTYIIOM WJIM MATPHIIBI YIIPABICHUS ITOCTYIIOM.
PaccmaTpuBaeMblii KOMIIOHEHT comocTaBieH ¢ nenpio Lleas 6e3omacHocTu-2 u
CIIOCOOCTBYET €€ IOCTHXKEHHIO.

FDP_ACF.1(2) ¥YmnpaBjieHue a0CTYNIOM, OCHOBAaHHO€ Ha aTpUOyTax
0e3omacHocTH (poJieBoe ynpaBJieHHe J0cTynoM K oobekTtam OC)

Boinonnenne  TpeOOBaHMM ~ JAHHOTO  KOMIIOHEHTa  00O€CIeYMBaET
BO3MOXHOCTh ocylecTBieHus: B OC MOJMTUKHU POJEBOTO YIPAaBICHUS JOCTYIIOM
JUISL OTIPE/ICNIEHHOTO TOJIMHOXECTBA (CHMCKa, YMCIa) Omepaluil, BBINOIHSIEMBIX
cyOBeKTaMH JOCTyla MO OTHOIIEHHIO K 00beKTaMm JocTymna. PaccmaTpuBaeMblii
KOMIIOHEHT comocTaBieH ¢ 1enbio Lleab 0e3omacHocTH-2 U CcOcOOCTBYET ee
JOCTHKEHHUIO.

FDP_RSP_EXT.3 Orpanuyenue AOCTYMNA M0JIb30BaTeJIsl K
HHTEPAKTUBHBIM HHTEpP(ercam onepaMOHHOA CUCTEMbI

Boinonnenne  TpeOoBaHMM ~ JAAHHOTO  KOMIIOHEHTa  OOECHe4MBaeT
BO3MO>KHOCTbh HMCKJIIOYEHHUSI HEMOCPEACTBEHHOTO B3aMMOJICUCTBUS MOJIb30BATEIEH
NPUKIAAHOTO MPOTPAMMHOIO  OOECHeYeHHs] C  ONEpPalMOHHOW  CHCTEMOM.
PaccmarpuBaemblii KOMIOHEHT comnocTaBieH ¢ 1enbio Lleab Oe3omacHocTH-6 U
CIIOCOOCTBYET €€ TOCTHXKECHHUIO.

FIA_UAU.2 AytenTudurkamnus 10 Jr00bIX 1eiicTBUH M0J1b30BaTeIA

Brimonnenne  TpeGoBaHWMW ~ JAHHOTO ~ KOMIIOHEHTa  00OecleunBaeT
ayTeHTU(UKaLM0 CcyOBeKTa JOCTyNna [0 BBIMOJHEHUS JIOObIX JEHCTBHM 110
noctyny B MC wnu mpuBUIETUPOBAHHOTO CyOBEKTa JOCTYIMa IO BBIMOJIHEHUS
neiicteuil o ymnpasieHuto OC. PaccmarpuBaeMblii KOMIIOHEHT COIOCTABJIEH C
uensto Hean 6e3omacHocTu-1 u cnocoOCTBYET €€ T0CTUKEHUIO.
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FIA_UID.2 UnenTudgukanus 10 J0ObIX AeiicTBUI MOJIb30BaTE/s

Boimonnenne — TpeboBaHMN  JAHHOTO ~ KOMIIOHEHTa  OOecreunBaeT
UACHTUDUKANIO CyOBEKTa JOCTyNa 10 BBITOJHEHHUS OCHOBHBIX JICHCTBUH 110
noctyny B MIC wiM mpUBUIETHPOBAHHOIO CyOBEKTa JOCTyMHa 10 BBIMOJIHEHUS
neiictBuil o ympasieHuto OC. PaccmaTpuBaeMblii KOMIIOHEHT COIOCTABJICH C
nensto Heab 6e3o0macHocTU-1 1 CrIOCOOCTBYET €€ TOCTHKEHHUIO.

FIA_IFD_EXT.1 Unentudukanus cyd0beKTOB 10CTYNA N0 GUIHIECKUM
ycTpoiicTBaM

Boimonnenne  TpebGoBaHMN  JTAHHOTO  KOMIIOHEHTa  OOecreunBaeT
uAeHTU(UKAIMIO  CyOBEKTOB  JOCTynma 10  (U3MYECKUM  YCTPOWCTBaM.
PaccmarpuBaemblii KOMIIOHEHT comnocTaBieH ¢ ueipio Lleab 0e3omacHocTu-1 u
CIIOCOOCTBYET €€ JOCTHKEHHUIO.

FMT_SMF.1 Cnenndurkanus gyHkumii ynpasjieHus

Breimmonnenue TpeGoBaHM JAHHOTO KOMIIOHEHTAa OOECIEUMBAET HAJIUYHE Y
OC, kak MUHUMYM, (YHKIHMI YNpaBlieHWS pPEKUMOM BBINOJIHEHUS (QYHKIUI
oezonmacHoctT u (PyHkumit ynpabienus aaHHbiIMH DBO. PaccmatpuBaeMblit
KOMIIOHEHT comnocTtaBiieH ¢ uenpto Ieab 0OesomacHocTn-4 u crnocoOCTByeT ee
JOCTUKEHHUIO.

FMT_MOF.1 YnpaBienune PeKUMOM BbINOJTHEHHUS bynxumi
0e30macHOCTH

Brinonnenne TpeOoBaHUN TaHHOTO KOMITOHEHTA 00ECTICUMBAET pa3peIicHue
®bO na momudukanuio pexxuma BbiosHeHUs (QyHkimit OC aaAMUHUCTPATOPY.
PaccmarpuBaeMblii KOMITOHEHT comocTaBieH ¢ meinsmu Lleab Ge3omacHocTH-2,
ean 0e3onmacHoCTH-4 U CITOCOOCTBYET UX JOCTHXKEHUIO.

FMT_MSA.1(1) YupaBjieHue aTpudyTaMmu 6€30NMacHOCTH

Beimonnenne  TpeOoBaHWUM  JAHHOTO  KOMIIOHEHTa  o0ecreyuBaeT
BO3MOYKHOCTh MOAUGUIIMPOBATh aTpUOYTHI 0€30MAaCHOCTH B MpaBUjIaX MOJUTUKH
JTUCKPEITMOHHOTO VOpaBJICHUS  JOCTYIIOM  TOJBKO aIMUHHUCTPATOPY.
PaccmarpuBaemblii KOMITOHEHT comocTaBieH ¢ meinsmu Lleab 6e3omacHocTH-2,
eab 0e3onmacHOCTH-4 1 CITOCOOCTBYET UX JOCTHXKCHUIO.

FMT_MSA.1(2) YupaBJjienue aTpudyTamMmu 6e30NMacHOCTH

Boimonnenne  TpeOoBaHMM ~ JAAHHOTO  KOMIIOHEHTa  OOECHe4HMBaceT
BO3MOXXHOCTh MOAUGUIIMPOBATh aTPpUOYTHI 0€30MAaCHOCTH B MpaBUjIaX MOJUTUKH
pOJIEBOTO YIpaBIEHUS JOCTYIIOM TOJIBKO aJIMUHHUCTpaTopy. PaccmarpuBaembiii
KOMIIOHEHT comnocTaniieH ¢ neinsmu Lleab 6e3onacHocTu-2, Ileqb 6e30macHoCTH-
4 1 criocOOCTBYET UX TOCTUKEHHUIO.
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FMT_MTD.1 Ynpasaenune 1anHbIMU pyHKIUI 0€301IACHOCTH

Boimonnenne  TpeGoBaHUM = aHHOTO  KOMIIOHEHTa  MPEIOCTaBIISET
BO3MOXKHOCTh 3ampoca M JA00aBieHUs NaHHBIX KoMmoHeHTOB OC M maHHBIX
ayauTa, 3ampoca U Moaupukanuu Bcex npouux JaHHeIX OC, a Takke BHECEHUS
HOBBIX TIPaBUJ KOHTPOJIA, TOJIBKO aJMUHHUCTpaTopy. PaccmarpuBaemslii
KOMIIOHEHT conocTtasiieH ¢ 1ensmu Lean 0e3onacnocru-1, Lears 0e3onmacnocTu-
4 1 criocoOCTBYET UX JTIOCTUKEHUIO.

FMT_SMR.1 Poau 6e3onacHocT

Bremonnenne — TpeOoBaHUl ~ aHHOTO  KOMIIOHEHTa  00OecreduBaeT
nojepkaHue posed 0e30macHOCTM M HMX accouuanuu. PaccMaTtpuBaeMblit
KOMIIOHEHT corocTaBieH ¢ 1enbio Lleab Oe3omacHocTH-4 U CHOCOOCTBYET ee
JOCTHKEHHUIO.

FPT_MTR_EXT.1 Mouutop odpameHnuii

Belmonnenne  TpeOOBaHMM ~ JAAHHOTO  KOMIIOHEHTa  OOECIeYHMBAaET
NOCTOSIHHBI KOHTPOJIb OOpallleHuid CyOBEKTOB JOCTyNa K OOBEKTaM JOCTyIa,
IIPOBEPKY MPAaBOMOYHOCTH OOpallleHHid B COOTBETCTBUU C YCTAHOBJIEHHBIMU
IIOJIMTUKAMU U IPABUJIAMU YIIPABICHUS JOCTYIIOM. PaccmaTpuBaeMblii KOMIIOHEHT
corocTasiieH ¢ 1einbio Leab 0e3omacHocTH-2 U CIOCOOCTBYET €€ JOCTUKEHHUIO.

FPT_APW_EXT.1 3amura XpaHUMOil ayTeHTH(PUKAIMOHHOI
uHpopMauuu

BelmonHenne  TpeOOBaHMM ~ JAAHHOTO  KOMIIOHEHTa  OOECIe4HMBaET
BO3MOKHOCTh NPEeIOTBpPAlICHUs]  XpaHEHUs U YTEHUS XpaHUMOU

ayTeHTU(PUKAMOHHON WHGOpMAIlMK B OTKPHITOM BHUAE. PaccMarpuBaemblit
KOMIIOHEHT comocTaBjieH ¢ menpio Ileab Oe3omacHocTH-1 U crocoOCTByeT ee
JOCTUKEHUIO.

FPT_STM.1 Hane:xHnble METKH BpeMeHH

Boimonnenne  TpeOoOBaHMM ~ JAAHHOTO  KOMIIOHEHTa  OOECHe4HMBaeT
BO3MOXXHOCTh TIPEJOCTABJIICHUSI HAJEKHBIX METOK BpPEMEHU TIPU IPOBEIACHUU
aynuTa, a TakkKe JUIsl OrpaHUYEHHUs CpOKa JCHCTBUM aTpuOyTOB O€30MacHOCTH.
PaccmaTpuBaemblii KOMIIOHEHT comocTaBieH ¢ 1enpio Lleab 6e3omacHocTH-3 U
CIIOCOOCTBYET €€ TOCTHKECHHUIO.

7.3.1.2. O6ocHOBaHME YA0BIE€TBOPEHUA 3aBUCUMOCTEN (PYHKIIMOHAIBHBIX
TpeOOBaHUI 0€30MaCHOCTH

B tabnuue 7.6 npeacraBieHsl pe3ynbTaThl YAOBIECTBOPEHUSI 3aBUCUMOCTEN
(GyHKUHOHATIBHBIX TpeOoBaHMiI Oe3omacHOCTH. Bce 3aBUCMMOCTH KOMIIOHEHTOB
TpeOOBAaHUM YJIOBJIETBOPEHBI B HACTOAIIEM MpOoQuie 3alUThl JIMOO BKIOUCHUEM
KOMIIOHEHTOB, OIpPEACJICHHbIX B HAlMOHaJbHOM cTaHaapte Poccuiickoi
®enepauuu ['OCT P UCO/MOK 15408-2-2013 «MupopmanmoHHasi TEXHOIOTHSI.
Metonsl u  cpenactBa  oOecrieueHus  Oe3omacHocTd. Kputepum — OlEHKH
6e3omacHocTH WHOOpPMAIMOHHBIX TexHoysoruil. Yacte 2. DyHKIMOHATBHBIC
KOMIIOHEHTHI 0€30MacHOCTU» MO PYOpHKON «3aBUCUMOCTIY, TMOO BKIIOYEHHUEM
KOMITOHEHTOB, ME€PAPXUYHBIX [0 OTHOIIEHHIO K KOMIIOHEHTaM, OINpPEACIICHHBIM B
HaioHanbHOM — ctangapte  Poccmiickoit  ®enepauuu  ['OCT P UCO/MBK
15408-2-2013 «udopmarmonHas TexHoaorus. MeToapl U cpecTBa 00ecIeueHus
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oe3omacHoctu. Kputepun omeHkn 0e30macHOCTH UH()OPMALIMOHHBIX TEXHOJOTHH.

Yactp 2. DOyHKIHMOHATBHBIE KOMIIOHEHTHI O€30MaCHOCTH» TIOA PYyOpHKOM
«3aBUCUMOCTI.
CronbGen 2 Tabnuibl 7.6 SIBISIETCS COPABOYHBIM U COACPKUT KOMITOHEHTHI,

ONPENICJIEHHBIE B  HAlMOHAIBHOM  cranHjapre Poccuiickonn ~ Depepauuu
I'OCT P UICO/MBK 15408-2-2013 «MudbopmanmonHas TexHoiorus. MeTtoasl u
cpeacTBa oOecrnedeHus: Oe3zomacHocTH. Kpurepun OIeHKH  0€30MacHOCTH
nHpopMalMOHHBIX TexHosorui. Yacte 2. DOyHKIMOHAIBHBIE KOMITOHEHTHI
0€30MacHOCTU» B ONMCAHUM KOMIIOHEHTOB TpeOOBaHUM, MIPUBEJIECHHBIX B CTOJIOIE
1 TabGnwuip! 7.6, mox pyOpuKoi «3aBUCUMOCTI.

Cron6err 3 Tabnuis! 7.6 moka3pIBaeT, KaKue KOMIIOHEHTHI TPeOOBaHMA ObLIH
BKJIFOUEHBI B Hactosammi [13 11 yn1oBiaeTBOpeHHs] 3aBUCMMOCTENl KOMIIOHEHTOB,
MPUBEJACHHBIX B TIEPBOM CTOJOME Tabmuiel 7.6. KommoHeHTHI TpeOoBaHUi B
cronoue 3 Tabiauip! 7.6 1100 COBIIAIAIOT ¢ KOMIIOHEHTAMHU B CTOJIOIE 2 TAaOIHIIBI

7.6, MO0 MepapXUUHBI 10 OTHOIIIEHUIO K HHAM.

Tabnuna 7.6 — 3aBUCUMOCTH (PYHKITMOHAIBHBIX TPEOOBAHUM Ge3onacHoCTH

3aBucumMocTH B
® COOTBETCTBUM C v
YHKUHOHANBHBIE | oo ~v b 1CO/MOK AOB.IeTBOPeHIe
KOMIIOHEHTBI 3aBHCHUMOCTEH
15408 u moapaszaesiom
7.1 nacrosimero I13
FAU GEN.1 FPT _STM.1 FPT _STM.1
FAU_GEN.1 FAU_GEN.1
FAU_SEL.L FMT MTD.1 FMT MTD.1
FAU SAR.1 FAU GEN.1 FAU GEN.1
FAU STG.1 FAU GEN.1 FAU GEN.1
FAU STG.3 FAU STG.1 FAU STG.1
FAU STG.4 FAU STG.1 FAU STG.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1
FDP_ACC.1 FDP_ACC.1
FDP_ACF.1 FMT_MSA.3 FMT_MSA.1
FIA_ UAU.2 FIA UID.1 FIA UID.2
FMT_SMR.1 FMT_SMR.1
FMT_MOF.1 FMT SMF.1 FMT_SMF.1
[FDP_ACC.1 nwm | FDP_ACC.1
FDP_IFC.1] FMT_SMR.1
FMT_MSA1 FMT_SMR.1 FMT_SMF.1
FMT SMF.1
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT SMF.1 FMT_SMF.1
FMT_SMR.1 FIA UID.1 FIA UID.2
Komnonent FDP ACF.1 «VYmnpaBieHue [IOCTYIIOM, OCHOBAaHHOE Ha

aTpuOyTax 0€30MacCHOCTH» HWMEET 3aBUCUMOCTh OT KommoHeHToB FMT MSA.3
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«Manmmanuzanust  cratnyeckux arpudyroB» u FMT MSA.1  «VYnopasnenue
aTpuOyTamMu 0€30MaCHOCTI.

Komnonent FMT MSA.1 «VYnpasnenue atpuOyramu 0€30MMaCHOCTH
BkatoueH B Hacrosmmii I13. Kommonent FMT MSA.3  «Muunmanuzanus
CTaTUYECKUX aTprOyTOB» HE BKJIIOYEH B HacTosmwmil [13, 4ToObI HE OrpaHHMYNUBATH
peanu3aliio NPUCBOCHUS OTPAHUYUTEIBHBIX (Pa3pEIIUTENbHBIX) U JIPYTUX TUIIOB
3HaYeHui ans atpulytoB OezomacHoctu. [Ipu paspaborke 3b B 3aBUCHMOCTH OT
peaum3anun  ®bO  nomxeH  ucnosib3oBaThes  KommoHeHT FMT MSA.3
«MHunmanu3anuss  CTaTUYECKUX  aTpuOyTOB»  WJIM  HWHOM  KOMITOHEHT
(GYHKIIMOHATBHBIX ~ TpeOOBaHW  ©E30MaCHOCTH  (JIOMYCTUMO  HUCIOJB30BaTh
KOMITOHEHT, C(POPMYJIMPOBAHHBII B IBHOM BU/IE).

7.3.2. ObocHOBaHUE TPeOOBAHMIA 1OBePHUA K 0€30MIACHOCTH 00beKTA OLIEHKH

Tpebosanust noepus Hactosmiero [13 coorBerctBytor OV /12, ycuneHHOMy
koMroHeHTaMu ADV_IMP.2 «llonHoe oToOpaxeHue npecTaBlIeHUs peann3auun
®bO», ADV_TDS.3 «ba3oBsiii mMoxynenbli mpoekt», ALC FLR.1 «ba3ooe
ycTpanenue HepoctatkoB», AVA_VAN.4 «Meroaudeckuil aHanu3 ysa3BUMOCTEN»,
pacmmpeHHoMy — kKommoHeHTamMmu  ADV IMP EXT.3  «Peamuzammmst OOy,
ALC TAT EXT.0 «OmnpeneneHne HWHCTPYMEHTAJIBHBIX CPEACTB pPa3pabOTK»,
ALC_FPU _EXT.1 «IIpoueaypsi OOHOBIEHUS MPOrpaMMHOr0 oOecreueHus
onepannonHoit cuctembl», ALC LCD_EXT.3 «Ompenenennsie pa3zpaboTIHKOM
cpoku mnojaepxkkn», AMA SIA EXT.3 «Ananmu3 BiausiHus OOHOBIEHUW Ha
6e3omnacHocTh omepanroHHoN cuctemby, AMA SIA EXT.6 «AHanu3 BIusHUS
BHEIIHUX MOJYJEH YpOBHS siipa Ha 0€30MacHOCTh ONEPALMOHHON CUCTEMBI» U
AVA CCA EXT.1 «AHanu3 CKpBITBIX KAHAJIOB.

Bxirouenue ykazaHHbIX TpeOoBaHuil moBepus k OezonmacHoctn OO B 113
onpenensiercss TpeOoBaHusAMH O€30MACHOCTH HH(OpPMALMU K ONEpalMOHHBIM
cucremam, yrBepxkaeHHbIMU npukazoM OCTOK Poccum ot 19 asrycra 2016 r.
Ne 1109.
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Ipuiaoxenue A

PacmiupenHsbie (crienuaJbHble) KOMIIOHEHTHI (PYyHKIMOHAJIBHBIX
TpeOoBaHUii 0€30MACHOCTH 00bEKTA OLIEHKHU

Hna OO omnpeneneHsl ClAeAylOIMEe KOMIOHEHTH (PYHKIIMOHAJIBHBIX
TpeOoBaHUM O€30MacHOCTH, C(HOPMYJIMPOBAaHHBIE B SBHOM BHJE B CTHIIEC
KOMIIOHEHTOB M3  HAalMOHAJbHOTO  cranjgapra Poccuiickon  ®Denepaunu
I'OCT P UICO/MBK 15408-2-2013 «MudbopmannonHas TexHoiorus. MeToasl u
cpeacTBa oOecrnedyeHus: Oe3zomacHocTH. Kpurepun OIeHKH — 0€30MacHOCTH
nHpoOpMaMOHHBIX TexHosoruid. Yacte 2. @DyHKIMOHAIbHbIE KOMIIOHEHTHI
0e3omacHoCTU (paclIMpeHHbIe (CHeIuaIbHbIEe) KOMIIOHEHTHI).

A.l. Kiacc FIA «MpeHTugukanus 1 ayreHTuGUKALUD)

A.l.l. Hpenrtudpukanusas Ccy0beKTOB A0CTYNA MO  (PU3HYECKUM
yerpoiicteam (FIA_IFD _EXT)

XapakTepucTHKa ceMelcTBa

CewmeiictBo FIA IFD EXT «Maentudukanus cyObEKTOB AOCTyNa IO
¢uznyeckuM  yCTpOHCTBaM»  ONpEeNeNseT  KOMIIOHEHThl  TpeOOoBaHU,
HalpaBJIEHHbIE Ha oOecrieyeHne UICHTU(UKALIUY YIIOJHOMOYEHHbBIX CYObEKTOB
Ha OCHOBE MPEAbSBICHUS UMU COOTBETCTBYIOIIUX (PU3NUECKUX YCTPOUCTB.

PansknpoBaHue KOMIIOHEHTOB

FIA_IFD_EXT.1 «Maentudukamus cyoObeKTOB TOCTyIA MO (PU3UIECKUM
ycTpoiicTBamM» NpeaHa3HauyeH Ui 3a/laHusl TpeOOBaHMW MO WIACHTU(PUKAIUIU
YIOJIHOMOYEHHBIX CYOBEKTOB Ha OCHOBE MPEABSBISAEMBIX UMHU (DU3HUECKUX
YCTPOMCTB.

Yupasiaenue: FIA IFD _EXT.1

JIeCTBHS IO yIPABICHUIO HE ONPEACIICHBI.

Ayaut: FIA_IFD_EXT.1

JlecTBUS UK COOBITHS, TIOJIBEPraeMble ayIUTY, HE ONPECIICHBI.

FIA_IFD_EXT.1 UnenTnduxkanus cydbeKToB 10cTYNA N0 GU3HMYECKIM
yCcTpoiicTBaM

HNepapxuyeckuil 1Jid: HET HOAYNHEHHBIX KOMIIOHEHTOB.

3aBUCHUMOCTH: OTCYTCTBYIOT.

FIA IFD_EXT.1.1 ®yukunoHa/JbHble BO3MOKHOCTH 0€30IaCHOCTH
ONepalMOHHBIX CHCTEM JOJI’KHBI TpeOOBaTh, YTOOLI KaKIbII
YIOJIHOMOYCHHBI CY0OBeKT ObL1 YyCHEINHO HACHTH(GUUHMPOBAH myTeM
NpeabsiBJICHUNA (PU3NYECKOr0 YCTPOMCTBA MIACHTH(HUKANUM [HAZHAYEHME:
munsl  Qusuueckux ycmpoiicmeg| 10 PpaspeumieHuss JHO0ro JAelcCTBHUA,
BBIIIOJIHSIEMOT'0 OT MMEHHM ITOI0 Cy0ObeKTa J0CTYyIA.
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A.2. Knacc FDP «3ammTa 1aHHBIX M0JIb30BATEIS1 ONIEPANMOHHOM
CHCTEMBD»

A.2.1. YipasieHue 3a1lyCKOM KOMIIOHEHTOB IIPOrPaAMMHOI0
odoecneuenusi (FDP_RSP_EXT)

XapakrepucTHKa ceMeicTBa

CemetictBo FDP_RSP_EXT «YmnpaBnenue 3amyckoM KOMIIOHEHTOB
IPOrpaMMHOTO  OOECTICUEHHUsI»  OMNpeAeNsieT KOMIIOHEHThl TpeOOBaHUM,
CBSI3aHHBIE C KOHTPOJIEM 3allyCKa KOMIIOHEHTOB IPOTPAMMHOI'0 00€CIIEUEHHUS.

PanxupoBaHue KOMIIOHEHTOB

FDP_RSP_EXT.3 «Orpannuenue J0CTyTa MOJIb30BaTENs K
MHTEPAaKTUBHBIM HMHTEpdeiicaM OMeparMOHHON CHUCTEMBbI» MpeAHa3HAYEH s
3aJlaHdsg  TpeOOBaHMI MO  OrPaHUYEHUIO JOCTyNa  IOJb30BaTeld K
MHTEPaKTUBHBIM HHTEp(EHcaM OnepalluOHHON CUCTEMBI.

Yupasienue: FDP_RSP_EXT.3

Onpenenenne aBTOMAaTHUYECKHU 3aIyCKaeMOoro IIPOrPAMMHOIO
o0ecrnieueHusl.

Ayaur: FDP_RSP_EXT.3

JlecTBUSI UM COOBITUS, IOJIBEPTraeMble ayIUTY, HE ONIPE/ICIICHBI.

FDP_RSP_EXT.3 Orpannyenue A0CTyIA M0JIb30BaTeJIsl
HHTEPAKTUBHBIM HHTEpP(ericaMm onepaMOHHOUA CUCTEMBbI

Wepapxnueckuii U1l HET NOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

FDP_RSP_EXT.3.1

DYHKIUOHAJIbHBIE BO3MOKHOCTH 0€30lIACHOCTH ONEPAIMOHHOM
CHCTEMBI JO0JKHBI 00ecneYnBaTh OrPAaHMYCHHUE JOCTYNA IMOJIb30BaTeNs K
HHTEPAKTHUBHBIM HHTep(eiicaM OnepanuoOHHOM CHCTEMbI MyTeM [BbIOOP:
agmomamuyeckuil 3anycK NPUKIAOH020 NPOZPAMMHO20 OOecneueHus npu
cmapme cpeocmea GblYUCTUMETbHOU MeXHUKU, [Ha3HAYeHHe. cnocoowbl
UCKIIOYEHUS 63AUMOO0CIICMEUA NONb306aAm el NPUKTIAOHO20 NPOZPAMMHOZ0
obecneueHus ¢ OnepayuUoOHHOU cucmemoil], [Ha3HAYEHUE: UHble Oelicmeus
no  ocpanuyeHur) - 0ocmyna  nojav3oeamens K  UHMEPAKMUGHHIM
unmepgeiicam onepayuornnou cucmemol]].

A.3. Knace FPT «3ammrTa pyHKIIHOHAJIBHBIX BO3MOKHOCTEMH
0e3omacHOCTH»

A.3.1. Mouutop oopamenunii (FPT_MTR_EXT)

XapakTepHuCcTHKA cemMeiicTBa

CemeiictBo FPT MTR_EXT «Monutop oOpaiieHuit»  omnpenemnser
KOMITOHEHThl TpeOOBaHUM, HAampaBlICHHbIE Ha OOECIEeYEeHUE OIepalMOHHON
CUCTEMOM MOCTOSIHHOT'O KOHTPOJISl 00pallieHui CyObeKTOB JIOCTYIa K 00beKTaM
JIOCTyIa, TMPOBEPKH MPABOMOYHOCTH OOpallleHHid B COOTBETCTBUU C
YCTaHOBJICHHBIMU MOJIMTUKAMU Y TIpaBUJIaMU YIIPABIICHUS TOCTYIIOM (3aJat0TCs
Ha ocHoBe kommoHeHToB u3 cemeiictB FDP_ACC, FDP_ACF) u (umm)
ylnpaBiaeHUs: MH(QOPMAllMOHHBIMM  IOTOKaMM  (33al0TCsl Ha  OCHOBE
komroneHnToB u3 cemeiicts FDP_IFC, FDP_IFF).



79

Pan:knpoBaHue KOMIIOHEHTOB

FPT MTR _EXT.1 «Monutop obparieHuit» npeaHazHaueH sl 3aJaHus
TpeOOBaHUil, CBA3AHHBIX C 00ECTIEUEHUEM MTOCTOSHHOTO KOHTPOJISI, oOpalieHui
CyOBEKTOB JIOCTyma K OOBEKTaM [OCTYIa, TMPOBEPKH IMPABOMOYHOCTHU
oOpaIeHnii B COOTBETCTBHH C YCTAHOBJICHHBIMH IOJUTHKAMUA W TPaBUIAMU
YIPABJICHHS TOCTYTIOM U (WJIH) yIpaBJIeHUS WHPOPMAITMOHHBIMH MTOTOKAMH.

Ynpasaenune: FPT_MTR EXT.1

JIeCTBHS IO yNPABICHUIO HE ONPEACIICHBI.

Ayaut: FPT _MTR_EXT.1

JleficTBUS UM COOBITHSI, IOJIBEPracMble ayAUTY, HE ONPECIICHBI.

FPT_MTR_EXT.1 MouuTop o0panieHui

Nepapxuueckuii j1s: HET NOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCHUMOCTH: OTCYTCTBYIOT.

FPT_MTR_EXT.1.1

DYHKIUOHAJIbHBIE  BO3MOKHOCTH  0€30MAaCHOCTH  OINEePAlMOHHOMI
CHCTEMbI [I0JIKHbI OCYHIECTBJSITh TMOCTOSAHHBIA KOHTPOJIb OOpalieHui
[BBIOOp: cybvekmoe docmyna Kk ob6vekmam Ooocmyna, cyoObeKkmoe 0ocmyna K
ungopmayuu, [Ha3HAYEHNE: UHble MUNDBL 0OpaujeHui]].

FPT_MTR_EXT.1.2

DYHKIUOHAJbHBIE  BO3MOKHOCTH  0€30MACHOCTH  OINEePAlMOHHOMI
CUCTEMbI JOJKHbI OCYLIECTBJISATH NMPOBEPKY MPABOMOYHOCTH OOpallleHHHl K
uHpoOpMAMH HA OCHOBe YCTAHOBJIEHHBIX MOJUTHK [BBIOOP: noaumuka
ynpaenenusa  00OCMYnOM, RNOJAUMUKA  YHNPAGIEHUA  UHOPMAUUOHHBIMU
nomokamuy.

FPT_MTR_EXT.1.3

DYyHKUMOHAJbHbIE  BO3MOKHOCTH  0€30MaCHOCTH  OINEPALMOHHOMI
CUCTEMbI JOJKHbI OTKJIOHATH WIN YAOBJETBOPATHL OOpalleHusi HA JOCTYN K
uHGoOpPMALMHU M0 Pe3yJIbTATAM NPOBEPKH UX MPABOMOYHOCTH.

A3.2. FPT_APW_EXT 3ammura XpaHuMOH ayTeHTUPUKALUOHHOM
uHopMauuu

XapakTepucTHKA ceMeHCcTBa

CewmeiictBo FPT _APW_EXT «3ammura XxpaHUMOW ayTeHTHU(PUKALIMOHHON
uH(popMaIuu» ONpeAessieT KOMIOHEHThl TpeOOBaHWI, HampaBiCHHbIE Ha
3aIUTY XPAaHUMOU ayTeHTU(PUKATMOHHON HHPOPMALIUK OT PACKPBITHS.

Pan:xupoBaHue KOMIIOHEHTOB

FPT APW_EXT.I «3amuTa  XpaHUMOW  ayTEeHTU(HUKAIMOHHOM
uH(popManuu» NpelHa3HauYeH MJis 3a7aHusi TpeOOBAHMM, CBSA3aHHBIX C TEM,
9TOOBl OOBEKT OIEHKM HE XpaHWI ayTeHTHU(UKAIUOHHYIO HH(OOpPMALUIO B
OTKPBITOM BHJE, a TaKke 4YTOObl OOBEKT OLIEHKM MPelOTBpallall YTEHUE
ayTeHTU(PUKALUOHHON UH(POPMALIUK B OTKPHITOM BH/IE.

Yunpasaenune: FPT_APW_EXT.1

JlencTBuUs IO yIIPaBJIEHUIO HE ONPEICIICHBI.

Ayaur: FPT_APW_EXT.1

JlecTBUsI UM COOBITHS, IOJBEPracMble ayAUTY, HE ONPECIICHBI.

FPT_APW_EXT.1 3amura XpaHUMOi ayTeHTH(PUKALMOHHOM
HHpopManuu

Hepapxuyeckuil 1Jisd: HET NOAYNHEHHBIX KOMIIOHEHTOB.
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3aBUCUMOCTH: OTCYTCTBYIOT.

FPT_APW_EXT.1.1

@OyHKIHOHAJIBHbIE BO3MO’KHOCTH 0e3omacHocTH JOJIZKHBI
NpeAOoTBPallaTh XpaHeHHe AaYTeHTH(PUKAUMOHHOW wuHpopMauuun B
OTKPBITOM BHJI€.

FPT_APW_EXT.1.2

@OyHKIHOHAJIBHbIE BO3MO’KHOCTH 0e3omacHocTH JOJIZKHBI
NpeAoTBPAIlaTh YTeHUE AyTeHTH(PUKANMOHHOI HH()OPMAIIUH B OTKPHITOM
BHJIE.
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Hpuiaoxenue b

PacmupenHsbie (cienuaJbHble) KOMIIOHEHThI TPeOOBaHUM 10BepUs
K 0e3011aCHOCTH 00 beKTA OlleHKH

Hns OO omnpeneneHsl CIAEAYIOIIUE paCHIMPEHHbIE —(CHEIUaTbHBIC)
KOMIIOHEHThl ~ TpeOoBaHui goBepuss Kk OeszomacHoctu:. ADV_IMP_EXT.3
«Peammmzanust OO», ALC_TAT_EXT.0 Onpenenenue HHCTpYMEHTAJIbHBIX CPE/ICTB
pazpabotku», ALC FPU EXT.1 «lIponenypsl OOHOBIEHHS MPOTPAMMHOIO
oOecrieuenusi omnepanuoHHoil cuctemb»y, AMA SIA EXT.3 «Ananu3 BIUSHUS
OOHOBJIEHMI Ha O0e30MmacHOCTh omnepanroHHol cucremb», AMA SIA EXT.6
«AHanu3 BIMSHHUS BHEIIHUX MOJAYJNEW YypOBHS sjapa Ha 0€30MacHOCTh
onepaunoHHoil cuctembd» U AVA CCA EXT.l «AHain3 CKpBITBIX KaHAJIOBY,
c(OpMyYJIMPOBAHHBIE B SIBHOM BHJE B CTUJIE€ KOMIIOHEHTOB W3 HAIIMOHAJIBHOIO
craugapra Poccmiickort  ®enmepanmun ['OCT P UCO/MBK  15408-3-2013
«MapopmanonHas  TexHonorus. Meroabl M CpeAcTBa  0OECHEYEHHs
oe3onacHocTu. Kpurepuu oneHkru 0€301acHOCTH MH(OPMAIIMOHHBIX TEXHOJIOTHUH.
Yacte 3. KoMIIOHEHTHI JOoBepHs K 0€30MaCHOCTH.

Bb.1. Knacec ADV «Pa3paboTka»
b.1.1. IlpeacraBaenune peanusanuu (ADV_IMP)
Hean
Cemeiicteo ADV_IMP mnpeanaznadeHo uisi TOro, 4toObl pa3pabOTUUK

c/enan JOCTYIHBIM MPEe/ICTaBlIEHUE pealn3alny, a Takxke camy peanuzanuio OO B

dbopme, KoTopasi MOKET OBITh MPOAHATIU3UPOBAHA OI[CHIITUKOM.

ADV_IMP_EXT.3 Peaauzauus OO

Wepapxudeckuii 1Jis: HET NOJYMHEHHBIX KOMIIOHEHTOB.

3asucumoctu: ADV_IMP.2 TTonnoe oToOpakeHHE MTPENCTaBICHUS peau3aliu

®BO.

DneMeHTHI IeCcTBHM 3asBUTeNs (pa3padoTInKa, MPOU3BOIUTEIIS)

ADV_IMP_EXT.3.1D 3asButens  (pa3pabOTuuK, MPOU3BOAMUTENH)  JIOJDKEH
npenocTaButh peanuzanuo OO.

ADV_IMP_EXT.3.2D 3asButens  (pa3pabOTuuK, MPOU3BOAMUTENH)  JIOJDKEH
00ecCIeYuTh IIPOCJIEKUBAHUE peanu3anuu 0]0) K
npeacTasieHuto peanuzanuu ObO.

DJIEMEHTHI COJICPKAHUS U MPEJICTABICHUS JOKYMEHTUPOBAHHBIX MaTEPUAJIOB

ADV_IMP_EXT.3.1CB nokyMmeHTanuu JOJDKHBI OBITh YyKa3aHbl COCTaB U
3HAQYCHUS KOHTPOJBHBIX CYMM »3JIeMEHTOB peanu3anuu [10
[BBIOOD: 3aepyzounsie modyau 110, [Ha3HAUEHUE: UHblE MUNbL
anemenmos peanuzayuu I10]].
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ADV_IMP_EXT.3.2CB mnpocnexuBanuu Mexay peanusamuedt OO wu
peICTaBICHUEM peanu3anuu JTOJIKHO OBITH
IPOJIEMOHCTPUPOBAHO [BBIOOD:

a) 0N annapamuoll niam@opmvl — COOMEEMCMBUE MENCOY
peanuzayuell annapamHou niamgopmuvl u ee npeodcmasieHuem
peanuzayuu  [BBIOOp:  cxembl — annapamHuvlx  Cpeocma,
npeocmaenenuss (kKooa) Ha s3vlKe ONUCAHUS ANNApamHuIX
cpedcms,  [Ha3HAUCHHE: UHble QOpMbl  NPeoCmasieHus
peanuzayuu]];

0) ona 110 — coomeemcmeue medncoy peanuzayuet 110 [BpIOOD:
3azpy3ounvie mooyau 110, [Ha3HAUEHUE: UHble MUnNbl
anemenmos peamuzayuu I10]] u eco mpedcmaegnenuem
peanuzayuu [BuIOOp: ucxoonvie mexcmsl 110, [Ha3HaueHUE:
unvle hopmol npedcmasnenus pearuzayuul]].

DneMeHTHI IeHCTBUI UCTIBITATENBHON Ja00OpaTOpUn

ADV_IMP_EXT.3.1EVcnbITaTenpHas aadopatopus JOJDKHA MOATBEPIUTH, YTO
uHdopmarus, MIpeICTaBICHHAS 3asiBUTEIIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepHaiax, yIOBIETBOPSIET BCEM
TpeOOBaHUAM K COJIEP KAHUIO u IIPE/ICTaBIICHUIO
JIOKYMEHTUPOBAHHOU uHdopmauu, U3JI0’KEHHBIM B
ADV_IMP_EXT.3.1Cu ADV_IMP_EXT.3.2C.

B.2. Knacc ALC «Iloanep:Kka )KM3HEHHOTO IUKJIA)
Bb.2.1. UacTtpymenTaibHbIe cpeactBa u MeToabl (ALC_TAT)
Hean
TpebGoBanus AaHHOTO CEeMEWCTBa CBSI3aHBI C BHIOOPOM WHCTPYMEHTAJBHBIX

CPEIICTB, UCIIOJIB3YEMBIX JJIA pa3paboTkH, aHanuza u peanuzanuu OO.

ALC_TAT_EXT.0 OnpenesieHne HHCTPYMEHTAJIbHBIX CPEICTB Pa3padoTKu

Hepapxnuecknit 1ist: HeT mogUMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IeCTBUM 3asBUTENs (pa3paboTYrKa, POU3BOIUTEIIS)

ALC_TAT_EXT.0.1D 3asBurens (pa3paboT4uK, MPOU3BOAUTENb) TOJDKEH
UIECHTU(PUIIMPOBATh  HWHCTPYMEHTAJIbHBIE  CPECTBA,
UCIIOJIb30BaHHbIE TPU  pa3pabOTKe ONEepalMOHHON
CUCTEMBI.

ALC_TAT_EXT.0.2D 3asBurens (pa3paOoT4yMK, HPOU3BOAMTEINb) JOJIKEH
3aJI0KyMEHTHUPOBATh OTIIUU WHCTPYMCHTAJILHBIX
CpelCTB pa3pabOTKU, UCTIOIB30BAHHbBIE MPU Pa3padOTKe
OIIEPALMOHHON CUCTEMBI.

DJIEMEHTHI COJEP>KAHMS U TIPEJCTaBICHUS JOKYMEHTUPOBAHHBIX MaT€pUAIOB

ALC_TAT_EXT.0.1C B noxkyMEHTHpPOBaHHBIX MaTepHasiax JOJDKHBI OBITh
UJIECHTU(PUIIMPOBAHBI MHCTPYMEHTAJIbHBIE CPEACTBA,
WCIIOJIb30BABIIMECS TIPU  pa3pabOTKe OMNEpalMOHHON
CUCTEMBI.
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ALC_TAT_EXT.0.2C B n10oKyMEHTHPOBAHHBIX MaTepuanax JIOJDKHBI OBbITh
OTPaXEHbl  OMIMUU  HMHCTPYMEHTAIbHBIX  CPEICTB
pa3paOOTKH, HUCHONB30BaHHBIE TpU  pa3paboOTKe
ONEPAlMOHHOMN CUCTEMBL.

DJeMeHThI 1eUCTBUN UCTIBITATENbHOM TabopaTopuu

ALC_TAT_EXT.0.1E HcnertatensHasi jgabopatopusi JOJDKHA TOATBEPAUTD,
yro uH(pOpMalLUs, TMpPEICTaBICHHAs 3asBUTEIEM B
JIOKYMEHTUPOBAHHBIX ~ MaTepHaliax, YJIOBJIETBOPSET
BCEM TPEeOOBAHUAM K COJEP)KAHUIO U IPEICTABICHUIO

AOKYMCHTHUPOBAHHBIX MATCpPpHUAJIOB, H3JIOKCHHBIM B
ALC_TAT EXT.0.1C, ALC_TAT EXT.0.2C.

Bb.2.2. IIpouenypsl 00HOBJIEHHS IPOTPAMMHOIO o0ecne4YeHnsl ONePALMOHHOMI
cucrembl (ALC_FPU_EXT)
Hean
[Ipouienypsl OOHOBIIEHUN MPOTPAMMHOIO OOECIEUECHUsI JIOJDKHBI OBITH
pa3paboTaHbl, peaqu30BaHbl M TMOABEPTHYTHI KOHTPOJIO HCHBITATEIHLHOU
nabopaTopuell B IENIX KadeCTBEHHOTO MPOBEJECHUS padOT IO YCTPAHEHHIO
ySI3BUMOCTEM  OMEPAallMOHHOM CHUCTEMbI, a TaKXKe HEeJOMYIICHUsI BHECEHUs

YSI3BUMOCTEH B ONEPAIMOHHYIO CUCTEMY IPHU €€ OOHOBJICHUHU.

ALC_FPU_EXT.1 Ilpoueaypnl 00HOBIeHHs IporpaMMHoro odecnedenuss OC

Wepapxudeckuii 11sl: HET MO TIMHECHHBIX KOMITIOHEHTOB.

3aBHCUMOCTH: OTCYTCTBYIOT.

DNeMEeHThI IeUCTBUI 3asBUTENA (pa3paboTUMKa, TPOU3BOAUTEIS)

ALC FPU _EXT.1.1D 3asButens (pa3pabOTuuk, TPOU3BOAWUTENHL) JIOJDKCH
pa3palboTaTh U peain30BaTh TeXHOJIOTHIO 00HOBIeHUsT OC
JUISL [Ha3HAUYEHHE: munsl 0OHOGAEHUIL).

ALC _FPU _EXT.1.2D 3asutens (pa3paOOTuuK, TPOU3BOAWUTEIHL)  JIOJDKCH
pa3paboTaTh W TOJACPKUBATH PETIAMEHT OOHOBJICHHUS
nporpammHoro ooecrneuenust OC.

ALC _FPU _EXT.1.3D 3asutens (pa3paObOTuuk, TPOU3BOAWUTENH) JIOJDKCH
pa3paboTaTh W peann3oBaTh TPOIEAYPY YBEAOMIICHHUS
notpeduTeneit o Beimycke ooHoBneHU OC, OCHOBaHHYIO
Ha [Ha3HAYCHUE: CHOCOObL Y8eOOMICHUSL).

ALC_FPU_EXT.1.4D 3asutens (pa3pabOTyuK, TPOU3BOAUTENH) JIOJDKEH
pa3paboTaTh U peajn30BaTh MPOIEAYPY MPEAOCTABICHUS
oOHoBieHuit morpeduteasiMm  OC, OCHOBaHHYIO Ha
[Ha3HAYCHHE: CnoCcobbl npedocmaesienust 0OHOBIeHULL).

ALC_FPU_EXT.1.5D 3asutens (pa3pabOTuuK, TPOU3BOAMUTENH) JIOJDKEH
pa3paboTaTh W peann30BaTh MPOIEAYPY IPEACTABICHUS
OOHOBJICHUN B HCHOBITATEIBHYIO JIAOOPATOPHUIO IS
MPOBEICHNUS] BHEIIHETO0 KOHTPOJS, OCHOBAaHHYK Ha
[HazHAueHHE: cnocobvl npedocmasieHus 0OHO8IeHUL Ois
KOHMpPOJisl).

DneMEeHTHI COAIEP>KaHUS U TIPEACTABICHHS IOKYMEHTHUPOBAHHBIX MAaTEPHAIIOB

ALC _FPU EXT.1.1C Jloxymentanus OC 1omkHa COAEpXKaTh OIHUCAHUE
TEXHOJIOTHH BbIlTycka oOHoBiIeHHI OC.
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ALC_FPU_EXT.1.3C

ALC_FPU_EXT.1.4C
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Joxymentaiuss OC  g0mKHA COJEpXKAaTh  PErIaMEHT
oonoBaeHnss OC, BKIIOYAIOIIHIA:

a) UICHTU(DUKAITHIO TUTIOB BBITTYCKAEMBIX OOHOBJICHHIA;

0) onucanue MPOUEAYpPhl YBEIOMJICHUS MOTpeOUTese o
BBIITYCKE OOHOBJICHUI;

B) ONMCAaHUE MPOLEAYPHl MPEAOCTABICHUS OOHOBIICHUH
MOTPEOUTEIISIM;

I') OTIMCAaHHE COZICpKAHUS AKCIUTYaTaI[HOHHOM
JIOKyMEHTAI[MU Ha BBITyCKaeMble OOHOBJICHHUS;

n) [Ha3HAYCHHE: UHas uHGopmayusi).

Pernament oOHoBnenuss OC noipKeH MNpeaycMaTpuBaTh
BKJIIOYEHHE B OKCIUIyaTallMOHHYIO JOKYMEHTAIMIO0 Ha
BBIITYCKA€MbIE ~ OOHOBJICHHMSI ~ ONHUCAHUSI  CJIEIYIONIUX
pouenyp:

a) MPOIEAYPHI MOTYUEHUSI OOHOBIICHUS;

0) mpoueaypsl KOHTPOJIS LEIOCTHOCTH OOHOBIICHUS;

B) TUTIOBOM MPOIEAYPHI TECTUPOBAHUSI OOHOBIICHUS;

T') POLeAYPhl YCTAHOBKU U IPUMEHEHUSI OOHOBIICHUS;

1) IPOLIEypbl KOHTPOJISI YCTAHOBKH OOHOBJICHUS;

€) nmporeaypsl Bepuduxanuu (MPOBEPKH) MPUMEHEHUS
OOHOBJICHUSI.

JlokyMeHTaIusi mpoIeaypbl MpeACTaBieHUs OOHOBICHUN
JUTSI TIPOBEICHUST BHEIITHETO KOHTPOJIS IOJKHA COJEPIKATh:
a) OMMCAHWE TPOIEAYPHl MPEIOCTABICHUS OOHOBIICHUH
JUTSL BHETITHETO KOHTPOJIS;

0) TpebOBaHMs K TPEAOCTABICHUIO M  COJEPIKAHUIO
METOJIMKH TECTUPOBAHUS OOHOBIICHUS 3asIBUTEIIEM;

B) TpeOOBaHUA K OQOPMIICHHIO M  NPEIOCTaBICHUIO
pe3yIbTaTOB TECTUPOBAHUSI OOHOBJICHUS 3asIBUTEIIEM;

r) [Ha3HAYCHHE: UHAs UHPOpMayus).

DNIeMEHTHI IEUCTBUI UCIBITATEIBHON JJabopaTopuu

ALC_FPU_EXT.1.1E

ALC_FPU_EXT.1.2E

UcnbiTatenbHas gabopaTtopusi JOJDKHA MOITBEPAUTH, UYTO
uHdopmarus, [peICTaBIICHHAS 3asIBUTEIIEM B
JIOKYMEHTHPOBAHHBIX Marepuanax, YIOBIECTBOPSET BCEM
TpeOOBaHHUSIM K  COJIEPKAHWUI0O H  TIPEJICTABICHUIO
JTOKYMEHTHPOBAHHBIX ~ MAaT€pUAIOB, H3J0KEHHBIM B
ALC_FPU_EXT.1.1C - ALC_FPU_EXT.1.4C.
UcnbitatenbHast mabopaTopus AOKHA TMPOBEPUTH, UTO
npolelypa mpeacTaBieHuss OOHOBIICHUHN NJisi TIPOBEICHUS
BHEIIHETO  KOHTPOJS  IO3BOJISIET  OPraHU30BaTh U
MIPOBOJIUTH UX BHEITHUWA KOHTPOJIb.

Bb.2.3. Onpenenenne ;xkn3HeHnoro mukiaa (ALC _LCD)

ALC _LCD EXT.3

OnpenesneHnbie pa3padoTYUKOM CPOKHM MOIAEPKKH

3aBUCUMOCTH: OTCYTCTBYIOT.

DrneMeHThl 1elcTBUH (pa3paboTuynKa, MPOU3BOIUTEINS)

ALC_LCD_EXT.3.1D 3asBurens, pa3pabOTYMK, MPOU3BOIUTENb  JIOJKHBI
YCTaHOBUTh B COBMECTHOM JEKJapallud CpPOK [Ha3HAueHUE:
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CpoK], B TeUEHHWE KOTOPOTO OHU OOSI3yIOTCS BBITIOJHSTH BCE
HEe0OXoauMbIe TecTBUS 1Mo mojaepkke OO, HampaBIeHHBIE HA
oOecrnieueHrne nojaepx aHus cepTudukara coorserctBus OO
TpeOOoBaHUSIM O€30MaCHOCTH UH(POPMAITUH.

ALC_LCD _EXT.3.2D 3asButenb, pa3paOOT4YUK, MPOU3BOAUTENb  JOJKHBI
00ecCreyuTh MPe/ICTaBICHUE COBMECTHOM AEKJIapaluil O CpOKe
noaaepxxku OO Bmecte ¢ 3asBKo# Ha cepTudukanuio OO.

DneMeHTHI COIEpKaHus U MPEACTABICHUS IOKYMEHTUPOBAHHBIX MaTEPHAIIOB

ALC LCD _EXT.3.1C [exmapamus o cpoke nojaepxxku OO qoipKHA cofiepkKaTh
miaH nojaep:xkku OO Ha Bech 3aJCKIApUPOBAHHBIA CPOK,
BKJIIOYAIOIINI ONIMCAHNUE BCEX MPEANPUHUMAEMBIX TEUCTBUU 10
o0ecrniedeHuIo mojanepkanus ceprudukara coorserctBus OO
TpeOOBaHMIM 0€30MACHOCTH MH(OPMALUH.

ALC LCD EXT.3.2C [exmaparus o cpoke noaaepxxku OO momKHa coaepKaTh
CBeieHus 0 nojepxkuBaemoit Bepcuu O0.

DneMeHTHI IeHCTBUI UCTIBITATEIBLHOM TaOopaToOpun

ALC LCD EXT.3.1E MHcnsiTatenbHas 1abopaTopusi TOJKHA MTOATBEPANTD, YTO
uHdopmarus, MpeICTaBICHHAS 3asiBUTEIIEM B
JOKYMEHTUPOBAHHBIX ~ MaTepHaiax, yJOBIECTBOPSIET BCEM
TpeOOBAHMSIM K COJICPKaHUIO u IIPEICTABICHHUIO

JOKYMEHTUPOBaHHOMN uH(popmanuuy, M3JI0KEHHBIM B
ALC LCD _EXT.3.1Cu ALC LCD_EXT.3.2C.

Bb.3. Kinacc AMA «Ilogaep:kka noBepus»
b.3.1. Anajau3 BiausiHus Ha 0e3onacHOCcTh (AMA_SIA)
Heaun
Ha3nauenne cemeiictBa AMA SIA coctouT B TOM, 4TOOBI yOEauThCS B
noanepxke aosepus k OO nmocpeacTBOM aHaliu3a, MPOBOJIUMOIO Pa3padOTUYUKOM,
10 OMPEIEICHUIO BIMAHMUS Ha 0€30MaCHOCTh BCEX M3MEHEHUH, BO3JEHCTBYIOIINX
Ha OO nocue ero cepTuduKaum.

AMA _SIA_EXT.3 Ananu3 BausiHusi 00HOBJIeHUI Ha 6e3onmacHOcTh OC

Hepapxuueckuid Jyisi: HET MOJYMHEHHBIX KOMITIOHEHTOB.
3aBucumoct: ALC_FPU_EXT.1 Ilpouenyps 0OHOBINIEHUS IPOTrPaMMHOTO
obecneuenus OC.
DNeMeHThI 1eUCcTBUH 3asBUTEN (pa3paboTunKa, TPOU3BOAUTEIS)
AMA_SIA EXT.3.1D 3asButens (pa3paboTuMK, MIPOU3BOIUTENL)  JOJKEH
MPEACTaBUTh MaTepHUalibl aHaiW3a BIUSHUS OOHOBIICHUM
Ha 6e3omacHocTh OC.
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DneMeHTHI COAIEp>KaHUS U TIPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEPHAIOB

AMA _SIA EXT.3.1C Marepuansl  aHanw3a  BIWSHWS ~ OOHOBJIEHWUW  Ha
0€30MacHOCTh  OMEpPAlMOHHONM  CHCTEMBI  JOJKHBI
coJlepKaTh KpaTKOE OINMCaHWE BIUSHUA OOHOBIICHUN Ha
3aJlaHie 10 0e30MacHOCTH, pPeau3aliio OINepalMOHHON
CUCTEMOM  (YHKIMOHANIBHBIX  BO3MOXHOCTEM WK
JIOTUYECKOe OOOCHOBaHUE OTCYTCTBUS TaKOrO BIIMSHUS,
MOATBEPKIECHUE YCTpaHEHUS! YA3BUMOCTHU (yS3BUMOCTEH),
Ha YCTpaHEHHE KOTOpOMl (KOTOpBIX) HAIpaBIEH BBIMTYCK
JAHHBIX OOHOBJICHUH, 1 HEBHECEHUS MHBIX YSI3BUMOCTEH B
OTIEPAIIIOHHYIO CHCTEMY.

AMA_SIA EXT.3.2C Marepuansl  aHanw3a  BIWSHWS ~ OOHOBJIEHWW  Ha
oe3omacHocTh OC 11 OOHOBJICHMH, BIMAIONIMX Ha
0e30MacHOCTh, JOJDKHBI HMACHTH(PUUUPOBATh (PYHKUUU
oe3onacHocT M KOMIOHEHTbl OC, Ha KOTOpbIE BIIUSAET
JTAaHHOE OOHOBJICHUE.

DneMeHTHI IeWCTBUIM UCTIBITATEIBHON JTabopaTOpun

AMA SIA EXT.3.1E HcnwrtaTensHas nabopaTopus J0DKHA MOATBEPAUTH, YTO
uHdopmarus, MpeICTaBICHHAS 3asiBUTEJIEM B
JIOKYMEHTUPOBAHHBIX MaTepuaiax, YyJOBICTBOPSET BCEM
TpeOOBaHUSIM K  COJEPKAHUI0O U TIPEJICTABIICHUIO
JIOKyMEHTUPOBAHHBIX ~ MAaTEPHAJIOB, HU3JIO)KCHHBIM B
AMA_SIA EXT.3.1C, AMA_SIA EXT.3.2C.

AMA_SIA_EXT.3.2E HcnwitatensHass naboparopust JOHKHA MOATBEPAMUTH
BIUsiHUE  (OTCYTCTBME  BIIMAHMS) OOHOBJIEHUM  Ha
6e3onacHocth OC.

AMA _SIA_EXT.6 Anaau3 BJIMSIHMS BHEIIHUX MOJyJell YPOBHS siipa Ha
0€30IaCHOCTD ONEePALHOHHON CHCTEMBbI

HNepapxuueckuil 1J1si: HET NOAYUHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IeCcTBHM 3asBUTENs (pa3paboTIrKa, MPOU3BOIATEIIS)

AMA_SIA EXT.6.1D Pa3pabGoTtuuk (3asBUTENb, MPOU3BOJUTENH)  JIOJDKEH
NPEIOCTaBIATh B HCHBITATEIbHYIO  JIaDOpaTOPHIO
MaTepHuabl, aHaIN3a BIUSHUSA BHEIIHUX MOAYJEH YpOBHS
anpa Ha 0€30MaCHOCTh OIEPAIMOHHOW CHCTEMBI H
KOMILJIEKT UJEHTU(DUIIMPOBAHHBIX (IIPOMAPKUPOBAHHBIX )
BHEILIHUX MOJyJIEH YPOBHS siipa.

DIIEMEHTHI COJEP>KAHUS U TIPEJCTABICHUS JOKYMEHTUPOBAHHBIX MaT€pUAIOB

AMA_SIA_EXT.6.1C Marepuainbl aHaiu3a BIUSHUS BHEIIHUX MOAYJEH ypOBHS
anpa Ha O€30MACHOCTh OMEPALMOHHON CUCTEMBI JOJIKHBI
colepKaTh ~ KpaTKOE€  OMNMCAaHUE BIMSHUS  BHEIIHHX
MOAYJIell YpOBHS flipa Ha 3agaHue Mo O€30MacHOCTU U
byHKuMM 0€30MacCHOCTH OMEPAMOHHON CHUCTEMbl WIIU
coJiepKaTh JIOTHYECKOE OOOCHOBAHHME OTCYTCTBHUSI TaKOIO
BITUSTHUA.
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AMA_SIA_EXT.6.2C Martepuaibl aHanu3a BAUSIHUSA BHEITHUX MOJIYJIEH YPOBHS
Apa  ONepalMOHHOM  CUCTeMbl Ha  0€30IacHOCTb
OTIEPAIIMOHHON CHUCTEMBI JOJDKHBI HMJIEHTU(PUIIUPOBATH
(GyHKIMH OE€30MaCHOCTM M KOMIIOHEHTBHI OINEpalMOHHON
CHUCTEMBbI, Ha KOTOpbIE BIHUSIOT BHEIIHUE MOAYJIH YPOBHS

anpa.
DJeMeHTHI 1eUCTBUN UCTIBITATENbHOM TabopaTopuu

AMA_SIA EXT.6.1E HcnwiTatenbHas JabopaTopusi TOJDKHA MOATBEPAUTH, YTO
Npe/CTaBICHHAas HWHPOpPMAIMS  yIOBJIETBOPSET BCEM
TpeOOBaHUSAM K  COACPKAHMIO W TPEICTABIICHHUIO

JAOKYMCHTHUPOBAHHBIX MATCPUAJIOB.

AMA SIA EXT.6.2E WcnweitatensHas Js1abopaTopusi JOJDKHA — IMOJATBEPUTH
BIIUSHUE (OTCYTCTBHE BIMSHUS) BHEIIHUX MOJYyJCH

YPOBHA sAApa Ha 0e3011acHOCTh OHGpaHI/IOHHOﬁ CHCTCMBEI.

b.4. Kinacc AVA «OueHka ysi3BUMOCTE»
b.4.1. Anaaus ckpbIThiX KaHa10B (AVA_CCA_EXT)

Hean

AHanu3 CKpBITBIX KaHAJIOB SBJSETCS YAacThI0 aHAIM3a YA3BHUMOCTEW U
IPOBOJUTCA C LEIBI0 CAENAaTh 3aKIIOYEHUE O CYLIECTBOBAHUM W
NOTEHUUAIbHON MPOIMYCKHOM CHOCOOHOCTH KaHAJOB IE€pEelayd CUTHAJIOB
(KOMMYHUKaLlMOHHBIX KaHAJOB), KOTOpPbIE HE NMPEAYCMOTPEHBI JUIs Nepeaadu
3alUIaeMoil nH(opMalny (JaHHBIX MOJIb30BATENs U HHOW MH(OpMaLUN) UIIH
HEPa3pEUICHHbIX CUTHAJIOB, HO KOTOPBIE MOTYT OBITh JIJISl 3TOTO HCIOJIb30BaHBI
NOTEHIIMAJIBHBIMA HApYyIIUTEISIMUA (B HapyLIEHWE YCTAaHOBJICHHBIX IOJIUTUK
ynpaBiaeHUs: UHOOPMALIMOHHBIMUA TIOTOKAMU, YIPABIEHUS TOCTYIIOM WJIM MHBIX
YCTaHOBJICHHBIX OIPAaHUYECHUN).

B kadecTBe CKpBITBIX KaHAJIOB PacCMaTPUBAIOTCSL:

KaHaJIbl Mepefaun, MpeAHa3HauYeHHbIe JUIsl YIPaBJiI€HUs, HO KOTOphIE (B
HapyLIEHUE TMOJUTUKUA YIPABIEHUS JIOCTYIIOM WM TMOJUTUKU YIPABICHUS
NOTOKaMH) MOTEHUHUAJIBHO MOTYT MCHOJB30BaThCs JIA MEpeavyd JIaHHbIX
MOJIb30BATES;

KaHaJbl ~ [epefayd, MpeJHa3HaueHHble [UI  MepeJayd  JaHHBIX
MOJIb30BATENsl, HO KOTOpPbIE NOTEHLHATBHO MOTYT HCIOJb30BaThCs JIA
nepeayn CUTHAJIOB HAPYIIUTENS (B TOM YUCIE C UCIOJIb30BAaHUEM MOIYJISLIUN
nepeayu JaHHBIX);

KaHaJlbl ~ epeAaud, KOoTopble (B HapylleHHME  YCTaHOBJICHHBIX
OTrpaHUYEHMI) MOTEHI[MATBHO MOTYT MCIOJIb30BAThCA ISl HAOIIOJEHUSI OJTHUM
M0JIb30BATENIEM 32 JICUCTBUSMU APYTOro Mojib30BaTes;

UHBIE TUIIBI CKPBITBIX KAHAJIOB.

AVA_CCA_EXT.1 Anaau3 CKpbIThIX KAHAJIOB

HNepapxuueckuit 1y1si: HET HOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoct: AVA_VAN.4 Meroauyecknii aHanu3 ys3BUMOCTEH;
ADV_FSP.2 Jleranuzanusi ~ BOMPOCOB Oe3omacHOCTH B
GyHKIIMOHATBHON crienu(uKaum;
ADV_IMP.2 IlonHoe 0TOOpaXkeHUE MPECTABICHUS pealn3alun
byHKIIMN 6€30MacCHOCTH 00BEKTa OTICHKY;
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AGD_OPE.1 PykoBoACTBO MOB30BATENS IO IKCILUTYaTaIlNN;
AGD_PRE.1 IToaroroBuTeIbHBIE MPOIICAYPHI;
[FDP_ACC.1 OrpannueHHOE yIpaBiIeHHUE JOCTYIIOM
WJIn
FDP_IFC.1 OrpanuueHHoe ympaBieHue HHPOPMAITMOHHBIMU
MMOTOKaMH,
WIn
FPR_UNO.1 CxkpsITHOCTB].
DneMeHTHI eHcTBUM 3asBUTeNs (pa3paboTunKa, TPOU3BOIUTEIS)
AVA_CCA_EXT.1.1D 3asgButenp (pa3paboT4MK, MPOU3BOJIUTEIL) JOJDKEH
MPOBECTH TMOMCK CKPBITBIX KAHAJIOB [JISl peaInu3yeMbIX
OTICPAITUOHHON CHCTEMOU [BBIOODP: noiumuku ynpasieHus
UHGDOPMAYUOHHBIMU NOMOKAMY, NOJUMUKU YAPABGIEHUS
00CMynom, 02panuyenusi N0 HAOI0e U0 3a 0eUCmEUIMU
nonv3oeamenet, [HazHaueHue: UHble HOIUMUKU — UIU
oepanuvenusi] ).
AVA_CCA_EXT.1.2D 3asButens (pa3paOoT4uMK, MPOU3BOAUTEND) JOJIKEH
MPEACTaBUTh JOKYMEHTAIMI0O TIO0 aHAJIM3y CKPBITHIX
KaHAJIOB.
DneMEeHTHI COIEp>KaHUs U MPEACTABICHUS IOKYMEHTHPOBAHHBIX MaTEPHAIIOB
AVA CCA EXT.1.1C B noxkymMeHTaluu TIO aHAIU3y CKPBITHIX KaHaJOB
JOJDKHBI OBITh MACHTH(PHUITMPOBAHBI CKPBITHIC KaHAIIBI U
COJIEPKATHCS OLIEHKA WX MPOITYCKHOM CTIOCOOHOCTH.
AVA _CCA_EXT.1.2C JlokyMeHTanusI IO aHAJIU3y CKPBITHIX KaHAJIOB JOJHKHA
COJZIEpKaTh OMHUCAaHWE MPOLEAYP, UCIIOIb30BAHHBIX IS
BBIHECEHUS 3aKJIFOUYCHHSI O CYIIECTBOBAHHM CKPBITBIX
KaHaJIOB, U MH(POPMAIINIO, HEOOXOUMYIO AJIs aHaIn3a
CKPBITBIX KaHAJIOB.
AVA _CCA_EXT.1.3C JlokyMeHTanusI IO aHAJTU3y CKPBITHIX KaHAJIOB JOJDKHA
COJEpKaTh OIHCaHUe BCEX MIPEAMOI0KESHUN
(ObbicTpoOACHiCTBHE npoIieccopa, CUCTEMHast
KoH(purypauus, o0ObeM mnamsATd U (WJIM) HHBIX),
C/ICJIaHHBIX MPU aHAIU3E CKPBITHIX KAHAJIOB.
AVA_CCA_EXT.1.4C JlokyMeHTanusl IO aHAM3Y CKPBITHIX KAHAJIOB JOJIKHA
coliepKaTh OMHCAHUE METOJa, WCIOJH30BAHHOTO JIJIs
OIICHKM TPOMYCKHOM  CIIOCOOHOCTM  KaHajma [
HauboJiee OMacHOro CIeHapus.
AVA_CCA_EXT.1.5C JlokyMeHTaus TI0 aHAM3Y CKPBITHIX KAHAJIOB JOJIKHA
coliepkaTh OMHMCAaHUE HamOoJiee OMACHOTO CIEHAPUS
UCIIOJIb30BAHUSL ~ KaXJOTr0  UJACHTU(DUIIMPOBAHHOTO
CKPBITOT'O KaHaJa.
DneMeHTHI IeWCTBHUIM UCTIBITATEIHHON TabopaToOpun
AVA_CCA_EXT.1.1E HUcneiTatensHas m1abopaTopusi OJDKHA TOATBEPIAUTH,
yTOo wH(pOpPMAIMs, TPEICTAaBICHHAs 3asBUTEIIEM B
JOKyMEHTUPOBAHHBIX ~ Marepuaiax, YJIOBJICTBOPSET
BCEM TpPEOOBAHUSIM K COJEPKAHUIO U TPEICTABICHUIO

JOKYMCHTUPOBAHHBIX MaTepI/IaJ'IOB, N3JI02KCHHBIM B
AVA_CCA EXT.1.1C - AVA_CCA_EXT.1.5C.
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AVA_CCA_EXT.1.2E UcnwiTarensHas 1a00opaTopusi OJDKHA TOATBEPIAUTH,
9TO  pe3yjabTaThl  aHAJIM3a  CKPBITBIX  KaHAJIOB,
BBITIOJTHEHHOTO 3asIBUTEIIEM (pa3paboTunKOM,
MIPOU3BOIUTEIIEM), CBUJICTEILCTBYIOT 00
YIAOBJIETBOPEHUU OIEpPaIMOHHON CHUCTEMOU
COOTBETCTBYIOMUX (HYHKIIMOHATLHBIX TpeOOBaHMA (110
YIIPABJICHHUIO nH(OPMAITMOHHBIMU MOTOKaMH,
YIIPABJICHUIO JOCTYIIOM, MIPEIOTBPAIICHUIO
HAOJIOZCHUS OJIHMM TIOJIb30BaTelIeM 3a JeicTBUEM
JPyroro MOJIb30BATENS, MPEeI0TBPAIICHUIO
UCIIOJIb30BaHUSI ~ MH(MOPMALIMOHHBIX  MOTOKOB ISt
pacrpocTpaHeHus HEpa3pelIeHHbIX HHPOPMAaIMOHHBIX
CUTHAJIOB, KOHTPOJIIO U OrPAHUYCHHUIO CKPBITHIX
KaHAJIOB U (WJIN) UHBIX).

AVA CCA EXT.1.3E UcneiTaTtenpHas jgabopaTopusi JOJKHA TOATBEPAUTH
MPaBUJILHOCTH PE3yJIbTATOB aHAJIN3a CKPBITHIX KAaHAJIOB,
BBITIOJITHEHHOTO 3asiBUTEIIEM (pa3paboTuuKOM,
MPOU3BOIUTEIIEM).



