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1 OO011He MoJI0KEeHU S

Hacrosmuit Mmeroguueckuii mokymeHT ®CTOK Poccum paspaboran M yTBEpKICH B
COOTBETCTBUU C moanyHkToM 4 mnyHkrta 8 Ilomoxkenuss o DexepanbHOil ciyx0e 10
TEXHUYECKOMY M JKCIIOPTHOMY KOHTPOJIIO, YTBEpkKAeHHOro YkazoM Ilpesunmenra Pocculickon
@®enepanun ot 16 aBrycra 2004 r. Ne 1085, u mnpeaHasHaueH s OpraHU3alUi,
OCYIIECTBIISIOIIUX B COOTBETCTBUH C 3aKOHOJaTelbcTBOM Poccuiickoit deaepanuu paboThl MO
CO3JAaHMIO CPEACTB 3alluThl HH(popMauuu (najsee — pa3pabOTYMKHK), 3asBUTENEH Ha
OCYILECTBIICHHE CePTU(UKALMHN TMPOAYKIUHU (Jlajiee — 3asgBUTENH), a TaKXKe HCHBITATEIbHBIX
nabopaTropuii ¥ OPraHoOB MO CEPTHQPHUKAINH, BHIMOIHIIOMUX PAabOTHI MO cepTU(HUKAIIUN CPEICTB
3aUThl MH(GOpMAallMd Ha COOTBETCTBHE 00s3aTeNbHBIM TpeOOBaHUSAM 1O 0€30MacHOCTH
uHpopmanuu (ajmee — OIEHIIUKH) IPH TMPOBEACHUU HUMH paldOT IO CepTU(PHUKALMHA CHCTEM
obnapyxenusi Bropskeruii (COB) Ha coorBercTBue TpeOoBaHMsIM K cHUCTEMaM OOHApYKEHUS
BTOp)KeHUH, yTBepkaeHHbIM mpukazoM OCTIK Poccun ot 6 nexadpst 2011 r. Ne 638.

Hacrosumit merognueckuii jokymenT @CTOK Poccum neranusupyer u onpenenser
B3aMMOCBS3M TpeOoBaHUN K (QYHKUIHUAM OE30MACHOCTH CHUCTEM OOHAPY>KEHUS BTOPXKEHUI,
YCTaHOBJEHHBbIM TpeboBaHMSIMM K cHUcCTeMaM OOHApy)KEHUsS BTOPKEHUH, YTBEP)KICHHBIMU
npukazoM OCTIK Poccun ot 6 nexadps 2011 1. Ne 638.

[Ipodwmnp 3ammTel pa3paboTaH B COOTBETCTBUM C HAIMOHAJIBHBIM CTaHAAPTOM
Poccuiickoii ®enepanu 'OCT P UCO/MBK 15408 «MHpopmanoHHast TEXHOIOTH. MeTo bl
U cpencTBa obecrieueHHs Oe3omacHOCTH. Kpurtepuu oreHkn 06e30MmacHOCTH MH(POPMALMOHHBIX

TEXHOJIOTUI.

1.1 Bgeaenue npo¢gusi 3aIUTHI

Jauubiii  pasgen  comepxkutr — uHbopmamuioo  obmiero  xapakrtepa. llompazmen
«Unentudpukanus mnpoduns 3amuUTh» NPEAOCTaBISET MApPKUPOBKY U OMHCATEIHHYIO
uH(pOpMAaIIHIO, KOTOPbIe HEOOXOAUMBI, YTOOBI KOHTPOIUPOBATh U UACHTU(UIIUPOBATH TPODUIH
samuthl (I13) u 06bexT omnenku (OO), k KoTopoMy OH oTHOcutTcs. llompasmen «AHHOTAIUS
npouiIsl 3alIUTBD» COACPKUT OOIIyI0 XapakTepucTuky I[13, MO3BONAIONIYIO OMpPENeTUuTh
npuMeHuMocTh OO, K KoTopoMmy oTHocHuTcs Hactosuuii [13, B kOoHKpeTHO# cuTyanuu. B
nonpazaene «CornameHus» OaeTcs ONHCAHHWE OMepaluii KOHKPETH3allud KOMIIOHEHTOB
TpeboBanuii 6ezomacHoctu COB. B moapaznene «TepMuHbl U ompeneneHus» MPeacTaBICHBI
OTIpeNIeTICHUsI OCHOBHBIX TEPMHUHOB, crnenuduyHeix s mandoro I[13. B moapaszpene

((Opl“aHI/BaI_[I/I}I HpO(I)I/IJ'I}I 3alIUTBD) JACTCA MMOACHCHUC OpTraHHU3alui JOKYMCHTA.
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1.2 HnpenTuduxanus npoPuiis 3aiuTbl

Haszeanue I13: [Tpodwiib 3amUTHl CUCTEM OOHAPYKEHHS BTOPXKEHHH YpOBHS

y3J1a AToro Kjiacca..

Tun COB: COB ypoBHs y31a.

Knacc 3aumuumeor: [TsThIi.

Bepcus 113: Bepcus 1.0.

Obo3nauenue I13: NT.COB.Y5.1I3.

Hoenmugpuxayus O0: Cuctembl 0OOHAPYKEHUS BTOPKEHUN YPOBHS y37a.

Ypoesenw oosepusn: Ouenounblii  ypoBenb goBepusi 2 (OVY]I2), ycuieHHSBIH
KOMIIOHEHTOM ALC FLR.1 «bazoBoe yCTpaHEHHUE
HEJIOCTaTKOB» u pacIIMpEeHHBIN KOMITOHEHTaMHU

ALC_UPI_EXT.1 «IIpoueaypsl 0OHOBIEHUSI 06a3bl PEIIAIOLINX
npaBum» 1 AMA_SIA_EXT.3 «Dkcnepru3a aHanu3a BIUSHHS

00HOBIIEHMI 0a3bl PeIIaIIMX MpaBui Ha 6e3omacHoCcTh OOY.

Hoenmugpukayusn TpeboBanust Kk  cucreMaM  OOHapyX€HHUS  BTOPKEHMI,
TI'OCT P HCO/MJIK ytBepxaenusie mnpukazom DPCTOK Poccum ot 6 nexabps
15408: 2011 r. Ne 638.

I'OCT P UCO/MDK 15408 HubopManmoHHAs TEXHOJIOTHS.
Metoael u cpenctBa oOecrniedeHusi 6e3omacHocTH. Kpurepun
OLIEHKH 06€30MaCHOCTH MH(POPMALIMOHHBIX TEXHOJIOTHH.

Knroueewvie cnosa: Cucrema oOHapyskeHUs BTopxeHuid, OY J12.

1.3 AHHoTamusi npo¢us 3alUThI

Hacrosmuit 113 onpenenser TpeOoBaHMs O€30MACHOCTH AJIi CUCTEM OOHApY)KEHUS
BTOP)KEHUH YpOBHS y3na (0OBEKTa OICHKH), TpEIHA3HAYEHHBIX [UIS HCIIOJNB30BAaHHUS B
WH(POPMAIMOHHBIX CHCTEMaxX, PYHKIIMOHUPYIOMINX Ha 0a3€ BEIYUCIUTEILHBIX CETEH. .

OOBEKT OIIEHKH TNpEeACTaBIsIeT cO000M 3JIeMEHT CHCTeMbl 3allUThl HH(POPMALUU
UH(QOPMAIIMOHHBIX  CHCTeM, (YHKIMOHUPYIOUIMX Ha 0a3e BBIYMCIUTEIBHBIX CeTel, W
NPUMEHSIOTCSI  COBMECTHO C  JIPYTMMH  CPEIACTBAaMH  3alIUTHl  WH(QOpPMAauud  OT
HECaHKIIMOHUPOBAHHOTO JAOCTYNa K HH(OpMAIK B UHPOPMAIIMOHHBIX CHCTEMAX.

OOBeKT OLIEHKH JIOJDKeH obecreunBaTh OOHapyxeHHe U (uiu) OJOKHpOBaHUE
CJIEAYIOIIMX OCHOBHBIX YIpo3 0e30MacHOCTH HWH(OpPMAIMK, OTHOCSIIUXCS K BTOPIKEHUSIM

(arakam):



6
peaHaAaMEPEHHBIM HECAaHKIIMOHUPOBAHHBIM JOCTYIT WM CIEIHaIbHbIC BO3ICHCTBHS Ha

nHpopmanuio (HocuTenu HHPOPMAIIMK) CO CTOPOHBI BHENTHUX HAPYIIUTENICH, NTeUCTBYIOMNX U3
UH(POPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHBIX CETeH, B TOM 4YHCIE CETeH MEeXIyHapOIHOTrO
UH(POPMALIMOHHOTO 0OMEHa;

MpeIHaMEPEeHHbIN HECaHKIIMOHUPOBAHHBIA TOCTYN WM ClelHajIbHbIe BO3JACUCTBUS HA
uHpopmanuo (HocuTeau uHGOPMAIIMK) CO CTOPOHBI BHYTPEHHUX HApPYIIMTENICH, 00J1a1aroImx
npaBaMU M MOJHOMOYHMSMH Ha JIOCTYI K HH(OpMAIMK B UHPOPMALIMOHHOM CUCTEME.

OCHOBHBIMH KOMIIOHCHTaMH CUCTeMbl OOHapykeHusi BropkeHuit (COB) sBnstoTcs
JATYUKH (CEHCOPBI) U aHATTN3aTOPHI.

HNatunkn COB  ypoBHS y37a TPEICTaBISAIOT COOOM  MpPOrpaMMHBIE  MOJYIIH,
yCTaHaBJIMBacMble Ha  3alMiiaeMbie  y3ibl  uHMopMmauuoHHoi  cuctemblr (UC) wu
npeaHa3HauYeHHbIe U1 cOopa MHPOPMALIUU O COOBITHSX, BOSHUKAIOUINX HA ATHUX Y3Jax.

AHanu3aTophl BBINOJHAIOT aHAINW3 COOpPAaHHOW MaT4MKaMu WH(OpMAIUU, T€HEPUPYIOT
OTYETHl MO pe3yJibTaTaM aHajiu3a U YIPaBISIOT MPOLIECCAMH PearupoBaHUsS Ha BBISBICHHBIE
BTOP>KCHUSI.

Pemenue 00 oOnapyxenun BropxkeHuss COB mnpuHHMaOT B COOTBETCTBUM C
pe3ynpTaTamMu aHanu3a uHpopManuu, codupaemoit natunkamu COB, ¢ mpumenenuem 0a3bl
pemaronux npasui COB.

B cucreme oOHapyKeHHsI BTOPKEHUN JOIKHBI OBITh peaM30BaHbl caelylomue QyHKIUN
0€30MacHOCTH CUCTEMBbI OOHAPYKEHUS BTOPKEHUM:

pasrpaHuyeHue JOCTyNa K YIPABIECHUIO CUCTEMON OOHApYKEHHs BTOPIKEHU;

yIipaBiieHHe paboToil cucTeMbl 0OHAPYKEHUsI BTOP)KEHUI;

yIipaBJIeHHE MapaMeTpaMu CUCTEMbl OOHAPYKEHHs BTOP KEHUH;

yIOpaBlI€HUE YCTAaHOBKOM OOHOBIEHWH (akTyanu3anuu) O0a3bl peHIaoIUX IPaBUII
CHCTEMBI OOHAPYKEHHS BTOPKCHHI;

aHaJIN3 JTaHHBIX CUCTEMbI OOHAPY)KEHUS BTOPKEHHIA;

ayauT 6€30MaCHOCTH CUCTEMbI OOHAPYKEHUS! BTOPKEHUI;

cOOp TaHHBIX O COOBITHSX M aKTUBHOCTH B KOHTPOJIUPYEMOI HH()OPMAITHOHHON CHCTEME;

pearupoBaHHe CUCTEMbl OOHAPYKEHHSI BTOPKEHUH.

B cpene, B kotopoit COB (yHKIIMOHUpPYET, AOIKHBI OBITH peaM30BaHbl CIEIYIOIINE
¢byHKIIMN 6€30aCHOCTH CPEIbL:

o0ecrnieueHre JOBEPEHHOT0 MapIIpyTa;

o0ecrnieueHre JOBEPEHHOr0 KaHaa;

obecrieyeHre ycinoBuil 0e30macHoro GyHKIMOHUPOBAHUS;

yIipaBlieHHe aTpuOyTamMu 6e30MacHOCTH.
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OyHKIIMA 0E€301aCHOCTH CHUCTEMBI OOHApY)KEHUS BTOPXKEHUW JOJKHBI 00IanaTh

COCTaBOM (pyHKIIMOHATBHBIX BO3MOYKHOCTEH, 00ECIIEUNBAIOIINX PEATH3AIUIO ITHX (DYHKITHIA.

B I13 uznoxens! ciuenyromue BUIbI TpeOoBaHui Oe30macHocTH, npenbsBisembie K COB:

¢byHKIMOHATBHBIE TPpeOOBaHUs OE30MIACHOCTH;

TpeOoBaHus AOBEPHS K OE30MAaCHOCTH.

OyHK1MoHanbHbIe TpeboBanus 6e3onacHoctr COB, n3noxennsie B [13, BKIrOYaroT:

TpeOoBaHMS 1O ocyliecTBIeHUI0 coopa naHHbIx COB;

TpeboBanus K ananu3y naHHbix COB;

TpeboBaHus K pearnpoBanuio COB;

TpeOoBaHUs K cpelicTBaM OOHOBIIeHU 0a3bl pematonux npasuit COB;

TpedoBanus no 3amurte COB;

TpeOOBaHUS 10 YIPABICHUIO PEKUMAMHU BBIIOIHEHUS (DyHKIMIA Oe30omacHoCTH (paboToi
COB);

TpeOoBaHUs MO YIPaBICHUIO JaHHBIMU QyHKIMM 6e3onacHocTH (nanHbiMU COB);

TpeOOBaHUS TI0 YIPABICHHUIO POJISIMH CyOBEKTOB;

TpeOoBaHus K cpeacTBaM anmMuHucTpupoBanus COB;

TpeboBaHus K ayauTy GyHkunoHupoBanus COB.

OyHKIMOHANBHBIE TpeboBaHus Oe3zonacHoctd it COB  BblpakeHbl Ha OCHOBE
KomrnoHeHToB TpeboBanuii u3 'OCT P MCO/MDBK 15408-2, npu 3TOoM 4YacTb TpeOOBaHMH
chopMyIIMpOBaHbI B IBHOM BHJIe B cTHIe KoMoHeHTOB 13 [[OCT P MCO/MBK 15408-2.

CoctaB (QyHKIHOHATIBHBIX TpeOoBanuii Oe3omacHoctH (DTBH), BKIOYEHHBIX B
Hacrosmii 113, obecnieunBaet crnenyronue GyHKIHMOHATbHBIE Bo3MokHOCTH COB:

BO3MOXHOCTh COOMpaTh HH(GOpPMAIMIO O CETeBOM Tpaduke, MPOXOAALIEM Yepe3
KOHTpoJpyeMble y3ibl IC, 0 cOOBITHSX, pErUCTPUPYEMBIX B XKypHAIax ayJauTa ONepaluoHHON
cuctemsl (OC), npuknaanoro [10; o Be30Be hyHKIHNI, 00 00paIleHnH K pecypcam;

BO3MOXXHOCTh BBINIOJIHATh aHanu3 coOpaHHbIX AaHHbIX COB o cereBoMm Tpaduxe B
pexxume, OJIM3KOM K pealbHOMY MacIITady BpeMEeHH, U IO pe3ysbTaTaM aHalu3a (GUKCUPOBATh
UHPOPMALIMIO O JlaTe U BPEMEHHM, pe3yJsibTaTe aHajau3a, UACHTU(PHKATOPE MCTOYHUKA TaHHBIX,
IIPOTOKOJIE, UCTIONB3YEMOM JIJIsl IPOBEACHUS BTOPKEHUS;

BO3MOXXHOCTh OOHApY>KMBaTh BTOP>KEHHUS 10 OTHOLIEHHUIO K KOHTpOoiIupyeMbIM y3iam NC
B pexHMe, OJIM3KOM K pealbHOMY MaciuTaly BpeMEeHHU, Ha YPOBHE OTJCIIBHBIX Y3JI0B;

BO3MOXXHOCTh BBIMIOJHATH aHAIMW3 COOpPaHHBIX JAHHBIX C LEJIbI0 OOHApYXKEHHUs
KOMITBIOTEPHBIX BTOP’KEHUHN C HCIIOJIb30BAHUEM CUTHATYPHOTO M 3BPUCTUYECKUX METO/IOB;

BO3MOXXHOCTh BBIMIOJHATH aHAM3 COOPAaHHBIX JaHHBIX C LEJNbI0 OOHApYKEHUS
BTOPKEHUI C UCIIOJIIB30BAHUEM IBPUCTHUECKHUX METOAOB, OCHOBAaHHBIX HAa METOZAX BBISBICHMS
aHOMaJIMi ceTeBOro Tpaduka U aHOMaJIMK B JelcTBUsAX nosk3oBatens VC, Ha 3a1aHHOM ypOBHE

OBPHUCTHUYCCKOI'0 aHaJIn3a,
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BO3MOXKHOCTh  (ukcammu  (akta OOHApYKEHUS BTOPKCHUM WM  HapylIIeHUH

0€30MacHOCTH B JKypHajax aynauTa; yBenomuth agmuHuctparopa COB 00 oOHapyXeHHBIX
BTOP)KEHUSIX W HAPYIICHUSAX OE30MacCHOCTH C IMOMOINBIO OTOOpPaKEHHsI COOTBETCTBYIOILEIO
COOOLIEHNs HAa KOHCOJIH yIPaBJIECHUS;

BO3MOXHOCTh OOHApy)KEHHUsI BTOPKEHUH Ha OCHOBE aHalIM3a Clly)kKeOHOH mHpopmanuu
IPOTOKOJIOB CETEBOTO YPOBHS 0a30BOI 3TAJIOHHON MOJIEH B3aUMOCBSI3U OTKPBITHIX CHCTEM;

BO3MOYKHOCTh aBTOMAaTU3WPOBAHHOTO OOHOBIICHHS 0a3bl PEIIAIONINX IPABIUIT,;

HaJInyKue uHTepdeiica aAMUHUCTPUPOBAHNUS;

BO3MOXKHOCTb yIOJIHOMOYEHHBIM aJMHHHUCTpaTopaM (poJisiM) YIpPaBIATh PEKUMOM
BhInosiHeHus pyHkuii 6e3onacHoctu COB;

BO3MOXXHOCTh YIIOJIHOMOYEHHBIM aJMUHHUCTpaTopaM (poyisiM) YHPaBISATh JaHHBIMU
(manapiMu COB), ucnonibzyembiMu GyHkiussMu 6e3oracaocta COB;

noj/iep)kka ompeneneHHslx poje ans COB u ux acconuanuioo ¢ KOHKPETHBIMU
agmunuctpatopamu COB u nons3oBatenamu UC;

BO3MOXXHOCTH yIpaBieHHs NaHHBIMU GyHKuui 6e3onmacnoctu COB (mannsimu COB) B
YaCTH YCTAHOBJIEHUS] U KOHTPOJIS OIPaHUYEHHH Ha 3T JIaHHbIE;

BO3MOXHOCTb TECTUPOBaHUs (camorecTupoBanus) pynkuuii 6esonacHoct COB;

BO3MOXXHOCTh T€HEpAIMX 3allUCei ayauTa i COOBITH, MOTEHIIMAIBHO TOBEPraeMbIX
ayuTy,

BO3MOYKHOCTb IPEIOCTABIATH BO3MOXKHOCTh YUTATh MH(DOPMAIIUIO U3 3alMCcel ayanTa,

accouuanusi KaxJIoro coObITUS ayauTa C HIACHTUPHUKATOPOM CYOBEKTa, €ro
WHUIMAPOBABIIETO;

OrpaHUYEHHUE JIOCTYTIA K YTEHUIO 3alKcel aynuTa;

IIOUCK, COPTUPOBKA, YIOPSA0UYEHUE TaHHBIX ayUTa.

TpeboBanust noepusi k OezomacHoctd COB, wusnoxennsie B I3, oxBaThIBarOT
CJIEIyIOIIE OCHOBHBIE BOIIPOCHI:

yIpaBjieHUe KOH(UTypamuei;

MOCTaBKa M SKCILTyaTalus;

pa3paboTka;

PYKOBOJICTBA;

HOJ/IeP)KKA AKU3HEHHOTO LIUKJIA,

TECTUPOBAHHUE;

OIICHKA YSI3BUMOCTEN;

00OHOBJIEHHE 0a3bl PEIIAIONIUX TPaBUIL.

TpeboBanust nosepust k 6ezomacHoctd COB chopMupoBaHbl Ha OCHOBE KOMIIOHEHTOB
tpeboBanuit u3 'OCT P MCO/MDK 15408-3, gacte TpeOoBaHMiI CHOPMYIUPOBAHBI B SBHOM
Buze B ctriie komnoneHToB u3 [OCT P UCO/MOBK 15408-3.

TpeboBanus nosepus k 6e3onacHoctu COB 00pa3yioT OIleHOYHBINH YpOBEHb JOBEpHs 2

(OY2), ycunennbnii kommoneHToM ALC FLR.1 «ba3oBoe ycTpaHeHHE HEIOCTaTKOB» H
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pactmmpennbii kommoHeHTamMu ALC_UPI_EXT.1 «IIpouemypbl oOHOBIEHUS 0a3bl peIIaroIinx

npaBum» 1 AMA_SIA _EXT.3 «Dkcnepru3a aHanu3a BIUSHUAS OOHOBJICHHM 0a3bl PEIIArOIINX
npaBwil Ha 6e3omacHocTh OO».
B memsix oOecneuenus ycnoBuwid s Oe3omacHoro (ynkuumonupoBanust COB B

Hacrosmiem [13 onpenenens! nienu u TpedoBaHus 11 cpeanl Gynkimonuposanust COB.

1.4 Coraamenus

I'OCT P UCO/MBK 15408 nomyckaeT BBIITOJTHEHUE OIPEACIICHHBIX ONEparuii HaJ
TpeboBanusiMu Oe3omacHocTd. CoOTBETCTBEHHO B HacrosmieMm [13 ucmonb3yroTcs ornepanuu
«YTOUYHEHUEY, «BBIOOP», «HA3HAUYCHUE» U «HTEPAIU.

Ornepanusi «yTOYHEHHE» HCIOIb3YeTCs I J100aBiICHUS K TPEOOBAHUIO HEKOTOPBIX
noApOOHOCTEH (neTanei) W, TakkuM Oo0pa3oM, OTrpaHWYMBAET JHANa30H BO3MOXKHOCTEH €ro
ynoBieTBopeHus. PesynpTar omepanuu «yTrodHeHue» B HactosmeM [I3 oOo3nauaercs
MOJIY’>KMPHBIM TEKCTOM.

Onepanus «BbIOOP» UCTIOIB3YETCS JUISl BEIOOPA OJHOTO WJIM HECKOJIBKHMX JIEMEHTOB U3
nepeyHsi B (popmynupoBke TpeOoBaHus. Pe3ynbpTar omepanuu «BbIGOP» B HacTosmeMm [13

o00o3HayaeTcs nanepKHVWZblM KYPCUBHbIM IMEKCNIOM.

Onepanys «Ha3HAYeHHe» HCII0JIb3YETCs Ui MPUCBOCHUS] KOHKPETHOIO 3HAUEHUS paHee
HEKOHKPETU3UPOBaHHOMY NapaMerpy. Onepanus «Ha3Ha4YeHHe» 0003HAYAETCs 3aKII0YEHHEM
3Ha4YeHUs NapaMeTpa B KBaJIpaTHble CKOOKH, [Ha3HauaeMoe 3HaYeHue].

B nactosmem II3 ucnonw3yroTcs KOMIOHEHTHI TpeOOBaHUH  0€30M1acHOCTH,
BKJIIOUYAIOIME YACTUYHO BBIIIOJIHEHHBIE OINEpaliy «HAa3HAYeHHe» U IpearnoJiaraioine
3aBepIilieHHe omepanuid B 3amaHud mo Oe3omacHocTH (3B). B gaHHBIX KOMITOHEHTaX
HE3aBEepIICHHAs YacTh ONEpaluy «Ha3HA4YeHHs1» O0O3HauaeTcs Kak [Ha3HayeHHe: 00.1acmo
npeononacaemvlx 3Ha4eHui).

B Hactosmem II3 wucnonb3yloTcsi KOMIIOHEHTHI TpeOoBaHMM  0€30IacHOCTH,
BKJIIOYAIOIIME HE3aBEPILEHHBIE ONIEpallii «Ha3HAYEHHe», B KOTOPHIX 00J1aCTh MpeAoaaraéMblx
3HaYeHUH YTOYHEHa MO OTHOWIEHHIO K HcxoaHomy kommoHeHty u3 ['OCT P MCO/M3K
15408-3. B pnaHHBIX KOMIIOHEHTaX OIEpaldd «HA3HAYEHHMSD» C YTOYHEHHOM 0O01acThio
OpEANoNaraéMplX 3HAYEHUH O0003HAYaIOTCSl Kak [Ha3HAu€HUE: YMOYHeHHas oobnacmo

npeononazaemvlx 3HaUeHUIl).
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Onepaum «UTepalus» HCIOJIB3YCTCA IJid Oonee uem OOHOKPATHOI'0 HCIIOJIb30BaHUA

KOMIIOHEHTa TpeboBaHU 0€30MacHOCTHU MPHU Pa3IMYHOM BBIITOJHEHUHU pa3pelleHHbIX Onepanui
(yrounenue, BbIOOp, Ha3HAUYCHUE). BBIOTHEHUE «HUTEpAIUU» COMPOBOXKIACTCS TOMEIICHHEM
HOMEpa WTepaluH, 3aKIOYCHHOTO B  KpPYIJble CKOOKHM, T1OCIE€ KpPaTKOro HWMEHHU
COOTBETCTBYIOILIETO KOMIIOHEHTA, (HOMEp UTEpALH).

B mactostmmii 13 BrmroueH psig TpeOoBaHU O€30MacHOCTH, CHOPMYIHPOBAHHBIX B
sBHOM BHje. Kpatkas opma uMeH KOMIIOHEHTOB TpeOOBaHMIA, CPOPMYTUPOBAHHBIX B SBHOM
Buje, coaepxut Tekct (EXT).

Hactosaumii mpoduns 3amuThl COACPXKHUT pSI  HE3aBEPLICHHBIX ONepanuil  Haj
KOMIIOHEHTaMU (PYHKIIMOHAJIBHBIX TpeOOBaHUN O€30MacHOCTU. DTH OINEpalHH JOKHBI OBITh

3aBEPILICHBI B 33/IaHUH 110 OE30MTaCHOCTH Ha KOHKpETHYIO peanusaiuio COB.

1.5 TepmuHbI U onpeeTeHUS

B mnacrosmem [I3 npuMeHsIOTCS ClEAyOLMEe TEPMHUHBI C COOTBETCTBYIOLIUMU
OIIpeICIICHUSIMU.

Aavunucrparop COB — ynoJHOMOYEHHBIM IMOJB30BATENb, OTBETCTBEHHBIM 3a
YCTaHOBKY, aJIMUHUCTpHUpoBaHue u skciyatauo OO (COB).

Anammzarop COB — nporpaMMHBII WM nporpaMMHO-TeXHUYECKUH KoMnoHeHT COB,
npelHa3HayeHHbI a1 cOopa uHpopMmanuu oT ceHcopoB (natunkoB) COB, ee urorosoro
aHaJM3a Ha mpeaMeT oOHapyKeHHs BTOpXKeHUs (aTaku) Ha KoHTpoaupyemyro MC.

Ba3a pemarommux npaBua - cocraBHas dacth COB, coxmepxamas unHdopmaiuio o
BTOPXKEHHSX (CHUTHATyphl), Ha oOcHoBe Kkotopoit COB mnpuHHUMaeT penieHue O HAIWYUU
BTOPKEHUS (aTaku).

Brop:xxenne (araka) — JelcTBHE, LEIBI0 KOTOPOIO SBISIETCA OCYILECTBIECHUE
HECaHKIIMOHUPOBAHHOTO JAOCTYIAa K UH()OPMAIIMOHHBIM PECypcaM.

Jannbie COB — nannsle, coopannbie uiam coznanHsle COB B pe3ynbTare BHIIOJHEHUS
CBOMX (DYHKIUH.

Jatuuk (ceHcop) COB — nporpaMMHBIM WM NPOrpaMMHO-TEXHUYECKHI KOMIIOHEHT
COB, npeana3HaueHHbIH 1 cOOpa U MEPBUYHOTO aHaN3a MHPOPMALUH (JAHHBIX) O COOBITHIX
B KoHTposmpyemoit MC, a Takxe — nepegaun 3Toi nHdopmaruu (1anabix) ananuzaropy COB.

3aganue 1o 0e30MaCHOCTH — COBOKYNHOCTH TpeOoBaHMH 0€30MacHOCTH U
cneundukanuii, nperHa3Hau€HHas Uil HCIOJIb30BAaHUS B KAuyeCTBE OCHOBBI Ui OILIEHKU
koHKpeTHoro OO.

O0bexkT oumeHku — noanexamas ceprudukanuu (ouenke) COB ypoBHS y3ma ¢

PYKOBOJACTBAMH 11O SKCILTyaTaluu.
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HoauTuka 0e3omacHoctu OO — COBOKYNMHOCTh MPaBWI, PETYIUPYIONIUX YIPABICHUE,

3alUTy U pacnpezencHre nHPOPMallMOHHBIX PecypcoB, KOHTpoarpyeMbx OO.

Ipoduap 3ammThI — COBOKYITHOCTH TpeboBanuii 6e3onacuoctu s COB ypoBHS ceTH.

Curnarypa — xapakTepHble IPU3HAKU BTOPKEHUS (AaTakH), UCIOIb3yEeMbIE JUIsS €To (e€)
0OHapyKCHHS.

Cucrema o0Hapy:KeHHsI BTOP:KeHMIi — IIPOrpaMMHOE WJIM NPOIPAMMHO-TEXHHUYECKOE
CpeACTBO, peanu3yrouire (YHKIUKA aBTOMATU3UPOBAHHOTO OOHapyXeHus (OJIOKUPOBAHMS)
neictBuii B MH(OpPMAIMOHHOW CHCTEME, HANpaBICHHBIX HAa MPEeIHAMEPEHHBIH JOCTYH K
uH(popMaIuu, crenralibHbple BO3ACHCTBUA Ha MHOpMaIuoo (HocuTenn MHGOPMAIMHN) B IEIIX
ee 100bIBaHUS, YHUUTOXKECHUS, UCKAKEHUS U OJIOKUPOBAHUA JOCTyIa K HEH.

Yrpoza 0Oe3onmacHocTM HWH(OPMaNMM — COBOKYINHOCTb YCJIOBHUH M (DaKTOpPOB,
ONpEACNAONUX MOTEHUUATIbHYI0 WM PEealbHO CYIIECTBYIOUIYIO OMNACHOCTh HapyLICHUs
06e30macHOCTH HH(POPMAIIHH.

®ynknuu 6e3onacHoctn OO — coBoKynHOCTh Beex (yHkumii 6e3omacHoctu OO,

HAIpaBJICHHBIX HA OCYILECTBIICHUE MOJUTUKU Oe3omacHocTH 00bekTa oneHkH (I150O).

1.6 Opranusauus npous 3alUThI

Pasmen 1 «BBenenune mnpoduias 3amUTBD) COACPKUT WHGOPMALMIO  YIPABICHHS
JIOKYMEHTOOOOPOTOM U OMHUCATENbHYI0 HH(pOPMAITHIO, He0OX0oauMbIe aiisi uneHtudukamnmu 13 u
OO, K KOTOPOMY OHO OTHOCHTCS.

Paznen 2 «Omnucanue o0OBEKTa OLEHKH» COJEPXKUT ONUCaHHe (HYHKIIMOHAIbHBIX
Bo3MmoxkHocTelt OO, cpenbl pynkiuonupoBanuss OO u rpanun OO, ciyxaiiee e JIy4IIero
NOHWMaHHS TPeOOBaHUIT OE30MMaCHOCTH M JAfOIIee MPEICTABICHHE O TUTIE TPOAYKTA.

Paznen 3 «Cpena 6e30macHOCTH 00BEKTa OLEHKI COJNEP’KUT OIMCAHUE aCIIEKTOB CPEJIb
6e3onmacioct OO. B pmaHHOM paszene ompenensercs COBOKYMHOCTb YIpo3, HMEIOIIMX
OTHoOIIIeHHE K Oe3omacHoMy ¢yHKIHOHHpoBaHUI0 OO, moauTHKa 0€30MaCHOCTH OpraHU3alIuHy,
KoTopod moimkeH cienoBatb OO, u mpeAmnosiokeHus (00s3aTeNibHbIE YCIOBUS) 0€301acHOTO
ucnonb3zoBanus OO.

B pasznene 4 «llenu 6e30macHOCTH» onpeziesieHa COBOKYITHOCTb 1iejel 6e30MacHOCTH JIs
OO u cpeast pyakmonuposanus OO.

B pasnene 5 «TpeboBanus Oe3omacHocTr» Ha ocHoBe 'OCT P MCO/MDBK 15408-2 u
I'OCT P UCO/MDBK 15408-3 ompeneneHsl, COOTBETCTBEHHO, (DYHKIIMOHAJIbHBIE TPeOOBAaHUS
6e3omacHocTH MH(popManmoHHbX TexHonmoruid (UT) wum TpeOGoBanms noBepus K O€30MaCHOCTH

00.
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B Pasnmene 6 «Ob6ocHoBanme» neMmoHcTpupyercs, uto I13 cnenudumupyer monnyo u

B3aMMOCBSI3aHHYIO COBOKYMHOCTH TpeOoBaHuii Oe3zonmacHoctd WMT, uyro OO yuuThIBaer

UICHTU(PHUIMPOBAHHBIE acTIeKThI cpeasl 6e3onacuoctu OO.
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2 Onucanuve o0bLEKTA OEHKH

2.1  Tun uznenusi uHGOPMAIUOHHBIX TEXHOJIOT Uil

OObekTOM OICHKH B HacrosimieM [I3 sBisieTcss cuctemMa OOHApY>KEHUs BTOPKEHUI
YPOBHS y3IIa.

OOBEKT OLEHKHU MpEe/CTaBIsieT COOON MPOrpaMMHOE WM MPOrpaMMHO-TEXHHYECKOE
CPEICTBO, pean3yroIre (QYHKIIMA aBTOMAaTH3HPOBAHHOTO OOHapyXeHUs (OJOKUpPOBAHUS)
neicTBuii B MH(OpPMAIMOHHOW CHCTEME, HANpaBICHHBIX HAa MPEJHAMEPEHHBIH JOCTYH K
uH(pOpMaIH, CIEIUAIBHBIC BO3JCHCTBUS HA MHDOpPMALHUIO (HOCUTENN HH(POPMAIINH) B TENSIX

€ ,Z[O6BIBaHI/I5[, YHUYTOXCHHS, UCKAXKCHUA U 6J'IOKI/IpOBaHI/IH J0CTYIIa K HEH.

2.2  OcHoBHbIE (YHKIHMOHAJIbHbIE BO3MOKHOCTH 00beKTA OLIEHKH

B naHHOM nmoxpa3zsene  NpPEeACTaBIEHO  KpaTKOe  ONMCAHUE  IPEAINoJaraeMbIX
(YHKIIMOHAJIbHBIX BO3MOYXHOCTEN U CPEJICTB.

Cuctembl OOHapy>KEHHsI BTOPKEHHUH, COOTBETCTBYIOLIME HactosmeMy II3, mOmKHBI
o0ecrieunBaTh:

BO3MOXHOCTh CcOOMpaTh HH(GOpPMAIMIO O CETeBOM Tpaduke, NPOXOAALIEM Yepe3
KoHTponpyeMbie y31mbl MC, 0 COOBITHSX, pErucTpupyembix B skypHamax aymuta OC,
npukinagaoro [10; o Be3oBe GyHKINIA, 00 0OpaIIeHHH K pecypcam;

BO3MOXXHOCTh BBINIOJIHATh aHanu3 coOpaHHbIX AaHHbIX COB o cereBom Tpaduxe B
pexxume, OJIM3KOM K peallbHOMY MacIiTady BpeMEeHH, U IO pe3ysbTaTaM aHalu3a (GUKCUPOBATh
UHPOPMALIMIO O JlaTe U BPEMEHHM, pe3yibTaTe aHajau3a, WICHTHU(PHUKATOpe UCTOYHUKA JAHHBIX,
IIPOTOKOJIE, UCTIOIB3YEMOM JUJIsl IPOBEACHUS BTOPKEHUS,

BO3MOXKHOCTh OOHApy>KMBaTh BTOPKEHUS IO OTHOLIEHUIO K KOHTpoupyeMbIM y3iam NC
B pexHMe, OJIM3KOM K pealbHOMY MaciiTady BpeMEeHHU, Ha YPOBHE OT/JECNIBHBIX Y3JI0B;

BO3MOXXHOCTh BBINIOJHATH AaHAIW3 COOpPaHHBIX JAaHHBIX C I€JbI0 OOHApYKEHHS
BTOPKEHUH C NCIIOJIb30BAHUEM CUTHATYpHOT'O U 3BPUCTHUECKUX METOJIOB;

BO3MOXXHOCTh  BBIMIOJHATH aHAIM3 COOPAaHHBIX JaHHBIX C LEJNbl0 OOHApYKEHUS
BTOPKEHUI C MCIIOJIB30BAHUEM IBPUCTHUECKHUX METOAOB, OCHOBAaHHBIX Ha METOZAaX BBISBICHMS
aHOMaJIMi ceTeBOoro Tpaduka U aHOMalIui B AeWCTBUAX mob3oBarens VC, Ha 3a1aHHOM ypOBHE
ABPUCTUYECKOTO aHAJIN3a;

BO3MOXXHOCTh  (ukcanuu Qakrta oOHapyXKeHHs BTOPKEHUH WIM HapylIEHUH
0€30MacHOCTH B JKypHajlaXx ayauTa; yBenoMmuTh agmuHuctparopa COB 00 oOHapyXeHHBIX
BTOP)KEHUSIX W HApYIIEHUAX O€30MacCHOCTH C IMOMOINBI0 OTOOpPaKEHHsI COOTBETCTBYIOILETO

COO0O0IIeHNsI HA KOHCOJIH YIPaBIeHUS;
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BO3MOKHOCTh OOHApY>KEHHsI BTOPKEHUN Ha OCHOBE aHAJM3a CIy)XeOHOW mHMOpMaIuu

IIPOTOKOJIOB CETEBOT0 YPOBHs 0a30BOI 3TaJOHHOM MOJENTU B3aUMOCBSI3H OTKPBITBIX CHCTEM;

BO3MO>KHOCTh aBTOMAaTU3UPOBAHHOTO OOHOBJICHUS 0a3bl PEIIAIONINX MTPABUIT,

HanM4uue uHTEepdeiica aIMUHUCTPUPOBAHNS,

BO3MOXXHOCTh YMOJHOMOYEHHBIM aJMUHUCTpaTopaM (poJisiM) YIPABIATH PEKUMOM
BhITIOJIHEHHS (yHKIIUN 6e3onmacHocTH COB;

BO3MOXXHOCTh YIOJTHOMOYCHHBIM aJIMHHHUCTpATOpaM (pOJisiM) yIPaBIsATh JaHHBIMHU
(manabiME COB), ucnionezyembivu pysakusivu 6e3onacaoctu COB;

nojajepKka ompeaeneHHeix posnei s COB M uX acconuanuio ¢ KOHKPETHBIMH
anmMuauctparopamu COB u nonb3oBarensimu UC;

BO3MOXXHOCTH yIpaBlieHHs HaHHBIMU (yHKuui O6e3onacHoctn COB (mannsimu COB) B
YaCTH YCTAHOBJICHHS M KOHTPOJISl OTPAaHUYCHHUH HA 3TH JaHHBIC;

BO3MOXXHOCTh TECTHpOBaHUS (camorectupoBaHus) (QyHkuuii ©Oe3omacHoctu COB
(KOHTPOIIb IIENIOCTHOCTH HcTionHsiemoro koaa COB);

BO3MOXXHOCTh TCHEPAIMH 3aIMCeH ayauTa JJsi COOBITHIA, TOTCHIIMAIBHO TOIBEPTaeMbIX
ayluTy;

BO3MOXXHOCTh MPEOCTaBIATh BO3SMOXKHOCTb YUTATh HH(OPMALIUIO U3 3aliCel ayInTa;

accouuamnusi KaXIoro CcoOBITUS ayauTa C UIACHTHPHUKATOPOM CYOBEKTa, €ro
WHUIIUHUPOBABIIIETO;

OTpaHUYEHUE JOCTYyMa K YTCHUIO 3aliCel ayInTa;

MIOWCK, COPTUPOBKA, YIOPSAIOYCHHUE TAHHBIX ayIUTa.

B o6miem Buze apxurekrypa COB BkiItO4aeT ciaenyrome KOMIOHEHTHI:

natuuku (cencopsl) COB, npeana3zHaueHHble A cOopa HEOOXoaAUMON MHGOPMaLUU O
¢ynkuonuposanuu UC;

ananu3atopsl COB, BBIMOTHSIOMNME aHATU3 JaHHBIX, COOPAHHBIX JaTYUKAMH, C IIEJIBIO
oOHapyXeHHs BTOPKCHHUIA;

XpaHUJIHIIe, o0ecrevynBaroIlee XpaHeHne HHHOpMaIuu O COOBITUAX, 3a(UKCUPOBAHHBIX
BTOPXKCHHUSX, a TaKKe CHUTHATyphl BTOPXKEHWH, MPOPIIA TOJNB30BaTeIed U JIPYTyIO
nH(popmarrio 06a3pl perariux MpaBWiI, HA OCHOBAHUM KOTOPOW MPUHHUMAETCS pPEIIeHHE O
HAJTMYUU BTOPKCHHUS,

KOHCONb ~ ympaBleHuss komnoHeHTamu COB, mo3BoNsOmAs  aAMUHUCTPATOPY
6e3onacHoctu koHpurypuposare COB, HabmonaTs 3a coctosauem 3ammmaemonn IC u COB,

IMPpOCMaTpHBATh BBIABJICHHBIC aHAJIN3aTOPOM MHIUICHTEI.
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OcnoBubiMu kKoMrioHeHTaMu COB siBistitorest natunk(n) u ananuzarop(s) COB. Jlatunku

cobuparoT HWHPOPMAIMIO O CETEBOM Tpapuke © COOBITHSIX, CBS3aHHBIX C paboToM
oOuiecrcreMHoro u npukiaasoro IO konTponupyemsix y3i0B MIC, ocylecTBIsAIOT NEPBUYHBIN
aHaM3 M HANpaBISIOT 3Ty HH(OpMauio (JaHHBIC) aHANIM3ATOpPYy. AHAIM3aTOP BBITOJIHSET
aHamu3 COOpaHHBIX JaHHBIX, YBeIOMJAIOT agMuHucTpaTopoB COB 00 00HapyXeHHbIX
BTOP>KEHUSX, BBIIOJIHSIIOT APYrHe ACHCTBHS O pearnpoOBaHUI0, FEHEPUPYIOT OTYETHl HA OCHOBE
coOpanHO# nHGOpMAIUH (TAHHBIX ).

Hatuuk COB ypoBHSI y3l1a TpencTaBiIsieT cOOOW MPOrpaMMHBIN WM MPOrPaMMHO-
TexHudyeckui  komrmoHeHT COB, ycraHaBnuBaemblii Ha  3amumaemeie  y3ibsl  UC,
IpeJHa3HAYeHHbIH 171 cOopa U MEPBUYHOIO aHAJIN3a UH(OPMAIMK O COOBITUAX, BOZHUKAIOLIUX
Ha 3TUX y3JIaX.

Jatunk nomkeH o01agaTh ClIeayomUMH (QYHKIIHOHATEHBIMA BO3MOKHOCTSMU:

OCYILECTBIIATh COOP JAHHBIX O COOBITHUAX, NPOMCXOIAIINX HAa KOHTPOJUPYEMBIX Y3Jax
% (0N

nepeaaBaTh Bce cCOOpaHHBIC JAHHBIC aHATTM3ATOPY A7 00pabOTKH U aHAU3a.

Hatunkun COB moryTt cobuparh WHGOPMAIHMIO B HENPEPHIBHOM B PEXKHUME, B PEKHME
cOopa ¢ 331aHHON NEePUOINYHOCTBIO MJIH 110 KOMaHe aJJMHUHUCTpaTopa Oe3omacHocTy. JlaTunku
COB ypoBH# y371a MOT'YT coOupaTh UH(OPMALUIO O AaKeTax JaHHbIX, IEPEJaBaCMbIX B PaMKax
KOHTPOJIMPYEMOTO y371a, a TakXke O COOBITHAX, CBA3aHHBIX C padoTO ammapaTHOTro
oOuiecrucTeMHOro u npukiaanoro I10.

Anamuzatop COB mnpezncrasniser co6oif mporpaMMHBIA WM TPOrpaMMHO-TEXHUYECKUI
komnoHeHT COB, npenHa3zHaueHHbIH A1 cOopa HHPpOpMaLuu oT AaT4ukoB (cencopor) COB, ee
UTOTOBBIM aHaANU3 Ha MpeaMeT OOHapy)XeHUs BTOpKEHHs Ha KoHTponupyemyto HC ¢
NpUMEHEHHEM 0a3bl pelIaronuX MpaBuil. B 3aBUCUMOCTH OT MCIOJIB3yEMbIX METO/I0B aHalIM3a
0a3a pelarluX MpaBUI MOXET XPaHUTh CUTHATYpbl BTOPKEHUN, MPOQUIN MOIb30BaTeneii u
JpYTy1o HH(OPMALIHIO.

AHanuzarop 10JKeH 001a1aTh CleayoUMMU (YHKIIMOHATBHBIMU BO3MOXKHOCTSMU:

MPUHUMATH JaHHBIE OT JaTYHKOB;

00pabaThIBaTh TAHHBIC C T[ETBIO BBISIBICHUS BTOPKEHUH;

pearupoBaTh Ha BBIBICHHBIE BTOP)KEHHA. PearnpoBaHHMe MOXKET BKIJIIOYATh CO3/IaHUE
OTYETOB, OTOOpaXeHHE COOOINEHUS Ha KOHCOJIM YNpPABICHUS W HWHBIE BO3MOXKHOCTH TIO
pearupoBaHuIo.

Pemenne 006 oOHapyxenun BropkeHuss COB mnpwHUMaeT B COOTBETCTBHU C
pesyibTaTaMH aHain3a uHpopMmanuu, codbupaemoit ceHcopamu COB, ¢ mpumeneHuem 06a3bl

pemaronux npasuia COB.



16
AI[MI/IHI/ICTpI/IpOBaHI/Ie OO MOXeT BBIIOIHITHCS YAQAJICHHBIM WKW JIOKAJIbHBIM

criocobamu. JIokambHOE aJIMUHUCTPUPOBAHNE OCYIIECTBISIETCS HETOCPEACTBEHHO C TOTO Y3JIa,
rae ycranosiieH komnoHeHT COB, a ynaneHHoe — MOCPEACTBOM KOMAaH/I, MOCBUIAEMBIX II0
KaHaJlaM CBSI3M.
Kpome Ttoro, Bce kommoHeHTel COB  gomkHBI  00Ja7aTh  CICAYIOIIUMH
(G YHKIIMOHATBLHBIMU BO3MOKHOCTSIMHU:
— OCYIIECTBJIATH 3aIIUTy (COBMECTHO C MEXaHHW3MaMU Cpelbl (YHKIIMOHHPOBAHWS)
COOCTBEHHOM MPOTPaMMHOM 1 MHPOPMAITMOHHOW YaCTH OT BMEIIATEIbCTBA;
— JIONyCKaTh HACTPOMKY CBOMX MapamMeTpoB CO CTOPOHBI  aJMUHHUCTpaTopa
0€30I1aCHOCTH,
— BECTH >KypHal ayauta (B TOM YHCJIE OCYIIECTBISATh PETUCTPAIMIO TOIBITOK
W3MEHEHUS KOH(QUTYPAIMH, a TAKXKE IMOTBITOK JOCTYIA K KOMIIOHCHTAM U JIAHHBIM).

Tunosas cxema npumenenus B UC COB ypoBH# y3i1a ipeacTaBieHa Ha pucyHke 2.1.

Cepsep ¢
YCTaHOBIICHHBIM

natunkom COB

Cerment AC
APM
APM ¢
yCTaHOBJIeHHI)IM

natunkom COB

YCTaHOBJICHHBIM

aT‘II/IKOM COB
S

Koncoab AHanuzatop Xpanuuiie
ympasieanss COB COB nmanueix COB

Pucynok 2.1 — TunoBas cxema npumenenusi B UC COB ypoBHs y31a
Oyuknuonupoanne OO mogunHeHo nonuTHKe Oe3omacHocTH OO, OTpakeHHOU B

(byHKIMOHATBHBIX TpeboBaHMAX O6e30macHocTu OO.
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3 Cpena 0e30macHOCTH 00bEKTA OLEHKHU
JlaHHBIN pa3zien coNepKUT ONMMCaHUEe CIEeIYIOLMX aceKToB cpenbl 6ezonacHocTH OO:
NPEANONI0KEHUH OTHOCUTENBHO MpenonpeaereHHoro ucnonb3oBanus OO u cpensl
¢ynkunonuposanus OO;
yrpo3 6€30MaCHOCTH, KOTOPBIM HEOOXOAMMO MPOTUBOCTOATH cpeacTBamu OO;

MOJIUTHKH 0€30I1aCHOCTHU OpraHu3anuu, KOTOpOfI JOJI2KEH CJIEA0BATH 00.

3.1  IlpeamoJioxeHusi 6€30MaACHOCTH
IIpeanoJio:keHusi OTHOCUTEIBLHO NMPeAONpeae/IeHHOr0 ucnoab3oBanusa OO
IIpeanoJio:kenue-1
JHomxken ObiTh 06ecnieueH goctyn OO ko BceM oobekTam MC, koTopsie HeoOxoaumber OO

JUTSL peaTn3anny CBOMX (DyHKIIMOHABHBIX BO3MOKHOCTEH (K KOHTpoaupyeMbIM oobsekTam HC).

IIpeanoJio:kenue-2
JlomkHbl OBITH OOECHEYeHbl YCTaHOBKA, KOH(pUrypupoBanue u ympapieHue OO B

COOTBETCTBUU C IKCIUTyaTallMOHHOW JTJOKYMEHTAIUEH.

Ipeanono:xkenue-3
JomxHa O0bITh 0OecniedyeHa coBMectTuMocTb OO ¢ anementamu VIC, KOHTpOJIb KOTOPOW

OH OCYHICCTBJIACT.

IIpeanoJioxkenus, cesizanHbie ¢ 3amuron OO

IIpeanono:xkenue-4

HomxkHa ObITh oOecneueHa Qusuueckas 3ammura s1aemMeHToB MC, Ha KOTOpBIX
YCTAHOBJICHBI KOMIIOHCHTBI OO, KPUTHYCCKU BaXHBIC C TOYKH 3pCHUA OCYHICCTBICHUSA

noutuku 0ezonacuoctu OO.

IIpennono:xkenune-5
JlomkHa ObITh OOecrieyeHa CUMHXPOHM3AIMS M0 BpeMeHH Mexnay komrnoHeHTamu OO, a

takke Mex1y OO u cpenoit ero QyHKIIMOHUPOBAHUS.
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IIpeanono:kenue, uMerolIee OTHOLIEHHE K MEPCOHATY

IIpeanoJio:kenue-6
[lepconan, orBercTBeHHBI 3a QyHKknuoHUpoBaHue OO, mowKeH obecrneYynBaTh

Haanexamee pynkiuonupoanre OO, pyKOBOJICTBYSCH KCIUTYaTaIIMOHHOW JOKYMEHTAITUEH.

3.2  ¥Yrpo3sl 6e30nacHOCTH HHPOPMATUHT
3.2.1 ¥Yrpo3sl, KOTOPbIM /I0J12K€eH NPOTUBOCTOSATH 00BEKT OLIEHKH

B Hacrosmem II3  ompeneneHsl cienyromue  yrposbl, KOTOPbBIM HEOOXOAMMO
NpOTUBOCTOATH cpeactBamu OO.

Yrposa-1

1. AHHOTanMsa Yrpo3pl — IpEIHAMEPEHHbI HECAHKIMOHUPOBAHHBI JOCTYN WU
CrHenHaibHble BO3ACHCTBUSA HAa MH(pOpMAIHIO (HOCHTEIH WH(POPMALUK) CO CTOPOHBI BHEIIHHUX
HapylIuTeae, ACUCTBYIONMX U3 HHPOPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETe, B TOM
qrclie ceTeld MeXAyHapOAHOT0 HHGOPMAIMOHHOTO 0OMEHa.

2. ICTOYHMK yrpo3bl — BHCITHUE HAPYITUTEIIH.

3. Cnoco6 peaquzanumu yrpo3sl — 00xox wmexaHusmoB OesomacHoctn HC ¢
MCIIOJIb30BaHUEM INTATHBIX CPEACTB, MpemocTaBiseMbix MC, a Takke crenuain3upoBaHHBIX
WHCTPYMEHTAIBHBIX CPEJCTB.

4. Ucnionib3yemble YA3BHUMOCTH — HEJOCTaTKU CPEJICTB 3alMThl HMH(pOpMaLuH,
npumensieMbix B C.

5. Bua uHGpOPMALMOHHBIX pecypcoB, NMOTEHUHMAJbHO IOJABEP/KEHHBIX Yyrpo3e —
JaHHBIE TIONIb30BaTeNel, KOHGUTYpallMOHHbIE JaHHbIe, npyrue akTuBbl MC.

6. Hapymaemoe cBoiicTBO 0e3omacHOCTH HH(OPMALMOHHBIX PpPecypcoB —
LEJIOCTHOCTD, JOCTYITHOCTb, KOH(UIECHIINATIBHOCTD.

7. Bo3MO:KHbIe NOCJEeJCTBUSI Ppeaju3aluM yYrpo3bl — HapylIeHUs pPEeXUMOB

¢ynkunonuposanus MC, cumkenue yposHs 3amutsl UC.

Yrpo3za-2

1. AHHOTauMs Yrpo3pl — IpeJIHAMEPEHHbIH HECAHKIMOHUPOBAHHBIA JIOCTYN WU
crienManbHble BO3JIeCcTBUS Ha MH(OpMAIUIO (HOCUTENN HH(POPMALIUN) CO CTOPOHBI BHYTPEHHHX
HapylmuTenae, oO0JaJaonmx MpaBaMd M TOJHOMOYMSAMM Ha JOCTyn K HH(oOpMamuu B
MH(OPMALIMOHHON CHCTEME.

2. UcTOYHMK Yrpo3bl — BHYTPEHHHE HAPYITUTEIIH.

3. Cnocod peanuzanmm yrpo3sl — o00xo7 MexaHusMoB OezonmacHoctu OO ¢

HCIIOJIb30BAHUECM HITATHBIX CPEACTB, ITPEAOCTABIACMBIX 00.
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4. Ucnionib3yemble ySI3BUMOCTH — HEJOCTaTKM MJIM OTCYTCTBHE MEXaHH3MOB

0€30MacHOCTH, peau3youmx coocTBeHHY0 3amuTy OO OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

5. Bug uHoOpMalMOHHBIX PpecypcoB, MOTEHHHUAJLHO MOJABEPKEHHBIX Yyrpo3e —
nmanueie OO, aktussl MC.

6. Hapymaemoe cBoiicTBO 0Ge3omacHOCTH HMH(POPMAIMOHHBIX  PeCypcoB —
LEIOCTHOCTD, IOCTYITHOCTb, KOH(UIECHIINATEHOCTD.

7. Bo3MO:KHbIEe TOCJEICTBUS Ppeau3allui  Yrpo3bl — HApYIICHUS PEKUMOB

¢ynkunonuposanust OO, cHmxenne ypoBHs 3ammiieanoctu UC.

3.2.2 ¥Yrpo3bl, KOTOPbIM J10/I:KHA IPOTHBOCTOSITH Cpea

B nacrosmewm [13 onpenenens! cieayomye yrpo3bl, KOTOPHIM JOJIKHA TPOTUBOCTOSTh
cpena pyukrmonuposanus OO:

¥Yrpo3a cpensbi-1

1. AHHOTanus yrpo3bl — HApYIIEHUE IIEJIOCTHOCTH JaHHBIX, COOPAHHBIX WM CO3JIaHHBIX
COB (mauubix COB).

2. UcTOYHMK YIpo3bl — BHYTPEHHHI HAPYIIUTENh, BHCITHUNA HAPYIITUTENb.

3. Cnoco0 peaqm3zanmu yrpo3bl — HECAHKIIMOHUPOBAaHHBIN nocTyn K aaHHbiIM COB c
MCIIOJIb30BAaHUEM IITATHBIX M HELITATHBIX CPEJICTB.

4. Ucnonb3yemMasi ySI3BUMOCTb — HEIOCTaTKM MEXAaHU3MOB YIPABICHHUS JOCTYIIOM,
3aIUTHl CEaHCOB, (hu3mdeckoil 3ammuTsel o0opyaoBanuss MC; HeqoCTaTKH MEXaHU3MOB 3aIUTHI
xypHasoB aynuta COB.

5. Bux wHGOpPMAUMOHHBIX PpPecypcoB, MOTEHIHAIbHO TMOIABEP:KEHHbIX Yrpose —
naunbsie COB.

6. Hapymaemble cBoiicTBa 0e30macHOCTH HMH(POPMAIMOHHBIX PeCypcoB  —
1E€JI0OCTHOCTD, JOCTYITHOCTb.

7. Bo3MoO:KXHbIe MOC/IeICTBUSI PeaIM3alui YIrpo3bl — HEBO3MOXKHOCTh MCIOIB30BaHUS
cobpannoit COB uH(popMaIK 0 BO3MOKHBIX BTOPKEHHSX (aTakax) JUls IPUHSITHS PEIICHUH O

pearupoBaHUH.

Yrpo3a cpensbi-2

1. AHHOTanMs Yyrpo3bl — OTKIIIOYEHUE WM OJIOKMPOBAHME HAPYIIUTEIEM KOMIIOHEHTOB
COB.

2. UcTOYHMK Yrpo3bl — BHYTPEHHHI HAPYIIUTEIh, BHSITHUNA HAPYIITHTENb.

3. Cnoco6 peanu3auuMm yrpo3bl — HECAaHKIMOHUPOBAHHBIA JOCTYH K KOMIIOHEHTaM

COB.
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4. Ucnoab3yemasi yA3BUMOCTh — HEJTOCTATKH MPOIEAYyp pa3srpaHUUYEHUs MOJIHOMOYHUH B

NC, ys3sumoctu COB, BHeceHHBIC Ha AdTamax MPOCKTUPOBAHUS W Pa3pabOTKH, HEIOCTATKU
KOHTpoJIs1 mporpaMMmHoi cpeast C.

5. Bunx unH(pOPMAIMOHHBIX PeCypCcoOB, NMOTEHUHMAJIbHO MOJABEpP:KEHHbIE Yrpo3e —
nporpamMmmHoe obecriedeHue u 6a3a pemaromux npasuia COB.

6. Hapymaemble cBoiicTBa 0e€30MacHOCTH HH(OPMALMOHHBIX PeCypcoB —
L[EJIOCTHOCTbD, JIOCTYITHOCTbD.

7. Bo3MO:KHbIe MOCJIEACTBHS peaqu3alMud Yrpo3bl — HapyIIEHHE PEXKUMOB
dbyakuuonupoBanus COB, HeoOHapykeHHe pealn3yeMblx Mo oTHomeHuto kK MC BTopikeHui

(atax).

¥Yrpo3a cpenbi-3

1. AHHOTaIMsA Yrpo3bl — HECAHKIIMOHUPOBAaHHOE n3MeHeHne kKoHpuryparmuu COB.

2. UcTOYHMK Yrpo3bl — BHYTPEHHUH HAPYIINTEIb, BHEITHUH HAPYIIUTEb.

3.Cnocod  peaju3anmMu  yYrpo3bl —  HECAaHKIMOHUPOBAaHHBIA  JOCTym K
KOHurypannoHHoi nadopmanmu (Hactpoiikam) COB.

4. Ucnosib3yemasi yI3BUMOCTBH — HEJJOCTATKU MPOLEAYP Pa3rpaHUUCHHS TOJTHOMOYHHN B
NC, ysa3BUMOCTH TEXHHYECKHMX, NPOrPaMMHBIX W MNpPOrpaMMHO-TeXHHUYeckux cpeacts UC,
KoTOopble B3auMoieicTByoT ¢ COB u Moryt BiusTh Ha ¢pyHkunonupoanue COB, HegocTaTku
MEXaHU3MOB YIPABICHHS JOCTYIIOM, 3alIUTHI CEAHCOB, (PM3UYECKON 3aIIUTHI 00OPYIOBAHHS B
UC.

5. Bua uHGOPMALMOHHBIX pPecypcoB, NMOTEHUHAJTbHO IOJABEpP:KEHHbIE yrpo3e —
HacTpoiku nporpaMmMmHoro obdecrnieuenunst COB.

6. Hapymaemble XapaKTepUCTHKH 0€30MaCHOCTH AKTHBOB — IIEJIOCTHOCTD.

7. Bo3MOKHbIe TOCJIeICTBUS  peajM3allid  Yrpo3bl — HapylmieHHEe pPEeXHUMOB
¢ynkunonuposanuss COB, HeoOHapyxkeHHe peanu3yeMblx Mo oTHomeHuio Kk MC BTopxeHuit

(atax).

Yrpo3a cpenbi-4

1. AHHOTauus Yrpo3sl — HECAaHKIIMOHUPOBAHHOE BHECEHHWE W3MEHEHUN B JIOTHUKY
¢dbyuakuonuposanust COB depe3 MexaHu3mM 0OHOBIEHUS 6a3bl PEHIAONINX MTPABHIL.

2. UcTOYHMK Yrpo3bl — BHYTPEHHHE HAPYIIUTEIH, BHEITHUE HAPYIIUTEIH.

3. Cnoco6 peaJn3anuu yrpo3bl — OCYIICCTBICHHE HECAHKIIMOHUPOBAHHBIX JICUCTBHH C
WCIIOJIb30BAaHUEM INTAaTHBIX CpeAcTB, mpenoctaBisieMblx MC, a Takxke cnenuaiu3dpoBaHHBIX

HHCTPYMCHTAJILHBIX CPCACTB.
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4. Ucnonb3yemasi yI3BUMOCTb — HEJIOCTaTKH MEXaHHU3MOB OO€CIieueHusl JOBEPEHHOTO

KaHaJ1a orydeHus1 0OHOBIIeHUH 0a3bl pemaromux mpasuia COB.

5. Bua nH(pOPMAUMOHHBIX PpecypcoB, NMOTEHUHAJIbHO MOJABEP:KEHHBIX Yrpose —
porpaMMHoe obecrieuenue u 6asa pewarouiux npasui COB.

6. Hapymaemble cBoiicTBa 0e3o0macHOCTH HMH(GOPMAIMOHHBIX PeCypcoB —
LIEJIOCTHOCTb, IOCTYITHOCTb.

7. Bo3MOKHbIe TOCJIeICTBUS peaju3allid  yrpo3bl — HapylIeHHE pPEKUMOB
¢ynkunonupoBanusi COB, HeoOHapyxkeHHEe peanu3yeMbix mo oTHomeHHio Kk VC BropxkeHuit
(arak), HEBO3MOXXHOCTH HCHOJb30BaHus cobOpanHoii COB wuHbopmanmuu o0 BO3MOXKHBIX

BTOp)KeHUsIX (aTrakax) [Uis MPUHSATHUS PEIICHUI O pearupOBaHUU.

3.3  IMoauTuka 6€30MACHOCTH OPTraHU3ANUH

OOBEeKT OLEHKH [OJKEH CIeAOBaTh MPHUBEACHHBIM HIDKE TMpaBWIaM IOJHUTUKH
0€30MacHOCTH OpraHu3alluu.

IHosmTnka 6e3o0nmacHocTu-1

VYnpasnenne mnapamerpamu COB, KoOTOpbhle BIHMSIOT Ha BBINOJIHEHHE (DYHKIUIA

6e3omacuocti COB, HOMKHO OCYIIECTBIATHCS TONbKO anmMuHucTpatopamu COB.

IMosuTnka 6e30NaCHOCTH-2
OOBEKT OLEHKU AODKEH OCYIIECTBIATH cOOp MH(OpPMAIMM O CETeBOM Tpaduke u

COOBITHSIX, CBSI3aHHBIX C paboTOM KOHTpoIupyembIx y3ioB VC.

IMoauTuka 6e30nacHocTH-3
JlomkHa ocCyHIecTBIATbCA aHanuTU4yeckas oOpaboTka coOpanHbix COB paHHBIX O
(GYHKIMOHUPOBAHUU KOHTpOIHpyeMbIX y310B MC 3agaHHBIME METOAAMH C IIEJIbI0 BHIHECEHHS

peeHns 00 0OHapy>KEHUH BTOPKEHUSI.

IMoauTuka 6e3onmacuocru-4

HomxHo ocyniecTBiAThCA pearnpoBanrie COB Ha BBISIBIICHHBIE BTOPKECHUS.

IMoauTnka 0e30macHoCTH-5
JIOJKHO OCYIIECTBIISATHCS YIIPABICHUE CO CTOPOHBI YIIOJTHOMOYCHHBIX aIMUHUCTPATOPOB

COB pexumamu BoinosiHeHUs GyHKIH O0e3onacHoct COB.
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IoauTuka 0e3onmacuocT-6

OOBEKT OIIEHKH [IOJDKEH OBITh 3alluIleH OT HECAaHKIMOHMPOBAHHOTO JIOCTYyNa |

HapyleHui B oTHOEHUN GyHKIuK U qaHabx O0.

IoauTuka 0e3omacuocT-/
JlomkHa OBITH 0OecreYeHa BO3MOXKHOCTh PErMCTpAaIlMi U ydeTa BBINOJHEHHUS (DYHKIIUN

oezonacuoctu COB.

IoauTuka 0e3omacHocT-8

HOJ’I}KHa OBITH 0OecneueHa BO3MOKHOCTD KOHTPOJIA HEJIOCTHOCTHU IIPOIrpaMMHOI'0 KoJa.

IMomTHKa 6e30macHoCTH-9

OOBEKT OIICHKH JOKEH UMETh UHTepdEiic aIMUHUCTPUPOBAHHS.

IMosuTuka 6e3omacuocTu-10
O6T)€KT OILICHKN OOJIDKECH HUMETH BO3MOXHOCTH ynpaBHeHI/Iﬂ pC)KI/IMaMI/I HOJIyLIeHI/Iﬂ %1

YCTaHOBKH OOHOBIICHHUH (akTyanu3anun) 6as3sl pemmaromux npasui (BPIT) COB.
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4 Ilean 0e30macHOCTH
4.1 e 6e30macHOCTH IJisl 00bEKTA OIleHKH
B nannom paszene naercs onucanue 1enei 6eszomacuoctu st OO.
Iean 6e3o0macHocTH-1

Yupasiaeuune napamerpamu COB

OOBEKT OLEHKU TOJIKEH OOECHeuruTh BO3MOXKHOCThH yrpaBieHus mnapamerpamu COB
(mpaBwiamu B BPII COB, apyrumu nanaeiMu COB), KOoTOpble BIHMSIOT Ha BBINOJHEHUE

¢ynkuunit 6ezonacnoctu COB, co cTOPOHBI YIOITHOMOYEHHBIX anMuHuCcTpaTopoB COB.

eanb 6e30macHOCTH-2

COO0Op TAHHBIX 0 COOLITHSIX H AKTHBHOCTH B KOHTpoJaupvemoii UC

OOBEKT OIEHKH JOJDKEH OCYHIECTBISATH cOOp HWH(pOpMamuum o ceTeBoM Tpaduke u

COOBITUSIX, CBSI3aHHBIX C paboTOI KOHTpoaupyembIx y3iao0B VC.

Hean 6e30macHOCTH-3

Anaan3 naaapix COB

OOBEKT OLIEHKU JOJDKEH OCYHIECTBISTH aHAIUTHYECKYI0 00paboTKy coOpannbix COB
JAHHBIX O (DYHKIIMOHMPOBAHWU KOHTPOIHPYEeMBIX y370B MC 3amaHHBIMH METOJIAMH C IEIBIO

BBIHECCHMSI pellIeHHUsI 00 00Hapy>KEHUH BTOPKEHUS.

eanb 6e30macHocTU-4

Pearnposanue COB

OOBeKT OLCHKU HOJI’KCH OCYIICCTBIIATL pCArpOBAHUC HA BBISIBJICHHBIC BTOPIKCHUA.

eanb 6e30macHOCTH-5

Yupasiaenune padoroii COB

OOBeKT OLCHKHU JOJI2KCH obecneunBaTh yrpaBJICHUE CO CTOPOHBI YITOJJHOMOYCHHBIX

aamuauctpatopoB COB pexxumamu BeinosnHeHus ¢GyHkui 6e3onacHoctu COB.

Hean 6e30macHocTH-6

Pasrpanuyenue goctyna kK vnpasjgenuio COB

OOBEKT OIIEHKH JOJDKEH o0ecreunBaTh pa3rpaHuyeHne 1ocTymna K ynpasienno COB Ha

OCHOBe pousieit armMuHKrcTparopos COB.
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eanb 6e30macHOCTH-7

Avyaut 6e3onacaoctu COB

OOBEKT OIEHKH JOJHKEH OOECIEYHTh PETHCTPALMI0O W YYeT BBIMOJHEHHS (DYHKIHA

oe3omacuoctu COB.

Heanb 6e30macHOCTH-8

KontpoJas neaocraoctu COB

OOBEKT OLIEHKH JIOJDKEH 00€CIIEeUYUTh KOHTPOJIb IIEIIOCTHOCTH MPOTrPaMMHOTO KOJIA.

Heanb 6e30macHocTH-9

HNurtepdeiic COB

OO nmomxeH npenocTapisaTh agmuaucTpatopy COB nHTEepdeiic aqMUHUCTPUPOBAHHSL.

eanb 6e3omacHocTH-10

Yupapjenue yctanoBkoii o0o0HoBJgeHui (akryaausamnu) bPII COB

OO nomkeH MMETb BO3MOXXHOCTh YIPABJIECHUS PEKMMAMU TMOJIYYEHHS] U YCTaHOBKHU

oOHoBnenuii (aktyanuzanuu) bPIT COB.

4.2  Ileaun 6e30MaCHOCTH AJI5 CPeAbl

B gaHHOM paszmene Jaercs  ONUCaHME  LieJded  Oe30MacHOCTH Uil CPeAbl
¢yukuuonuposanus OO.

Heas nus cpeasl pynkuuonuposanus O0-1

Jloctvn K 1anabIM UC

JlomxeH ObITh oOecreueH JOCTyNl O0ObEeKTa OLIEHKH KO BCEM JaHHBIM KOHTPOJIUPYEMBIX
y310B UC, kotopbie He0OX0IUMBl OOBEKTY OLEHKH JJIsl peai3allid CBOUX (PYHKIMOHAJIBHBIX

BO3MOXHOCTeH (K KOHTponupyembIM oobekTam ().

Heas s cpensl pynkuunonuposanus O0-2

Dxcmayaramusa Q0

JlomkHBl OBITH OOECIEYeHbl YCTaHOBKA, KOH(PUTYPHUPOBAaHHUE U YIpaBIEHHE OOBEKTOM

OLICHKH B COOTBETCTBHU C BKCHHyaTaHHOHHOﬁ I[OKyMCHTElLIPICﬁ.
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Hean aast cpenbl pynkuuonupoBanus 00-3

CoBMEeCTHMOCTL

Jlomkaa OBITH oOecredeHa COBMECTHMOCTh OOBEKTa oOlleHKH ¢ snementamu HC,

KOHTPOJIb KOTOPOW OH OCYIIECTBIISIET.

Hean aast cpenbl pynkuuonnposanus 00-4

duznyeckas 3ammpra yacrteid OO

Homxna ObiTh oOecmeueHa ¢usnyeckas 3amuTa diemeHToB HMC, Ha KOTOPBIX
yCTaHOBJIEHbl KOMIOHEHTbl OO, KPUTHYECKH BaXKHbIE C TOYKH 3pPEHMsI OCYLIECTBICHMS

nmonuTuky oe3omacaoctu OO.

Hean aas cpeabl pynkuuonnposanus O0-5

JloBepeHHasl CBA3hb

Jomkua ObITh oOecriedeHa JOBepeHHas cBsi3b (Mapuipytr) wmexay COB  wu

aamuHuctparopamu COB.

Heab pas cpeant pynkunonuposanus O0-6

MexaHu3Mbl ayTeHTH(PHKAIMY U HIeHTH (KA

OynkuuonupoBanre OO [OMKHO OCYHIECTBIATbCS B cpele  (PyHKIMOHUPOBAHMS,

MPEIOCTABIISAIONIEH MEXaHU3Mbl ayTeHTU(UKAUU U ueHTuuKannu anMuHucTpaTopos COB.

Heas s cpensl pynkuuonuposanus O0-7

JloBepeHHbIH KaHAJ

JlomxeH ObITh 0OecriedeH JOBepEeHHbIN kaHal noiay4yeHus: ooHosneHuit bPIT COB.

Heas s cpensl pynkunonuposanus O0-8

3ammra naHHbIX GyHKIMH §e3onacHocTH 00bekTa onenkn (PHO)

Jomxna ObITh oOecmedeHa 3amiuilieHHas o0JacTh s BBINOJIHEHUS (YHKIUN

oeszonacuoctu COB.

Heas s cpensl pynkunonuposanus 0O0-9

CHHXDOHH33HI/ISI I10 BPCMCHU

JomxkHa ObITh 0OecTieueHbl OBITh 00ECTICUCHBI HAICKANNA UCTOYHUK METOK BPEMEHU U
CHUHXpOHM3AIMs MO BpeMeHH Mexay komnoHeHtamu OO, a taxxke Mmexay OO u cpenoi ero

(YHKIIMOHUPOBAHUS.
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Hean aast cpenbl pynknuonnpoanus 00-10

XpaHeHHe JaHHBIX ayJIUTA

JlomkHbl OBITH OOecreueHbl 3aliuTa JKypHajla ayauTa OT HECaHKIIMOHHUPOBAHHOTO
U3MEHEHHUS M YJAleHMs, a TaKK€ BO3MOYKHOCTb YIPABJIEHUS COOBITUAMH, HOTEHIMAIBHO

IMPUBOJAIIMMHU K IICPCIIOIHEHUTO obnacrei XpaHCHUA JaHHBIX ayJuTa.

Heas aas cpeasl pynknuonnposanus 00-11

Yupapjenue arpuoyraMu 0€301acHOCTH

Bo3moxxHOCTh  ympaBieHuss arpuOyramu Oe3omacHoctH KommoHeHToB COB  wu
KOHTpoJIUpyeMbIX 00bekTOB MC NOJDKHA MperoCTaBIsATHCS TOJIBKO YIOJIHOMOYEHHBIM POJISIM

(ammunucTparopoB COB u UC).

Heab pas cpeant pynkuuonuposanus 00-12

TpedoBaHud K MEPCOHATY

[lepconayn, OTBETCTBEHHBI 3a (YHKIMOHUPOBaHWE OOBEKTAa OICHKH, JOJIKCH
ofOecrieunBaTh  Hajauexamee (QyHKIMOHUpOBaHHME OOBEKTa  OLEHKH, PYKOBOJCTBYSIChH

9KCILTyaTallMOHHON JOKYMEHTAIIHEH.
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5  TpeOoBaHus 0€30MaCHOCTH

B nmannom paznene I13 mpencraBieHbl (QpyHKIHMOHANbHBIE TpeOOBaHUA U TpeOOBaHUS
JOBepUs, KOTOPHIM  JOKeH  yaoBieTrBopsiTh OO. @OyHKUMOHAIbHBIE  TpeOOBaHUSA,
npezcTaBieHHble B HacTosmeM [13, ocHoBaHbl Ha (GyHKIMOHATBHBIX KomrnoHeHTax u3 ['OCT P
NCO/M3K 15408-2. Kpome Toro, B HacTosauwmii [13 BkitodeH psin TpeboBaHMid O€30MaCHOCTH,
chopmynupoBanubix B siBHOM Buje (pacmmpenune 'OCT P UICO/MBK 15408-2). TpeboBanus
JIOBEpHsl OCHOBaHBI Ha KommnoHeHTax TpedoBanuii goBepus u3 ['OCT P UICO/MOK 15408-3 u
npencTaBieHpl B HacrosmieM [13 B Buie oneHodHOro ypoBHs noBepus OY]I2, ycuieHHOTO
komnoHeHtoM ALC FLR.1 «ba3oBoe ycTpaHeHHe HEJOCTAaTKOB» U  pacIIUPEHHOIO
komroneHtamu ALC_UPI_EXT.1 «lIpouenypbl oOHOBIeHHs 0a3bl pemiaronIuX MpPaBWD» U
AMA_SIA_EXT.3 «Oxkcneprusza aHanu3a BIUSHHUS OOHOBIEHHUI 0asbl pelIaloIIUX MPaBUI Ha
oe3omacHocth OO». Tpebosanmst Oe3omacHoctn ALC_UPI_EXT.1 «OOGHOBneHHEe 06a3bl
pemaromux npasuwm» 1 AMA_SIA_EXT.3 «Oxkcreptr3a aHanu3a BIHSHAS OOHOBICHHH 0a3bl

pemaromux npaBuil Ha OezomacHocTh OO» chopMymupoBaHbl B SIBHOM BHUAE (paclIUpeHHE

['OCT P UICO/MDK 15408-3).

5.1 TpeboBaHus 6€30MACHOCTH VISl 00HEKTA OLEHKH
5.1.1 dynxknuoHaabHbIe TPedoBaHus O6e3onacHocTu OO

OynknuonanpHble  kKomrmoHeHTHI w3 ['OCT P MCO/MOK 15408-2, Ha KOTOpBIX
OCHOBaHBl (YHKIIMOHATbHBIE TpeboBaHus Oe3zomacHocth OO, a TakkKe KOMIIOHEHTHI

C(i)OpMy.]'II/IpOBaHHBIX B ABHOM BUJC pACIIUPCHHBIX Tpe60BaHHI’I IMPUBCJACHLI B Ta6n1/1ue 5.1.

Tabnuna 5.1 — @yHKIMOHATBHBIE KOMIIOHEHTHI, Ha KOTOphIX ocHOBaHbl ®TH OO.

KommnonenT Ha3panue KOMIIOHeHTa
FAU_GEN.1 I'enepanust naHHBIX ayauTa
FAU_GEN.2 Acconuanust BIeHTU(PUKATOpa MOTH30BATENS
FAU_SAR.1 [TpocmoTtp aynura
FAU_SAR.2 OrpaHu4eHHbIN IPOCMOTp aynuTa
FAU_SAR.3 Be10opounblit mpocMOTp aynuTa
FMT_MOF.1 VYrpaBieHre peKUMOM BBITTOTHEHUS (PYHKITHIA

0e30MacHOCTH

FMT_MTD.1 VYnpasnenne nanasimu @O
FMT_MTD.2 VYnpasnenue orpanuueHussMU JaHHbIX PBO
FMT_SMR.1 Ponu 6e3omacHocT
FPT_TST.1 Tectupoanue ®bO
FID_COL_EXT.2 COop MaHHBIX O COOBITUAX HA y3JIaX CETH
FID_ANL_EXT.2 Amnanu3 nanasix COB
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KoMmnoHneHT

Ha3zBanne KOMIOHEHTA

FID_MTH_EXT.1

MeTtonan!l aHamu3a

FID_MTH_EXT.2

I[eTaJII/ISaHI/IH OBPUCTHUYCCKOI'0O METOAa aHalIn3a

FID RCT EXT.1

basoBoe pearupoBanue COB

FID PCL_EXT.1

AHanu3 IpOTOKOJIOB

FID_CON_EXT.1

MexaHu3Mbl aIMUHUCTPUPOBAHMS

FID_UPD_EXT.1

Oonosienue bPIT COB

FID_INF_EXT.1

Nurtepdeiic COB

5.1.1.1 Aynut 6e3onacioctu (FAU)

FAU_GEN.1

I'enepauusi JaHHBIX ayAUTAa

FAU GEN.1.1 ®BO pomkHBl OBITH CIIOCOOHBI TeHepUpoOBaTh 3allUCh ayauTa A CIESOYIOLINX
COOBITHIA, TOTEHITUAIBHO TIOJIBEPTAEMBIX ayTUTY:
a) 3aIlyCK M 3aBEpIICHHE BHIMOJHEHUS PYHKINI ayuTa;
0) Bce CcOOBITHA, MOTEHIMAIBHO MOJBEpPraeMble ayauTy, Ha [BeIOOp (BBHIOpAThH
OJIHO M3): MUHUMAIbHBIL, OA306bll, 0eMAIUUPOSAHHBIU, HeONpeoeIeHHbIIL)
YpOBHE ayJuTa;
B) [coObITHS, IPUBEICHHBIC BO BTOPOM CTOJIOIE TaOIHUIBI 5.2].
FAU_GEN.1.2 ®BO nommkHBI perucTpupoBaTh B KaXKIOH 3alKMCH ayaWTa, 10 MEHbLIEH Mepe,
CIIEYIOIYI0 HHPOPMAITUIO:
a) Jarta ¥ BpeMs COOBITHS, TUIT COOBITHS, HACHTU(PUKATOP CYObEKTa U pe3ysbTaT
coObITHSI (YCTIEUIHBINA MJIM HEYCIIECIIHBIN);
0) 7S KaxAoro TUMa COOBITUH, MOTEHIMAIBbHO TOABEPracMbIX aydauTy, W3
quclia OMNpENENeHHbIX B (QYHKIMOHAIBHBIX KOMIIOHEHTaX, KOTOpbIE
BiiroueHsl B [13/3B, [uH(oOpManuio, ompeneneHHYI0 B TPETheM CTOJIOIE
Tabmue 5.2].
3aBUCUMOCTH: FPT STM.1 «HanexHble METKH BPEMEHU.
Tabmuna 5.2 — CoObITHS, MOANEKAIUE AYAUTY
JlomoTHUTEIBHO
KommnonenT Co0bITHE perucrpupyemasi
uHopManus
FAU_GEN.1 3amyck U 3aBeplleHue BelnoinHeHus GyHkuuit | Mnentudukarop
aynuta. Jloctyn k OO 00BEKTA, BUI
3anpanmBaeMoro
Joctyna
FAU SAR.1 Urenue nHdpopMaluy u3 3amnucei ayaura
FAU_SAR.2 Heycnennple NONBITKY YUTATh HH()OPMALIHIO
W3 3auCcer ayauTa
FMT_MOF.1 Bce Mmoaudukaum pexuma BoITIOTHEHUS
(hyHKIHI, CBI3aHHBIX CO COOPOM JAaHHBIX O
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JlomoJTHUTEIBbHO
KommnonenT Co0bITHE perucrpupyemasi
uHopManus
cucreme UT, ux aHAJIM30M U OTBETHBIMU
peaKusIMu
FMT_MTD.1 Bce momudukanuu nanaeix COB, qaHHBIX
ayJauTa U Bcex npouux aaHHeix OO
FMT_SMR.1 Mopaudukarus Tpymnsl Mojab30BaTenen — Nnentudukarop
WCTIOJIHUTENICH POJTH MI0JIb30BATEIISI
FPT_TST.1 BrinonHenue u pe3yabTaThbl
camoTecTupoBanus komrnoHeHtos COB

FAU_GEN.2
FAU_GEN.2.1

3aBUCHUMOCTH:

FAU_SAR.1
FAU_SAR.1.1

FAU_SAR.1.2

3aBUCUMOCTH:

FAU_SAR.2
FAU_SAR.2.1

3aBUCUMOCTH:

Acconuanus HIeHTH(PUKATOPA MMOJIb30BaATEJIS

®BO M0KHBI OBITH CIOCOOHBI ACCOIMUPOBATH KAKJ0€ COOBITHE, TTOTEHITUAIBHO
MoJIBepracMoe ayauTy, C HISHTH(PUKATOPOM IIOJIH30BATENs, KOTOPBIA OBLI
HHHUIUIATOPOM TOT'O COOBITHSI.

FAU_GEN.1 «'enepanus TaHHBIX ayaUTa,

FIA_UID.1 «Bsibop MOMEHTa UICHTUPUKALTUI.

IIpocmoTp ayaura
®BO A0KHBI TPEIOCTABIIATH
[a)  aaMuHHCTpaTOpy OE30MACHOCTH,
0) [Ha3sHAUCHHE: YNOIHOMOUEHHbIE NOb306ameni]]
BO3MOKHOCTh YUTaTh [HAa3HAUEHUE: CHUCOK UHGopmayuu ayouma] W3 3anucein
ayauTa.
®bO momKHBl TMPEAOCTABNATH 3alMUCH  ayauTa B BHJAE, [O3BOJIAIOIIEM
TOJIB30BATEII0 BOCIIPUHUMATH COACPKAIIYIOCS B HUX HH(DOPMAIIHIO.

FAU GEN.1 «['enepanus JaHHBIX ayIUTa.

OrpannyeHHBIH MPOCMOTP ayAUTA

®OBbO [0mKHBI 3alpeTUTh BCEM IMOJB30BATENAM JOCTYN K YTEHUIO 3amucen
ayanTa, 3a UCKIIFOYEHHUEM TOJIb30BaTENei, KOTOPHIM SIBHO MPEAOCTABJIEH TOCTYI
JUISL UTCHUSL.

FAU SAR.1 «IIpocMoTp ayauTay.
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FAU_SAR.3 BbiGopouHbBIii MPOCMOTP ayauTAa

FAU SAR.3.1 ®OBO nomKHBI MIPEIOCTAaBIATh BO3MOKHOCTH BBIIIOJHUTE COpMUPOBKY ITaHHBIX
ayauTa, OCHOBAHHYIO Ha [CIEMYIOMINX aTpulyTax:
a) JaTa v Bpems;
0) uneHTuduUKaTop CyOBEKTa,;
B) THII COOBITHS;
r) pe3ynbTaT COOBITHS (YCHEUIHBIN WK HEYCTCIIHbIN);
n) [HasHauenue: opyeue ampubdymei]].
3aBucumoctu: FAU SAR.1 «IIpocMoTp aynutay.
3aMeuanusi mo npumMeHenuro: B 3b npu BbIOHEHMH BTOPOM ONEpalvd «HA3HAYEHUE» B

FAU_SAR.3.1 cnenyet yka3aTh KpUTEPHH, OCHOBAaHHBIC HA KOMOWHAIINN aTPUOYTOB.

5.1.1.2 YnpasJjenue 6e3onacuoctbio (FMT)
FMT_MOF.1 Ynpasiienue pe;xuMoM BbIIOJTHeHUs1 (PYHKIMH 0e30I1aCHOCTH

FMT_MOF.1.1 ®BO [OMKHBI TNPENOCTABIATH BO3MOXKHOCTH — MOOUQDUUUPOBAML  DeHcUm

guinoaneHus PyHKIMIA, CBI3aHHBIX
[a) co cOopoM pmaHHBIX O cucteme WT, WX aHaAIM30M H OTBETHBIMHU
peaKIHsIMU;

0)  C BHYTPEHHHUM IpEICTaBICHHEM BpEMEHH |,

TOJNBKO [aIMUHUCTpPATOpPaM 0€30MacCHOCTH |.

3asucumoctu: FMT _SMR.1 «Ponu 6e3onacHoCTI».

FMT_MTD.1 Ynpasaenue nanasimu P50
FMT_MTD.1.1 ®BO nomKHBI MPETOCTABJISATH BO3MOKHOCTD [BBIOOp: usmeneHue 3HaueHuil no
VMOMUAHUIO, 3aNpoc, MOOuukayus, yoanieHue, O4uUCmKa, [Ha3HAYCHHE: Opyaue
onepayuu]] CIEAyOUIMX AaHHBIX [HA3HA4YCHHE: cnucok opyeux oauuwvix PHO]
TOJIBKO
[a)  YNOJTHOMOYEHHBIM aJMUHUCTpPATOpaM OE30MaCHOCTH;
0) [masHaueHHE: ynoaHoMoueHHble udeHmupuyuposannvle poaul].

3aBucumoct: FMT SMR.1 «Ponu 6e30macHOCTHY.
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FMT_MTD.2 YnpaBJ/jieHue orpanndeHussMu Janubix @50

FMT_MTD.2.1 ®BO [10mKHBI MNPENOCTaBIATh BO3MOXKHOCTH OINPEICICHUS] OrpaHUYEHUMN
CJENYIOIIMX JTaHHBIX [Ha3HAuUEHUE: cnucok oanHvlx @B5O] TOABKO [Ha3HAUYCHHE!
VROJIHOMOYEHHbIE UOCHMUDUYUPOBAHHBLE POL].

FMT_MTD.22 ®BO [10mKHBI NPEANPUHATH CIEAYIOIHUE ACUCTBUS NPU JOCTHXKECHUH WIIU
npeBbieHrH JaHHbIME PBO yCcTaHOBJICHHBIX BBIIIC OPAaHHUYCHHIA: [Ha3HAUYEHUE:
npeonpunumaemvle Oeticmeusl).

3asucumoctu: FMT_MTD.1 «Ynpasnenue ganasimu ©@BO»,

FMT_SMR.1 «Poau 6e30macHOCTHY.

FMT_SMR.1 Poju 6e30nacHOCTH
FMT_SMR.1.1 ®BO nomxHbl HOIAEPKUBATH CIEAYIOLINE POJIU:
[a) aIMUHUCTpATOp OC30IaCHOCTH,
6)  momw3oBarens UC,;
B)  [HasHaueHwue: opyeue poaul].
FMT_SMR.1.2 ®BO nomxHbBI OBITH CIIOCOOHBI ACCOIIMUPOBATH TOIH30BATEIICH C POJISIMH.

3asucumoctu: FIA UID.1 «Bpibop MOMeHTa UACHTUPUKAIII.

5.1.1.3 3amura ®BO (FPT)

FPT_TST.1 TecrupoBanue ®bO

FPT_TST.1.1  ®BbO n0mKHBI BBHINOIHIATH HAKET MPOrpaMM CAMOTECTHPOBAHUS [BbIOOp: npu
3anycke, NepuooudecKu 6 npoyecce HOPMANLHO20 (DYHKYUOHUPOBAHUS, NO
3anpocy YnoJIHOMOYEHHO20 NONb308aAmMeNs, NpUu YClo6usax [Ha3HAYEHUE: )YClo8usl,
npu  Komopwix — cledyem — npeoycmMompems — camomecmuposanuel|| st
JI€MOHCTpPALIMU MTPaBHIIbHOTO BhINONHEHUs DB5O.

FPT_TST.1.2 ®bO AOMKHBI NPEAOCTaBUTh YIOJHOMOYEHHBIM I10JIb30BATENSIM BO3MOKHOCTD
BepUPUIIUPOBATH IIEIOCTHOCTD daHubix DEO.

FPT_TST.1.3 @®bO nmomxHBI NPEAOCTaBUTHh YIOJTHOMOYEHHBIM MOJIB30BATENSIM BO3MOXKHOCTh
BepU(DHUIIMPOBATH 1IETOCTHOCTH MPOrpaMmMHoro koja @bO.

3aBucumoct: FPT AMT.1 «TectupoBanue abCTpakTHON MALITHHbBD.

5.1.1.4 Coop cucremubix ganusix COB (FID _COL_EXT)
FID_COL_EXT.2 C0op 1aHHBIX 0 COOBITHSIX HA y3JIaX CeTH
FID_COL_EXT.21  ®BO nomkHbl OBITh CHOCOOHBI COOMpaTh WH(GOPMALUIO O CETEBOM

Tpaduke, MPOXOAAIIEM uepe3 Y3JIbl CeTH  [BBIOOp: cemesoli aolpec,



FID_COL_EXT.2.2

FID_COL_EXT.2.3

3aBUCUMOCTH:
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uCI’lOJZbS’yeMblﬂ nopm, 3HA4YeHUA noneiu cemegoco nakema, annapamnbzﬁ

aopec ycmpoticmaa, uoeHmughuxamopol NPOMOKOJI08,
nocned08amelbHOCmMb KOMAHO NPOMOKONI08, pazmep nofell nakema u
[Haznauenue: opyeas ungopmayusif].

®BbO nomKHBI OBITH CIIOCOOHBI COOHMpPATh WHOOPMAIUIO O CICTYIOIINX
COOBITHSIX Ha y3JIaX CETH:

- CO6blmuﬂX, pezucmpupyemblx 6 I CYypHAlax ay()uma: OC,

npumadHozo npocpammHozo O6€CI’Z€’£€HM}Z;

—  gwui306e hYyHKYUUN OE30NACHOCIU,

- O6I?CIM4€HMM K pecypcam

U [Ha3HA4YCHUE: Opyeue cobvimusi).

®BO [0KHBI COOMPATh U PETHCTPUPOBATH CIICTYIONIYI0 HHPOPMAITHIO:
a) JaTy U BpeMs COOBITHS, THUI COOBITHUS, HIEHTU(DUKATOP CYyOHEKTa;
0) u [Ha3HavyeHue: Opyeas ungopmayusi).

OTCYTCTBYIOT.

5.1.1.5 Anasm3 nannsix COB (FID_ANL_EXT)
FID_ANL_EXT.2 Awnaau3 nanusix COB

FID_ANL_EXT.2.1

FID_ANL_EXT.2.2

®BO n0mKHBI BBHIMOMHATH aHalU3 coOpaHHbIX JaHHBIX COB o cereBoM
Tpaduke B pexxume, OJIM3KOM K peaIbHOMY MacliTady BpEMEHH.

®bO J0MmKHBI BBIIOJIHATH ClEAyIOIIME (QYHKIMM 10 aHaJIW3y BCEX
nosiydeHHbIX gaHHbix COB

a) 06HGDV9fCM60mb BIMOPIHCEHUA 6 pearcume, OAUBKOM K peaibHoOMYy

MCZCWI’I’ZCI6V BPEMEHU HA YPOBHE OMOEIbHLIX XOCHO8 MOKaﬂbelx V37106

UC) nymem ananuza cemesgo2o mpacdura 6e3 nomepu OAHHbIX Ol

anaiusa,

0) oOHapyicueams  8MOPIAICEHUSL _HA  YPOBHE  OMOCNbHbIX _XOCHO8

(roxkanvubix v3nose HUC) nymem ananusza owcypranos cobvimuu OC u

npukiaonozo 110;

U [Ha3HayeHue: opyeue GyHKyuu no aHanusy|.
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3aBUCHUMOCTH:
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[To pesynpratam ananuza OBO gowKHBI (QHUKCHPOBATH CIEAYIOIIYIO

nHpopMaIuio:

a) Jara W BpeMs, pe3ylbTaT aHaliu3a, TUIl JaHHBIX, WUICHTHPHUKATOP
WUCTOYHUKA JAHHBIX;

0) TPOTOKOJ (MEXaHWU3M), HUCIOJIB3YEMbIH IJIi MPOBEACHUS BTOP)KCHUS;
uaeHTU(UKATOp CyObeKTa BTOPXKEHHS, HACHTH(PUKATOP OOBEKTa
BTOPKCHHUS,

B) [Ha3HaueHUE: Opyeyio ungopmayuio).

OTCYTCTBYIOT.

5.1.1.6 Metoabl ananuza COB (FID_MTH_EXT)
FID_ MTH_EXT.1 MeToabl anajiu3a

FID_MTH_EXT.1.1

3aBUCUMOCTH:

dBEO JOJDKHBI  BBIIIOJHATH aHaAJIU3 C06paHHLIX JaHHbIX C 1ICJIBIO

OOHapyKEHHsI BTOP>KEHUH C MCIIOJIb30BAaHUEM CUCHAIMYPHLIX _Memooos,

96PUCMUYECKUX MemOo008 U [Ha3HAUCHHUE: Opyeue Memoobl).

OTCYTCTBYIOT.

FID_ MTH_EXT.2 J[leraiu3anusi 3BpUCTHYECKOT0 METO1a aHAJIN3A

FID_ MTH_EXT.2.1

FID_MTH_EXT.2.2

3aBUCUMOCTH:

®bO J0KHBI BBIIOJNHATH aHAIW3 COOPAHHBIX JaHHBIX C  LEJIbI0
OOHApY)XEHHSI BTOP)KEHUM C WCIIOIH30BAHUEM SBPUCTUYECKUX METOJIOB,

OCHOBAHHBIX Ha MemoOoax 6blAGNEHUS AHOMAJIUL _Cemego2o mpadmxa,

Memooax _ 6vlaeeHUs _aHoMaaull 6 Oelicmeusax _noavzoeamens HC u

[Ha3zHaueHuEe: Opyeue memoowi|.
®bO J0KHBI BBIIOJHATH aHAIM3 COOPAaHHBIX JAHHBIX C IEJBIO
oOHapyKeHHsI BTOPKEHHUH C MCIOJIB30BaHUEM IBPUCTHUYECKUX METOJOB Ha

YPOBHE [Ha3HAYCHHE: YPOBEHb IEPUCMUYECKO20 AHANU3A).

OTCYTCTBYIOT.
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5.1.1.7 PearnpoBanue COB (FID RCT_EXT)
FID_RCT_EXT.1 Bba3oBoe pearupoBanue COB

FID_RCT_EXT.1.1

3aBUCHUMOCTH:

B ciydsae oOHapyxeHUs BTOpKCHHN W HapylieHui Oe3omacHoctH, OBO
JOJDKHBI IPEIIIPUHSATD CIACAYIOIINE ISHCTBUS:

— ocyuiecmeuniv CbchaquO d)akma 06HGDVD/C€HM}Z 6MOPIHCEHUU UAU

HADYUICHULL bezonacrocmu 6 HCYPHAIAX ay()uma;

—  ygedomMumsb _aoMuHucmpamopa _6e30ndacHocmiu_ 00 o0OHaApYHCeHHbIX

BMOPHCEHUAX u HApYUWeHuAx bezonacrHocmu C nomouwbro

[su3yanvro2o 0m06DanC€Hu}Z coomeemcmeayrouieco COO6M4€HM}Z Ha

KOHCOMU _ynpaeieHusa] u  [Ha3HA4YeHHE: Opy2ue  Cnocooul

cucHanuzayuu]
U [Ha3HAYCHHUE: CNUCOK OeliCmEuUl].

OTCYTCTBYIOT.

5.1.1.8 Awnamu3 nporokosos (FID_PCL_EXT)
FID_PCL_EXT.1 Anaau3 npoToKoJIOB

FID_PCL_EXT.1.1

3aBUCUMOCTH:

dBEO JOJDKHBI HUMCTb MCXAaHHU3MbI O6H3py>KCHI/I${ BTOp)KCHI/Iﬁ Ha OCHOBC

aHalM3a CiykeOHOM MH(pOpPMaIMU MPOTOKOJIOB cemesoz2o YposHs 0a30601

OMANOHHOU _MOOEHU _63aAUMOCEA3U OmKpbslnmbvlxX cucmem Hn [Ha3Ha‘leHI/ICZ

opyeue yposHu 0a3060U IMANIOHHOU MOOEU 63AUMOCEA3U OMKDBINMbIX
cucmemy].

OTCYTCTBYIOT.

5119 VYnpasaenne COB (FID_CON_EXT)

FID_CON_EXT.1 MexaHu3mbl aIMUHUCTPUPOBAHUA

FID_CON_EXT.1.1

3aBUCUMOCTH:

DOBO 10IDKHBI UMETh MEXAHUBMEBI JIOKAIbH020 aomunucmpuposanus COB n

[Ha3HAUCHUE: Opyeue MEXaHUusMbl AOMUHUCTIPUPOBAHUSL).

OTCYTCTBYIOT.
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5.1.1.10 Oonoaenne BPII COB (FID UPD_EXT)
FID UPD_EXT.1 Oo6noBaenune BPII COB

FID_UPD_EXT.1.1

FID_UPD_EXT.1.2

3aBUCUMOCTH:

®BO 1omKHBI UMETh CPEJICTBA aBTOMATU3MPOBAHHOTO OOHOBJICHHUs 0a3bl
peIIAIOIINX TPABUIL.

®BO 10KHBI IPEAOCTABIATH BO3MOKHOCTh OOHOBJICHHS 0a3bl PELIAIONINX
NpaBWI TOJBKO [HA3HAYCHUE: UOCHMUDUYUPOBAHHBIE YNOTHOMOYECHHbIE
poaul].

FMT_SMR.1.

51.1.11 Hutepdeiic COB (FID_INF_EXT)

FID_INF_EXT.1

FID_INF_EXT.1.1

HNurtepdeiic COB
@®BO nomKkHBI UMETHh TU HHTEpdelica aIMIHUCTPUPOBAHUS
[BBIOOD:
a) «KOMaH/HAasi CTPOKa»,
6)
B)

rpaduueckuii uHTEpdEric;

[Hasznauenue: opyeue munvl unmepgheticos]].

3aBHCUMOCTH: OTCYTCTBYIOT.

5.1.2 TpedoBanus goBepus K 6ezonacuoctu OO

Tpeboanus nosepust k 6e3omacHocTH OO B3ater 3 [OCT P NCO/MOK 15408-3 u

obpasyror OY 12, ycunennsiit komrmoneHToM ALC_FLR.1 «ba3oBoe ycTpaHeHHe HeIOCTaTKOBY

u pacmrpensblii komnonenTaMu ALC_UPI_EXT.1 «IIponenypsl 06HOBIEHUS 6a3bl PEIIAIONINX

npas» 1 AMA_SIA_EXT.3 «Dkcneptusa aHanu3a BIUSHUS OOHOBIEHUN 0a3bl pelIaronInx

npaBui Ha 6e3onmacHocTh OO» (cM. Tabmuiry 5.3).

Tabmuna 5.3 — TpeboBanus noBepus k 6e3onacHoctu OO

Hnentudpuxarop
Kuace noBepus KOMIIOHEHTOB Ha3Banue KOMIIOHEHTOB 10BepPHUs
J0BepHUsi
Ynpasnenue
ACM_CAP.2 DneMeHThl KOHpUTypalun
KOH(Uryparmen
MMocTaska u ADO_DEL.1 [Iponienypsl mocTaBku
OKCILTyaTaus ADO_IGS.1 IIporenypsl yCTaHOBKHU, TEHEPALIMH U 3aITyCKa
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Nnentuduxarop
Kaacc noBepust KOMIIOHEHTOB Ha3BaHue KOMIIOHEHTOB J0BepHs
J0BepHUsi
ADV_FSP.1 Hedopmanbshas pyHkimonanbHas crienupuKamms
Pa3pabotka ADV_HLD.1 OnucaTenbHbIi IPOEKT BEPXHETO YPOBHS
ADV_RCR.1 HedopmanbHast 1eMOHCTpaIysi COOTBETCTBHUS
AGD_ADM.1 PykoBoacTBO anMuHUCTpaTopa
PykoBoxacrsa
AGD_USR.1 PykoBoicTBO nonb3oBaTens
[Tonnepxka
ALC FLR.1 ba3oBoe ycTpaneHue HeJOCTaTKOB
KU3HEHHOTO LIUKJIa
ATE_COV.1 CBUICTEIBCTBO MOKPBITHS
TectupoBanue ATE_FUN.1 DYHKIIMOHATBLHOE TECTUPOBAHUE
ATE_IND.2 Bri6opouyHoe He3aBUCHMOE TECTUPOBAHUE
AVA SOF.1 Onuenka croiikoctu Pynkiuu 6e3onacHoctu OO
OreHka ysa3BUMOCTEN
AVA VLA1 YMepeHHO CTOMKUI

OoOHoBIIEHUE 0a3bI

pemaromux mpaBuil

ALC_UPI_EXT.1

[Ipouenypsl 0OHOBIEHUS 0a3bl PEIIAIOIINX TPAaBUI

AMA SIA EXT.3

DKcrnepTu3a aHajau3a BIUSHUS OOHOBJICHUHN 0a3bl

[peraromux npaBui Ha 6ezonacHocts OO

5.1.2.1 Ynpasaenue kondurypanueii (ACM)

ACM_CAP.2  DjaemeHTbI KOHpHUTYypaUHH

3aBUCHUMOCTH OTCYTCTBYIOT.

DneMeHTHI 1eUCTBUN pa3paboTunka

ACM_CAP.2.1D Pa3paboT4rK A0KEH NpeoCcTaBUTh MapkupoBKy aist OO.

ACM_CAP.2.2D Pa3paboTumk AOKEH UCTIONB30BaTh cuctemy YK.

ACM_CAP.2.3D Pa3paboT4rk J0DKEH MPeJCTaBUTh TOKyMeHTalno YK.

JIEeMEHTHI COACPIKAHUA U MPEACTABIICHHUA CBUACTCIILCTB

ACM_CAP.2.1C Mapkuposka OO nosmkHa ObITh YHUKaNbHA 1715 Kakoi Bepcuu OO.

ACM_CAP.2.2C OO nomxkeH ObITh TOMEYEH MAPKUPOBKOA.

ACM_CAP.2.3C lokymenTanus YK momkHa BKITIOYATh B ¢€0S CIIUCOK KOH(UTYPAIIHH.
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ACM_CAP.24C Criucok  KOH(pUTYpalid  JODKEH  COJepKaTh  ONHMCAHHWE  DJIEMEHTOB

koHpurypamuu, Bxoasammx B OO.
ACM_CAP.2.5C lokymenTanust YK momkHa cofepkaTh ONMHUCAaHWE METOJa, HCIIOJIB3YeMOTO
JUTSL YHUKQJTBHON MICHTU(UKAIIMY YJIEMEHTOB KOH(PHUTYpaIiu.
ACM_CAP.2.6C Cucrema YK nomkHa yHUKaIbHO UACHTU(GUIIMPOBATH BCE DJIEMECHTHI
KOH(pHUTYpaIiu.

DJIEMEHTHI ACUCTBUIN OIICHIIINKA

ACM_CAP.2.1E OueHmuK J0JDKEH TOATBEPAWUTh, 4YTO TNpeACTaBIeHHAs uWHopManus
YIOBJIETBOPSIET BCEM TpPEeOOBaHMSIM K COJEPKAHUIO U MPEJICTaBICHUIO

CBHUACTCIIBCTB.

5.1.2.2 llocraBka u 3kcmayaranus (ADO)

ADO _DEL.1 IIpouenypbl HOCTABKHU

3aBHUCHUMOCTH OTCYTCTBYIOT.

DneMeHTHI AeUCTBUN pa3paboTunKa

ADO_DEL.1.1D Pa3paboT4uk AODKEH 3aJOKYMEHTHPOBATh mporeaypsl noctaBku OO mim ero
qyacTel MoJIb30BaTeNIo.

ADO_DEL.1.2 Pa3paboT4uK AOKEH UCTOIb30BaTh MPOIEIYpPhl MOCTABKU.

DNEeMEeHTHI COJIEp)KaHUs U MPECTaBICHUS CBUACTEILCTB

ADO_DEL.1.1C JlokymeHTanusi IMOCTaBKM JOJDKHA COJEp)KaTh OIMMCAHUE BCEX TPOICIYp,
HEOOXOIUMBIX JJIS TTOIICPIKKHA OS30TIaCHOCTH TIPH PACIIPOCTPAHEHUH BEPCHH K
MECTaM HCIOIb30BaHUS.

DJIEMEHTHI ACUCTBUI OICHIIINKA

ADO_DEL.1.1E OueHmuK [JOJDKEH TIOATBEPAWTH, YTO TpEACTaBICHHAs WHOpMaNus
VIOBJICTBOPSIET BCEM TPEOOBAHHMSIM K COJCPKAHUIO W TIPEICTABICHUIO

CBHUACTCIBbCTB.

ADO_IGS.1 Ilpouenypbl yCTAHOBKH, FeHEPAIMU U 3aMyCKa

3aBUCHMOCTH

AGD_ADM.1 PykoBoaCTBO aMUHUCTPATOPA.

DJeMeHTHI AeUCTBUI pazpaboTunka

ADO _IGS.1.1D Pa3paboT4yuk JOJDKEH 3aJ0KYMEHTHPOBAThH IPOIEIYpPhI, HEOOXOTUMBIC IS
0e30macHOi ycTaHOBKH, reHeparuu u 3amycka OO.

OJIEMEHTHI COACPIKaHUA U MPECACTABIICHUA CBUACTCIILCTB
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ADO_IGS.1.1C JlokymeHTanus D0DKHA COJEPIKATh OMMCAHKE TIOCTEA0BATEIbHOCTH JISHCTBHM,

HEOOXOIUMBIX sl 0€30MacHON yCTaHOBKH, TeHepanuu u 3amycka OO.

DJIEMEHTHI ICUCTBUIN OIICHIIIMKA

ADO_IGS.1.1E OueHmmMK JOMKEH MOATBEPAUTh, YTO TMPEICTaBICHHAs WHOOPMALUS
YIOBJIETBOPSIET BCEM TpPeOOBaHMUSIM K COJCPKAHUIO U IPEICTABICHUIO
CBUJCTEILCTB.

ADO_IGS.1.2E OueHmUK AODKEH CAENIaTh HE3aBHCHMOE 3aKII0UYEHHE, YTO MPOLETYyph

YCTAHOBKH, T€HEPALIMH U 3aITyCKa MPUBOAAT K O€30MacHOI KOH(UTYpaIIH.

5.1.2.3 Pa3paborka (ADV)

ADV_FSP.1 HedopmanabHas pyHKUHOHANBHASA cienuuKALUS

3aBUCHUMOCTH

ADV_RCR.1 HedhopmansHasi JeMOHCTpaIusi COOTBETCTBUS.

DneMeHTHI AeUCTBUN pa3paboTynKa

ADV_FSP.1.1D Paspabotunk  (3asiBUTENb)  JOJKCH  MIPEICTaBUTh  (PYHKIIMOHAIBHYIO
crnenupuKanuio.

DneMeHTHI COJIepKaHus U MPECTABIICHUS CBUICTEIHCTB

ADV_FSP.1.1C O®yukuuoHanbHas cHemuHUKanus JOJDKHA coiepaTh HedopMaibHOe
ormucanrne ®BO u ux BHEMIHUX HHTEPGEHCOB.

ADV_FSP.1.2C ®yHknuoHaIbHas cnenuduranus JTOJDKHA OBITB BHYTpPEHHE
HENPOTUBOPEYUBOM.

ADV_FSP.1.3C ®ynkuuoHanbHas crienuuKaims T0JKHA CoAepKaTh ONMKMCaHue Ha3HAYCHUS U
METOJIOB HCIIONB30BaHMs Bcex BHEIMHUX HHTepdeiicoB PbO, obecmeunBas,
IJIe 9TO HEOOXOJMMO, JCTAIHM3AIUI0 PE3yIbTaTOB, HEIITATHBIX CHTYAaIlMd WU
cOo00IIIeHnIT 00 oIMOKax.

ADV_FSP.1.4C ®dynkuuoHanpHas crieudukanys J0KHa MoIHOCThIo npeacTtaButh OBO.

DJIEMEHTHI ACUCTBUI OICHIIINKA

ADV_FSP.1.1E OneHmmK JOKEH TMOJATBEPAWTH, YTO TMPEJICTaBICHHAS WHGOpMAIUs
VIOBJICTBOPSET BCEM TPEOOBAHHMSIM K COJCPKAHUIO W TIPEICTABICHUIO
CBUJICTETHCTB.

ADV_FSP.1.2E OrueHmuMK AOHKEH CIeNaTh He3aBUCHUMOE 3aKII0UEHUE, YTO (QYHKIHMOHATbHAS
cnenuduKanus — TOYHOE M TIOJHOE OTOOpakeHHe (YHKIMOHAIBHBIX

TpeboBanuii 6e3omnacHoctu OO.
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ADV_HLD.1  OnucarteibHblii IPOEKT BEPXHEr0 YPOBHA

3aBUCUMOCTH

ADV_FSP.1 Hebopmanbhas ¢pyHKIMOHATBHASA crieUDUKALuS,

ADV_RCR.1 HedopmanbHasi 1eMOHCTpAIHS COOTBETCTBHUSI.

DJIeMEHTHI ICUCTBUH pa3paboTyrka

ADV_HLD.1.1D Pa3paboTuuk I10KEH MPEACTaBUTh MIPOEKT BepxHero ypoHs PBO.

DJeMeHTHI COAep KaHus U MPEICTABICHHS CBU/ICTEIHCTB

ADV_HLD.1.1C IlpencraBieHue mpoeKTa BEPXHET0 YPOBHS J0JDKHO ObITh HE(OPMAITbHBIM.

ADV_HLD.1.2C IlpoekT BepxHEro ypoBHsI I0JDKEH ObITh BHYTPEHHE HEPOTUBOPEUHUBBIM.

ADV_HLD.1.3C Ilpoekt BepxHero ypoBHS JOJDKEH COJEp)KaTh omucaHue crpykrypel ®BO B
TEePMHUHAX MOJICHCTEM.

ADV_HLD.1.4C IIpoekT BepXHEro YpPOBHS JOJDKEH COJEpPXkaTh ONUCaHHe (YHKIMOHAIBHBIX
BO3MOXXHOCTEH 0€30MacHOCTH, MPEAOCTaBICHHBIX Kaxk 101 moacucremoit ®BO.

ADV_HLD.1.5CIIpoekr BepxHEro YypoBHS JOKEH WIACHTHQHUIMPOBATH Bce 0a30BbIC
amnmaparHble, TPOTPaMMHO-aNIapaTHbIE W/WIM TPOTPAaMMHBIE  CPEJICTBa,
TpeOyembie Uit peanmmzauun  DPbO, ¢ mpencraBieHneM  (QyHKIMA,
o0ecreunBaeMbIX MOJACPKKON MEXaHM3MOB 3alIUTHI, PEANTU3yeMbIX 3TUMU
CpeICTBaMHU.

ADV_HLD.1.6C IIpoekT BepXxHEro ypoBHs JOJKEH UAECHTH(PHULIHUPOBATH BCe MHTEp(eEHCHl s
noacucrem OBO.

ADV_HLD.1.7CIIpoekT BepxXHEro YypoBHA [ODKEH HWIACHTU(DUIMPOBATh, Kakue U3
unTepodeiicoB nogacucreMm OO ABIAIOTCA BUANMBIMU U3BHE.

DJIEMEHTHI ACUCTBUI OICHIINKA

ADV_HLD.1.1E OneHnmuk A0MKEH MOATBEPAUTH, UTO TMpeACTaBieHHas uHOOpmarus
VIIOBJIETBOPSIET BCEM TPEOOBAaHHWSIM K CONCPKAHUIO U  TIPEICTABICHUIO
CBHJIETEINIBCTB.

ADV_HLD.1.2E OueHmuk I0JKEH clieiaTh He3aBUCHMOE 3aKIIF0UeHHUE, YTO TPOEKT BEPXHETO
YPOBHS - TOYHOE U MOJTHOE 0TOOpakeHne (QyHKIMOHATBHBIX TpeOOBaHMMA

oe3omacaoctu OO.

ADV_RCR.1  He¢opmanbHasi 1eMOHCTPALMs COOTBETCTBUS

3aBUCUMOCTHU OTCYTCTBYIOT.

DneMeHTHI A1eUCTBUN pa3paboTunKa

ADV_RCR.1.1D Pa3paboTuuk [IOMKEH MpeACTaBUTh aHAIU3 COOTBETCTBUS MEXIY BCEMHU

CMEXHBIMH ITapaMu UMerouxcs npeacrasineHnii @bO.
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DJIeMEHTHI COACPIKAHUA U MPECACTABIICHUA CBUACTCIILCTB

ADV_RCR.1.1C JIns xaxmol CMEeXHOW mapbl uUMerommxcs mnpeactaBieHunii ®bO ananms
JOJDKEH JEMOHCTPUPOBATh, YTO BCE (PYHKIMOHAIBHBIE BO3MOXHOCTU Ooliee
abctpaktHoro mpencrasieauss DBO, orTHocsmuecs K  0e30MacHOCTH,
MPaBUJILHO M TIOJIHOCTHIO YTOYHEHBI B MEHEE aOCTPaKTHOM IMPEACTaBICHUH
®FBO.

DJeMEeHTHI JEHUCTBUH OLICHIIINKA

ADV_RCR.1.1E OueHmmk [0MKEH MOATBEPAWTH, YTO TMPEICTaBICHHAsS WHGOpMAIUs
YAOBJICTBOPSIET BCEM TPEeOOBaHMSM K COJCPKAHHIO W  MPEACTABICHHUIO

CBHUACTCIIBCTB.

5.1.2.4 PykoBoactBa (AGD)

AGD_ADM.1  PykoBoacTBO aIMHUHHCTPATOPa

3aBUCUMOCTHU

ADV_FSP.1 HedopmanbHast pyHKIHMOHANBHAS CIENU(DUKAITUS.

DneMeHTHI AeUCTBUN pa3paboTunKa

AGD_ADM.1.1D  Pa3pa0oTuuk [dOJDKEH NPEACTaBUTh PYKOBOJCTBO aJIMUHHUCTPATOPA,
IpeJHa3sHauYeHHOE JUIsl IePCOHaa CUCTEMHOTO aIMUHUCTPUPOBAHMSL.

DJeMEeHTHI COIep KaHus U MPeJICTaBICHHs CBUIETEIbCTB

AGD_ADM.1.1C  PyKOBOICTBO aIMHHHCTpAaTOpa JOJDKHO COJEpKaTh ONMUcaHue (QyHKIHHA
aJIMMHHUCTPUPOBAHUS U UHTEpPECcoB, JOCTYNMHbIX aaMuHucTpaTopy OO.

AGD_ADM.1.2C PykoBoacTBO agmMuHuCTpaTOpa JOJKHO COAEpXkAaTh OMUCAHUE TOTO, Kak
ymnpapisaTe OO 6e30macHbIM CIIOCOO0M.

AGD_ADM.1.3C  PykoBOICTBO aIMHUHHCTpAaTOpa IOJDKHO COAEPHKATh MPEIyNpeKICHUs
OTHOCHUTENIbHO (DYHKIMIA U MPUBHIIETHHA, KOTOPBIE CIIEAYET KOHTPOIUPOBATH B
6e3omacHoii cpenie 06paboTKu MH(OPMAITUH.

AGD_ADM.1.4C  PykoBOJCTBO aJMHUHHUCTpaTopa JOJDKHO COJEp)KaThb OINMCAaHUE BCEX
MIPEIIOI0KEHUHN O TIOBEICHUH TI0JIh30BATEINS, KOTOPHIE CBsI3aHBI C O€30MaCHOM
skcruryaranuen OO0.

AGD_ADM.1.5C  PykoBOJACTBO aJMUHHUCTpAaToOpa JOJDKHO COJEp)KaTh ONMCAaHUE BCEX
napaMeTpoB 0€30MaCHOCTH, KOHTPOIUPYEMBIX aIMHHHCTPATOPOM, yKa3bIBas,
IIpY HEOOXOIMMOCTH, OE30TIaCHbIE 3HAUEHUSI.

AGD_ADM.1.6C  PykoBOACTBO aaMHUHHCTpATOpa JODKHO COJIEP)KATh OIMHCAHUE KaXKIOTO

THUIIa OTHOCAIIUXCA K 0€30IMacHOCTH COGLITPIfI, CBsA3aHHBIX C BBIIIOJIHCHHUEM
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o0si3aTenbHBIX  (QYHKIUM  aIMUHUCTPUPOBAHMS, BKJIIOYAas  HU3MEHEHUE

XapaKTEPUCTUK OE30MaCHOCTH CYITHOCTEH, KOHTpoupyemMbix @BO.

AGD_ADM.1.7C  PyKoBOJICTBO aaMHHHCTpaTopa JMJOJDKHO OBITH COIJIACOBAHO CO BCEH
JIPYrou TOKYMEHTalUEH, IPEACTABICHHON ISl OLICHKHU.

AGD_ADM.1.8C  PykoBOICTBO aaMUHHCTpaTOpa JOJDKHO COJEPKaTh OIHMCAHHE BCEX
TpeboBanuii  OezomacHoct K cpene WT, kotopble OTHOCATCA K
aJIMHHHCTPATODY.

DJIEMEHTHI ICUCTBUIN OIICHIIINKA

AGD_ADM.1.1E OLECHIIMK JTOJDKEH TMOATBEPIUTh, YTO TMPEACTAaBICHHAS WHGOPMAIIII
YIOBJIETBOPSIET BCEM TpPeOOBaHMSIM K COJCPKAHUIO U IPEICTABICHUIO

CBHUACTCIBCTB.

AGD_USR.1 PykoBocTBO MoJib30BaTe NI

3aBUCUMOCTH

ADV_FSP.1 HedopmanbHast pyHKIHMOHANBHAS CIENU(DUKAITUS.

DneMeHTHI AeUCTBUN pa3paboTunKa

AGD_USR.1.1D Pa3paboT4uk A0IKEH IPeACTaBUTh PYKOBOJCTBO MOJIb30BATES.

DneMeHTBI COJIepKaHus U MPECTABIICHUS CBUICTEIHCTB

AGD_USR.1.1C PykoBoJACTBO TONB30BaTENs JOJDKHO COJEpXKaTh OMHcaHue (QyHKUUH U
uHTepPecoB, KOTOpble IOCTYHNHBI mnonb3oBaTensiM OO, He CBI3aHHBIM C
aJIMHHUCTPUPOBAHUEM.

AGD_USR.1.2C PykoBOJACTBO TONB30BaTENsS JIOJDKHO COJAEpX aTh ONUCAHUE MPUMEHEHUs
JOCTYIHBIX MOJb30BaTeNsIM GyHKIUI O6e3omacHocTH, npegoctaBisieMbix OO.

AGD_USR.1.3C PykoBOACTBO  TONB30BaTeNsi  JOJDKHO  COAEPIKATh  MPENyNpesKICHUS
OTHOCHUTENIbHO JIOCTYIHBIX JJIs ToJib30BaTened (yHKUMH W TpPUBMIIETUH,
KOTOpbIE ClIeyeT KOHTPOIMpOBaTh B Oe3omacHoW cpede o0OpaboTku
uHpopMaluu.

AGD_USR.1.4C PykoBOJICTBO TOJIb30BaTENsl JODKHO YETKO MPEICTaBUTh BCE OO0S3aHHOCTH
MOJIh30BaTeNs, HeoOXxoauMbIe NJisi Oe3omacHou skcruryatanuu OO, BKIFOYast
00sI3aHHOCTH, CBSI3aHHBIE C TMPEANOJIOKCHUSIMH OTHOCUTEIIBHO JIeHCTBUI
MOJIb30BAaTENs, COACPKAIMMUCS B U3JI0KEHUH cpebl 6e3omacHoctu OO.

AGD_USR.1.5C PykoBoJICTBO TIOJIb30BATENsl JODKHO OBITH COTJIACOBAHO CO BCEH Ipyroi
JTOKYMEHTaIMEW, MPEICTaBIECHHOMN JJIsl OLIEHKHU.

AGD_USR.1.6C PykoBoJCTBO MOJIb30BATENs TOJDKHO COJIEPKATh ONMKCAHUE BCEX TpeOOBaHUM

0E30IMacHOCTH K cpeac I/IT, KOTOPLIC UMCIOT OTHOIICHUEC K ITOJIb30BATCIITO.
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DJIEMEHTEI NIEUCTBUM OLlCHIIINKA

AGD_USR.1.1E OneHmwuk AOMKEH MOATBEPAUTH, UYTO MpeACTaBicHHas uHOOpmarus
YI[OBJIGTBOPHGT BCEM Tp€60BaHI/I$IM K co;[epncaHmo nu HpeI[CTaBJ'IeHI/IIO

CBHUACTCIBbCTB.

5.1.2.5 Iloanepkka sku3HeHHOro mukJja (ALC)

ALC_FLR.1  bBa3oBoe ycTpaHeHHe HeJOCTATKOB

3aBUCHUMOCTH OTCYTCTBYIOT.

DJIeMEHTHI ICUCTBUH pa3paboTUHKa

ALC_FLR.11D PazpaboTunk JOODKEH  3aJOKyMEHTHPOBATh  MPOIEAYPHl  YCTpaHEHUS
HEJOCTaTKOB.

DNIEMEHTBI COJICPIKAHUS U TPEICTABIICHUS CBUACTEILCTB

ALC_FLR.1.1C [JloxymeHTauus TMpoueLyp YyCTpaHEHHs HEIOCTaTKOB JOJDKHA COJEPXKaTh
ONMKCAaHHWE TMPOLEAYyp MO OTCICKHUBAHUIO BCEX CTABIIUX W3BECTHBIMU
HEJ0CTAaTKOB 0e30macHOCTH B Kaxaou peaakuuu OO.

ALC_FLR.1.2C Ilpouenypsl ycTpaHEHHs HEIOCTaTKOB JOJDKHBI COJepkaTh TpeOoBaHME
MPEJICTAaBICHUS] OMHCAHUS MPHUPOABI U MPOSBICHUN KaXKIOr0 HEJ0CTaTKa
0e30MacHOCTH, a TAKXKe CTaTyca 3aBEepIICHUS UCIIPABIICHUS STOTO HEJOCTaTKa.

ALC_FLR.1.3C IIpouenypsl ycTpaHEHUS HEIOCTATKOB JIOJKHBI COJAEp)KaTh TpeOoBaHUeE,
YTOOBI JIEHCTBUS IO HCIIPABJICHUIO OBUTM WIACHTH(DHUIIMPOBAHBI IS KaKIOTO
HeJocTaTKa 0€3011acHOCTH.

ALC_FLR.1.4C JlokymeHTanus TMpoIlenyp YCTpaHEHHUS HEIOCTaTKOB JOJDKHA COJEPKaTh
OTHMCaHNUE METOJIOB, MCIONb3yEeMbIX ISl MpeaocTaBieHus noiab3oBatensam OO
uH(OPMAIIMK O HEJOCTaTKaX, MaTepUAIOB WCIPABICHHA M PYKOBOJCTBA TIO
BHECEHHIO UCIIPABJICHUM.

DJIEMEHTHI ACUCTBUI OICHIIINKA

ALC_FLR.1.1E OueHmmk [0MXKEH MOATBEPAUTb, YTO TMpEJICTaBiIeHHAas WHGOpMaIus
VIOBJICTBOPSET BCEM TPEOOBAHHMSM K COJCPKAHUIO W TIPEICTABICHUIO

CBHACTCIBCTB.

5.1.2.6 TecrupoBanue (ATE)

ATE_COV.1 CeuaereibCcTBO NOKPBITHS

3aBUCHMOCTH

ADV_FSP.1 HedopmanbHas GpyHKIIMOHANbHAS CrIeNU UKL,

ATE_FUN.1 ®ynkunoHanbHOE TECTUPOBAHHUE.
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DneMEeHTHI IEUCTBUH pa3paboTyrka

ATE_COV.1.1D Pa3paboT4uK JOJKEH MPEICTABUTh CBUACTEIBCTBO MOKPHITHS TECTAMH.

DNEeMEHTHI COJICpKAHUS U MPEACTABIICHUS CBUICTEIHCTB

ATE_COV.1.1C CBuueTenbCcTBO MOKPHITUS TECTAMH JIOJDKHO TOKa3aTh COOTBETCTBUE MEXKIY
TeCTaMH, UICHTH(PHUIIMPOBAHHBIMH B TECTOBOW JOKYMCHTAIIMH, U OIHCAHHEM
®BO B pyHKIIMOHATHHON CIICIM(PUKAIINH.

OneMeHTHI JeHCTBUM OLIEHIIINKA

ATE_COV.1.1E OneHmuk JOMKEH TOATBEPAUTh, UYTO TNPEIACTABICHHAs HWHPOpPMAIUI
VJIOBJICTBOPSET BCEM TPEOOBAHHMSAM K COJCPYKAHUIO W IPEICTABICHHIO

CBHUACTCIIBCTB.

ATE_FUN.1 DYyHKUMOHAJIbHOE TECTUPOBAHME

3aBUCUMOCTH OTCYTCTBYIOT.

DneMeHTHI AeUCTBUN pa3paboTynKa

ATE_FUN.1.1D Pa3zpabotunk momkeH mnporectupoBatb @PBO u  3a10KyMEHTHpPOBAThH
pe3yIbTaTHI.

ATE_FUN.1.2D Pa3paboT4uK AOTKEH IPeCTaBUTh TECTOBYIO IOKYMEHTAIIUIO.

DJeMEeHTBI COIep KaHUs U MPEJICTaBIICHHS CBUJIETEIbCTB

ATE_FUN.1.1C TecrtoBas AJOKyMEHTAIIMs OJKHA COCTOATh U3 TUIAHOB M OMHUCAHHM MPOLEAYp
TECTHPOBAaHUS, a TaKKe OXHIAEMBIX U (PAKTHYECKHX  pe3yabTaToB
TECTHPOBAHUSI.

ATE_FUN.1.2C Ilnanbl TeCTHUpOBaHUS NOJDKHBI MAEHTH()ULIMPOBATH MpoBepsieMble (DYHKIMU
0€30IaCHOCTH U COZIEP)KaTh U3JI0KEHHE LeJIel TECTUPOBAHMUS.

ATE_FUN.1.3C Omnucanust mpoueayp TECTHPOBAaHHSA OJDKHBI HWICHTH(QHINPOBATH TECTHI,
KOTOpbIE HEOOXOIUMO BBHINIONIHUTh, M BKJIIOYATh B ceOs CIEHApUH s
TECTUPOBAaHUS KaXJOW (QYHKIMHM Oe30macHOCTH. OTHU CIEHApUM JOJDKHBI
YUUTBIBaTh JH000O€ BIMSHHUE IOCIEI0BATEIbHOCTH BBIMOJIHEHUS TECTOB Ha
pe3yIabTATHI JPYTUX TECTOB.

ATE_FUN.1.4C OxwumaeMbie pe3yiabTaThl TECTHPOBAHMS JOJDKHBI ITOKA3aTh MPOTHO3HPYEMBIE
BBIXOJIHBIE IaHHBIE YCIEIIHOTO BHIMOJIHEHUS TECTOB.

ATE_FUN.1.5C Pe3ynbTaThl BBIIOJHEHHUS TECTOB Pa3pabOTUMKOM JTOJDKHBI JEMOHCTPUPOBATD,
9TO Kaxknmas TpoBepeHHas (YHKIOUsS OE30MacHOCTH  BBIOJHIACH B

COOTBETCTBHUHU CO CHCHI/I(l)I/IKaI_[I/ISIMI/I.
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DJIEMEHTEI NIEUCTBUM OLlCHIIINKA

ATE_FUN.1.1E OmneHmmk A0MKEH TNOATBEPAUTh, YTO TPEIACTaBICHHAs HWH(POPMAIIHS
YI[OBJIGTBOPHGT BCEM Tp€60BaHI/I$IM K co;[epncaHmo nu HpeI[CTaBJ'IeHI/IIO

CBHUACTCIBbCTB.

ATE_IND.2 Bri06opouHoe He3aBHCHMOE TeCTHPOBAHHE

3aBUCUMOCTH

ADV_FSP.1 Hebopmanbhas pyHKIMOHATBHASA crieU(DUKALuS,

AGD ADM.1 PykoBOJACTBO aAIMUHUCTPATOPA,

AGD USR.1 PykoBoACTBO OJIb30BaTEN A,

ATE FUN.1 ®yHKuMOHaJIBHOE TECTUPOBAHHUE.

DneMeHTHI AeUCTBUN pa3paboTunKa

ATE_IND.2.1D Pa3pabotunk gomkeH npeactaButb OO 1uist TeCTUPOBaHUS.

DNEeMEeHTBI COJICP)KAHUS U MPECTABICHUS CBUACTEILCTB

ATE_IND.2.1C OO nomxkeH ObITh IPUTOJCH IS TECTUPOBAHHUS.

ATE_IND.2.2C Pa3paboT4uk [JOIDKEH TPEACTaBUTh HA0Op pecypcoB, SKBHUBAJICHTHBIX
UCIOJIb30BaHHBIM UM TpH (PyHKIIMOHAIBHOM TecTupoBanuu OBO.

DJIEMEHTHI IeHCTBUN OLICHIITNKA

ATE_IND.2.1E OueHmwMk [0MXKEH MOATBEPAUTb, YTO TMpeJICTaBiIeHHas WHGOpMaIus
VIIOBJIETBOPSIET BCEM TPEOOBAaHMSIM K COJNEPKAHUIO W TIPEICTABICHUIO
CBHUJICTEIICTB.

ATE_IND.2.2E OueHmuk a0okeH NpoTecTUpoBath noaMHoxkecTso b0, kak HeodXxoanMo,
qToObl moATBEpAUTh, uTO OO (YHKIMOHMPYET B COOTBETCTBHUHM CO
cnienuuKasIMHy.

ATE_IND.2.3E OreHmuK J0KEH BBITOJHUTH BEIOOPKY TECTOB M3 TECTOBOH JOKYMEHTAITUH,
9To00Bl  BepUPHUIMPOBATH  PE3yAbTaThl  TECTUPOBAHHS,  MOTyYEHHBIC

pa3paboTYUKOM.
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5.1.2.7 Ouenka ysizBumocteii (AVA)

AVA SOF.1 Ouenka croiikoctu pynkuuu 6esonacioctu OO

3aBUCUMOCTH

ADV_FSP.1 Hebopmanbhas pyHKIMOHATBHASA crieUUDUKALS,

ADV _HLD.1 OnucarenbHblid MPOEKT BEPXHETO YPOBHS.

DJIEMEHTHI ICUCTBUH pa3paboTUHKa

AVA_SOF.1.1D Pa3paboT4uK AOKEH BHIIOJHUTH aHAU3 CTOMKOCTH (DYHKIIUU 0€30MacHOCTH
OO s xaxaoro MexaHusMma, uaeHtuumuposanHoro B 113 kak mmMeromiero
YTBEPKACHHE OTHOCUTEIBHO CTOMKOCTH QpyHKmu 6e3omacuoctu OO.

DNeMEeHTBI COJIEp)KaHUs U MPECTABICHUS CBUACTEILCTB

AVA _SOF.1.1C Jins kaxIoro MeXaHu3Ma, UMEIOIIET0 YTBEPKICHUE OTHOCUTEIIHPHO CTOMKOCTH
¢ynkuun 6ezonacuoctn OO, aHanM3 NOJKEH I0Ka3aTh, YTO €€ CTOWKOCTb
JOCTUTaeT  WJIM  TPEBHIIAET  MHHUMAIbHBIM  ypOBEHb  CTOMKOCTH,
onpexaeneHHsbIi B [13.

AVA SOF.1.2C ing xaxaoro MeXaHu3Ma, WMCIOIIET0 YTBEPXKICHHWE OTHOCHTEIHHO
KOHKpeTHOH croiikoctn ¢QyHKuuu Oe3omacHocty OO, aHanu3 JODKEH
MOKa3aTh, YTO €€ CTOMKOCTh JOCTHTaeT WM TPEBbIIAaeT KOHKPETHBIN
MoKa3arelib, onpeeaeHHbli B [13.

DJIEMEHTHI ACUCTBUI OIICHIINKA

AVA SOF.1.1E OueHmmK JOMKEH TMOATBEPAWTH, YTO TMPEICTaBICHHAS WHGOpMAIUs
YIOBJIETBOPSIET BCEM TpPEOOBaHMSIM K COJEPKAHUIO U IPEICTaBICHUIO
CBUJCTETHCTB.

AVA_SOF.1.2E OueHmuk NOKEH MOATBEPIUTh, YTO YTBEP)KICHHUS OTHOCUTENIBHO CTOMKOCTU

KOPPEKTHBI.

AVA_VLA.1l Anaau3 ysa3BUMoOCTeil pa3padoT4mKomM

3aBUCUMOCTH

ADV_FSP.1 Hedopmanbhas ¢pyHKIIMOHATBHAS cIEIU(UKAIHS,

ADV_HLD.1 OnucarenbHblil TPOEKT BEPXHETO YPOBHS,

AGD_ADM.1 PykoBoACTBO aqMUHHUCTPATOPA,

AGD_USR.1 PykoBoacTBO 1oJyib30BaTesl.

DneMeHTHI A1eUCTBUN pa3paboTunKa

AVA _VLA.1.1D Pa3zpaboTunk  AOMKEH  BBINOJHUTH M 33JOKyMEHTHPOBATh  aHAJIM3
nocrasisieMblXx MarepuasioB OO 1O MOUCKY SBHBIX IyTed, KOTOPBIMU

I10JIb30BaTENb MOXKET HapymuTh [150.
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AVA VLA.1.2D Pa3zpaboTunk  JOKEH  3aJIOKYMEHTUPOBAaThH  MECTOIIOJIOKEHHUE  SIBHBIX

YSA3BUMOCTEH.

DJIEMEHTHI COJIEp KaHus U IIPE/ICTABIICHUS CBUICTEIILCTB

AVA VLA.1.1C llokymeHTanisi  JOJDKHA TOKaszaTh Ui BCEX  WACHTU(UIIMPOBAHHBIX
yS3BUMOCTEH, YTO HHM OJIHA M3 HHX HE MOXET OBITh HCIIOJb30BaHA B
npenanonaraemon cpeae OO.

DJeMEeHTHI JEHUCTBUH OLICHIIINKA

AVA VLA..1E OueHmuK JOMKEH TMOJATBEPAUTh, YTO IMPEICTaBICHHAs WH(GOpMAIUs
YAOBJICTBOPSIET BCEM TPEeOOBaHMSM K COJCPKAHHIO W  MPEACTABICHHUIO
CBHUJIETENLCTB.

AVA_VLA.1.2E OueHmuK AOJDKEH MPOBECTH TECTHPOBAHWE MPOHHUKHOBEHUS, OCHOBAHHOE Ha
aHAJIN3e YSA3BUMOCTEH, BBIMIOJHCHHOM pa3pabOTUYMKOM, I OOCCIeUeHUs

y4€Ta SAIBHbIX YHSBHMOCTCﬁ.

5.1.2.8 TpedoBanusi k OO, chopmyIMpoBaHHbIE B ABHOM BH/1€
ALC_UPI_EXT.1 IIpouenypbl 00HOBJIeHUs §a3bl pelIAIOIIHAX MPABUII
3aBUCUMOCTHU OTCYTCTBYIOT.

DneMeHTHI AeUCTBUN pa3paboTunKa

ALC_UPI_EXT.1.1D Pa3paboTuuk JODKEH pa3paboTaTh U peann3oBaTh NPoLEAypy PUKCAIUH
MOMEHTa TIOSIBJIC€HHWS HOBOI'O THUMA BTOP)KEHHs, OCHOBAaHHYIO Ha
[Ha3zHaueHue: cnocobwl guxcayuu).

ALC_UPI_EXT.1.2D Pa3pabotuuk J0KeH pa3paboTaTh U peajn3oBaTh TEXHOJIOTHIO,
obecrieunBamoIlyl0 BpeMs Bbimycka oOHoBieHuit BPII He Ooinee
[Ha3HAUCHUE: 300AHHOE 3HAYEHUE BPEMEHI].

ALC_UPI_EXT.1.3D Pa3pabotunk JODKeH pa3paboTarh W  Peau30BaTh  MIPOIECAYPY
yBeaomieHus: 00 oOHoBineHun BPIT COB, ocHoBaHHYIO Ha [Ha3HaYeHUE:
cnocoowl y6e0oMIeHUsL).

ALC_UPI_EXT.1.4D Pa3paboTuuk A0JKeH pa3paboTaTh M peaanu30BaTh MPOLEAYPY AO0CTAaBKU
obnoBnenui BPII COB, ocHOBanHyr0 Ha [Ha3HA4YCHHUE: CHOCOObL
oocmasku 00HO8IeHUlL).

ALC_UPI_EXT.1.5D Pa3paGotuuk gomxkeH pazpaboTaTh MpOIEAypy KOHTPOJIS LEIOCTHOCTU
OOHOBJICHUN bPII COB co CTOPOHBI [Ha3HaueHUe:
uoeHmughuyuposanHvle  YNOIHOMOYEHHble pOoau], OCHOBAHHYIO Ha
[Ha3HAYCHUE: CHOCOObL KOHMPOTIS YELOCHHOCTU].

ALC_UPV_EXT.1.6D Pa3pabotunk JomKeH pa3paboTaTb U peamu3oBaTh MPOIEAYPY

NpCACTaBJICHUA OOHOBJICHUI AJid TpOBCACHUA BHCIIHCTO KOHTPOJIA,
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OCHOBAHHYIO Ha [Ha3HAYEHUE: CNOcobbl NPedoCcmasieHus O0OHOBNEHUl

0J151 KOHMPOJIsi).

DJeMeHTHI COAep KaHus U MPEICTaBICHUS CBUCTEIbCTB

ALC_UPI_EXT.1.1C [oxymeHTaIus npoueaypsl (prukcauu MOMEHTA MOSBICHUS HOBOT'O THIIA
BTOP>KEHUS JI0OJKHA COJIEPKaTh OMKMCaHUE CIIOCO00B (pUKCAIUH.

ALC_UPI_EXT.1.2C CBuaerenbCTBO JOKHO COAEPKATH apryMEHTAIINIO, YTO BPEMS BBIITYCKa
obHoBnennii bPII He mpeBbIaeT 3a1aHHOTO.

ALC_UPI_EXT.1.3C J[loxymenTamus mnporneaypsl yBemomsenus o6 ooOHosiennn BPIT COB
JIOJKHA COZIEP KaTh OMMCAHKUE CIIOCOOOB YBEAOMIICHHUSI.

ALC_UPI_EXT.1.4C J[okymenramus npouenypsl nocraBku obnosienuii bPII COB nomxna
COJIEpKaTh OMHUCAHUE CIIOCOO0B JOCTAaBKH OOHOBIICHUH.

ALC_UPI_EXT.1.5C [oxymeHTaruss IpoLeIypbl KOHTPOJS MEJIOCTHOCTH OoOHOoBieHui BPII
COB pomxkHa coaep)XaTh OMUCAHUE CHOCOOOB KOHTPOJS IEIOCTHOCTH
OOHOBJIEHHUH.

ALC_UPV_EXT.1.6C [lokymeHTanusi  NpOUEAYpHl  NPEACTaBICHUS  OOHOBICHHWHA  JUIs
MPOBEJICHUSI BHEIIHEr0 KOHTPOJIS JIOJDKHA COJEp’KaTh OIKMCAaHUE
Croco00B MPeI0CTaBlIeHUs Pa3padOTYNKOM OOHOBIICHUHN AJIsI KOHTPOJIS.

DJIEMEHTHI ACUCTBUIN OICHIINKA

ALC_UPI_EXT.1.1E OueHIIMK IOMHKEH MOATBEPIANTh, YTO NpEACTaBICHHAs WHGOpMAaIHs
yIIOBJIETBOPSIET BCEM TPEOOBAHMUSIM K COJIEP)KAHUIO U MPEACTABICHHUIO
CBHU/ICTEIILCTB.

ALC_UPV_EXT.1.2E OueHmuK [IOMHKEH MPOBEPUTh, YTO CXEMa BHENIHETO KOHTPOJSA W
CIOCOOBI MPEJOCTaBIECHUSI OOHOBIEHMH JUI KOHTPOJIL IO3BOJISIOT
OpraHu30BaTh M NMPOBOAUTH HUX BHEIIHUM KOHTPOJIb YHOJIHOMOYEHHOMH

CTOPOHOM.

AMA_SIA_EXT.3  Dkcnepru3a aHajmu3a BJAMSAHUS 00HOBJIEHHH 0a3bl pelalomux
NMpaBuJI HA 0€30MaCHOCTh CHCTeMbI 00HAPY KEeHUS] BTOPKEHU

DneMeHTHI AeUCcTBUN pa3paboTunka (3asBUTES)

AMA_SIA_EXT.3.1D Pa3pabGotuuk (3asBUTENb) JOJDKEH TMPEACTABIATH €XKErOJHO B
UCTIBITATETbHYIO ~ JIA0OpAaTOpUIO  MaTepualbl  aHalu3a  BIMSHUA
oOHOBNIeHNI 0a3bl pEmIaroNIMX TPaBUI Ha O€30MacHOCTh CHCTEMBI
OoOHapy)KeHHsI BTOP)KEHUIH M CPENbl, B KOTOPOil OHa ()YHKIIMOHHPYET, a
TaKXKe MOJHBIN makeT oOHOBJIEHHUM 0a3bl pelaroIyX MPaBUiI ¢ MOMEHTa
MIPOBE/ICHUS TOCJIEHETO BHEIIHETO KOHTPOJIS.

DJIeMeHTHI COIepP KaHuUs U MPENICTABICHHS TOKYMEHTHPOBAHHBIX MaTEPUAIOB

AMA_SIA_EXT.3.1C Matepuainsl aHamu3a BIUSHUS Ha 0€30IaCHOCTh CHCTEMBI OOHAPYKECHUS

BTOp)KeHI/Iﬁ JOJIDKHBI JJI KaXJ0I'0 00HOBJICHUS 0a3bI pemaromux MmpaBruil
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COJZIepKaTh KpaTKOE OIMCAHWE BIUSHMS OOHOBJIEHHUS Ha 3aJlaHue 110

0e30macHOCTH, TpeacTaBicHUe (GYHKIHK O0€30MacHOCTH  CHCTEMBbI
OoOHapyKeHHsI BTOpXKCHHWH, peanu3anuio (QyHKIUA OGe30macHOCTH
CUCTEMbl OOHApY)XEHMsI BTOPKEHUH WJIM COJEp)KaTh JIOTMYECKOe
000CHOBaHHE OTCYTCTBHSI TAKOT'O BIUSHUS.

Martepuanbl aHalu3a BIUSHUS Ha O€30MaCHOCTh CUCTEMbI OOHAPYKEHHS
BTOPKCHUH JIOJDKHBI JUIA KaXJIO0ro OOHOBIIEHHsS 0a3bl pEIIAIONINX
MpaBUJI, BIMSIOIIEr0 Ha 33JaHue MO O€30MacHOCTH, MPEICTABICHHS,
peannzanuio  (QYHKIMM  O€30IacCHOCTH  CHCTEMbl  OOHapy>KeHUs
BTOp)KEHUHM,  UJIEHTUGUIMPOBATH BCe  (QYHKIMH  0O€30MacHOCTH
MH(POPMAIIMOHHBIX TEXHOJOTHH, KOMIOHEHTHI CHCTEMBI OOHApYXKECHHUS
BTOpPKEHUH, Ha KOTOpBIE BO3JEICTBYET JaHHOE OOHOBJICHUE.
Martepuansl aHanv3a BIUSHUS OOHOBJICHHUN Ha 0€30MacHOCTh CHUCTEMBbI
OoOHapyXKeHHs] BTOPKCHHH JOJDKHBI Ui  KaKIOro OOHOBICHUS
coJlepKaTh  apryMEHTAaluil  JUIl  [PUHATUS ~ UCHBITaTelIbHON
nabopaTopuell pemieHUs O BO3MOKHOCTH HCIOJIb30BAaHUS OOHOBIICHUS
MOTPEOUTENSIMU CUCTEMbI OOHAPYXKEHHSI BTOPKEHUH M HEOOXOIUMOCTU
WM OTCYTCTBHHM HEOOXOAMMOCTH IMPOBEICHUS MOBTOPHBIX HCHBITAHUIN

CHCTEMbl OOHApYKEHHs BTOPKEHUH.

DneMeHTHI IeUCTBUN UCIIBITATENbHOM J1abopaTOpuu

AMA _SIA EXT.3.1E

UcnriTaTeapnas na60paT0pH${ JOJI’KHaA MNOATBCPAUTD, qTo
npejcTaBieHHass WHGOpMaIls YyIOBIETBOPSIET BCEM TpeOOBaHUSM K
COJIEP’)KaHUIO U TIPEACTABICHUIO JOKYMEHTHPOBAHHBIX MaTe€pHalIOB, a
TaK>XK€ TO, 4TO 00OHOBIIeHUST 0a3bl pelaromux IpaBul HE BJIIMAIOT Ha
0€30MacHOCTh CHCTEMBl OOHApY)KCHHsS BTOPXKEHUW U Cpeay ee

(YHKIIMOHUPOBAHUS.
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5.2 TpeboBanus 6e30MaCHOCTH 1Jis1 cpeAbl MHPOPMALMOHHBIX TEXHOJIOT Ui

Oynkuusmu Oe3zomacHocTH, peanuzyeMbiMu cpenoid MUT B umHTepecax obecriedeHus
6e3onacuoctu OO, sBisitorcss ¢ynkunu «Maentudukanus u ayreHTHQUKanuS» U «3amuTa
DOBEO».

OynknuonanbHbie  kommnoHeHTsl W3 ['OCT P MCO/MBK 15408-2, Ha KOTOpBIX
OCHOBaHbI (PyHKIIMOHAIBHBIE TpeOoBaHus OezomacHocT cpenbl UT, mpuBeneHs B Tadbmune 5.4.

Tabmuua 5.4 — @yHKIMOHATIBHBIE KOMIIOHEHTHI, Ha KOTOpbIX ocHOoBaHbl OTH cpenst UT

Hpenmuguxarop Ha3Banue koMnoHneHTa TpeOOBaHUI

KOMIIOHEHTa TpeOOBaHMIA

FAU_STG.2 ["apanTH# TOCTYIMHOCTH JaHHBIX ay/IUTA

FAU STG.4 [IpenoTBpaliiieHre MOTEPU JAHHBIX ayIUTa
FIA_AFL.1 O06paboTka 0TKa30B ayTeHTH(PHUKAINN

FIA_SOS.1 Bepudukamnms cekpeTon

FIA_UAU.2 AyteHntudukanys 10 100X AEHCTBUNA MOJIb30BATEN]
FIA_UID.2 Wnentudukanus 10 1100bIX AEHCTBUM 110JIb30BATENS
FPT_RVM.1 HeBosmoxuaocts 00x01a [TBO

FPT_SEP.1 Otnenenune nomena PbO

FPT_AMT.1 TectupoBanue aOCTPaKTHON MallIMHBI

5.2.1 Aynaur 6e3omacHoctu (FAU)

FAU_STG.2 T'apaHTHH JOCTYIIHOCTH JaHHBIX ayHTa

FAU_STG.2.1 ®dyukuuu Oe3onmacHoctu cpeabl UT 10omKHBI 3alIMIaTh XpaHUMBIE 3alUCH
ayJiuTa OT HECAHKIIMOHUPOBAHHOTO YJaJICHHUS.

FAU_STG.2.2 ®yuknuu Oe3omacHoctu cpeabl UT nomkHBl OBITh CIIOCOOHBI K BbLABICHUNO
MoauduKanuii 3anuceii ayura.

FAU_STG.2.3 ®yukuuu ©Oe3zomacHoctu cpeabl HWT nomkHbl o0ecneunTs MOIIEPKKY
[Ha3HaueHHWEe: nokazamenb COXPAHHOCMU 3anucel ayouma] TpU HACTYIUIEHUU
CIIEYIOIIUX COOBITUH: [BBIOOp: nepenonHenue dcypHara ayouma, cOOl,
emopoicenue).

3aBucumoctu: FAU GEN.I «'enepanus JaHHBIX ayJIUTay.



FAU STG.4
FAU_STG.4.1

3aBUCUMOCTH:

50

IIpenorBpamenne MOTepu JaHHBIX ayIHTA

@dyuknuu  O6e3omacHoctu  cpeabl WT  10/DKHBI  BBIOJHUTH — [BBIOOP:
"uenHopuposanue cobvimuil, noosepearowuxcsa ayoumy”, '"nmpeoomepawenue
cobvimuti, noosepearwuxcs  ayoumy, UCKTIIOYas — npeonpuHumMaembvie

VNOTHOMOUYEHHbIM NOJIb308amenem co cneyualbHoimu npasamu”, "3anuco nosepx
camuvlx cmapulx xXpanumvlx 3anuceti ayouma'] u [TeHEPALUIO MPEIYIPEKICHNSA ]
MIPU NIEPETIOTHEHUH KypHala ayauTa.

FAU STG.2 «3amunieHHoe XpaHeHue KypHasa ayIuTay.

5.2.2 WHnentuduxamus u ayrenrupukanus (FIA)

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

3aBUCUMOCTH:

FIA_SOS.1
FIA_SOS.1.1

3aBUCUMOCTH:

FIA_UAU.2
FIA_UAU.2.1

O0pa6oTKa 0TKa30B ayTEeHTH(PUKALMHA

®yukuun 6e3onacuoctu cpeabl UT nomxHb 0OHAPYKUBATH, KOTJA TIPOU30MIET
[Ha3HaueHWe: uucno nonvimok| HEYCHENIHBIX TOMBITOK ayTeHTHU()HUKAIIH
[c MOMEHTa OCTIeAHEH YCTIeITHOM MOMBITKA ayTeHTU()UKAIIMH [TOJIb30BaTE .
I[Ipu poctmskenmu onpeneneHHoro B 3jdemente FIA _AFL.1.1 uucna
HEYCHEIIHBIX TOMBITOK ayTeHTU(UKauK (PyHKIUU Oe3omacHocTu cpeast UT
JOJDKHBI: [Ha3HAYCHUE: CHUCOK Oelicmelull, HANPAGIeHHbIX HA OdlbHelluee
npeoomepauienue nOnNbIMOK 0OCMyna co CHopoHbl CyObeKma, 02paHu4eHHoe
8pEeMEHHBIM UHMEPEAIOM).

FIA_UAU.2 «AyrenTudukanus 10 J00bIX 1eHCTBUHN MOIb30BATEIIS.

Bepugpuxanus cekperos

®ynkoun OesomacHoctH cpeabl MT [0OMMKHBI NPEIOCTaBUTh MEXAHU3M JIS
BepUpUKALMKA TOTO, 4TO mapoau Ha goctyn k OQ oTBeuaroT [Ha3HAaYEHHE:
onpeoenennas Mempuxka Kaiecmea naponei, 6KII04awan mpedoeanus K
Onune naponeii, mpedo6anus no 3anpeuieHuI0 UCnONb306AHUA ONPeOeIeHHbIX
KOMOuUHaQuuii Cumeonos, a makKyice mpedoBanus K Kamezopuu UcCnoIb3yemblx

cume008).

OTCYTCTBYIOT.

AyTeHTH(UKALHUS 10 JIO0bIX AeliCTBHI 10JIb30BATEJIA

@dyuknun Oe3onacHoctu cpeabl UT momkHbl TpeGoBaTh, YTOOBI KaXIbIN
cyobekT gocryna k OO Obul ycrnemHo ayTeHTH(GUIMPOBAH 10 pa3pelieHust
m000ro JiefcTBUA, BBINOJIHSEMOro npu nocpennuuectse @bO oT umeHu 3TOro

cy0ObexTa gocryna.
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FIA UID.2
FIA UID.2.1

3aBUCUMOCTH:
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FIA UID.1 «Bbi6op MOMeHTa WEHTU(DUKAITAN.

HNnentudukanms 10 J100bIX 1eiicTBUI M0Jb30BaTEIs

@®yukuun Oe3onacHoctu cpeabl UT nomkHbl TpeOoBaTh, YTOOBI KaXIbld
MOJIb30BaTeIb OBUT YCHEIIHO HACHTU(UIUPOBAH JIO pa3pemeHus Jro0oro
JICUCTBUS, BBINOJHIEMOTO TpU mHocpeaHuyectBe cpenbl UT oT wmeHu 3TOro
MMOJIb30BaTEIIA.

OTCYTCTBYIOT.

52.3 3ammra ®BO (FPT)

FPT_RVM.1

FPT_RVM.1.1

3aBUCUMOCTH:

FPT_SEP.1

FPT_SEP.1.1

FPT_SEP.1.2

3aBUCUMOCTH:

FPT_AMT.1

FPT_AMT.1.1

3aBUCUMOCTH:

HeBo3mo:xHocTh 00x01a IIBO

®yukuun 6e3omacHoctu cpeabl UT mommkHBl 00ecnieunTh, 4TOOBI (PYHKITHH,
ocyuiectpistomre 16O, BbI3BIBAIMCh M YCHELIHO BBINOJIHSAIUCH MPEKIE, YEM
paspelaercsi BBINOJIHEHHE 000N Jpyroil (yHKUMKM B mpenenax o00JacTu
neiicTBUsI PyHKIUH Oe30macHOCTH 00bekTa oneHku (O1d).

OTCYTCTBYIOT.

Otnenenne fomena OO

@®ynkoun  OesomacHoctH  cpeabl  UT  nomwkHel  noanepkuBaTh  JOMEH
Oe3omacHocTH s BhIToaHeHuss PBO, 3amumammuil UX OT BMENIATEILCTBA U
HCKa)KEHUS HEIOBEPEHHBIMH CYOBEKTaMHU.

®Oynknun 0esonacHoctu cpeabl UT nomxHBI peann3oBaTh pa3lelNeHUE MEXKAY
JoMeHaMu 6e30macHOCTH cyobekToB B O/1D.

OTCYTCTBYIOT.

TecTtnpoBanue adCTpaKTHON MaIIMHBI

®yukuun OesonmacHoctu cpeabl UT 10MKHBI BBINOJIHATH HaKeT TECTOBBIX
IIporpamMM [BBIOOp: npu nNEPEOHAYANLHOM 3AnycKe, NEePUOOUYECKU B0 BPEMs.
HOPMANbHO20 (PYHKYUOHUPOBAHUS, NO 3ANpOCY YNOIHOMOYEHHO20 NONb308AMEIl,
npu  Opyeux ycaosusx| JUIA  JI@MOHCTPAllMM TNPABHWJIBHOCTU  BBIMOJIHEHUS
MPEATNONOKEeHN 0€30MacHOCTH, O0ecleuynBaeMblXx aOCTPaKTHOW MAaITMHOM,
KOTOpas noJioxkeHa B 0cHoBy @BO.

OTCYTCTBYIOT.
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3ameuanusi mo npuMeHeHuo: [IpenctaBieHHble B JaHHOM Mojpaszfesie TpeOOBaHUS MOTYT

ObITh peanu3oBanbl cpenoit UT, Henocpeacteenno OO unu coBmecTHo — cpenoit UT u OO.
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6 Oo0ocHOBaHUE

B nmanHOM pazjene naHo Jorudeckoe 000CHOBaHUE Ieliel 0€30MacHOCTH, ONPEIEICHHBIX
B pazzene 4, u TpeOoBaHUii 0€301TaCHOCTH, ONIPECIICHHBIX B pa3zeie 5 Hactosmero [13.
6.1 OO6ocHoBaHue neJeid 0€30MaACHOCTH

6.1.1 QOo0ocHoBaHue 1eJIel 0e3onmacuoctH a1 OO0

B Tabmune 6.1 npuBeaeHo otoOpakeHue menei OesomacHoctu miasi OO Ha yrpo3sl U

HOJUTUKY 0€30MacHOCTH.

Tabmuna 6.1 — Otobpakenue neneit 6e3onacuoctu it OO HAa yrpo3bl U MOJUTHKY

0€e301acHOCTH OpraHu3aluu.

Iennb 6e3omacHocTH-9
ean 0e3omacHocTH-10

Yrpo3za-1

X| X| Ilean 6e30macHOCTH-2
X| X| Ilean 6ezonacHocTH-3
x| X| Iean 0e3onacHocT-4
X| X| Iean 6ezonacuocTu-5
X| X| Ilean 6e3onacHocTH-6
X| X| Hean 6esonacHocTn-7
X| X| Ilean 6e3onacHocTH-S

Yrpo3za-2

X1 X| X| Heanb GezomacuocTu-1

IMonuTuka 6e3onacnocru-1

X

IonuTHKa Oe30MaACHOCTH-2

IMonuTHKa Ge3omacHoOCTH-3 X

IoauTuka 0esonacHocTu-4 X

IMoauTuka 0e3omacHoCcTH-5 X

IMonuTuka Ge3onmacHocTH-6 X

IMoauTuka 0e3omacHoCcTH-7 X

IMonauTuka Ge3onacHocTH-8 X

IMoauTuka 6e3onacHocTu-9 X

IMoauTuka 6ezonacunocru-10 X

Hean 6e30macHocTH-1

JocTiwkenne 3Toi 1enu 0e30MacHOCTH HEOOXOIUMO B CBSI3U C HPOTHBOCTOSHUEM
yrpo3am ¥Yrpo3a-l, V¥Yrpo3a-2 u peanuzanueii mnonutuku Oe3omacHoctu I[lojmMTHKA
O0e3sonacHocTu-1, Tak Kak oOecrneyMBaeT BO3MOXKHOCTh YyrpaBieHus mnapamerpamu COB
(mpaBunamu B BPII COB, npyrumu panasiMu COB), koTopble BIUSIOT Ha BBIIOJHEHHE

¢ynkuuit 6ezonacnoctu COB, co cTOPOHBI YIOJTHOMOYEHHBIX aaMuHUCcTpaTopoB COB.
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Hean 6e30macHOCTH-2

JocTmwkenne 3Toi meian O0e30MacHOCTH HEOOXOAWMO B CBSI3M C TPOTHBOCTOSIHUEM
yrpo3am ¥Yrpo3a-l, V¥Yrpo3a-2 u peanmzanueii mnonutuku Oe3omacHoctu IlojmMTHKA
0e3omacHocTH-2, Tak Kak oOecneunmBaer cOop wuHpopManMu O (QYHKIMOHUPOBAHUU

KOHTPOJMPYEMOTO Yy3JIa.

Hean 6e3o0macHoCcTH-3

JocTmwkenne 3Toi menn 0€30MacHOCTH HEOOXOIUMO B CBSI3U C IPOTHBOCTOSHUEM
yrpozam ¥Yrpo3a-1, V¥Yrpo3za-2 wu peanmm3anueid noguTukud Oe3omacHoctn  IlosuTHka
0e30macHOCTH-3, TaK Kak oOO0ECIeYrBaeT OCYIICCTBICHUE aHAIMTHYECKOW 00paboTKH
cobopannbix COB nmaHHBIX O (DYHKIMOHHMPOBaHWU KOHTpoJupyembix y3inoB MC 3amaHHBIMU

METOJIaMH C LIE€JIbI0 BBIHECEHHUS pellleHus: 00 0OHapyKEHUH BTOPKEHUS.

Hean 6e3omacHocTH-4

Joctuxenue 3ToM Lenu O€30MacHOCTH HEOOXOAMMO B CBSI3U C MPOTHUBOCTOSHUEM
yrpo3am ¥Yrpo3a-l, V¥Yrpo3a-2 wu peanmsanueii mnomutuku OezomacHoctd  IlosmTHKa
O0e3onmacHocTu-4, Tak Kak oOecredynBaeT OCYIIECTBICHHWE pPEarupoBaHUs Ha BbISBICHHBIC

BTOPIKCHUA.

ean 6e30macHOCTH-S

Jloctuxenne 3ToM 1enu O€30MacHOCTH HEOOXOJMMO B CBSI3M C IPOTHUBOCTOSHUEM
yrpo3am ¥Yrpo3a-1l, V¥Yrpo3a-2 u peanuzanueii mnonutuku Oe3omacHoctu IlosmTHKa
0e30macHOCTH-5, Tak Kak oOecrneyrBaeT YIpPaBJICHHE CO CTOPOHBI YHOJIHOMOYEHHBIX

agmuauctpatopoB COB pexxumamu BeinosiHeHus ¢pyHkuil 6e3onacHoctu COB.

ean 6e30macHOCTH-6

JocTwkenne 5Toi 1enu Oe30MacHOCTH HEOOXOJUMO B CBSI3U C HPOTHBOCTOSHUEM
yrpo3am ¥Yrpo3a-1l, V¥Yrpo3a-2 wu peanm3anueii monutuku Oe3omacHoctH  IloJmMTHKA
0e3omacHocTH-6, Tak Kak oOecreyWBaeT pasrpaHuueHue noctyna K ympasieHnio COB nHa

OocHOBe ponel agmuHucTpaTopos COB.
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ean 6e30macHOCTH-7

JlocTrkeHUe STON 1M OCe30MacHOCTH HEOOXOMUMO B CBSI3U C MPOTHBOCTOSIHUEM
yrpo3am Yrpo3a-1, Yrpo3za-2 u peanuzanuen MOJTUTUKH 0e30ImacHOCTH
IMoauTnKa 6€30MaCHOCTH-7/, TaK KaK OO0ECIEYMBACT PETUCTPAIMIO W YYET BBIOJHCHHUS

bynakuumii 6e3omacaoctu COB.

Hean 6e3o0macHocTH-8

JocTmwkenne 3Toil menu 0e30mMacHOCTH HEOOXOIUMO B CBSI3M C IPOTHBOCTOSHUEM
yrpo3am Yrpo3a-1, Yrpo3a-2 u peanu3anuen MTOJIMTHKHN 0e301acHOCTH
IMonuTnka 6e30MacHOCTH-8, TaKk KaK 00ECICYMBAET KOHTPOJb IIEIOCTHOCTH IMPOTrPaMMHOIO

KoOJa.

Hean 6e3o0macHoCTH-9
JlocTrKeHHe 3TOH 1elid 0€30IacHOCTH HEOOXOMMO B CBSI3U C pealM3alieil MOJTUTHKU
oc3omacHocTr IlosmTHKA Oe30macHOCTH-9, Tak Kak oOecrieynBaeT Haimuuue uWHTEpdeiica

aIMUHUCTPUPOBAHMUS.

Hean 6e3omacHocTu-10
JlocTikeHue 3Toi 1enu 6e30MacHOCTH HEOOXOAMMO B CBSI3U C peaju3alield MOJTUTHKH
6e3onmacroctu IlosmmTuka 6e3onacHocTu-10, Tak Kak BO3MOXXHOCTh YIPABJICHHUS PEKUMAMU

MOJIyYEHUs U YCTaHOBKHM oOHOBIIeHUH (akTyanuszanuu) bPII COB.



56
6.1.2 OO6ocHoBaHMe LeJIeli 0€30MACHOCTH 1JIs1 Cpebl

B Tabnuie 6.2 nmpuBeneHO OTOOpaKeHUE IIeNIe OE30MacHOCTH Ha YrPO3bI U MOJUTUKY
0€30MacCHOCTH.
Tabmuna 6.2 — OroOpaxeHue weneld OE30MACHOCTH ISl CPEAbl Ha IMPEANOJIONKCHHS

6630H3CHOCTI/I, YI'pO3bl U NOJIMTUKY 0e30macHOCTH OpraHu3ainuu.

: |22 B |2 B & |E_| & | B B B
g gl g 2 g9 2 47 &9 &9 g7 &7 &
oQ oQ oQ oQ oQ oQ o OoQ OoQ oQ oQ o
@) @) o o o o o @) o o o o
= = = = = w % & ® = = =
= = = = = = = = = = = =
= = = = = = = = = = = =
o T I T - I - S O O - O - O I -
Eo Eo Eo So S E9 E9 E¢ Eo Eo E o E o
Ng g RNg g Rg Hg Ng Ng g Hg Hg "g
= = = = = = = = = = = =
= = = = = = = = = = = =
=) =) =) =] =] =) =] =] =] =] =] =)
= = = = = = = = = = = =
S| S| = = = = = = = = =
I B | e I - - e e - - T () (R
s sl s s s s SsESE eSSk S§
_e de He He8 e 9 8 Hg H8 S8 8 H8
[pennosoxenue-1 X
IMpenmnoJioxeHue-2 X
Ipennosoxenue-3 X
[pennosioxenune-4 X
I[penmnosioxenue-5 X
MpennoJioxenue-6 X
Yrpo3a cpeabi-1 X X X
Yrpo3sa cpeabi-2 X X X X
Yrpo3sa cpeabi-3 X X X X
Yrpo3a cpeabi-4 X

Heas s cpeasl pynkuunonnposanus O0-1

JocTiwkenne 5Toi 1enu Oe30MacHOCTH HEOOXOIUMO B CBA3M C  pealu3anuei
npenmnosioxkenus oOesomnacHoctu Ilpeamososkenme-1, Tak kak oOecreunBaeT JOCTYN OOBEKTa
OIICHKH KO BCEM JIaHHBIM KOHTPOJUpPYyeMbIX y370B MC, KkoTOphle HEOOXOANUMBI OOBEKTY OLICHKH

JUIS peanu3alnu cBouX (PyHKIIMOHAIBHBIX BO3MOKHOCTEH (K KOHTpoaupyeMbIM oobektam C).

Heas s cpensl pynkuunonnpoBanus O0-2
Hoctmwkenne »Tol 1€ 0€30MacHOCTH HEOOXOJWMO B CBS3UM C  pealu3aruei
npennonoxxkenus Oe3omacHoctr Ilpeamosio:keHue-2, Tak Kak 00€CIEYMBAET YCTaHOBKY,

KOH(bHprHpOBaHHC " YIIpaBJICHUC OO B COOTBETCTBUU C 3KCHHyaTaHHOHHOﬁ HOKYMCHTaHHCﬁ.
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Hean aast cpenbl pynkunuonuposanus 00-3

JocTtmwkenne HToOM 1eauM  O€30MacHOCTH HEOOXOJWMO B CBS3UM C  pealn3aruei
npennoyioxkenuss 6e3omnacHoctu IlpenmosioxkeHue-3, Tak Kak 00ECIIEYUBACT COBMECTUMOCTH

0o0bekTa oneHkH ¢ teMeHTamu MC, KOHTpOJIb KOTOPO OH OCYLIECTBIISET.

Hean aast cpeabl pynknuonuposanus 00-4

JocTwkenne 5Toi 1enu Oe30MacHOCTH HEOOXOIUMO B CBA3M C  pealu3aiuei
npenmnosioxkeHus OezonacHocty Ilpenmosioxkenmne-4 u IPOTUBOCTOSHUSL YIpo3€ JUIsl CpPElbl
Yrpo3a s cpeabl-3, Tak Kak odecrneunBaeT (pu3nyeckyro 3amuTy semMeHToB MC, Ha KOTOpbIX
yCTaHOBJIEHbl KOMIOHEHTbl OO, KPUTHYECKH BaXKHbIE C TOYKH 3pPEHMsI OCYLIECTBICHMS

nomtuku 0ezonacuoctu OO.

Heab pas cpeant pynkunonuposanus O0-5
Joctrxenue 3Toi e 6€30MacHOCTH HEOOXOMMO B CBSI3U C MPOTUBOCTOSIHUEM YIPO3€
0C30MacHOCTH I Ccpelbl Yrpo3a JJsi cpeldbl-2, Tak Kak O0eCIeunBaeT JTOBEPECHHYIO CBS3b

(mapmipyt) mexny COB u anmunucrparopamu COB.

Heab pas cpeant pynkunonuposanus O0-6

Jloctuxenne 3TON 1enu O€30MacHOCTH HEOOXOAMMO B CBSI3U C MPOTUBOCTOSHUEM
yrpo3am 0€30MacHOCTH JUIsl cpeibpl YTrpo3bl st cpedbl-1, 2, 3, Tak Kak oOecnedmBaeT
¢yakuuonupoBanue OO B cpene (QyHKIIMOHUPOBAHMS, TPEIOCTABISIONMICH MEXaHU3MBbI

ayTeHTU(UKauuu 1 uaeHTuukanuu agMuaucTpatopos COB.

Hean aas cpeabl pynkuuonnposanus O0-7
Joctuxenue 3Toi 1iesiu 6€30MacHOCTH HEOOXOMMO B CBSI3U C MPOTUBOCTOSIHUEM YIPO3€
0e30MacHOCTH JIJIs Cpefibl YTpo3a s cpelbl-4, Tak Kak 00ecreurnBaeT MmojiydeHue 0OHOBICHUN

BPIT COB no noBepeHHOMY KaHay.

Heaw nas cpeant pynknuonuporanus 00-8
JocTiwkenne 3Toi 1enu 0e30MacHOCTH HEOOXOIUMO B CBSI3U C MPOTHBOCTOSIHUEM
yrpozaM 0€30macHOCTH il cpeAbl YTrpo3sl st cpeabl-1, 2, 3, Tak Kak obOecrednBaeTcs

3amuIeHHas 00J1acTh 1S BeimojHeHus GpyHkiuit 6e3onacHoctn COB.
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Hean aast cpenbl pynknuonunpoBanus 00-9

JocTtmwkenne HToOM 1eauM  O€30MacHOCTH HEOOXOJWMO B CBS3UM C  pealn3aruei
npennonioxkenus I[lpeanmosno:xkenue-5, Tak Kak 00eCIIEYNBACTCS NPEIOCTABICHUE HAIICKAIIETO
NCTOYHHUKA MCTOK BpeMCHI/I nu CI/IHXpOHI/I3aI_II/I$I 10 BpeMeHI/I Menc):[y KOMIIOHCHTaAMHU OO, a TaK>XKE

Mexay OO u cpenoii ero GyHKIIMOHUPOBAHHUS.

Heaw nas cpeast pynkuuonuposanus 00-10

JlocTikenue 3Toi e 6e30MacHOCTH HEOOXOJMMO B CBSI3H C IPOTUBOCTOSIHUEM YIpo3e
0e30macHOCTH AJisl cpelbl Yrpo3a MJsl cpeiabl-1, Tak kak oOecrnieyumBaeTcsl 3aluTa >KypHaja
ayauTa OT HECAHKIIMOHUPOBAHHOTO M3MEHEHUS U YAaJeHUs, a TAaK’KE BOZMOKHOCTh YIIPaBICHUS
COOBITHSIMH, TIOTCHIIMATHHO MPHUBOIANIMMH K TIEPEIIOJIHCHUIO O0JIacTe XpaHCHUS TaHHBIX

ayauTa.

Heab pas cpeant pynkuuonuposanus 00-11

Joctuxenue 3Tod 1Lenu O€30MacHOCTH HEOOXOAMMO B CBSI3M C IPOTUBOCTOSIHUEM
yrpozaM O€30MacHOCTH JUIS Cpelasl YTIPpo3bl ISl cpeabl-2, 3, Tak Kak o0OecneunmBaeTcs
IPEOCTaBIIEHUs] BO3MOXKHOCTH yIpaBlieHUsl aTpubyTamu Oe3zomacHoctu koMnoHeHToB COB u
KOHTpOJHpyeMbIX 00bekTOB MC TOJIBKO yHOJHOMOUYEHHBIM posiiM (aamuHuctpatopoB COB u

5(0))

Heas s cpensl pynkunonnposanus 00-12

JocTiwkeHnne d5Toi 1enu 0e30MacHOCTH HEOOXOOUMMO B CBS3M C  pealn3alueit
npeanonoxenus IlpeamoJioxkeHue-5, Tak Kak o0ecrneunBaeT HCIOJHEHHE OO0sS3aHHOCTEH
MEPCOHAJIIOM, OTBETCTBEHHBIM 3a (YHKIMOHUPOBAHHE OOBEKTa OLEHKU, PYKOBOJACTBYSCH

IKCIUTYaTallMOHHON JOKYMEHTAIUEN.
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6.2 OO0ocHoBaHMe TpeOOBaHMIT 0€30MACHOCTH

6.2.1 Oo6ocHoBanue TpedoBanuii 6e3onacHoctu aasa OO

6.2.1.1 O6ocHoBanune GyHKUHOHATBbHBIX TPedoBaHmii 0e3onacnoctu OO

B Tabmune 6.3

IMpCACTABJICHO

OTOOpaKeHHE

Oe3omacHOCTH Ha 1einu 6e3omacHocta 1t OO0.

(GyHKIIMOHATIBHBIX

TpeOoBaHU

Tabmuna 6.3 — OroOpaxenne GpyHKIMOHAIBHBIX TPeOOBaHMI 0€30MTACHOCTH HA LIEJH

0€30I1aCHOCTH.

Ileanb 6e3o0macHOCTH-1

Llean 6e30macHOCTH-2

Iean 6e3omacHocTH-3

Llean 6e3omacHocTH-4

Llean 0e30macHOCTH-5

Llean 6e30macHoOCTH-6

Ileas 6e30macHOCTH-8

Ileas 6e3omacHocTH-9

Lean 6e3omacnocTu-10

FAU _GEN.1

FAU_GEN.2

FAU_SAR.1

FAU_SAR.2

FAU_SAR.3

X| X| X| X| X|[lean 6e3onacuocTu-7

FMT_MOF.1

X

X

FMT_MTD.1

X

X

FMT_MTD.2

FMT_SMR.1

FPT_TST.1

FID_COL_EXT.2

FID_ANL_EXT.2

FID MTH_EXT.1

X

FID_MTH_EXT.2

FID_RCT_EXT.1

FID_PCL_EXT.1

FID_CON_EXT.1

FID_UPD_EXT.1

FID_INF_EXT.1
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Bxrouenue ykazanHbIx B Tabimie 6.3 yHKImoHaIBHBIX TpeOoBaHmii 6e3omacHoctu OO

B [13 onpenensiercs HopmaTuBHBIM TTpaBoBeIM akToM PCTIOK Poccun «TpeboBanust k cucreMam

0OHapy>KEHUSI BTOP>KEHUIM.

FAU_GEN.1 I'enepamusi 1aHHBIX ayJIuTa

B TpeboBaHMSIX JTaHHOTO KOMITIOHEHTA BBIJCISIOTCS JIAHHBIC, KOTOPBIC JTOJIKHBI OBITH
BKJIFOUCHBI B 3allMCHU aYI[I/ITa nu C06BITI/I$I, KOTOpre JOJIDKHBI HOI[BepI‘aTLCSI aym/ITy.
PaccmaTpuBaeMblii KOMIIOHEHT cOTOCTaBiieH ¢ 1eibio Lleanb 0e3o0macHOCTH-7 U CIIOCOOCTBYET

€€ NOCTUXKCHUIO.

FAU_GEN.2 I'enepanusi JaHHBIX ayAuTa

Breimonmnenne  TpeOOBaHWE  JAHHOTO  KOMITIOHEHTa  OOCCIICUYMBAaET  BO3MOYKHOCTH
aCCOIIMHMPOBATh KAXJ0€ COOBITHE, TIOTECHIIMAIBHO MOJBEPracMoe ayIuTy, ¢ UIACHTUPHUKATOPOM
MIOJIb30BATENsl, KOTOPBIH ObUT MHHUIMATOPOM 3TOr0 coObITHsA. PaccmarpuBaeMblli KOMITOHEHT

conocTaslieH ¢ 1enbio Llesb 0e30macHoCTH-7/ 1 CITOCOOCTBYET €€ JOCTUKEHHUIO.

FAU_SAR.1 IIpocmotp ayaura

BeimosiHenne  TpeOoBaHMK  JaHHOTO  KOMIIOHEHTa  OOECIEUMBACT  BO3MOXKHOCTH
npouTeHuss MHPOpMAIMH ayauTa, KOTopass JUis YIMOJIHOMOYEHHBIX IOJIb30BaTeNei SBISETCS
NMOHATHOM. PaccMarpuBaemblii KOMIOHEHT comocTaBiieH ¢ Ienbio Lleab 0e3omacHocTH-7 U

CIOCOOCTBYET €€ JIOCTUKEHUIO.

FAU_SAR.2 Orpanu4eHHbI NPOCMOTP ayauTa
Brinmonnenue TpeOGoOBaHMIT AAHHOTO KOMITIOHEHTa OOECIIEUMBACT, UTO JAaHHBIC ay/uTa
HEOOCTYIIHBI AJId YTCHUSA HCYIIOJIHOMOYCHHBIM ITOJIB30BATCIISAM. PaCCManI/IBaeMBII\/'I KOMITIOHEHT

COITIOCTABJICH C LI CJIBIO He.]'lb 0e30MmacHOCTH-/ U CHOC06CTByeT €€ JOCTHIKCHUIO.

FAU_SAR.3 Bbi0opouHblii MpocMOTp ayauTa

BemmonHenne  TpeOoBaHMK  JAHHOTO  KOMIIOHEHTa  OO0ECIEeYMBACT  BO3MOXKHOCTH
BBITIOJIHEHUS] COPTHPOBKHM JaHHBIX ay/AWTa, OCHOBBIBASACh Ha OIPEICIICHHBIX aTpuOyTax.
PaccmarpuBaeMblii KOMIIOHEHT corocTaBieH ¢ nenbio Lleanb 0e3omacHOCTH-7 U CIOCOOCTBYET

€€ JOCTUKCHHUIO.
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FMT_MOF.1 YnpagiieHue pe;xuMoM BbINOJTHeHUsI (PYHKUHHA 0e30MacHOCTH

BrimonnHeHne TpeOboBaHM JaHHOTO KOMIOHEHTa obecreunBaer, uro ®BO paspemaer
MOIU(HUKAIMIO PEKMMa BBINOIHEHUs (YHKIMH CBSI3aHHBIX co cOopoM manHbIx 00 MC, ux
AQHAJIM30M M OTBETHBIMH pPEAKUMSIMHU TOJIBKO YIOJIHOMOYEHHBIM aamuHuctparopam OO.
PaccmaTtpuBaemblii  kommoHeHT  comoctaBieH ¢ nensmMu  Leab  6e3omacHocTH-1,

Hean 6e30mMacHOCTH-5 U CIIOCOOCTBYET MX JOCTHIKCHHIO.

FMT_MTD.1 Ynpasaenue nanabimu @60

BrimonHeHne TpeboBaHMI JAHHOTO KOMITOHEHTA MPEA0CTaBIIIET BO3MOXHOCTh 3ampoca
u no0aBiieHHs] JaHHBIX KOMIOHEHTOB OO W JaHHBIX ayauTa, 3ampoca U MOAUGHUKAIIMH BCEX
npounx AaHHbIX OO, a Takke BHECEHUS HOBBIC MPaBUIa KOHTPOJIA, TOJIBKO YIOJIHOMOUYEHHBIM
UACHTH(DHUIIMPOBAHHBIM POJIsIM. PaccMaTpuBaeMblii KOMIIOHEHT corocTaBiieH ¢ mnensmu Llean

0e3onacHoctu-1, leab 6e30macHOCTH-5 U CIOCOOCTBYET UX TOCTUXKEHUIO.

FMT_MTD.2 YupaBiaenue orpanuuenusiMu JanHbix @O

Boinonnenue TpeOoBaHMII JAHHOIO KOMIIOHEHTa IMPEJOCTaBISE€T BO3MOXKHOCTh
omnpeneneHuss orpaHndeHuil JaHHbIX PBO TOJNBKO YIMOJTHOMOYEHHBIM HACHTU(GUIMPOBAHHBIM
poisiMm. PaccmarpuBaeMblii KOMIOHEHT comocTaBieH ¢ wnemsiMu Ileabs Oe3omacHocTH-1,

Lesas 6e30macHOCTH-5 1 CTOCOOCTBYET MX JOCTHKEHHUIO.

FMT_SMR.1 Poau 6e30macHoCTH

Brimmonnenue Tpe6oBaHUN JaHHOTO KOMIIOHEHTA 00ECTIeYnBAET BHIMIOJIHEHHUE MOACPKKU
poneii  ©e30MacHOCTM W OCYIIECTBIIGHHS  acCOLMAlMi  TOJIb30BaTeleil ¢ POJSMHU.
PaccmarpuBaeMblii KOMITIOHEHT corocTaBieH ¢ nenbio Lleanb 6e3omacHocTH-6 U criocoOCTBYeT

€€ JOCTUKCHUIO.

FPT_TST.1 TecrupoBanne ®bO

BremoaHaeHME Tpe60BaHI/II\/'I JaHHOI'O KOMITIOHEHTA oOecrieynBaeT KOHTPOJIb ITPAaBUJIBHOCTHU
BoioHEeHHsT @OBO W mnpenocraBisieT  YNOJTHOMOYEHHOMY aJMUHUCTPATOPY  CPEACTBO
Bepudukanuu nenoctHoctu koga ®bO u maHHbIX. PaccMarpuBaeMblii KOMIOHEHT COMOCTaBIICH

C LICJIBIO I_le.m, 0e3omacHOCTH-8 U CHOCO6CTByeT €€ JOCTHIXCHUIO.
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FID_COL_EXT.2 Coop naHHBIX 0 COOBITHSIX HA Y3J1aX CeTH

Brimonaenne TpeOoBaHMII JTaHHOTO KOMIIOHEHTa oOecrmeunBaeT cOop uHbopmanuu o
pszne COOBITHH, CBA3aHHBIX C YKa3bIBaGMBIMH y3JlaMH CeTH. B TpeOoBaHMSIX JaHHOTO
KOMITIOHEHTA BBIACISACTCA I/IH(l)OpMaLII/ISI, KOTOpasa OOJIKHa OBITH BKJIIOYEHA B 3aIIHCHU ayaura u
COOBITHSI, KOTOPBIC JIOJDKHBI ITOJIBEPraThCst ayauTy. PaccMarprBaeMblii KOMIIOHEHT COIIOCTaBIICH

c nenbto Llesib 6e30macHoCcTH-2 U CIOCOOCTBYET €€ IOCTHKEHUIO.

FID_ANL_EXT.2 Awnanu3 nannsix COB

BrimonHenne TpeOOBaHUN JTaHHOTO KOMIIOHEHTa OOECIICYMBACT BBHINIOJHEHHE ()YHKIIHNA
0 aHaIM3y BceX Noiy4YeHHbIX gaHHeix COB u ¢ukcupoBaHwe B pe3yibTaTe aHaln3a
ompezaeneHHol uHpopMaruu. PaccmMaTpuBaeMblii  KOMITIOHEHT COIOCTAaBJIIEH C  IICJIBIO

Ieas 6e30macHOCTH-3 U CLIOCOOCTBYET €€ JOCTH)KEHHIO.

FID MTH_EXT.1 Mertoasl aHajau3a
BoinonHenue tpeboBaHUMN JAHHOIO KOMIIOHEHTa OOECII€UMBAET BBINOJIHEHHE (DyHKUMI
no a”aimu3y Bcex moiydeHHbIX aaHHbIX COB 3amanHsiMu Metomamu. PaccMarpuBaemblii

KOMITIOHCHT COIIOCTAaBJICH C LCJIBIO I_le.nb 0e3omacHocTH-3 U CHOCO6CTByeT €€ JOCTHIKCHHUIO.

FID_MTH_EXT.2 [leranu3zanus 3BpHUCTHYECKHX METO0B aHAJIN3a

BrinonHenue TpeboBaHUN JAHHOTO KOMIIOHEHTa OOECIEUMBAET BBIMOJIHEHHE (DYHKUUN
M0 aHAJIN3Yy BCCX MOJYUYCHHBIX TaHHBIX COB OBPUCTUYCCKUMHU MCTOAAMHU aHAJIM3a HAa 3aJaHHOM
ypoBHe. PaccmaTpuBaemblii KOMIIOHEHT comocTaBieH c¢ 1ensio Lleab 6e3omacHocTu-3 U

CHOCO6CTByeT €€ NOCTUKCHUIO.

FID_RCT_EXT.1 Ba3oBoe pearupoBanue COB

Beinmonnenune TpeOoOBaHUII JaHHOTO KOMIIOHEHTa OOECHeuMBaeT TOCBIIKY CHrHalla
npeaynpexaeHuss TpeOyeMoMy TOJy4aTent0 M BBIMOJHEHHE CIUCKAa COOTBETCTBYIOIIMX
JeicTBUIl B ciaydae oOHapy»eHHUs BTOp:KeHMs. PaccmaTprBaeMblil KOMIIOHEHT COIOCTaBJIEH C

nenbio Llesanb 6e30macHoCTH-4 1 CTOCOOCTBYET €€ TOCTHKEHUIO.
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FID_ PCL_EXT.1 AHaau3 nNpoTOK0JIOB

BrimonHenue TpeOoBaHUN JAaHHOTO KOMITOHEHTa OOECIIeYMBAET HAJIMYHE MEXaHW3Ma
oOHapyXeHHs BTOP)KCHHI Ha OCHOBE aHaJIHM3a CIIy>KeOHOM MH(OPMAIIUY TPOTOKOJIOB CETEBOTO U
BCceX OoJiee BBICOKMX, YE€M CETEBOW, YpOBHEW 0a30BOW JTAIOHHONH MOJCIH B3aWMOCBSI3U
OTKPBITBIX ~ CHUCTeM. PaccmaTpuBaeMblii KOMIIOHEHT comocTtaBieH ¢ 1menpto  Lles

0€e30MacHOCTH-2 U CIIOCOOCTBYET €€ TOCTH)KCHHIO.

FID_CON_EXT.1 MexaHnu3Mbl aAMUHUCTPUPOBAHUS
Beinonnenue TpeGOBaHUII AAHHOTO KOMIIOHEHTa OOECIEeYMBAeT HAJIMYUE MEXaHU3MOB
JIOKaJIbHOIO aIMUHHCTpUpOBaHus. PaccmaTpuBaeMblil KOMIOHEHT comnocTasiieH ¢ 1enbio Lean

0e30I1aCHOCTH -5 1 CLIOCOOCTBYET €€ JOCTUKEHHUIO.

FID_UPD_EXT.1 OonoBaenne BPII COB
BeimonHeHue TpeOOBaHMN JaHHOTO KOMIIOHEHTa OO0CCIICYMBACT HAJIUYUE CPEICTB
ABTOMATH3MPOBAHHOTO OOHOBJICHHS 0a3bl peHIaroIux mpaBui. PaccMaTpuBaeMblii KOMIIOHEHT

corocranJieH ¢ neibio Lleab 6e3omacnocTu-10 1 criocobcTBYET ee JOCTHKEHUIO.

FID_INF_EXT.1  Hutepdeiic COB
Beinmonnenue TpeGoBaHMIT JaHHOTO KOMIIOHEHTa oOecreyuBaeT Hajluuue UHTepdeiica
aIMHUHUCTPUPOBAHHUSL. PaccmarpuBaemslii KOMIIOHEHT COIIOCTaBIICH c LIEJIBIO

Ieas 6e3omacHocTH-9 U CLIOCOOCTBYET €€ JOCTHKEHHIO.

6.2.1.2  OOocHoBaHMe TpeOoBaHUii noBepus k 6e3onacHocTn OO0

TpeboBanust nmoepusi Hacrosimero I3 coorBerctByror OVY/]I2, ycuieHHOMY
komrmoHeHTOM ALC_FLR.1 «ba3oBoe ycTpaHeHWe HEIOCTaTKOBY» H  PACHIMPECHHOMY
komrnoHeHTaMu ALC_UPI_EXT.1 «lIpouenypsl oOHOBieHHs 0a3bl pellarolIuX IpaBUI» U
AMA_SIA_EXT.3 «Okcneptusa aHanu3a BIUSHUS OOHOBICHMH 0a3bl pellaoNIMX MpaBWI Ha
6e3onmacHocTs OO».

Bxurouenue yka3zaHHbIX TpeOoBaHMil noBepus k 6e3omacHoct OO B 113 onpenensercs
HopMaTuBHBIM MpaBoBbIM akToM PCTIK Poccunm «TpebGoBanust kK cucremMam OOHapYKEeHHUS

BTOPKECHUIY.
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6.2.2 O06ocHoBaHMe TPeOGOBaHMIA 0€30MACHOCTH JIfA Cpebl MHPOPMAITHOHHBIX

TEXHOJIOT Uil

B rtabmume 6.4 mpeacraBieHo oToOpakeHHe (YHKUIMOHAJIBHBIX  TPeOOBaHMIA
oe3onacHoctu cpenbl T Ha nienu 6€301macHOCTH Ui CPEbI.

Tabmuma 6.4 — Orobpakenne QyHKIIMOHAIBHBIX TpeOoBaHmi Oe3omacHocTH cpeabl YT

Ha 11e1M 0€30MacHOCTH IS CPEIbI

= = =
Sx |3 | %«
S | S5 [ &E
(] (] [+
==} ==} -]
= 2 = 2 = 2
2E |85 | &8
(=] (=] (=]
= = =
= = = O
2EQEER 222
=523 2 &3 5 &8
FAU STG.2 X
FAU STG 4 X
FIA AFL .1 X
FIA_SOS.1 X
FIA_UAU.2 X
FIA_UID.2 X
FPT RVM 1 X
FPT SEP.1 X
FPT_AMT.1 X

FAU_STG.2 TI'apanTum 10CTYNHOCTH JAHHBIX ayAUTA

BrimonHenue TpeGoBaHMiA TaHHOTO KOMIIOHEHTa 00SCTICUNBACT 3aIIUTY JKypHAJIa ayauTa
OT HECAHKLIMOHWUPOBAHHOIO W3MEHEHMs M yhaneHus. llpm sTomM mocTtyn K KypHalny ayauTa
paspeiieH TOJIKO YIOIHOMOYEHHBIM Ha 3TO poisiM. PaccMaTpuBaeMblii  KOMITOHEHT
comocTaBieH ¢ nenpio Leab aas cpenbl ¢pyHkuuonupoBanuss O0-10 u cnocobeTByeT ee

JOCTHIXCHHIO.
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FAU_STG.4 IlpenorBpaliieHue nMoTepu JaHHbIX ayauTa

BrimontHeHne TpeOoBaHMA TaHHOTO KOMITIOHEHTa 00€CIIeUYrnBaET YIOTHOMOYEHHOW pPOJIH
BO3MOXHOCTb YHPpaBJICHUA IJKXKypHaJIOM ayJuTa, KOorja HOCJIGI[HI/Iﬁ CTAHOBUTCA IIOJIHBIM.
PaccmarpuBaemblii KOMIIOHEHT comocTaBiieH ¢ 1eibio Lleas ns cpeabl GyHKUMOHUPOBAHUS

00-10 u criocoOCTBYET €€ JOCTHKECHHUIO.

FIA_AFL.1 OO0pa6oTka 0TKa30B ayTeHTH(PUKALMHI

Bremmonnenne  TpeOoBaHMIi  JAHHOTO  KOMIIOHEHTa  OOECIEYMBAECT  BBIMOJHEHHUE
OIpeIeIEHHBIX JIeHCTBUM, HANIPaBJICHHBIX Ha JajbHENIIee NPEJOTBPALICHUE HOMBITOK J10CTYyIa
CO CTOpPOHBI CyOBEKTa, OrPAHUYEHHOE BPEMEHHBIM HHTEPBAJIOM, IpU JOCTHKEHHU
ONpEEIEHHOr0 4YHCJIa HEYCHEIIHbIX MOMNBITOK ayTeHTHuukauuu npu jpoctyne k OO.
PaccmaTpuBaeMblii KOMIIOHEHT COINOCTaBJIEH € Lenblo OezomacHoctu i cpensl Lleab ans

cpenbl pynkunonupoBanus O0-6 u cnocoOCTBYET €€ TOCTHKEHUIO.

FIA_SOS.1 Bepudukauusi ceKpeToB
Brinonnenue TpeGoBaHUN JaHHOTO KOMIIOHEHTa 00€CTIeUnBaeT BEpUPUKALIMIO KauyecTBa
naposieit Ha goctyn k OO. PaccmaTpuBaeMblii KOMIIOHEHT COIMOCTABIICH C IEJIbI0 0€30MacHOCTH

st cpensl Lleas ais cpenst pynkunonupoanust OO-6 u criocoOCTBYeT ee JOCTUKEHUIO.

FIA_UAU.2 AyrtenTuduxanus a0 J00bIX AeilicTBHI M0JIb30BaTENA

Boinonnenue  TpeGoBaHMI  1TaHHOTO  KOMIIOHEHTa 00OecredyMBaeT  BBITOJIHEHUE
ayreHTU(UKanuu cyobekra goctyna k OO 1o Toro, kak QyHkiuu 6e3omnacHocTH cpensl UT
paspemniat emy BBIIOJHATH JIIOObIe Apyrue (He CBsi3aHHbIE C ayTeHTH(uKauuei) neicTBus.
PaccmarpuBaeMblii KOMIIOHEHT COINOCTaBIEH C Lenbio Oe3omacHocTH Ui cpeasl Heab nuis

cpeanl pynkunonupoBanust O0-6 u crocoOCTBYET ee TOCTHKEHUIO.

FIA_UID.2 Hnentudukamnus a0 JOObIX AelicTBUI M0JIb30BaTEIA

Brinonuenue Tpe6OBaHI/II71 JTAaHHOTO KOMITOHCHTA O6GCHG‘-H/IB3€T BBIITOJIHCHUC
uaeHTu(UKauu cyobeKkTa JOCTyMa A0 TOTo, Kak PpyHkuu 6e3omacHoctu cpenbl UT paspemar
€My BBINIOJNHATH JIOOBIE JApyrue (He CBSI3aHHbIE C HJISHTUUKAIUEH) JeHCTBUS.
PaccmaTpuBaemblii KOMIIOHEHT COTOCTaBJICH C IIeNbl0 Oe3omacHocTH Ui cpeanl Leab s

cpeanl pynkunonupoBanusi O0-6 u crocoOCTBYET ee TOCTHKEHHUIO.
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FPT_RVM.1 HeBo3moxkHocTh ooxoaa IO

BrimonHenne TpeOoBaHWM JAAHHOTO KOMIIOHEHTAa oOecreunBaeT, 4TOObI (YHKIWH,
ocymectpistonue 15O, BbI3BIBANNCH U YCIEUIHO BBIIOJHSUIMCH IIPEKIE, YEM pa3pelaeTcs
BBINIOJIHEHHE 000K apyrod ¢ynkmum B mpeaenax OJId. PaccmarpuBaeMblii KOMITIOHEHT
COIIOCTABJIEH C 1eJbto Oe3onacHocTy uist cpeasl Lean nis cpeabl pynkunonuposanus O0-8

u CHOCO6CTByeT €€ NOCTHUXKCHHUIO.

FPT_SEP.1 Ortaenenue nomena ®60

Brimonnnenne TpeOoBaHUN JaHHOTO KoMIOHeHTa obOecrieunBaer it PBO  nmomen
0€30MacHOCTH, KOTOPBIM 3allWIIaeT MX OT BMEIIATEIIbCTBA M HMCKAKCHHSI HEIOBEPEHHBIMU
cyobekTamu. PaccMarpuBaeMblii KOMIIOHEHT COIOCTABIICH C LEIbI0 OE30MaCHOCTH JJIS CPEIIbI

Heas nus cpensl pynkunonupoBanust O0-8 u criocoOCTBYET ee JOCTHKEHUIO.

FPT_AMT.1 TectupoBaHue aOCTPAKTHOI MaIIMHBI

JlanHblii KOMIOHEHT BKIOYeH B I3, 4TOOBI y4yecTb 3aBUCUMOCTU BBIIOJHEHUS
tpeboBanuii komnoneHta FPT_TST.1. Brmonnenue TpeGoBaHWI TaHHOTO KOMIIOHEHTA
o0ecrnieynBaeT TECTHMPOBAHWE NPABUIBHOCTH BBIIOJHEHUS IPEINOI0KEHUNH Oe30MacHOCTH,
IPEeCTaBICHHBIX 0a30BOM aOCTpakTHOM MalMHOM, MepeJ Ucroib3oBaHueM koMnoHeHToB OO.
PaccmaTpuBaeMblii  KOMIIOHEHT  comocTaBieH ¢ nensto  Ieas  gas cpensl

¢pynxumonnpoBanusi O0-8 u criocoOCTBYET ee JOCTHKEHUIO.

6.2.3 OGocHoBaHHe yI0BJIETBOPEHUS 3aBUCHMOCTel TpeOoBaHUIi

B rtabmuue 6.5 nmpenacraBieHbl  pe3ydbTaThl  YIAOBIETBOPEHHUS  3aBHCHUMOCTEH
(GyHKIIMOHAIBHBIX TpeOoBaHM. Bce 3aBUCMMOCTH KOMIIOHEHTOB TpeOOBaHUM y/IOBIETBOPEHBI B
HacTosieM npoduie 3auuThl JTU00 BKIIOYEHHEM KOMIOHEHTOB, ompeneineHHbix B ['OCT P
NCO/M3BK 15408-2 mon pyOpukoil «3aBUCUMOCTH», JIMOO BKIIOUEHHEM KOMIIOHEHTOB,
MEPApXUUHBIX [0 OTHOIICHUIO K KOMITOHeHTaM, onpeneneHHbiM B 'OCT P UICO/MBK 15408-2
noJ1 pyopukoi «3aBUCUMOCTI».

Takum oOpa3om, cronberny 2 Tabmuubl 6.5 SBISETCS CHPAaBOYHBIM U COJEPIKUT
KomnoHeHThl, ompenenenHsle B 'OCT P MCO/MOK 15408-2 B omnmcaHuM KOMIOHEHTOB

TpeOOBaHUH, MPUBEACHHBIX B cTOIOIE | Tabmuls! 6.5, 1o pyOpuKoil «3aBUCUMOCTI.
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Cronbern 3 Tabmunbl 6.5 mokaspiBaeT, Kakue KOMIOHEHTHI TPEOOBaHHWM ObUIH peaibHO

BKJIIOUEHBI B HacTosimui [13 1ist yioBieTBOpeHUs 3aBUCUMOCTEH KOMIIOHEHTOB, MPUBEICHHBIX

B nepBoM ctojbue Tabmuubl 6.5. Kommonentsl TpeboBanuii B cronbue 3 Tabmuubl 6.5 nmubo

COBIAJAIOT C KOMIIOHEHTaMH B CTOJIONE 2 Tabmuipl 6.5, 1160 MepapXW4Hbl MO OTHOIIEHHUIO K

HHUM.

Tabnuua 6.5 — 3aBucuMocTH PYHKIIMOHATBHBIX TPEOOBAHHIA.

DOYyHKIHOHAJIbHbIE 3aBucumoctu mo 'OCT P YnoBiaerBopenue
KOMIIOHEHTBI NCO/M3K 15408 3aBHCHMOCTEI
FAU_GEN.1 FPT_STM.1 Lenn JUTS cpenbl

¢GyHKIMOHUPOBaHUS-9

FAU GEN.2 FAU GEN.1 FAU GEN.1

FIA UID.1 FIA_UID.2
FAU SAR.1 FAU GEN.1 FAU GEN.1
FAU SAR.2 FAU SAR.1 FAU SAR.1
FAU SAR.3 FAU SAR.1 FAU SAR.1
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1
FMT _MTD.1 FMT_SMR.1 FMT_SMR.1
FMT _MTD.2 FMT_MTD.1, FMT_MTD.1,

FMT_SMR.1 FMT_SMR.1
FPT TST.1 FPT_ATM.1 FPT _ATM.1
FID_UPD EXT.1 FMT_SMR.1 FMT_SMR.1

Bce 3aBucumocTy BKitodeHHbIX B [13 komnonenToB @TH ynoBiaeTBOpEHSI.




