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1 OO01IMe moJI0KeHU S

Hacrosmuii metognueckuii nokyment @CTIOK Poccum paszpaboraH M yTBEpXKAEH B
COOTBETCTBUM ¢ NOANYyHKTOM 4 mnyHkra 8 IlomoxeHus o @PenepaibHONl ciayx0Oe IO
TEXHHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIO, YTBEp:KIeHHOro Yka3zoM IIpesmaenta Poccuiickoii
Oenepanmn ot 16 aBrycra 2004 1. Ne1085, w mnpenmHa3HadyeH Il OpraHU3AIWM,
OCYILIECTBJISIOIMX B COOTBETCTBUM C 3aKOHOJaTeslbcTBOM Poccuiickoit denepanuu padoThl 110
CO3IaHUIO CPEICTB 3amuThl uHopManuu (namee — pa3paboOTUMKM), 3asBUTENEH Ha
OCYIIIEeCTBIICHUE CcepTU(UKAIMU MPOAYKIUH (Janee — 3asBUTEIHM), a TaKKe HCIBITATEIbHBIX
nabopaTopuii U OPraHoB MO CePTUQPHUKAIIH, BHIMOIHIIOMUX PabOThl IO CepTUPUKAIIUN CPEJICTB
3am|Thl MHGOpMAIMM Ha COOTBETCTBHE O0s3aTeIbHBIM TpeOOBaHMAM TIO0 OE30HMacHOCTU
uH(popMaluu (Jajnee — OLICHIIUKH) MpPU MPOBEAECHUU MMM pabOT MO CepTUPHUKALUU CHUCTEM
obOHapyxenus Bropxkenuit (COB) Ha coorBercTBHe TpeOoBaHUSM K cHcTeMaM OOHApYXEHHS
BTOpKeHUH, yrBepxkaeHHbIM npukazoM OCTOK Poccun ot 6 nexkadps 2011 r. Ne 638.

Hacrosmuit meroanueckuit nokymenT @CTOK Poccuu nmeranusupyer u onpenessieT
B3aMMOCBSI3M TpeOOBaHUI K (YHKIUSAM O€30MaCHOCTH CHUCTEM OOHAPYXKEHHUS BTOPKEHHIA,
YCTaHOBJEHHBIM TpeOoBaHMSIMH K cHUCTeMaM OOHApY)XEHUS BTOPKEHUH, YTBEP>KICHHBIMU
npukazoM ®CTIK Poccun ot 6 nexabps 2011 r. Ne 638.

[Ipodune 3amuTel pa3paboTaH B COOTBETCTBUM C HAIMOHAJIBHBIM CTaHJIAPTOM
Poccuiickoit @enepanu 'OCT P UCO/MOK 15408 «MHpopmarimonHast TexHOiorus. MeTosl
U cpelcTBa obecrieueHHs Oe3onmacHOCTH. Kpurepuu oreHkn 06e30MacHOCTH MH(POPMALMOHHBIX

TEXHOJIOTHUI.

1.1 Bgenenue npo¢usi 3alIUTHI

JlaHHBId ~ pazzmen  coAepkuT  MHPOpMauuio  obmero  xapakrepa. [loapasmen
«Unentupukanus npodunas 3amUTh» NPEAOCTaBISET MApPKUPOBKY U ONHCATEIbHYIO
nH(pOpMalLIHIO, KOTOpPble HEOOXOAUMBI, YTOOBI KOHTPOJIMPOBATh U UAECHTU(ULIUPOBATH TPODUIH
samuTel (I13) u o6wekT omenku (OO), k koTropomy oH oTHOcuTcs. Ilompasaen «AHHOTaIUs
npodwiis 3alUTbDy COAEPKUT OOIIyI0 XapakTepucTuky [I3, TNO3BOJIAIONIYIO OINpENeNnuTh
npumeHnMocte OO, k kotopoMmy oTHOcuTca Hactosmwmii [13, B KOHKpeTHOM cuTyauuu. B
nonpaszaene «CoryiameHus» JaeTcsd ONHMCAHHWE Olepanuil KOHKPETU3allUuh KOMIIOHEHTOB
tpeboBanuii 6e3onacHoctu COB. B moapasnene «TepmuHbl U onpeneneHus» MpeaCTaBICHbBI
OTNpeNieIeHUs] OCHOBHBIX TEPMHHOB, crenuduuHbix a8 jganHoro [13. B mopapasnene

«Opl"aHI/ISaHI/IH HpO(l)I/IJ'ISI 3alIMUTBD> JACTCA MOACHCHUE OpraHru3aliiyu JOKYMCHTA.



1.2 HWnpentnduxanus npoduis 3aluThI

Haszeanue 113: [Tpodwiib 3amUTHl CUCTEM OOHAPYKEHHS BTOPXKEHHUH YpOBHS

y3J1a IeCTOoro Kjacca..

Tun COB: COB ypoBHs y31a.
Knacc 3aumuumeor: [lecToii.

Bepcus I13: Bepcus 1.0.
Obo3nauenue I13: NT.COB.Y6.I13.

Hoenmuguxayus O0: Cuctembl OOHAPYKEHUs BTOPKEHUN YPOBHS y371a.

Ypoesenwv oosepusn: Ouenounblii  ypoBenb gosepusi 1 (OVY/I1), ycuieHHSBIH
komroHeHToM AVA_SOF.1 «OueHka CTOMKOCTH (YHKIIHH
0€301acHOCTH u paciMpeHHbIN KOMITOHCHTaMU
ALC_UPI_EXT.1 «IIponexypbl 0OHOBIIEHHUST 0a3bl PEIIAIONTIX
npaBum» 1 AMA_SIA_EXT.3 «Dkcnepru3a aHaiv3a BIUSHHS

0OHOBJICHMI 0a3bl pemanux npaBui Ha 6e3omacHocTb OO».

Hoenmugpukayusn TpeboBanust Kk  cucreMaM  OOHapyX€HHUS  BTOPKEHMI,
TI'OCT P HCO/MJK yreepxaeHasie mnpukazom DPCTOK Poccum ot 6 mexabps
15408: 2011 r. Ne 638.

I'OCT P UCO/M3K 15408 MNupopMmaiioHHast TEXHOJIOTHS.
Metoael u cpenctBa obecnedeHus 6e3omacHocTH. Kpurepun
OIIEHKH 0€30MacHOCTH MH(POPMAIIMOHHBIX TEXHOJIOTHH.

Knroueewvie cnosa: Cucrema oOHapy>xeHus Bropxenuid, OY /(1.

1.3 AHHoTamusi npo¢us 3alUThI

Hactosmuit [13 ompenenser TpeOoBaHUS 0€30MacHOCTH MJi CHCTEM OOHapy>KEeHUs
BTOpXKEHUI YpOBHS Yy37a (00OBEKTa OILIEHKH), NpeJHA3HAYCHHBIX [UIsI HUCIOIB30BaHUS B
WH(OPMAIMOHHBIX CHCTEeMaX, (DYHKITMOHUPYIOIMINUX Ha 0a3¢ BEIYUCIUTEIBHBIX CETEH. .

OOBEKT OICHKH TPEACTABISIET COOOM DIIEMEHT CHCTEMBl 3allUThl  HHGOPMAIIH
WH(MOPMAIIMOHHBIX CUCTEM, (DYHKIMOHUPYIOIMIMX Ha 0a3e BBUUCIUTENBHBIX CETeH, W
NPUMEHSFOTCS.  COBMECTHO C  JIDYTUMH  CpPEeICTBaMH  3alUThl  WH(GOpMAlUU  OT

HECaHKIIMOHUPOBAHHOTO JOCTYTAa K HH(pOpMaluK B HHYOPMALIMOHHBIX CHCTEMAaX.



OOBEeKT OLIEHKH JIOJDKeH obecreunBaTh oOOHapyxeHue U (wiu) OJOKHpOBaHUE
CJIICAYIOIIMX OCHOBHBIX YIpo3 0e30MmacHOCTH HWH(GOpPMAIMK, OTHOCSIIUXCS K BTOPIKEHHUSIM
(arakam):

IIpeJHAMEPEHHbI HECAaHKIMOHUPOBAHHBIM OCTYN WJIM CIELHalbHble BO3JCHCTBUSA Ha
uHpopManuio (HoCUTeN HHPOPMAIIMK) CO CTOPOHBI BHEITHUX HAPYIIUTENEH, TeHCTBYIOMNX U3
UH(POPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHBIX CETe, B TOM 4YHCIE CETeH MEeXIyHapOIHOTrO
nH(pOpMaIMOHHOTO 0OMEHa;

IIpeJHAMEPEHHbI HECAaHKI[MOHUPOBAHHBIM OCTYN WJIM CllelMalbHble BO3JEHCTBUSA Ha
uHpopManuio (HOCUTETH UH(GOPMAIMH) CO CTOPOHBI BHYTPEHHUX HapyIIUTENeH, 00Ia1aronmx
npaBaMU M MOJTHOMOYMSMH Ha JIOCTYII K HH(OpMAIK B UHPOPMALIMOHHOM CUCTEME.

OCHOBHBIMH KOMITOHCHTaMH CHCTeMbl OOHapyxxeHusi BropxkeHuid (COB) sBisitoTCs
JaTYUKU (CEHCOPbI) U aHAIU3aTOPBI.

Haranku COB  ypoBHS y31a TpEeACTaBISAIOT COOOH  IpOTrpaMMHBIE  MOJYIIH,
yCTaHaBJIMBacMble Ha  3alMiiaeMbie  y3ibl  uHMopMmauuoHHOi cuctembl (UC) wu
npeHa3HauYeHHbIe Ul cOopa MHPOPMALUU O COOBITHSX, BOSHUKAIOUIUX HA 3TUX Y3JaX.

AHanu3aTops! BBINOJHSIOT aHAIW3 COOpPaHHOW NaTYMKaMU HMHGPOPMALUU, T€HEpUPYIT
OTYETHI 10 pe3yJbTaTaM aHAJM3a W YIPABISIIOT MPOIECCAaMH PEarupoBaHUs HA BBISBICHHBIE
BTOP)KEHUSI.

Pemenue o006 oOHapyxeHun BTopskeHMss COB mpUHHMAalOT B COOTBETCTBUU C
pesyibTaTaMH aHaiu3za uHpopmauuu, cobupaemoir narunkamu COB, ¢ npumeHeHuem 0a3bl
pematomux npasuwit COB.

B cucreme oOHapyXeHUsI BTOP>KEHUN JOJKHBI OBITh pealn30BaHbl Cleayromue QyHKIuN
0€30IaCHOCTH CHCTEMbl OOHAPY>KEHHs BTOPKEHUI:

pasrpaHMyYeHHe JOCTYINa K YIPaBJIEHUIO CUCTEMON OOHapyKeHHs BTOPKEHUH;

yIipaBiieHHe paboToil cucTeMbl 0OHApYKEHUsI BTOPIKEHUI;

yIIpaBJICHUE MTapaMeTPaMu CHCTEMBI OOHAPYKEHHS BTOPKEHUH;

yIOpaBJICHUE YCTAaHOBKOW OOHOBIEHUHN (aKTyanu3amuu) Oa3bl perarnmx MpaBuil
CHCTEMBbI OOHAPYKEHUS BTOPKEHU;

aHaJIN3 JTaHHBIX CUCTEMbI OOHAPY)KEHUSI BTOPKEHHIA;

ayauT OE€30MTaCHOCTH CUCTEMBI OOHAPY)KEHUsT BTOPIKEHUIA,

cOOp TaHHBIX O COOBITHSX M aKTUBHOCTH B KOHTPOJIUPYEMOI HH()OPMAITHOHHON CHCTEME;

pearupoBaHue CHCTEMbl OOHAPYKEHHs BTOPKEHUH.

B cpene, B kotopoit COB ¢yHKIIMOHUpPYET, AOIKHBI OBITH peaM30BaHbl CIEIYIOIIUE

GyHKIIMM 0€30MaCHOCTH CPEIbl:



o0ecrieyeHre T0BEpEeHHOr0 MapIIpyTa;

o0ecrieyeHre T0BEpEeHHOr0 KaHaa;

obecrieueHre yCcJIOBUM 0€301acHOro (DYHKIITMOHHUPOBAHUS,

yhpaBiieHHue aTpudyTamu 0e30MacHOCTH.

OyHKIMK 0e30MacHOCTH CHUCTEMBI OOHApYKEHHsI BTOPKEHUH JOJDKHBI 001agaTh
cocTaBOM (yHKIIMOHATBHBIX BO3MOXKHOCTEH, 00ECIIEUMBAIOIINX PEATU3ANI0 3TUX (YHKIIUH.

B T13 uznoxens! cneayromnye BUAbl TpeOoBaHui 6e30macHoCTH, IpeabsBisiembie kK COB:

(hyHKIIMOHATLHBIE TpeOOBaHUs O€3011aCHOCTH;

TpeOoBaHuUs 10Bepus K 6€30IMacCHOCTH.

OynkimoHanbHbie TpeboBanus 6ezomacHoctu COB, n3noxxennsie B [13, BKII0YaoT:

TpeboBaHus 1O ocymiecTBieHuto coopa nanueix COB;

TpeboBaHus K aHanu3y AaHHbIX COB;

TpeboBanus k pearupoBanuio COB;

TpeOOBaHUs K CpeAcTBaM OOHOBJICHHUs 0a3bl peratonux npasuit COB;

TpeboBanus no 3anmure COB;

TpeOOBaHUs M0 YIPaBICHUIO PEKUMAMU BBIMOJIHEHUs QYyHKIMI Oe30macHocTH (paboToii
COB);

TpeOoBaHUs MO YNPABICHUIO JaHHBIMU QyHKIMM 6e3onacHocTH (JaHHbIMU COB);

TpeOOBaHUS O YIPABICHHUIO POJISIMU CyOBEKTOB;

TpeGoBaHus K cpeacTBaM aaMuHucTpupoBanus COB;

TpeOoBaHus K ayauTy pyHkunoHupoBanus COB.

OyHKIMOHANbHBIE TpeboBanusa Oe3zonacHocTd it COB  BbIpakeHbl Ha OCHOBE
KomrnoHeHToB TpeboBanuii u3 'OCT P MCO/MDBK 15408-2, npu 3TOoM 4YacTb TpeOOBaHMH
chopMynupoBaHbl B IBHOM BHJie B cTiiie KoMmoHeHToB u3 [[OCT P UCO/M3K 15408-2.

CoctaB (GyHKIMOHATBHBIX TpeboBaHuii OezomacHoctn (PTB), BKIOYEHHBIX B
Hactosauwmii [13, oGecnieunBaet crienyomue GyHKIIMOHATBHBIE BO3MOXHOCTH COB:

BO3MOXKHOCTh CcOOMpaTh WH(MOpPMAIMIO O CETeBOM TpaduKe, MPOXOJAIIEM UYepe3
KoHTposmpyembie y3ibl MC, 0 COOBITHSX, pETUCTPUPYEMBIX B KypHAJIAX ayJAUTa ONEPAlMOHHON
cuctemsl (OC), npuknannoro I10; o Bei30Be GyHKIMMH, 00 00pallieHHH K pecypcam;

BO3MOXXHOCTh BBITIOJIHATh aHaNu3 coOpaHHbIX AaHHbIX COB o cereBoM Tpaduke B
pexume, OJM3KOM K pealbHOMY MaciiTady BpEMEHH, W 10 Pe3yJibTaTaM aHaln3a (GUKCHPOBATH
uH(poOpMaIio 0 JaTe U BPEMEHH, pe3yiabTaTe aHaIn3a, HIACHTH(PUKATOPE MCTOYHUKA JAaHHBIX,
MPOTOKOJIE, UCTIOJIb3yEMOM ISl IPOBEICHUS BTOPKEHUS;

BO3MOXXHOCTh OOHAPY>KMBATh BTOPKEHHUS MO OTHOIIEHUIO K KOHTpOIHpyeMbIM y3nam NC

B pekuMe, OJIM3KOM K peallbHOMY MaclliTady BpeMEHH, Ha YPOBHE OTAENbHBIX Y3JI0B;



BO3MOXXHOCTh BBIMIOJHATH aHAIW3 COOpPAHHBIX JAaHHBIX C LEJIbI0 OOHAPYKECHUS
KOMIIBIOTEPHBIX BTOPKEHUHN C HCIIOIb30BAHUEM CUTHATYPHOTO M 9BPUCTUYECKUX METO/IOB;

BO3MOXXHOCTh BBIMIOJHATH AaHAM3 COOPAaHHBIX JaHHBIX C LEJNbI0 OOHAPYKEHUS
BTOPKEHUI C UCIIOJIb30BAHUEM IBPUCTHUUECKHUX METOJOB, OCHOBAaHHBIX Ha METOJaX BbISBICHUS
aHOMaJUi ceTeBoro Tpaduka U aHOMAJIHA B ICWCTBUAX monib3oBarens MC, Ha 3aJaHHOM YpOBHE
SBPUCTHUYECKOTO aHAIN3a;

BO3MOXXHOCTh  (ukcanuu  Qakta oOHapyXKeHHS BTOPKEHUH WIM HapylICHUN
0€30MacHOCTH B JKypHajlaXx ayauTa; yBeAOoMUTh aamuHucTparopa COB 00 oOHapyXeHHBIX
BTOP)KEHUSIX W HAPYIICHUSAX OE30MacCHOCTH C IMOMOIIBI0 OTOOPaKEHHS COOTBETCTBYIOIIETO
COO0O0ILIeHUsI HA KOHCOJIH YIIPaBICHUS;

BO3MOXXHOCTh OOHApy>KE€HHUs BTOPKEHHI HAa OCHOBE aHallM3a CiIyxeOHON uHpopmanmu
IIPOTOKOJIOB CETEBOT0 YPOBHS 0a30BOM 3TaJOHHOM MOJEIN B3aUMOCBSI3H OTKPBITBIX CUCTEM;

BO3MOXXHOCTh aBTOMAaTHU3UPOBAHHOT'O OOHOBJICHHS 0a3bl PEIIAIONINX TPABUIL;

Hanuuue uHTepdeiica aIMUHUCTPUPOBAHNUS;

BO3MOXXHOCTh YMOJHOMOYEHHBIM aJMUHUCTpaTOpaM (poJisiM) YIPABIATH PEKUMOM
BhInosHeHus pyHkmii 6e3onacHocta COB,;

BO3MOXXHOCTh YIOJHOMOYEHHBIM aJMHUHUCTpATOpaM (poJisiM) yIpaBisATh JaHHBIMU
(manapiMu COB), ucnons3yembeivu pyHkuusamu 6e3omacunocta COB;

nojajepKka ompeneneHHeix posnei s COB M MX acconuanuio ¢ KOHKPETHBIMH
aamuauctpatopamu COB u monp3oBaTenssMd BO3MOXKHOCTb T'€HEpallMM 3alluced ayauTa JUis
COOBITHI, TOTEHIIUAIBHO MOJIBEPTraeMbIX ayIUTY;

BO3MOXHOCTb NPEIOCTABIATh BO3MOKHOCTh UUTATh MH(MOPMALIMIO U3 3alMCel ayanuTa;

TpebGoBanust moBepusi k Oe3omacHoctd COB, wusznoxennsie B [I3, oxBaThIBalOT
CJIETyIOIIE OCHOBHBIE BOIIPOCHI:

ylpaBiieHHe KOHQUTypauuei;

MOCTaBKa M SKCIUTyaTallus;

pa3paboTKa;

PYKOBOJICTBA;

NOAJEPIKKA KUZHEHHOTO LINKJIA;

TECTUPOBAHUE;

OIICHKA YSI3BUMOCTEN;

00OHOBJIEHHE 0a3bl PEIIAIONIUX TPaBUIL.

TpeboBanust nosepust k 6ezonmacHoctd COB chopMupoBaHbl Ha OCHOBE KOMIIOHEHTOB
tpeboBanuit u3 'OCT P MCO/MDK 15408-3, gacte TpeOoBaHMiI CHOPMYIUPOBAHBI B SBHOM
Buze B ctriie komnoneHToB u3 [OCT P UCO/MOK 15408-3.

TpeboBanust nosepus k 6e3onacHoctu COB 00pa3yioT olleHOUHBIH ypoBeHb JoBepHs 1
(OY 1), ycunennsiii komnoneaTroMm AVA_SOF.1 «Ouenka cToiikocTH QYHKIIMH 0€301acHOCTH

OO» u pacmmpensasiii kommoHeHTamMu ALC _UPI_EXT.1 «IIponeaypsl oOHOBIICHUS 0a3bl



pemaromux npasum» 1 AMA_SIA_EXT.3 «Okcneptusa aHanusa BIMSHUS OOHOBJIEHUN Oa3bl
pemaromux npasui Ha 6e3omacHocTb OO».
B muensx obGecnedenust ycnmoBui s 6e3omacHoro (ynknuonmpoBanus COB B

Hacrosmiem [13 onpenenens! nienu u TpedoBanus A cpeasl Gynkimonuposanust COB.

1.4 Coraamenus

I'OCT P UCO/MBK 15408 nomyckaeT BBIIIOJTHEHUE OIPEACIICHHBIX OIEpauii HaJ
TpeOoBaHusiMu Oe3onacHocTH. COOTBETCTBEHHO B HacrtosimieM I3 ucnosb3yrorcs onepauuu
«YTOUYHEHUEY, «BBIOOP», «HA3HAUYCHUE» U «HTEPAIU.

Onepanus «yTOYHEHHe» HCIONb3yeTcs Aisi M00aBleHUS K TPeOOBAHUIO HEKOTOPBIX
moApOOHOCTEH (nmeTanei) W, TakKuM Oo0pa3oM, OTrpaHWYMBACT JMANa30H BO3MOXKHOCTEH €ro
yIOBJICTBOpeHUS. Pe3ynpTar omepanuu «yTO4HeHHe» B HactosmeMm [I3 oOo3Hawaercs
MOJIYKUPHBIM TEKCTOM.

Onepanus «BbIOOP» UCHOIB3YETCs sl BHIOOpPA OJAHOTO WJIM HECKOJIBKHX 3JIEMEHTOB M3
nepeyHsi B (opmynupoBke TpeOoBaHus. Pe3ynpTar omepamuu «BbIGOP» B HacTosmeMm [13

obo3Hayaercs }’loallepKHVmblM KYDCUBHbIM MEKCnMoMm.

Onepanys «Ha3HaAYeHHe» HCII0JIb3YEeTCs Ul MPUCBOCHHS] KOHKPETHOIO 3HAUEHUS paHee
HEKOHKpPETH3HUpPOBaHHOMY Mapamerpy. Omnepanus «Ha3HadeHUe» 0003HAUACTCs 3aKIIOUEHHEM
3Ha4YeHUs NTapaMeTpa B KBaJIpaTHble CKOOKH, [Ha3HauaeMoe 3HaYeHue].

B Hactosmem II3 wucnonb3yloTcsi KOMIIOHEHTHI TpeOoBaHMM  0€30IacHOCTH,
BKJIIOUYAIOIME YACTUYHO BBIIIOJIHEHHBIE OlNEpalii «HAa3HAYeHHe» U IpearnoJiaraioine
3aBepllicHHe omnepauuii B 3amaHud 1o OezomacHoctn (3B). B HgaHHBIX KOMIIOHEHTax
HE3aBEepIICHHAs YacTh ONepalMuy «Ha3HA4YeHHs1» O0O3HauyaeTcs Kak [Ha3HayeHHe: 00.1acmo
npeononazaemvix 3Ha4eHuil).

B Hactosmem II3 wucnonb3yloTcsi KOMIIOHEHTHI TpeOoBaHMM  0€30IacHOCTH,
BKJIIOYAIOII[M€ HE3aBEPILIECHHbBIE ONEPAIlN «HA3HAYEHHEe», B KOTOPBIX 00JacTh MpenoaaraeMbIxX
3HaYeHUH YTOYHEHa MO OTHOWIEHHIO K HucxoaHomy kommoHeHty u3 ['OCT P MCO/M3K
15408-3. B pmaHHBIX KOMIIOHEHTaX OIEpalid «HA3HAYEHHS1» C YTOYHEHHOW OOIaCThIO
OpPEANoNaraéMplX 3HAYEHUH O0003HAYaIOTCSl Kak [Ha3HAuY€HUE: YMmOYHeHHas oobnacmo

npeononazaemuix 3HaUeHUi).
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Omnepanust «MTepanMsa» HCHOJB3yeTCs A 0ojee YeM OIHOKPATHOTO HCIIOJIb30BaHHS
KOMITOHEHTa TpeOOBaHUI 0€30MacCHOCTH MPU PA3IMYHOM BBITIOJHEHUN Pa3pelIeHHbIX Omeparui
(yrouHenue, BbIOOp, Ha3HaueHHE). BbIMonHeHue «uTepaluny COMPOBOXKAACTCS NOMELICHUEM
HOMEpa WTEepaluy, 3aKIIOUYEHHOIO0 B  KpyIyble CKOOKM, IIOCI€ KpaTKOro HMMEHHU
COOTBETCTBYIOIIETO KOMIIOHEHTA, (HOMEp UTEPALIIH).

B nacrosmmii 113 BkimtoueH psin TpeGoBaHW 0€30MAaCHOCTH, CHOPMYIMPOBAHHBIX B
saBHOM Buje. Kpatkas ¢opMa MMeH KOMIOHEHTOB TpeOoBaHUM, c(HOPMYJIUPOBAHHBIX B SBHOM
Buje, cogepkut Tekct (EXT).

Hacrosimuii mpodwminb 3amuTsl  COACPKHUT Psii  HE3aBEPLICHHBIX OMEpaluidi  Haj
KOMITOHEHTaMHU ()YHKIIMOHAJIBHBIX TpeOoBaHMiA 0€30MacHOCTH. DTH OINEpalud JOJDKHBI OBITh

3aBCPIICHBI B 3alaHUU I10 0€e30I1acHOCTH Ha KOHKPECTHYIO pCain3alluto COB.

1.5 TepmuHbI U onIpeieIeHUs

B macrosimem II3 mnpumeHsroTcs cleqyrolige TEpPMUHBI €  COOTBETCTBYIOLIMMU
OIpeIeIEHUSIMH.

Aamunucrpatop COB — yloJHOMOYEHHBIH TOJb30BaTENIb, OTBETCTBEHHBIH 3a
YCTaHOBKY, aJIMUHUCTpUpoBaHue U skciryatanuo OO (COB).

Anammsarop COB — nporpaMMHBII WIM NPOrpaMMHO-TEXHUYECKUN KoMIoHeHT COB,
npeHa3HaYeHHbIM a7 cOopa umHpopMmauuu oT ceHcopoB (martunkoB) COB, ee wuTorororo
aHaJIM3a Ha peIMeT OOHapyKEeHUs BTOpKeHUs (aTaku) Ha KoHTposnupyemyto NC.

ba3a pemarommux npaBuia - cocraBHas yacte COB, copepkamas wHGOpMAIUO O
BTOP)KEHUSIX (CHUTHATypbl), Ha ocHoBe KoTopod COB mnpuHHMaeT pelieHne o HaJIUYuU
BTOP)KEHUS (aTaKm).

Brop:xxenne (araka) — JCHCTBHE, MEJNbIO KOTOPOIO SABISETCA OCYIIECTBICHHE
HECaHKIMOHUPOBAHHOTO JOCTYTA K HHPOPMAIIMOHHBIM pECypcam.

HNannbie COB — nannsle, coOpannble win coznanHble COB B pe3ynbTare BBITOTHEHUS
CBOUX (YHKIUH.

JMatuyuk (cencop) COB — nporpaMMHBIA WM NPOTPAMMHO-TEXHUYECKUN KOMIIOHEHT
COB, npeana3zHavyeHHbIHN 17151 cOOpa U MEPBUYHOIO aHAINU3a HHPOPMAIUH (JaHHBIX) O COOBITUSAX
B KoHTpoaupyemoii MC, a Takxe — nepegauun 3Toil nadopmanmu (1anHbix) anaauzatopy COB.

3aganme N0 0e30MACHOCTM — COBOKYIIHOCTh TpeOOBaHUM OE30MacHOCTH H
cnenuduKannii, NpeaHa3HAaYeHHas [UIsl MCIOJIb30BaHMS B KayeCTBE OCHOBBI JUIS OLEHKU

koHKpeTHoro OO.
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O0beKkT oOueHKM — mnojaiexamas ceprtudukanuu (ouenke) COB ypoBHS y3ma ¢
PYKOBOJCTBaMH I10 3KCIUTyaTallUH.

HoauTuka 0e3omacHoctu OO — COBOKYNHOCTh MPaBWJI, PETYIUPYIONIUX YIPaBICHUE,
3alIUTy U pacnpezenceHre nHPOPMalMOHHBIX PecypcoB, KOHTpoarpyeMbix OO.

Ipoduap 3ammMTHI — COBOKYITHOCTH TpeOoBanuii 6e3onacuoctu 1t COB ypoBHS ceTH.

Curnarypa — XxapakTepHbl€ IPU3HAKU BTOPKEHUS (aTaku), UCIOIb3yEeMbIE JUIsSl €T0 (e€)
0OHapyKCHHS.

Cucrema o0Hapy:KeHHsI BTOP:KeHMIi — IIPOrpaMMHOE WJIM NPOIPAMMHO-TEXHHUYECKOE
CpeACTBO, peanu3yrouire (YHKIUA aBTOMATU3UPOBAHHOTO OOHapyXeHus (OJIOKUPOBAHMS)
JneicTBUil B MH(POPMAIMOHHOM CHCTEME, HAIpaBJIEHHBIX HAa NpPEeJHAMEPEHHBIH JOCTyN K
uHpOpMalLny, CHelualbHble BO3ACHCTBUSA Ha MHGOpMaLKIO (HOCUTENIN MHPOpPMALUK) B LIEIAX
ee 100bIBaHUS, YHUUTOXKECHUS, UICKaKEHUs U OJIOKMPOBAHUS AOCTYINA K HEil.

Yrpoza 0Oe3onmacHocTM HWH(OPMANMH — COBOKYIHOCTh YCJIOBUH M (DaKTOpOB,
ONpEACNAONUX MOTEHUUAIbHYI0 WM PEealbHO CYIIECTBYIOUIYIO OMNACHOCTh HapYLICHUs
06e30macHOCTH HH(POPMAIIHH.

®Oynkuuu 6e3onacHoctn OO — coBOoKynmHOCTh Beex (yHkumid OezomacHoctu OO,

HAIpPaBJICHHBIX HA OCYILECTBICHUE MOJUTUKU Oe3omacHocTH 00bekTa oueHkH (I150).

1.6 Opranusauus npouis 3alUThI

Paznen 1 «Bsenenune mnpoduias 3amuTh COAEPKUT HHOOPMALUIO YIPABICHUS
JIOKYMEHTOOOOPOTOM U OMHUCATENbHYIO HH(OpPMAIHI0, HEOOX0auMbIe s uaeHTudukanuu 113 u
OO, K KOTOPOMY OHO OTHOCHTCS.

Pasmen 2 «Omnwmcanue o0O0BEKTa OIEHKHW» COACPKHUT ONUCaHUE (YHKIIMOHATBHBIX
Bo3MmokHocTelt OO, cpenbl pynkimuonupoBanuss OO u rpanun OO, ciyxaiiee e JIy4IIero
NOHWMaHHs TPeOOBaHUI OE30MTACHOCTH | JAFOIIEe MPEICTABICHUE O TUTIE TPOYKTA.

Paznen 3 «Cpena 6e30macHOCTH 00BEKTa OLEHKH» COJEPKUT OMMCAHUE aCIIEKTOB CPEJib
6e3onmacioct OO. B paHHOM paszene oIpenensercss COBOKYHMHOCTh YIpo3, HMEOLINX
OTHoIIeHHEe K Oe3omacHoMY ¢yHKIHoHHpoBaHUI0 OO, moauTHKa 0E30MaCHOCTH OPTaHU3aIuH,
KoTopor moimkeH cienoBatb OO, W mpeAmnosiokeHus (00s3aTeNbHBIE YCIOBUSA) O€30MacHOTO
ucnonb3zoBanus OO.

B paznene 4 «llenu 6e30macHOCTHY ONpe/iesieHa COBOKYITHOCTh 11eJiei 6e301macHOCTH JUIs

OO u cpeast pyakmonuposanus OO.



12

B paznmene 5 «TpeboBanusi 6e3onmacuoctu» Ha ocHoe [OCT P MCO/MOBK 15408-2 u
I'OCT P UCO/MDBK 15408-3 ompeneneHsl, COOTBETCTBEHHO, (DYHKIIMOHAJIbHBIE TPeOOBAaHUS
6e3omacHocTr uH(popMaruoHHsix TexHojorui (UT) u TpeboBaHus moBepus K 0€30MaCHOCTH
00.

B Paznene 6 «O6ocHOBaHue» neMoHCTpupyercs, uro I13 cneunpumupyer moimHyoo u
B3aMIMOCBSI3aHHYIO COBOKYMHOCTH TpebOoBanuii 0OezomacHoctu UT, uro OO yuuThIBaeT

UIeHTU(UIIMPOBAHHBIE aCTIEKTHI cpefibl 6e3omacHocT OO.
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2 Onucanue 00LEKTAa OLIEHKH

2.1 Twun nzgenuss uHGOPMALMOHHBIX TEXHOJIOT Wil

OObekToM oOmeHKH B HacrosimeMm [I3 sBisieTcsi cucteMa OOHApy)KEHUsS BTOPIKEHHMA
YPOBHS y3IIa.

OOBEKT OIEHKH MPEICTaBIsIET COOOH MPOrpaMMHOE WU TPOrPAMMHO-TEXHHUYECKOE
CPEICTBO, pean3yroIre (QYHKIIMA aBTOMAaTU3UPOBAHHOTO OOHapyxeHus (OJIOKHpPOBAaHMUS)
NnecTBU B MH(DOpPMAIMOHHOW CHCTEME, HANpaBICHHBIX HA MPEIHAMEPCHHBIH JOCTYN K
nH(popMaIuu, crenralibHbple BO3ACHCTBUA Ha MHOpMaIuoo (HocuTenn MHGOPMAIMKN) B IEIIX

ee T0OBIBaHUS, YHHUTOXKCHHS, UCKKEHUS U OJIOKMPOBAHUSA JOCTYIA K HEH.

2.2 OcHoBHBIE (l)yHKlll/IOHaJILHLIe BO3MOKHOCTH 00beKTa OIICHKH

B nganHoM mopgpasziene  NpeACTaBICHO KpPaTKoe  ONMCAaHHWE — MPEArojaraeMblx
(GYHKLIHMOHATIBHBIX BO3MOXHOCTEH U CPENICTB.

Cucrtembl OOHapy>KeHHMsl BTOP)KEHHUIH, COOTBETCTBYIOUIME HacTosueMmy II3, nomkHBI
o0ecnieunBaTh:

BO3MOXXHOCTh COOMparh HHPOPMAIMIO O CETeBOM Tpaduke, MPOXOASIIEM dYepes
KoHTposupyeMble y3i1bl WC, 0 cOOBITHAX, perucTpupyembix B >kypHamax aynuta OC,
npuknaasoro I10; o BeI3oBe GpyHKIMH, 00 0OpallleHuH K pecypcam;

BO3MOXXHOCTh BBINIOJIHATh aHanu3 coOpaHHbIX AaHHbIX COB o cereBom Tpaduke B
pexume, OJIM3KOM K pealbHOMY MacuITady BpEMEHH, U MO pe3yjbTaTaM aHaiu3a GUKCHPOBATH
UHPOPMALIMIO O JlaTe U BPEMEHHM, pe3yJsibTaTe aHajau3a, UACHTU(PHUKATOPE MCTOYHUKA TaHHBIX,
IIPOTOKOJIE, UCIIOJIB3YEMOM JUJIsl IPOBEACHUS BTOPIKEHUS,

BO3MOXKHOCTh OOHApy>KMBaTh BTOPKEHUS 1O OTHOLIEHHUIO K KOHTpOoIHpyeMbIM y3iiam NC
B peKuMe, OJM3KOM K peallbHOMY MaclliTady BpeMEHH, Ha YPOBHE OTAENbHBIX Y3JI0B;

BO3MOXXHOCTh BBINOJHATH AaHAJM3 COOPAaHHBIX JaHHBIX C LEJNbl0 OOHApYKEHUS
BTOPKEHUH C UCIIOJIb30BAHUEM CUTHATYPHOT'O M 3BPUCTHUECKUX METOIOB;

BO3MOXXHOCTh BBIMIOJHATH aHANIMW3 COOpPAHHBIX JAaHHBIX C LEJIbI0 OOHApYXKEHHUs
BTOPKEHUI C MCIOJIb30BAHUEM IBPUCTHUUYECKHUX METOJOB, OCHOBAHHBIX Ha METOJaX BBISBICHHS
aHOMAJIMI CeTeBOTO TpaduKa U aHOMAIHMK B IeHCTBUsIX moJbk3oBareliss MC, Ha 3ajaHHOM ypOBHE
IBPUCTUYECKOTO AHAJIN3A;

BO3MOXHOCTh  (uKcanuud (akrta OOHApyXKeHHs BTOPKEHMH WIM  HapyIIEeHHH

0e30MacHOCTH B JKypHajlaXx ayauTa; yBeAoMUTh aamuHuctparopa COB 00 oOHapyXKeHHBIX
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BTOP)KEHUSIX W HAPYIICHUAX OE€30MaCHOCTH C MOMOIIBI0 OTOOPaKEHHS COOTBETCTBYIOILETO
COOO0ILIEHUsI HA KOHCOJIM YIPaBJICHUS;

BO3MOXXHOCTh OOHApy>KE€HHs BTOPXKEHHHM HAa OCHOBE aHAIM3a CIYXeOHON MH(OpMAINH
IIPOTOKOJIOB CETEBOT0 YPOBHs 0a30BOI 3TaJIOHHOM MOJENTU B3aUMOCBSI3H OTKPBITHIX CHCTEM;

BO3MOXKHOCTh aBTOMAaTU3UPOBAHHOTO OOHOBJICHHUS 0a3bl PEIIAOIINX TPABUIL;

HaJIM4yue uHTepdeiica aIMUHICTPUPOBAHNS;

BO3MOXXHOCTh YMOJHOMOYEHHBIM aJIMUHUCTPATOpaM (pOJIIM) YIIPABISTh PEKUMOM
BhITIOJIHEHHS (yHKIIMN 6e3onacHocTH COB;

BO3MOXXHOCTh YIIOJIHOMOYEHHBIM aJMUHHUCTpaTopaM (poyisiM) YHPaBISATh JaHHBIMU
(marabIME COB), ncnionszyembivu pyakusiMu 6e3onacaocta COB;

nojaJepKKka ompezeneHHbix posie s COB u uXx accouuanuio ¢ KOHKPETHBIMHU
agmunuctpatopamu COB u mosip3oBaTenssMd BO3MOXKHOCTh T'€HEpAllUU 3aluceld ayauTa s
COOBITHI, TOTEHLUAIBHO MIOJIBEPTaeMbIX ayIUTY;

BO3MOXXHOCTb IPEIOCTABISITH BO3MOYKHOCTh YUTATh HHPOPMALIMIO U3 3aIHCEH ayanTa;

B o6mem Buze apxurekrypa COB BKIIIOYaeT cleayonmue KOMIIOHEHTHI:

natuuku (cencopsl) COB, npeana3znaueHHble A cOopa HE0OXxoauMoON MHGOpPMaLUU O
¢yukuonuposanuu UC;

ananu3atopsl COB, BBIMOTHSIOMNE aHATU3 JaHHBIX, COOPAHHBIX JaTYUKAMH, C IIEJIBIO
0oOHapy’KeHHsI BTOPKEHUH;

XpaHuIuIle, odecrnevnBaroliee XpaHeHue nHpOpMaIMKu O COOBITHSX, 3a(UKCUPOBAHHBIX
BTOPKEHUSX, @ TaKKe€ CHUTHAaTypbl BTOPKEHUN, MNpPOQMIN TOJb30BaTeled MU  JIPYrylo
uH(popMalrio 0a3bl penIaloIiuX MpPaBUJ, HA OCHOBAHMM KOTOPOH NPUHUMAETCS pEIICHHE O
HaJINYUU BTOP)KEHUS;

KOHCOJNb  ympaBieHus: komnoHeHTamu COB, mno3Bonsiomas — aJMHHHCTPATOpPy
6e3omacHocTH KoHpurypupoarb COB, Habmrogats 3a cocrosHueM 3amuiiaemoit UC u COB,
IPOCMATPHUBATH BBISBICHHBIC aHAIN3aTOPOM UHIIHJICHTHI.

OcHoBHbIMU KOMTIOHeHTaMu COB sBnsroTest natunk(u) u ananuzarop(el) COB. Jlatunku
coOuparoT HHGOPMAIMIO O CETeBOM TpapuKe U COOBITHSX, CBA3aHHBIX C paboToi
obmecucreMHoro u npukiagHoro [10 konTponupyemsix y310B UC, oCyIeCTBISIOT EPBUYHBINA
aHaJIM3 W HANpPABJSIIOT 3Ty HHGOpMANMio (JaHHBIC) aHAIM3ATOPY. AHAJIM3ATOP BBHITOJIHSET
aHaIM3 COOpaHHBIX JaHHBIX, yBeXOMISIIOT agmMuHucTpaTopoB COB 00 0OHapyXeHHBIX
BTOP)KEHUSX, BBIIOJIHSIIOT APYrHe ACHCTBHS MO pearnpoBaHUI0, FTEHEPHUPYIOT OTYETHI HA OCHOBE

coOpaHHOI nHGOpMAIUH (TaHHBIX ).



15

Hatunk COB ypoBHS y3na mpeacTaBiseT cOOOH MpOrpaMMHBIA HIIM TPOTPaMMHO-
texuuyeckuidi  komroHeHT COB, ycranaBnuBaeMblii Ha 3amumiaemeie  y3iael - UC,
npeIHa3HauYeHHBIN JIs1 cOopa ¥ MEPBUYHOTO aHaIn3a HH(GOPMAIMU O COOBITUSIX, BOZHUKAIOIINX
Ha 3TUX y3JaX.

JlaTuuk noimkeH o0naaaTh CaeayonuMe (yHKIIMOHATBHBIMU BO3MOKHOCTSIMH:

OCYIIECTBIISATH COOp JAHHBIX O COOBITHSX, MPOUCXOMASIINX HA KOHTPOIUPYEMBIX Y3JaxX
% (0N

nepegaBaTh BCE COOpaHHbIe JaHHBIC aHAIU3ATOPY AJI1 00pabOTKU U aHAu3a.

Hatuukun COB Moryt cobupars WH(GOPMAIMIO B HEMPEPHIBHOM B PEKUME, B PEKHME
cOopa ¢ 3aIaHHON MEPUOANYHOCTHIO WIIM 10 KOMaH/I€ aJIMUHHUCTpaTopa O0e3omacHocTu. JlaTunku
COB ypoBHs y371a MOTYT cOOMpaTh HHPOPMAIIMIO O MMAaKeTax IaHHBIX, ePelaBaeMbIX B paMKax
KOHTPOJIMPYEMOTO y3/1a, a Takke O COOBITHSX, CBSI3aHHBIX C pPa0OTOH ammapaTHOTro
obmecrucreMHoro u npukiaasoro I10.

Anammzarop COB mpencrasisier co060ii MporpaMMHBIN WM TPOTPaMMHO-TEXHHUECKHUH
komrnonenT COB, npenHa3znaueHHbIi As coopa uHpopMmaiuu ot natuukoB (ceHcopon) COB, ee
UTOTOBBIA aHANM3 Ha TMpeAMET OOHapy)KeHusi BTOpXKeHUs Ha KoHTpomupyemyro HC c¢
npuMeHeHrneM 0a3bl pelaroluX MpaBui. B 3aBUCMMOCTH OT MCHOJIB3yeMbIX METO/IOB aHAJIU3a
0a3a pemarolux MPaBUJI MOXKET XPaHUTh CUTHATYPhl BTOPKEHHUM, TPO(HIIN ToJIb30BaTENeH U
JIpYTYI0 HH(OPMALIHIO.

AHanu3aTop J0JDKEH 00J1a1aTh CIEeAYIOMUMU (GYHKIIMOHATEHBIMA BO3MOKHOCTSIMU:

MPUHUMATh JAHHBIE OT JATUYHUKOB,;

00pabaThIBaTh TAHHBIE C 1[EJIBIO BBISBICHUS BTOPKEHUH;

pearupoBaTh Ha BBISIBJICHHBIE BTOpKEHHUsS. PearnpoBaHue MOXKET BKJIHOYATh CO3/1aHUE
OTYETOB, OTOOpa)KEHHE COOOIIEHUS Ha KOHCOJNM YIPABIEHUS W WHBbIE BO3MOXXHOCTH IO
pearupoBaHuUIO.

Pemienne 006 oOuapyxxkenun BTopxkeHuss COB mpuHHMaeTr B COOTBETCTBUU C
pesynbpTaTamMu aHanu3a uH@popManuu, coodmpaemonn cencopamu COB, ¢ mpumeHeHueM 0asbl
pemaromux npasui COB.

AnvunuctpupoBanue OO MOXET BBINOJHATHCS — YNAJEHHBIM WM  JIOKAJIbHBIM
crnocobamu. JlokanbHOE aJMUHUCTPUPOBAHNE OCYLIECTBIISIETCS HEMOCPEICTBEHHO C TOrO Y3Ia,
rae ycraHoBiieH koMmrnoHeHT COB, a ypaneHHOe — MOCPEICTBOM KOMaHJ, IMOCBUIAEMBIX IO
KaHaJlaM CBSI3U.

Kpome Ttoro, Bce kommoHeHTel COB  pmomkHbl  00mazaTh  CHEIYIOIIMMHU

Q)yHKHHOHaJ'H)HBIMI/I BO3MOXXHOCTIMMU:
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— OCYIIECTBJIATH 3aIIUTy (COBMECTHO C MeXaHU3MaMH Cpeabl (QYHKIMOHUPOBAHMS)
COOCTBEHHOM MPOTPaMMHOM 1 MHPOPMAITMOHHOW YaCTH OT BMEIIATEIbCTBA;

— JIOIycKaTb HACTPOWKY CBOMX IIapaMETpOB €O CTOPOHBI  aJAMHMHHCTpAaTopa
0€30I1aCHOCTH,

— BECTM J>KypHaJl ayauTa (B TOM YHCJIE OCYIIECTBISATh PErHCTPALMIO IOIBITOK
U3MEHEHHS KOH(PHUTypalnH, a TAaKXKe MOMBITOK JOCTyIa K KOMIOHEHTaM U JJAHHBIM).

Tunosas cxema npumenenus B UC COB ypoBHs y371a nipeacTaBiieHa Ha pucyHke 2.1.

Cepgep ¢
YCTaHOBJICHHBIM

natyukom COB

Cerment AC

APM

S

APM ¢
YCTaHOBJICHHBIM
natunkom COB

YCTaHOBJIEHHBIM

aT‘II/IKOM COB
S

Koncoab AHanuzatop XpaHuuiie
yrpasnerns COB COB Janueix COB

Pucynok 2.1 — Tunosas cxema npumenenus B UC COB ypoBHs y3na

Oyuknuonupoanne OO mnoguuHeHo nonuTHKe Oe3omacHocTH OO, OTpakeHHOH B

byHKIIMOHAIBHBIX TpeboBaHuAx 6e3onacHoctu OO.
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3  Cpena 06e30macHOCTH 00bEKTAa OLEHKHU

JlaHHBI pa3/ien CoNepKUT OMHUCAHUE CIEAYIONNX acleKToB cpeabl OezomacHocTH OO:

IPEIIIOJIOKEHUH OTHOCUTENIBHO IPEAONpPEIEIeHHOro ucnoib3oBanuss OO u cpensl
dbyakuuonupoBanus OO,

yrpo3 0e30MacHOCTH, KOTOPBIM HEOOXOUMO MPOTUBOCTOATH cpeacTBamu OO;

HOJUTHUKH OE30MAaCHOCTH OPTaHU3aINK, KOTOPO# noipkeH ciepoBatsh OO.

3.1 IIpennoJio:keHusi 6€30MACHOCTH
IIpenmoJio:keHUst OTHOCUTEIBHO NMpPeaoNpeaeIeHHOr0 ucnoJjb3oBanusa OO
IIpeanoJio:xkenue-1
Homxken ObiTh 06ecnieueH noctyn OO ko Bcem oobektam UC, xotopeie Heooxoaumbr OO

JUTSL pealii3aly CBOMX (DYHKIIMOHAIBHBIX BO3MOKHOCTEH (K KOHTpoiIupyeMbiM o0bekTam ().

Ipennono:xenune-2
JloiokHbl OBITH OOEcHedeHbl YCTaHOBKA, KOH(urypupoBanue u ynpasienune OO B

COOTBCTCTBHUHU C 3KCHHyaTaHI/IOHHOﬁ HOKYMGHTaHHeﬁ.

Mpeanono:xenue-3
JHomxHa ObITh oOecniedeHa coBMectuMocth OO ¢ anementamu MC, KOHTpOIb KOTOpOit

OH OCYHICCTBJIACT.

IIpeanoJioxkenusi, cesizanHbie ¢ 3amuron OO

IIpeanoJio:xkenue-4

JlomkHa ObIThb oOecrnieueHa ¢usnueckas 3ammra siemMeHToB MC, Ha KOTOpPBIX
yCTaHOBJIEHBI KOMIOHEHThl OO, KPUTHYECKM Ba)XKHbIE C TOYKH 3pPEHHS OCYIIECTBICHHUS

nonuTuku oe3omacaoctu OO.

IIpennono:xkenne-5
JlomkHa ObITh oOecrieyeHa CHHXPOHM3alMs 10 BpeMeHU Mexay kKommoHeHTamu OO, a

takxe Mexry OO u cpenoii ero pyHKIIMOHUPOBAHMS.
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IIpeanoJio:keHne, MMeroIIee OTHOLIEHUE K MIEPCOHATY
Ipeanono:xenue-6
[Tepconan, oTBeTcTBeHHBI 3a (¢yHKIHoHUpoBanue OO, nOmWKEH o00ecnevnBaTh

Haanexaiee pynkiuonupoanre OO, pyKOBOACTBYSICh SKCIUTYaTallMOHHOM JTOKyMEHTAIUEH.

3.2 ¥Yrpo3bl 6e3onacHocTu HHGOpMaALNU
3.2.1 ¥Yrpo3bl, KOTOPbIM JI0JI:KEH IPOTUBOCTOSATH 00bEKT OlleHKH

B wacrosmem I3 ompeneneHsl ClaenyrIIue yrpo3bl, KOTOPBIM  HEOO0XOJIUMO
npoTuBOCTOATH cpeacTBamu OO.

Yrpo3a-1

1. AHHOTanMsA Yrpo3bl — TIPEAHAMEPCHHBIM HECAHKIIMOHUPOBAHHBI JOCTYI WU
CHelHaTbHbIC BO3JACUCTBUS HAa MH(MOpPMAIHIO (HOCHTEIX WH(POPMAIMK) CO CTOPOHBI BHEIIHHUX
HApYIIUTEICH, JCUCTBYIONMX W3 HHPOPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIX CETCH, B TOM
YHCIIe CETeH MEXTYHAPOIHOTO HH(OPMAIIMOHHOTO OOMEHa.

2. UcTOYHHMK Yrpo3bl — BHCITHHE HAPYITUTEIIH.

3. Cnoco6 peaqmzauuu yrpo3sl — o00xon wmexaHusmoB OesomacHoctu HC ¢
WCIIOJIb30BAaHUEM INTATHBIX CPEACTB, mpemocTaBiseMbix MC, a Takke crenuaaIn3upoBaHHBIX
WHCTPYMEHTAILHBIX CPEJICTB.

4. Ucnonb3yemMble YA3BUMOCTHM — HEJOCTAaTKU CpPEIACTB 3allUThl WH(MOpMAIUH,
npumenseMbix B UC.

5. Bua uH(pOPMAIHMOHHBIX PeCypPCcOB, MOTEHUHAJIHLHO MOJABEPKEHHBIX Yyrpo3e —
JaHHBIC TIOJIL30BaTENICH, KOH(PUTYpAallMOHHBIC JaHHbIE, Mpyrue akTuBbl MC.

6. Hapymaemoe cBoiicTBO 0e3omacHOCTH HH(OPMALMOHHBIX pPecypcoB  —
[EIOCTHOCTD, JOCTYITHOCTh, KOH(DUIEHITUAIEHOCTD.

7. Bo3MO:KHbIe MOCJEICTBUSI peaju3alud yrpo3bl — HApYyIICHUS PEXKUMOB

¢yukronuposanust UC, cunxenune ypoBHs 3amutsl UC.

Yrpo3za-2

1. AHHoTanMsa yrpo3bl — TpeAHAMEPEeHHBIH HECAaHKUMOHUPOBAHHBIN JOCTYN WU
crelualibHble BO31eUCTBUS Ha HH(OpMaLKIO (HOCUTEIN HHPOPMAIIMK) CO CTOPOHBI BHYTPEHHHUX
Hapymurese, oOjanarolux MpaBaMM W TOJHOMOYMSMU Ha JOCTyl K UWHGOpMaluu B
UH(POPMALIMOHHOM CUCTEME.

2. UcTOYHMK Yrpo3bl — BHYTPEHHHE HAPYLIUTEIH.
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3. Cnocod peanuzanmm yrpo3sl — o00xonq wmexaHusMoB OezomacHoctu OO ¢
UCTIOJIb30BAaHUEM LITATHBIX CPENICTB, penoctaisieMbix OO.

4. Ucnonb3yemble YSI3BUMOCTH — HEJAOCTAaTKM WM OTCYTCTBUE MEXaHHU3MOB
0€30MacHOCTH, peau3youmx coocTBeHHY0 3amuTy OO OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

5. Bua nHGpOPMAUMOHHBIX PpecypcoB, NMOTEHUHAJIbHO MOABEP:KEHHBIX Yrpose —
nmanueie OO, aktussl MC.

6. Hapymaemoe cBoiicTBO 0Ge3omacHOCTH HMH(POPMAIMOHHBIX  PeCypcoB —
LEJIOCTHOCTD, IOCTYITHOCTb, KOH(UIECHIINATEHOCTD.

7. Bo3MOKHbIe TOCJIeCTBHS peaqu3allMii Yrpo3bl — HapyIICHUS pPEKUMOB

¢yukuuonuposanust OO, cHIkeHue ypoBHs 3amuiesHoctu NC.

3.2.2 ¥Yrpo3bl, KOTOPbIM NPOTUBOCTOUT J0JIKHA MPOTHUBOCTOSTH Cpea

B nacrosiiem I13 onpenenens! cieayroume yrpo3bl, KOTOPbIM JI0J)KHA IPOTUBOCTOSTh
cpena pyukrumonuposanus OO:

Yrpo3a cpensi-1

1. AHHOTanus yrpo3bl — HApYILIEHUE [IEJIOCTHOCTH JAaHHBIX, COOPAHHBIX WJIH CO3JIaHHBIX
COB (mauubix COB).

2. UcTOYHMK Yrpo3bl — BHYTPEHHHI HAPYIIUTENh, BHEITHUN HAPYIITHTENb.

3. Cnoco0 peaqm3zanuu yrpo3bl — HECAHKIIMOHMPOBAaHHBIN nocTyn K aAaHHbIM COB ¢
MCIIOJIb30BAHUEM IITATHBIX U HEITATHBIX CPEJICTB.

4. Ucnonb3yemasi ysI3BUMOCTb — HEJOCTaTKM MEXAaHU3MOB YIIPABJICHUS JOCTYIIOM,
3alllUThl CEaHCOB, (Pu3nM4ecKkoi 3amuThl o0opynoBanus MC; HenocTaTku MEXaHU3MOB 3aLUThI
xKypHasoB ayauta COB.

5. Bua uHGOPMAaLMOHHBIX pecypcoB, MOTEHIHMAJLHO IOJABEP:KEHHbIX yrpose —
naunbsie COB.

6. Hapymaemble cBoiicTBa 0€30MacHOCTH HH(OPMAIMOHHBIX PeCypcoB —
LEJIOCTHOCTD, JIOCTYITHOCTD.

7. Bo3MOKHbIe MOC/IeICTBUS PeaiM3allii Yrpo3bl — HEBO3MOXKHOCTh UCIIOJIb30BAHUS
cobpannoii COB uH(popManum 0 BO3MOXHBIX BTOPKCHUAX (aTakax) JUis MPUHATHS PEIICHUN O

pearupoBaHUH.

Yrpo3a cpensbi-2
1. AHHOTanMs Yyrpo3bl — OTKIIIOYEHUE UM OJIOKMPOBAHUE HAPYIIUTEIEM KOMIIOHEHTOB

COB.
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2. UcTOYHMK YIpo3bl — BHYTPEHHHI HApYIIUTEIb, BHEITHUNA HAPYIIUTENb.

3. Cnoco6 peanu3auumm yrpo3bl — HECAaHKIMOHUPOBAHHBIA JOCTYH K KOMIIOHEHTaM
COB.

4. Ucnoab3yemasi yI3BUMOCTb — HEJJOCTAaTKH IPOLEYP pa3rpaHUYEHUs TOJHOMOUYUH B
NC, ysa3zBumoctu COB, BHEceHHBIE Ha 3Tanax MPOCKTHPOBAHUS M Pa3pabOTKH, HEIOCTATKU
KOHTpOJIs1 mporpaMMmHoi cpeast C.

5. Bua uMHGOPMALMOHHBIX PeCcypcoB, NOTEHUUAJIBHO IOJABEpP:KEHHbIE Yyrpo3e —
nporpamMmmHoe obecriedeHue u 6a3a pemaromux npasuia COB.

6. Hapymaemble cBoiicTBa 0€30MacCHOCTH HH(QOPMAIMOHHBIX peCcypcoB —
LEJIOCTHOCTD, JIOCTYITHOCTbD.

7. Bo3MOKHBIe TOC/IeJICTBUS peajM3allid  yYrpo3bl — HapylleHUE pPEeXHUMOB
¢ynkunonuposanuss COB, HeoOHapyxeHHe peanu3yeMblx Mo oTHomeHuo kK MIC BropxeHuit

(aTak).

Yrpo3a cpenbi-3

1. AHHOTanMs Yrpo3bl — HECAaHKIIMOHMPOBaHHOE N3MeHeHne KoHdurypauuun COB.

2. UcTOYHMK YIpo3bl — BHYTPEHHHI HAPYIIUTEIh, BHCITHUNA HAPYIITUTENb.

3.Cnocod  peamu3anmMu  yrpo3bl —  HECAaHKIMOHUPOBAHHBIA  JOCTYyl K
KOH(pUrypanunoHHoi nuadopmanuu (Hactpoiikam) COB.

4. Ucnoab3yemasi yI3BUMOCTb — HEJJOCTAaTKH MPOLEYp pa3rpaHUUEHUs TOJTHOMOYHUH B
UC, ysa3BUMOCTHM TEXHMYECKHMX, MPOTPAMMHBIX M IporpaMMHO-TexHuueckux cpeacts UC,
KoTopele B3aumozeicTBytoT ¢ COB u moryr BiusTh Ha ¢yHkionuposanue COB, HenocTaTku
MEXaHU3MOB YIIPABIEHHs JOCTYIIOM, 3aLIUThI CEAHCOB, (PU3UUYECKOM 3aIIUTHl 00OPYAOBaHUS B
ncC.

5. Bua uHGOPMALMOHHBIX pecypcoB, NOTEHUHATbHO IOJABEpP:KEHHbIE Yyrpo3e —
HacTpouku mporpammuoro obdecreuenus COB.

6. Hapymaemble XapaKTepHCTHKH 0€30MaCHOCTH AKTHBOB — IIEJIOCTHOCTD.

7. Bo3MOKHbIe TOCJIeJICTBUS peajM3alldd  Yrpo3bl — HapylleHHEe pPeXHUMOB
¢ynkunonuposanuss COB, HeoOHapyxkeHHEe peanu3yeMblx Mo oTHomeHuio kK MC BropxeHuit

(atax).

Yrpo3a cpenbi-4
1. AHHOTauus Yrpo3sl — HECAaHKIIMOHUPOBAHHOE BHECEHHWE HW3MEHEHUN B IJIOTHUKY

¢yuknuonuposanust COB uepe3 MexaHu3M 0OHOBIIEHUS 0a3bl PEeIIAIONINX TPABHIL
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2. ACTOYHMK yIpo3bl — BHYTPCHHHUE HAPYIIUTEHN, BHEIIHUE HAPYIIUTEITH.

3. Cnoco6 peajm3anuu yrpo3bl — OCYIIECTBICHUE HECAHKIIMOHUPOBAHHBIX JICUCTBUN C
HCIIOJIb30BaHUEM INTAaTHBIX CPEACTB, npenocTaBiseMbix MC, a Takke crnenuain3upoBaHHBIX
MHCTPYMEHTAJIBHBIX CPEJCTB.

4. Ucnonb3yemasi yA3BUMOCTb — HEJIOCTaTKH MEXAHU3MOB OOECIIEUEHUsI TOBEPEHHOIO
KaHaJja rnmoixy4eHust 0OHOBIeHMH 0a3bl pemarommx npasmi COB.

5. Bux uHGoOpMAUMOHHBIX pecypcoB, NMOTEHHHAJIbHO MOABEP:KEHHbIX yrpose —
nporpamMmmHoe obecriedeHue u 6a3a pemaromux npasuia COB.

6. Hapymaemble cBoiicTBa 0e30macHOCTM HH(OPMALMOHHBIX PpecypcoB —
LEJIOCTHOCTD, TOCTYITHOCTb.

7. Bo3MO:KHbIe TOCJIeICTBUSI Ppeaju3alud yYrpo3bl — HapyIIeHHE PEXUMOB
dbyukuuonupoBanuss COB, HeoOHapyxkeHHe peanusyembix Mo oTHomeHuio Kk MC BropskeHuit
(aTak), HEBO3MOXHOCTh HCHOJIBb30BaHusl coOpanHoii COB wuHpoOpManMu 0 BO3MOKHBIX

BTOpKeHUsIX (aTrakax) JUisi IPUHSTHUS PEIICHUI O pearupOBaHUU.

3.3  IloauTuka 0€30MaACHOCTH OPraHU3ANNHU

OOBEKT OLCHKM MOOJDKCH CJICA0BaTb MPUBCACHHBIM HMWKC IIpaBUJIaM IIOJIMTHKU
0€30MacHOCTH OpraHu3aluu.

IMosmTuka 6e30macuocTu-1

Vmpasnenne mnapamerpamu COB, KoTOpple BIUSAIOT Ha BBINOJHEHHE (YHKIUN

6e3onacHocty COB, HOKHO OCYIIECTBIATHCS TONbKO anMuHucTpaTopamu COB.

IoauTuka 0e3onmacuocT-2
OOBEKT OIEeHKH AODKEH OCYIIECTBIATH cOOp HMHQOpMAIMM O CETeBOM Tpaduke u

COOBITHUSX, CBSI3aHHBIX C pabOTON KOHTpoIHUpyembIX y31oB HC.

IMosuTuka 0e3omacHoCcTH-3
JloybKkHA  OCYIIECTBISIThCS  aHaIUTHYecKass o0paboTka cobOpanHbix COB  nmaHHBIX 0
(YHKIIMOHUPOBAHUN KOHTPOJIUPYeMbIX y3510B MC 3a7aHHBIMH METOJIaMH C I[CJIbI0 BBIHECECHUS

pemieHus: 00 0OHapyKEHUH BTOPXKEHUS.

IMoauTuka 0e3onacHocTu-4

I[OJ'DKHO OCYHICCTBIIATLCA pCarupOBaHnC COB Ha BEHISBICHHBIC BTOPKCHHUA.
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IToauTuka 6e3omacHoCcTH-5
JIOKHO OCYIIECTBISATHCS YIIPABICHUE CO CTOPOHBI YIIOJTHOMOYCHHBIX aIMUHUCTPATOPOB

COB pexxumamu BeinosiHeHust pyHkiui 6e3onacaoctn COB.

IMoautnka 6e3onacHocTH-6
OOBEKT OILIEHKM [IOJDKEH OBbITh 3alUIIeH OT HECAaHKIIMOHMPOBAHHOIO JIOCTYyNa U

HapyleHui B OTHOIICHUH PyHKIK 1 gaHHbIx OO.

IMoauTuka 6e3onmacHocTu-7
JlomkHa OBITH 0OecriedeHa BO3MOXKHOCTh PETHCTPAIlMU U ydYeTa BBINOJHEHHUS (DYHKITUN

oe3omacaoctu COB.

IMomTHKAa 6e30macHOCTH-8

OOBEKT OLEHKH JTOJHKEH UMETh UHTEep(eiic aIMUHUCTPUPOBAHHUS.

IoauTuka 60e3onacuocTu-9
O6T)€KT OILICHKU OOJDKECH HUMETH BO3MOKXHOCTH ynpaBHeHI/Iﬂ pC)KI/IMaMI/I HOJIyLIGHI/Iﬂ %1

YCTaHOBKHM OOHOBIICHHUH (akTyanu3anuu) 6a3sl pemmaromux npasui (BPIT) COB.
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4 Ilean Oe30macHOCTH

4.1 Ilean 6e30macHOCTH AJI51 00bEKTA OLEHKH
B nannom paszznene naercs onucanue ueneit 6ezonacuoctu as OO.
Heanb 6e30macHocTH-1

Yupasaeuune napamerpamu COB

OOBEKT OLEHKM JOIDKEH 00eCHednTh BO3MOXKHOCTH ympamieHus napamerpamu COB
(mpaBunamu B BPII COB, npyrumu panasiMu COB), koTopble BIMSIOT Ha BBIIIOJHEHHUE

bynakuumii 6e3omacaocti COB, co cTOpOHBI YITOTHOMOUYEHHBIX aqMuHuCcTpaTopoB COB.

Ilean 6e30macHOCTH-2

CO0p TAHHBIX 0 COOLITHAX H AKTHBHOCTH B KOHTpoJupvemoii UC

OOBEKT OIEHKH IOJKeH OCYIIECTBIATH cOOp MHpOpMAuu O ceTeBOM Tpaduke u

COOBITHSIX, CBSI3aHHBIX C pab0OTOM KOHTpoIupyembIx y3ios VC.

Iean 6e3omacHoCcTH-3

Anaan3 nanapix COB

OOBEKT OLEHKHU JIOJKEH OCYIIECTBISATh aHAIUTUYECKYI0 00paboTky coOpannbix COB
JAHHBIX O (DYHKIIMOHMPOBAHWU KOHTpoJMpyeMbiX y370B MC 3amaHHBIMH METOAaMH C IENbI0

BbIHECEHHUS pellieHus: 00 00HapyEHUH BTOPKEHUS.

Hean 6e30macHocTH-4

Pearuposanue COB

OOBEKT OLIEHKH JO0KEH OCYILECTBIATh pearipOBaHUE Ha BbISBJICHHBIE BTOPKEHHUSI.

eans 6e30macHOCTH-5

Yupasiaenue padoroii COB

OOBEeKT OIEHKH [OJDKEH oOecreyrBaTh YIPABIEHUE CO CTOPOHBI YIOJIHOMOUYEHHBIX

aamuuuctpatopoB COB pexumamu BeinonHeHUs ¢pyHkuui 6e3onacaoctu COB.

ean 6e30macHoCcTH-6

Pasrpanudenue gocryna K ynpasjenuio COB

OOBeKT OLIEHKH OJDKEH oOecreunBaTh parpaHudeHue goctyna K ynpasienuto COB Ha

OocHOBe ponel agmuHucTpaTopos COB.
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Iean 06e30macHocTH-/

Avyaut 6esonacaoctu COB

OOBEKT OLEHKU IOHKEH O0ECleYUTh PErucTpaliio U y4eT BBINOJHEHUS (QYHKIUN

oe3omacaoctu COB.

Iean 6e3omacHoCcTH-8

Hurtepdeiic COB

OO nomxen npenoctaBiaTh armuauctpaTopy COB unTepdeiic aqMuHUCTPUPOBAHHMS.

Iean 6e3omacHocTH-9

Yiupapjenune ycTaHoBKoM o0HoBJIeHUM (akTyaanszamuu) bPII COB

0]0) AOJDKECH HMCETb BO3MOXHOCTL YIIPABJICHUS PCKHUMaMHU IIOJYUCHUA U YCTAHOBKH

obnosnenuii (akryanusanun) bPIT COB.

4.2 e 6e30macHOCTH UISI CPeabl

B nmamHom paszmene gaeTcss  omnucaHue  Ienieil  0€30MacHOCTH IS Cpefbl
¢yukuuonuposanus OO.

Hean aas cpeast pynkuuonnposanus 00-1

Jloctvn K 1anabIM UC

JlomxkeH ObITh obecriedeH AOCTYH OObEKTa OLIEHKH KO BCEM JaHHBIM KOHTPOJIMPYEMBIX
y310B UC, koTtopble HE0OXOIUMBI OOBEKTY OLEHKU JJISl pealin3alluid CBOUX (DYHKIMOHAJIBHBIX

BO3MOXKHOCTEH (K KOHTpoirpyeMbIiM o0bekTam ().

Heas s cpeasl pyHkuuonuposanus O0-2

Dxcmiayaramusa OO

JlomxHbl OBITH OO€cIieYeHbl YCTAaHOBKA, KOH(QUIypUPOBAHUE U YIpPaBlI€HUE OOBEKTOM

OLICHKH B COOTBETCTBHUU C BKCHHyaTaHHOHHOﬁ HOKYMCHTaHHeﬁ.

Heas s cpeasl pynkunonuposanus O0-3

CoOBMECTHMOCTh

Jomkaa OBITH oOecmedeHa COBMECTHMOCTh OOBeKTa omneHku ¢ 3imemeHTtammu  HC,

KOHTPOJIb KOTOpOfI OH OCYHICCTBJIACT.
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Hean pas cpeas! pynkunonuposanus 00-4

duznyeckas 3ammpra yacrteid OO

Jomkxna ObIThb o0OecrieueHa ¢usnueckas 3amurta smeMmeHToB UWC, Ha KOTOpBIX
ycTaHoBJeHbl KOMIOHEHThl OO, KpPUTHYECKH BaXKHbIE€ C TOYKHU 3PEHHSI OCYIIECTBIICHUS

nonuTtuku oe3omnacuoctu O0.

Hean aast cpenbl pynkuuonunpoBanus O0-5

JloBepeHHAasi CBA3b

Homxkna ObiThb obOecrieueHa jgoBepeHHass cBsa3b (mapmpyt) wmexay COB  u

aamuauctparopamu COB.

Heab pas cpeant pynkunonuposanus O0-6

MexaHu3Mbl AYTEHTU(PUKAIMHA U UICHTUDUKALMHA

O®yukuuonuposanne OO JOMKHO OCYILECTBIATHCS B cpelne (yHKIMOHMPOBAHMS,

MPEIOCTABIISAIONIEH MEXaHU3Mbl ayTeHTU(hUKANUK U uaeHTuuKanuu aaMuauctparopos COB.

Hean aas cpeabl pynkuuonnposanus O0-7

JloBepeHHbIH KaHAJ

JlomkeH ObITh o0ecrieyeH JOBEpeHHbIH KaHan noiaydyeHus ooHosnenuit BPIT COB.

Heaw nas cpeant pynkunonuposanus O0-8

3ammra 1aHabIX GyHKIUM §e30nacHocTH 00beKkTa oueHkn (PE0)

I[OJ'DKHEI ObITh OOecrmedcHa 3alllUIICHHAasA 00J1aCTh JJId  BBIIIOJTHCHUSA (I)YHKI_[I/Iﬁ

oe3omacaoctu COB.

Heaw nas cpeant pynkunonuposanus 00-9

CHHXDOHH33HI/[SI I10 BPECMCHU

JlomxkHa ObITh 0OecrieueHbl ObITh 0OecTIedeHbl HaIeKAINi HCTOYHUK METOK BPEMEHH U
CUHXpOHM3AIMs MO BpeMeHH Mexay KomnoHeHTamu OO, a taxxke mexay OO u cpenoit ero

(GyHKIIMOHUPOBAHHUS.
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Heas s cpensl pynkuunonnposanust 00-10

XpaHeHHe JaHHBIX ayJIUTA

HOJ’DKHBI OBITE 00ecIeYeHbl 3amuTa JXypHajla ayauTa OT HECAHKIHOHHWPOBAHHOI'O
HN3MCHCHHUA W YIAJICHHs, a TaKXE BO3MOXKHOCTH YIIPABJICHUA CO6BITI/ISIMI/I, INOTCHIIMAJIbBHO

MMPUBOAAIIMMHU K IICPCIIOJITHCHUTO obiacreit XpaHCHUA NAaHHBIX ayJIuUTa.

Hean aast cpenbl pynkuuonunposanus 00-11

Yupapjenue arpuoyraMu 0€30acHOCTH

Bo3moxxHocTe  ympaBineHus —aTpuOyramu  Oe3omacHocTH  KommnoHeHToB COB
KOHTpoMpyeMbiX 00bekToB MC noikHA mperocTaBisAThCS TOJNBKO YIOJIHOMOYEHHBIM POJISIM

(ammunucTparopoB COB u UC).

Heaw pas cpeast pynkuuonuposanus 00-12

TpedoBaHud K MEPCOHATY

HepCOHaJ'I, OTBETCTBCHHBIA 3a (1)YHKI_II/IOHI/IpOBaHI/Ie 00BeKTa OL€CHKH, OOJIZKCH
obecneynBaTh HaMqJICKaIlIce q)YHKI_II/IOHI/IpOBaHI/Ie 00BeKTa OLICHKH, PYKOBOACTBY:ICb

IKCIUTyaTallMOHHOW TOKYMEHTAUEH.
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5  TpeboBanusi 6e30MacCHOCTH

B nmannom paznene I13 mpencraBieHbl (QyHKIHOHATBHBIE TPEeOOBaHUS U TPeOOBAHUS
JOBEepHUsl, KOTOPBIM JODKeH  yaoBieTBopsiTh OO. @OyHKIHOHAIBHBIE  TpPEOOBaHUSA,
MpeAcTaBIeHHbIC B HacTosmeM 113, ocHoBaHbI Ha GyHKIIMOHANBHBIX KoMitoHeHTax u3 ['OCT P
NCO/MDBK 15408-2. Kpome Toro, B HacTosimwmii 113 BkirodeH psia TpeOoBaHMi 0€30MMacHOCTH,
chopmynupoBanHbix B siBHOM Buje (pacmmpenue [OCT P UICO/MBK 15408-2). TpeboBanus
JIOBEpHsI OCHOBaHBI Ha KoMmoHeHTax TpeboBanuii gosepus uz 'OCT P UICO/M3K 15408-3 u
npeactaBieHsl B HacrosieMm [13 B Bujge orneHounoro ypoBHs noBepus OVY/[1, ycuneHHOTO
komroneHtoM AVA_SOF.1 «Omenka croiikoct ¢yHKnuu Oe3ormacHoctd  OO» wu
pacumperHoro kommoneHTamu ALC_UPI_EXT.1 «IIponenypbl oOHOBICHHS 0a3bl PEIIAIONIUX
npasm» 1 AMA_SIA EXT.3 «Dkcneptusa aHaM3a BIUSHUS OOHOBJICHWH 0a3bl peIIaroIInx
npaBusl Ha Oe3omacHocTh OO». Tpebosanus 6ezonmacHoctu ALC_UPI_EXT.1 «OOnoBneHue
6a3p1 pemaromux npaBmwm» 1 AMA_SIA _EXT.3 «Okcneprusa aHanvza BIMSHUS OOHOBJICHUH

0a3bl pemaromux npasmi Ha 6e3onacHocTb OO» copMyIMpOBaHBI B SBHOM BUJIE (pacIIupeHne

['OCT P UICO/MBK 15408-3).

5.1 TpeboBaHnus 6€30MACHOCTH Jisl 00bEKTA OLIEHKH
5.1.1 ®ynkumoHaabHble TpeboBaHus desonacHoctu OO

OynkuuoHanbHble KomnoHeHThl u3 ['OCT P MCO/MBOK 15408-2, Ha KOTOpBIX
OCHOBaHbl (DYHKIMOHaJbHblE TpeOoBaHus Oe3omacHocTn OO, a Takke KOMIIOHEHTBI

c(hOpMyJIMPOBAHHBIX B SIBHOM BHJIE pAaCIIMPEHHBIX TPeOOBAHUI ITpUBEIEHBI B Tabnuie S.1.

Tabnuna 5.1 — OyHKIIMOHATBEHBIE KOMIIOHEHTHI, Ha KOTOpBhIX ocHOBaHbl OTh OO.

KomnoneHT Ha3BaHue KOMIIOHEHTa
FAU_GEN.1 I'enepanust naHHBIX ayauTa
FAU_SAR.1 ITpocmotp aynura
FMT_MOF.1 VYnpasieHue pexXMMOM BBITIOJTHEHUS PYHKIUH

0e30MacHOCTH

FMT_MTD.1 VYnpasnenne nanasimu @O
FMT_SMR.1 Ponm 6e3omacHocTH
FID_COL_EXT.2 COop MaHHBIX O COOBITUAX HA y3JIaX CETH
FID_ANL_EXT.2 Ananus nanasix COB
FID MTH_EXT.1 Mertob! aHanu3a
FID_MTH_EXT.2 Jeranu3zanus 3BpUCTUYECKOTO0 METO/Ia aHAIM3a
FID_RCT_EXT.1 bazoBoe pearuposanune COB
FID_PCL_EXT.1 AHanu3 IpoTOKOJIOB
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KommioneHT Ha3Banue KOMIIOHEHTA
FID_CON_EXT.1 MexaHnu3mMbl aIMUHUCTPUPOBAHUS
FID _UPD _EXT.1 Oo6nosienue bPIT COB
FID_INF_EXT.1 Nurtepdeiic COB

5.1.1.1 AyauTt 6e3onacHoctu (FAU)

FAU_GEN.1 I'enepauusi JaHHBIX ayaUTAa

FAU_GEN.1.1 ®BO nomxHbI ObITH CIIOCOOHBI T€HEPHPOBATH 3AMUCHh AyAWUTA ISl CIEIYIOIINX

COOBITHIA, TOTEHIIUATBHO TIOJIBEPTAEMBIX ayTUTY:

a)

3aIlyCK M 3aBepIlieHUE BHIMOIHEHUS (PYHKUINN ayauTa;

0) Bce CcOOBITHA, MOTEHIUAIBHO TOJBEpPraeMble ayauTy, Ha [BbIOOp (BBIOpATh

B)

OJTHO M3): MUHUMAIbHBLU, OA306bll, OeMAaAIUUPOSAHHBLU, HEeONPeOeeHHbIIL)
YPOBHE ayJHTa;

[coObITHs, TpHUBeAEHHBIC BO BTOPOM CTOJI0IIE Tabuiib! 5.2].

FAU_GEN.1.2 ®BO [nomkHBI perucTpupoBaTh B KaXKIOHM 3alKMCH ayaWTa, 10 MEHbIIEH Mepe,

CIIEYIOIYI0 HH(POPMAIIUIO:

a)

6)

3aBUCUMOCTH:

JlaTa u BpeMsi COOBITHS, TUI COOBITHSA, MIACHTH(PHUKATOP CYObEKTa M pe3yabTaT
coObITHs (YCIIEUIHBIN WM HEYCIIEIIHBIN);

JUIS KaXJIO0ro Tuma COOBITUH, MOTEHUUAIBHO MOJBEPraeMbIX aymauTy, H3
Yyuciaa ONpPEAENCHHBIX B  (DYHKUIMOHAJIbHBIX KOMIIOHEHTaX, KOTOphIE
BiiroueHsl B [13/3b, [uHpOpManuio, ompeneneHHyI0 B TPETheM CTOJIOIE
Tabmume 5.2].

FPT STM.1 «HanexxHble METKM BPEMEHN».

Tabnuna 5.2 — CoObITHS, OANEKAIUE AYAUTY

JdonmoiHUTEIHLHO
KommnoneHt Co0ObITHE perucrpupyemast
uHpopmanus
FAU_GEN.1 3amyck U 3aBeplieHue BbIoaHeHUs QyHkuuit | Unentuduxarop
aynuta. Jloctyn k OO 00BEKTA, BUI
3amnpanmBaeMoro
JIOCTYyTIa
FAU SAR.1 Urenue nndopManuu 13 3anuceil ayaura
FMT_MOF.1 Bce Mmoaudukaum pexuma BoITIOTHEHUS
(byHKIIH, CBI3aHHBIX CO COOPOM JaHHBIX O
cucteMme UT, nx aHaanu30M U OTBETHBIMU
peaKIusIMu
FMT _MTD.1 Bce momudukanun nanasix COB, qaHHBIX

ayauTa M Bcex npouux aaHHeix OO
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JlonmoJTHUTEIBHO
KomnoneHt CoObiTHE perucrpupyemast
uHopmanus
FMT_SMR.1 Moaudukanys rpymnibl MoJb30BaTeIe — Wnentudukarop
VCIIOJIHUTENIEH POJIH M10JIb30BATEIISI

FAU_SAR.1 IIpocmoTtp ayaurta

FAU_SAR.1.1

FAU_SAR.1.2

®BO 10KHBI IPEAOCTABIISTD
[a) aIMUHHUCTpaTOpy 0€30MacHOCTH;
0) [Ha3HAuYCHHE: YNOIHOMOYEHHbLE NOb308amen]]
BO3MOXXHOCTh YHTaTh [Ha3HAYCHHE: CHUCOK UHGoOpmayuu ayouma| A3 3amucer
ayauTa.
ObO fomKkHBl MPEAOCTABNIATH 3alMUCH  ayauTa B BHJE, [O3BOJIAIOIIEM

IMOJIb30BATCIIO BOCIIPUHUMATDL COACPIKAITYIOCS B HUX I/IH(I)OpMaI_II/IIO.

3asucumoctu: FAU GEN.1 «I'eHepainysi JaHHBIX ayquTay.

5.1.1.2 YnpasJjenue 6e3onacuoctbio (FMT)

FMT_MOF.1 Ynpasiienue pe:xuMoM BbIIOJTHeHUsI (PYHKIMH 0e30I1aCHOCTH

FMT_MOF.1.1 ®BO [OMKHBI TNPENOCTABIATH BO3MOXKHOCTH — MOOUQDUUUPOBAML  DeHcUum

gbinoHeHus: PyHKIUM, CBA3aHHBIX
[a) co cOopom pnanubix o0 cucreme WT, ux aHamM30oM U OTBETHBIMH
peakuusImMu;

0) ¢ BHYTPEHHUM IPEACTABICHUEM BPEMEHH ],

TOJIBKO [aIMUHHCTpATOpaM O€30T1acCHOCTH |.

3aBucumoct: FMT SMR.1 «Ponu 6e30macHOCTHY.

FMT_MTD.1 Ynpasaenue nanusimu P50

FMT_MTD.1.1 ®BO 10/mKHBI MPEeaoCTaBIAATh BO3MOKHOCTD [BBIOOD: u3MEHeHUe 3HAYeHUll no

VMOIUAHUIO, 3aNpoc, MOOuukayus, yoanieHue, O4UCmKa, [Ha3HAYCHHE: Opyeue
onepayuu]] clenyrIUX MaHHBIX [HA3HAYEHUE: Chucox opyeux Oanuvix PHO]
TOJILKO

[a) YIIOJITHOMOYEHHBIM aIMUHHUCTpPAaTOpaM 0€301MacHOCTH;

0) [masHaueHHE: ynoaHoMoOueHHble udeHmupuyuposannvle poaul].

3aBucumoct: FMT SMR.1 «Ponu 6e30macHOCTHY.
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FMT_SMR.1 PoJu 6e30nacHOCTH

FMT_SMR.1.1 ®BO gomxHbI NOAACPKUBATH CICTYIOIINE POJIH:

[2)
0)

B)

aIMUHUCTpaATOp OE30MaCHOCTH,
noib3oBarens VIC;

[HaszHaueHue: opyeue poaul].

FMT_SMR.1.2 ®BO 1omkHbI OBITH CIIOCOOHBI ACCOLIMUPOBATH MOJIB30BATENEH € POJISIMHU.

3aBucumoctu: FIA UID.1 «Bbi6op MOMeHTa HaeHTH(DUKAITANY.

5.1.1.3 Coop cucremubix ganabix COB (FID_COL_EXT)

FID_COL_EXT.2 Coop n1aHHBIX 0 COOBITHSAX HA y3JIaX CeTH

FID_COL_EXT.2.1

FID_COL_EXT.2.2

FID_COL_EXT.2.3

3aBUCUMOCTH:

®bO gomKHBI OBITH CHOCOOHBI cOOMpaTh HMH(POPMAIMIO O CETEBOM
Tpaduke, MPOXOIAIIEM depe3 Y3Ibl CeTH  [BbIOOp: cemegoll aodpec,
UCNONIL3YeMblli NOpm, 3HAYEHUs NOJlell Cemeso2o Nnakemd, annapammbviii
aopec ycmpoticmaa, uoenmughuxamopwl NpOMOKOI08,
noC1e008amenbHOCMb KOMAHO NPOMOKOI08, pazmep nojell nakema u
[Hasznauenue: opyeas ungopmayus]].

®BbO nomxkHBl OBITH CIIOCOOHBI coOMpaTh MH(GOPMALUIO O CIEIYIOIIHUX
COOBITHSX Ha y3JaX CeTH:

— CO6blI’}’lLlﬂX, pezucmpupyemuvlx 6 HCYPpHAIAX av()uma: OC,

I’ZDMKJZGOHOZO npocpammHozo obecneyenus :

—  gbl306¢e hyHKYUUU be30naACHOCIU,

- O6DLIW€HMM K pecypcam

U [Ha3HAueHUE: opyeue coovimusi).

®BO nomxHbI cOOMPATh U PETUCTPUPOBATH CIETYIONIYI0 HHPOPMALIHIO:
a) JaTy U BpeMs COOBITHUS, TUIl COOBITHS, HACHTU(PHUKATOP CYObEKTa;
0) wu [Ha3HaYeHue: opyeas ungopmayusi).

OTCYTCTBYIOT.
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5.1.1.4 Anamus nannbix COB (FID_ANL_EXT)
FID_ANL_EXT.2 Awnaau3 nanusix COB

FID_ANL_EXT.2.1

FID_ANL_EXT.2.2

FID_ANL_EXT.2.3

3aBUCUMOCTH:

®BbO n0/mKHBI BBITOIHATE aHanMM3 coOpaHHBIX AaHHBIX COB o cereBoM

Tpaduke B pexxume, OJIM3KOM K peaIbHOMY MaclITady BpeMEHH.

@®BO [OMmKHBI BBIMOMHATH CIEAyIOIME (QYHKIMM TIO aHalU3y BCexX

nosiydeHHbIX gaHHbix COB

a)

6)

06HGDV9!CM6617’I’Zb BMOPIAHCEHUA 6 pestcume, OAUBKOM K peailbHoMy

MGCWWLG6V BPEMEHU HA YPOBHE 0MOEIbHLIX XOCHIO8 (/ZOKaﬂbelx V37106

HC) nymem darnaiuzd cemesoco mpad)uka be3 nomepu OAHHbIX 015

ananusa;

06HGDVDfCM661mb GMOPIHCEHUA HA YPpOGBHE OMOEIbHbIX __XOCHO8

(noxanvuvix yv3nos HUC) nymem ananuza owcypranos cobvimuu OC u

npukiaonozo 110;

U [Ha3HA4YCHUE: Opyeue PyHKyuu no aHanusy).

[Io pesynapraram ananmza DBO gomkHB (HUKCHPOBATH CIETYIOIIYIO

nHpopMaInIo:

a)

6)

B)

JaTa W BpeMs, pe3yNbTaT aHajiu3a, TUI JaHHBIX, UIACHTH(PUKATOP
HCTOYHUKA JaHHBIX;

MPOTOKON (MEXaHU3M), HCIOJIb3YEeMbI Ui MPOBEICHUS BTOPIKEHHSI;
uaeHTUPUKATOp CyObeKTa BTOPXKEHUS, UACHTU(PHUKATOP OO0BEKTa
BTOPKCHUS,

[HaszHaueHue: Opyeyio ungopmayuio).

OTCYTCTBYIOT.

5.1.1.5 Metoas! anaauza COB (FID_MTH_EXT)
FID_MTH_EXT.1 Metoabl anaiu3a

FID_MTH_EXT.1.1

3aBUCUMOCTH:

dBO JAOJIDKHBI  BBIIIOJIHATH  aHaJIU3 CO6paHHBIX JaHHBbIX C LOCJIBIO

O6H8.py>KCHI/ISI BTOp)KCHI/Iﬁ C HCIIOJIb30BAHUEM CUCHAMYPHbBLIX Memodoe,

96PUCTIUYECKUX MEM0008 U [Ha3HAYCHHE: Opyaue Memoobl].

OTCYTCTBYIOT.
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FID_MTH_EXT.2 J[leraau3anusi 3BpUCTHYECKOT0 METO1a aHAJIN3A
FID_MTH_EXT.21 ®BO pA0mxkHBI BBINOJHATH aHANW3 COOpPaHHBIX JAHHBIX C IEJIbIO
OOHapY)XCHHSI BTOP)KEHUM C HCIIOJH30BAHUEM SBPUCTUYECKUX METOJIOB,

OCHOBAHHBIX Ha Memo0odx 6blAGNIEHUS AHOMAJIUL _Cemesoco mpad)uka,

Memooax __ 8blseaeHUs. _aHomaiull 6 Oeucmeusax noavzosamens HC u

[Ha3zHAUeHUE: Opyeue memoowi|.

FID_MTH_EXT.2.2 ®OBO  1omKHBI  BBEIDOJNHATL aHAJIU3 CO6paHHBIX IOTAHHBIX C IIEJbBIO
0OHapy)XEHHSI BTOP)KCHHH C MCIOJb30BaHUEM SBPHUCTUYECKUX METOJIOB Ha
YPOBHE [Ha3HAYCHHE: YPOBEHb I6PUCIUUECKO20 AHANU3A).

3aBUCUMOCTH: OTCYTCTBYIOT.

5.1.1.6 PearnpoBanue COB (FID_RCT_EXT)

FID_RCT_EXT.1 Ba3osoe pearupoBanue COB

FID_RCT_EXT.1.1 B cnyuae oOHapykeHUs BTOpXKEHHH W HapyumeHud OezonacHoctu, ®BO
JIOJKHBI IPEAIPUHATD CIEIYyOLUe JeHCTBUSA:

— ocyuecmeunib d)MKCClquO d)akma 06HGDVDfCeHMﬂ 6m0DDfC€H1/l12 uiu

HClDVWéHuZZ bezonacrocmu 8 HCYPHAIAX ayduma,‘

—  ygedomums aomMuHucmpamopa _bezonacHocmu_ 00 0OHADYIHCCHHLIX

BMOPIHCEHUAX u HAPYUWEeHrHUAX bezonacrocmu C nomoubro

[6u3Va/ZbH020 Om06DCZDfC€Huﬂ coomeemcemeyrouieco COO6ZM€HM}Z HAa

KOHCOMU __ynpaenenus] u  [Ha3Ha4YeHUe: oOpyeue  Ccnocoowl

cucHanuayuu]
U [Ha3HAYCHUE: CRUCOK Oelicmeull).

3aBUCHUMOCTH: OTCYTCTBYIOT.

5.1.1.7 Amnanus nporokoios (FID_PCL_EXT)
FID_PCL_EXT.1 Amnaau3 npoToKo0JIOB
FID_PCL_EXT.1.1 ®BO nomKHBI MMETh MEXaHM3Mbl OOHAPYXKEHHs BTOPKEHHUH Ha OCHOBE

aHanM3a clIykeOHOM MH(pOpPMaLUK MPOTOKOJIOB Cemeso20 yposHs 06a3080u

OMANOHHOU _MOOEIU _83AUMOCEA3U OmKpbslniblX cucmem Hn [Ha3Ha'-IeHI/IeI

opyeue ypoenu 0Ad3080U >MANOHHOU MOOCIU 63AUMOCEA3U OMKPbIMbIX
cucmem).

3aBUCHUMOCTH: OTCYTCTBYIOT.
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5.1.1.8 ¥Ynpasiaenue COB (FID_CON_EXT)
FID_CON_EXT.1 MexaHu3mMbl aIMUHUCTPUPOBAHUA

FID CON_EXT.1.1  ®BO gomKkHEI IMETh MEXAHU3MBI JIOKAIbH020 aomunucmpuposanus COB n

[Ha3HAYCHUE: Opyeue Mexanu3Mbl AOMUHUCTPUPOBAHUSL).

3aBUCUMOCTH: OTCYTCTBYIOT.

5119 Oounosaenne BPII COB (FID_UPD_EXT)

FID_UPD_EXT.1 Oo6noBaenue PI1 COB

FID_UPD_EXT.1.1  ®BO HOKHBI UMETh CPEACTBA aBTOMATHU3MPOBAHHOTO OOHOBJICHHUS 0Oa3bl
peLIaoIIMX IPaBUJl.

FID_UPD_EXT.1.2 ®OBO moimKHBL NpeaOCTaBIAITh BO3MOKHOCTD 00HOBJIEHUS 0a3bl pemaromux
MpaBWJI TOJBKO [Ha3HAYCHUE: UOeHMUPDUUUPOBAHHbBIE YNOTHOMOYEHHbIE
poaul].

3aBUCHUMOCTH: FMT_SMR.1.

5.1.1.10 Hurepdeiic COB (FID_INF_EXT)
FID_INF_EXT.1 Hurepdeiic COB
FID_INF_EXT.1.1 ®BbO n0KHBI UMETh TUI MHTEp(elica aIMUHUCTPUPOBAHUS

[BBIOOD:
a) «KOMaHJTHasi CTPOKay;
0) rpaduueckuii uHTEpDENic;
B) [Ha3HAueCHUE: Opyeue munvi unmepgeticos]].

3aBHCHMOCTH: OTCYTCTBYIOT.

5.1.2 Tpe6oBanus nosepus k 6e3onacioctu OO

TpeboBanus mosepust k 6e3omacHoctd OO B3saTer 13 [OCT P UCO/MDBK 15408-3 u
oopasyror OY/ll, ycwrennbiii kommoneHToM AVA _SOF.1 «Omnenka crtoWkocTd (yHKIHH
6e3omacioctt  OO» wu pacmmpensbii  komnoneHTamu ALC_UPI_EXT.1 «IIpouenyps
oOHoBieHust 0asbl pemraromux npaBum» U AMA_SIA_EXT.3 «Dkcneptuza aHanusa BIUSHUS

00OHOBIICHHI 0a3bl PEIIAONIMX MpaBuiI Ha 6e3omacHocTts OOy (cM. Tabmuiy 5.3).



34

Tabmuua 5.3 — TpeboBanus noBepus k 6e3onacnoctu OO

HNnentuduxaropsl
Kaaccsl noBepus KOMIIOHEHTOB Ha3BaHnusi KOMIIOHEHTOB /10BepHUs
AoBepusi
Ynpasnenue
ACM_CAP.1 Howmepa Bepcuii
KOH(UTryparuen
[TocTaBka u
ADO_IGS.1 [Iponienypsl yCTaHOBKH, T€HEPAITMH U 3aITyCKa
IKCILTYaTaIHs
ADV_FSP.1 Hedopmanbsaas QpyHKIIMOHAIBHAS CTICTUPUKAIHS
Pa3pabotka
ADV_RCR.1 HedopmanbHas neMoHCTpalus COOTBETCTBUS
AGD_ADM.1 PykoBoacTBo agMuHUCTpaTopa
PykoBoxcrsa
AGD_USR.1 PykoBoicTBO monb30BaTeNs
TectupoBanue ATE_IND.1 HezaBucumoe TecTupoBaHue Ha COOTBETCTBHE
Onenka ys3Bumoctedr | AVA_SOF.1 Onenka crorikoct PpyHkiuu 6e3onacHoctn OO
ALC_UPI_EXT.1 [Iponienypsl 0OHOBIICHHS 0a3bI PEIIAIOITUX TPABHII
O6HoBNeHUE 6a3bl
DKcrepTu3a aHalIu3a BIUSHUS OOHOBIICHUN 0a3bl
peuaronmx mnpaBuil AMA SIA EXT.3
- pelaroImux npasui Ha 6e3onacHocts OO

5.1.2.1 Ynpasaenue kondurypanueii (ACM)

ACM_CAP.1 Homepa Bepcuii

3aBUCUMOCTH OTCYTCTBYIOT.

OeMeHThI AeUCTBUI pazpaboTunka

ACM_CAP.1.1D Pa3paboT4uk J0DKEH MPpeIoCcTaBUTh MapKupoBKy it OO.

DJIeMeHTHI COZIep KaHuUs U TIPEIICTABICHHS CBUICTEIHCTB

ACM_CAP.1.1C Mapkuposka OO nosmkHa ObITh YHUKaIbHA 1715 Kakoi Bepcuu OO.

ACM_CAP.1.2C OO npomxkeH ObITh TOMEYEH MAPKUPOBKOM.

JJIeEMEHTHI IEHCTBUM OICHITNKA

ACM_CAP.1.1E OueHmuK JODKEH TOATBEPAWTH, YTO NpPEACTaBICHHAs WHGOpMAIHS
yIOBIIETBOPSIET BCeM TPeOOBaHMAM K COJCPKAHUIO U  TPEICTaBICHUIO

CBUACTCIBbCTB.
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5.1.2.2 llocTraBka u 3kcmiayaranus (ADO)

ADO_IGS.1 Ilpouenypbl yCTAHOBKH, TeHePallMU U 3alyCKa

3aBUCUMOCTH

AGD ADM.1 PykoBOACTBO aIMUHUCTPATOPA.

DJeMeHTHI AeUCTBUI pa3zpadoTynka

ADO _IGS.1.1D Pa3paboTyuk MOJDKEH 33J0KYMEHTHPOBATH IMPOLEIYpPhl, HEOOXOTUMBIC s
0e30macHOi ycTaHOBKH, reHeparuu u 3amycka OO.

DNeMEeHTBI COJIEP)KAaHUS U MPECTABICHUS CBUACTEILCTB

ADO _IGS.1.1C JlokyMmeHTAI¥s JOJDKHA COJIEPKATh OMMCAHKE MOCIEA0BATEILHOCTU JEHCTBHIH,
HEO0OXOIMMBIX JJIsi O€30MMacHOM YCTaHOBKH, reHepanuu u 3amycka OO.

DJIEMEHTEI IeHCTBUH OLICHIITNKA

ADO _IGS.1.1E OmneHmmk AOMKEH MOATBEPAWTh, UYTO MpeACTaBiIcHHas uHOOpMaIus
VIOBJICTBOPSIET BCEM TPEOOBAHHMSIM K COJCPKAHUIO W TPEICTABICHUIO
CBUJICTEIILCTB.

ADO _IGS.1.2E OueHmuMK [IOMKEH CJelaTh HE3aBUCUMOE 3aK/IIOUEHHE, YTO IPOLEAYpPbI

YCTAHOBKH, TCHCPALIUN U 3aITYCKa IPUBOIAT K 0e30macHoMn KOH(bI/Il"ypaL[I/II/I.

5.1.2.3 Pa3pa6oTka (ADV)

ADV_FSP.1 HedopmanbHasi pyHKIHOHAIbHAS cllelUpUKALTUSA

3aBUCUMOCTHU

ADV_RCR.1 HedopmanbHas 1eMOHCTpalns COOTBETCTBUSI.

DneMeHTHI IeUCTBUN pa3paboTunka

ADV_FSP.1.1D Pa3pabotunk  (3asiBUTE€Nb)  JOJKEH  MPEICTaBUTh  (PYHKIHOHAIBHYIO
crienupuKauio.

DJeMeHTHI COIep KaHus U MPeJICTaBICHHs CBUIETEIbCTB

ADV_FSP.1.1C OyHknuoHanmbHas CHEIUPHUKAIUS JOJDKHA  CoAepkaTh  HedopMaabHOE
oncanue ®bO u ux BHENTHUX UHTEP(DEHCOB.

ADV_FSP.1.2C ®yHknuoHambHast crieruguKanus JIOJKHA OBITh BHYTPEHHE
HEMPOTUBOPEUUBOM.

ADV_FSP.1.3C ®yHknmoHanpHas crieu(UKaIms JODKHA COACPKaTh ONMMCAaHNe Ha3HAUYCHUS U
METOJIOB MCIIOJIb30BaHMUs BceX BHEIMHUX HHTepdeiicoB PBO, obecneunnas,
rZie 3T0 HeoO0XOAMMO, AETAIN3ALUI0 Pe3yJlbTaTOB, HEMITATHBIX CUTYyallMd U
cooOuieHnit 06 ommoKax.

ADV_FSP.1.4C ®ynknuoHanbHas crieluuKamms J0JKHA TOJTHOCTBIO TipeacTaBuTh @BO.
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DJIEMEHTHI ACUCTBUIN OIICHIIINKA

ADV_FSP.1.1E OneHmmMK JOMKEH TMOATBEPAUTh, YTO MPEIACTaBICHHAsS WHMOpMaIUs
YIOBJIETBOPSIET BCEM TpPeOOBAaHMUSIM K COJCPKAHUIO U IPEICTABICHUIO
CBUJCTEILCTB.

ADV_FSP.1.2E OrueHmuMK JA0DKEH CIeNaTh HE3aBUCHUMOE 3aKTIOYCHUE, YTO (QYHKIMOHAIbHAS
cneuu(uKanuss — TOYHOE U TOJHOE OTOOpakeHHEe (DYHKIIMOHAIBHBIX

TpeboBanuii 6e3onacHoctr OO.

ADV_RCR.1 HedopMmanbHasi AeMOHCTPALUsl COOTBETCTBHUSA

3aBUCHUMOCTH OTCYTCTBYIOT.

DneMeHTHI AeUCTBUN pa3paboTunKa

ADV_RCR.1.1D Pa3paboT4yuk [OMKEH NPEJCTaBUTh aHalIU3 COOTBETCTBHSI MEXIY BCEMU
CMEKHBIMH ITapaMu UMeromuxcs npeacrasinennii @bO.

DJIEMEHTHI COJIep KaHMs U TIPE/ICTABICHUS CBUICTEIILCTB

ADV_RCR.1.1C ina xaxaod cMexHOH mapsl umeromuxcs npenctaBienuit @bO anamus
JOJKeH JEMOHCTPUPOBATh, YTO BCe (PYHKIIMOHAIbHBIE BO3MOXHOCTU Ooiiee
abctpaktHoro mpexacrasieHuss DOBO, orHocsmmuecs K 0€30MaCHOCTH,
MPaBUJILHO U TIOJIHOCTHIO YTOYHEHBI B MEHEE aOCTPAKTHOM MPECTaBICHUN
®BO.

DJIEMEHTHI ACVCTBUI OIICHIIINKA

ADV_RCR.1.1E OneHmmK JOMKEH TMOATBEPAWTH, YTO TMPEICTaBICHHAS WHGOpMAIUs
YIOBJIETBOPSIET BCEM TPEOOBaHMSIM K COJEPKAHUIO W TPEACTABICHHUIO

CBHUACTCIbCTB.

5.1.2.4 PykoBoacrta (AGD)

AGD_ADM.1 PykoBoacTBO aAMHHHCTPATOPa

3aBUCHMOCTH

ADV_FSP.1 HedopmanbHas pyHKIIMOHANbHAS CIEUU(DUKAIUS.

DJeMeHTHI AeUCTBUI pazpaboTunka

AGD_ADM.1.1D  Pa3pabGoTunk JOJDKEH NPEJICTaBUTh PYKOBOJCTBO aJMHHUCTPATOPA,
npeaHasHauYeHHOE JUTSI TEPCOHAa CUCTEMHOTO aIMHHUACTPUPOBAHHSL.

DJeMeHTHI COIep KaHus U MPEICTaBICHUS CBUETEIbCTB

AGD_ADM.1.1C  PyKoBOJCTBO aJIMHHHCTpAaTOpa JOJDKHO COJEpKaTh ONMUCaHue (DyHKIMH

aJIMMHHUCTPUPOBAHUS U UHTEpPeicoB, AOCTYNMHbIX aaMuHucTpaTopy OO.
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AGD_ADM.1.2C  PykoBOJCTBO aIMHMHHUCTpPATOpa TOJHKHO COAEP)KaTh ONHCAaHHE TOTO, Kak
ympasisate OO 6e30macHbIM CIIOCOO0M.

AGD_ADM.1.3C  PykoBOICTBO aJMHHHUCTpATOpa JOJDKHO COJEPKaTh MPEIyNPEKICHUS
OTHOCHUTENIbHO (PYHKIMHA U MPUBHWIETHI, KOTOpPBIE CIeIyeT KOHTPOJIUPOBAThH B
6e3omacHoii cpene 06paboTKH HH(OPMAIIHH.

AGD_ADM.1.4C  PykoBOACTBO aJMHMHHCTpPATOpa JOJDKHO COJEp)KaTh OIHCAaHUE BCEX
MIPEIIOJIOKEHUI O TOBEICHUH 0JIb30BATENsl, KOTOPhIE CBA3aHbI ¢ 0€30MacHON
skcruryaranuen OO.

AGD_ADM.1.5C  PykoBOACTBO aJMHHHCTpPATOpa JOJDKHO COJEpXKaTh OIMCAaHUE BCEX
napamMeTpoB 0e30MacHOCTH, KOHTPOIHPYEMBIX aIMUHHUCTPATOPOM, YKa3bIBas,
MIpH HEOOXOIMMOCTH, OE30MaCHbIE 3HAUCHUS.

AGD_ADM.1.6C PykoBOJICTBO aJIMHUHHUCTpATOpa TOJIKHO COAEPKATh OMHCAHHME KaXKIIOTO
THTIA OTHOCSIIUXCS K O€30MacHOCTH COOBITHH, CBSI3aHHBIX C BBITIOJHECHHEM
00s3aTeNbHBIX  (QYHKIWA  aIMUHUCTPUPOBAHUS, BKIIOYas  HW3MCHEHUE
XapaKTePUCTHK 0€30MaCHOCTHU CYITHOCTEH, KOHTposupyeMbix OBO.

AGD_ADM.1.7C PykoBoncTBO aaMuHHCTpaTOpa JODKHO OBITH COTJIACOBAHO CO BCei
JPYrol OKyMEHTalUEeW, MPEICTaBICHHOMN JJIsl OLICHKH.

AGD_ADM.1.8C  PykoBOACTBO aJMHHHCTpATOpa JOJDKHO COJIEpPKaTh OIHMCAaHUE BCEX
TpeboBanuii  Oe3omacHocth K cpene WT, xoTtopple OTHOCATCS K
aJIMMHHUCTPATOPY.

DaeMeHTEI JEUCTBUH OLIEHIIINKA

AGD_ADM.1.1E OueHIMK JOJKEH MOATBEPAUTh, 4YTO TMpeAcTaBleHHas WH(opMaius
yIIOBJIETBOPSIET BCEM TPEOOBAHUAM K COACPNKAHUIO M TMPEACTABICHUIO

CBUACTCIbCTB.

AGD_USR.1 PykoBoacTBO M0JIb30BaTe s

3aBUCHMOCTH

ADV_FSP.1 HedopmanbHas pyHKIMOHANbHAS CIEUU(DUKAIUS.

DJeMeHTHI AeUCTBUI pazpaboTunka

AGD_USR.1.1D Pa3paboT4uk J0DKEeH IPEICTaBUTh PYKOBOJCTBO ITOJTH30BATEIIS.

DJIeMEHTHI COZIep KaHuUs U TIPEICTABICHHS CBUICTEIHCTB

AGD_USR.1.1C PykoBOACTBO TONB30BATENsS JOJDKHO COAEpX aTh OMHcaHue QyHKIUNA U
uHTepQeiicoB, KOTOpble MOCTYMHBI Mosib3oBaTensiM OO, He CBA3aHHBIM C

aAMUHUCTPUPOBAHHUEM.
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AGD_USR.1.2C PykoBOACTBO TMOJBb30BAaTENsl JOHKHO COAEP)KATh OINUCAHWE MPUMEHEHHUS
JOCTYITHBIX MMOJIb30BaTeNsIM (QyHKIMI O0e3onacHocTH, mpegoctaBiasemMbix OO.

AGD_USR.1.3C PykoBoiCTBO  MOJB30BATENsl  JIOJDKHO — COACPXKaTh  MPEIyNPEKICHUS
OTHOCHUTEJILHO JOCTYIHBIX IS TIOJIb30BaTeNe (YHKIMW W TPUBHICTHH,
KOTOpBhIE CJIEAyeT KOHTPOJMpPOBaTh B Oe3omacHOW cpeae o0OpaboTku
uHpOpMaLUu.

AGD_USR.1.4C PykoBOJICTBO TOJIb30BATENI JOJKHO YETKO MPEACTaBUTh BCE OOS3aHHOCTH
MoJIb30BaTeNs, HeoOXxoaumbIe i Oe3omacHor skcruryatanuu OO, BKIIFOYast
00SI3aHHOCTH, CBSI3aHHBIE C TMPEAINOJIOKCHUSIMH OTHOCUTEIIBHO JIEHCTBUI
IOJIB30BATEIIs, COACPKAMMMUCS B U3TI0KEHUU cpebl 6e3omacHoct OO.

AGD_USR.1.5C PykoBoJCTBO MONB30BaTeNsl JOKHO OBITH COTJIACOBAHO CO BCEU JIpyrou
JOKYMEHTAIUEH, IpeICTaBICHHON 1JIs OILICHKH.

AGD_USR.1.6C PykoBOACTBO MOJIB30BaTENsl TOJDKHO COJIEPKATh ONMHMCAHHE BCEX TPeOOBaHMI
6e3omacHocTH K cpee UT, KoTopbie IMEIOT OTHOIIIECHHUE K TTOJIH30BATEIIO.

DJIEMEHTEI IeHCTBUN OLICHIIINKA

AGD_USR.1.1E OneHmwuk A0MKEH MOATBEPAUTh, UYTO MNpeACTaBicHHas uHMopmaius
VIOBJICTBOPSIET BCEM TPEOOBAHHMSIM K COJCPKAHUIO W TPEICTABICHUIO

CBHUACTCIBCTB.

5.1.2.5 TectupoBanue (ATE)

ATE_IND.1 He3aBucuMoe TeCTHpPOBaHHE HA COOTBETCTBHUE

3aBUCUMOCTHU

ADV_FSP.1 HedopmanbHas GpyHKIIMOHaNbHAs cienudukanus,

ATE FUN.] ®yHKINOHAIBHOE TECTUPOBAHNUE.

OeMeHThI AeUCTBUI pazpaboTunka

ATE_IND.1.1D Pa3pabotuuk gomkeH npeactaButb OO 1uist TECTUPOBaHUS.

DNEeMEHTBI COJIEpKaHUs U MPECTABICHUS CBUAETEILCTB

ATE_IND.1.1C OO npomxkeH ObITh IPUTOJEH IS TECTUPOBAHMUS.

DNEeMEHTHI I1EHCTBUN OLICHIINKA

ATE_IND.1.1E OmueHmmk AOMKEH TMOATBEPAUTH, UTO TMpeACTaBiIeHHas uHOOpmarus
YIOBJIETBOPSIET BCEM TpPEeOOBaHMSIM K COJEPKAHUIO U IPEICTaBICHUIO

CBHUACTCIBbCTB.
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ATE_IND.1.2E OueHmuK A0DKEH MNPOTECTUpOBaTh HeoOxoxumoe mnoaMHoxecTBo DBO,
yro0bl moATBepAUTh, uYT0 OO (YHKIMOHHpPYET B COOTBETCTBHUH CO

cnenuuKanysIMHy.

5.1.2.6 Ouenka ys3BumocTteii (AVA)

AVA_SOF.1 Ouenka croiikoctn pynkuuu 6ezonacioctu OO

3aBUCHUMOCTHU

ADV_FSP.1 Hedbopmanbras ¢pyHKIIMOHATBHAS CrieA(DUKaINs,

ADV_HLD.1 OnucarenbHblil IPOEKT BEPXHETO YPOBHS.

DneMeHTHI AeUCTBUN pa3paboTunKa

AVA_SOF.1.1D Pa3paboT4yuK AOKEH BBIIOIHUTH aHAU3 CTOMKOCTH (YHKIIMU 0€30MacHOCTH
OO nmns xaxaoro mMexaHusma, uaeHtuguunuposanHoro B [13 kak umeromiero
YTBEp)KJIEHHE OTHOCHTEIBHO cTOMKOCTH (pyHKIMH O6e3omacHocTr OO.

DNIEMEHTBI COJICPIKAHUS U TIPECTABICHUS CBUICTECILCTB

AVA_SOF.1.1C Jlnsa xaxI0oro MexaHu3ma, IMEIOIIET0 YTBEPKICHUE OTHOCUTEIBHO CTOMKOCTH
¢byakuu 6e3onacHoctu OO, aHanu3 JOMHKEH MOKa3aTh, YTO €€ CTOWKOCTh
JOCTUTAeT  WJIM  TPEBBIIIACT  MHHUMAIBHBIA  ypOBEHb  CTOMKOCTH,
omnpexaeneHHbld B [13.

AVA SOF.1.2C ina xaxAoro MeXaHHW3Ma, MMEIOIIeT0 YTBEPXKACHHE OTHOCHTEIHHO
KOHKpeTHOW croiikocth (yHKIuu Oe3omacHoctn OO, aHanmu3 JOKEH
[I0Ka3aTh, YTO €€ CTOMKOCTh JIOCTUIaeT WM IIPEBBIIIAET KOHKPETHBIN
MoKasareib, onpeaesneHssiil B I13.

DJIEMEHTHI ACUCTBUIN OICHIIINKA

AVA _SOF.1.1E OueHmuk JOMKEH MOATBEPAUTb, UTO TMpEJCTaBlIeHHas WHoOpMaIus
yIIOBJIETBOPSIET BCEM TPEOOBAHUAM K COACPNKAHUIO U TMPEACTABICHUIO
CBUJICTEIILCTB.

AVA _SOF.1.2E OrneHmMK T0JDKEH MOATBEPAUTH, YTO YTBEPKICHUS OTHOCUTEILHO CTOMKOCTH

KOPPEKTHBI.
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5.1.2.7 TpedoBanus k OO, chopmyIMpoBaHHbIE B SBHOM BH/Ie
ALC_UPI_EXT.1 IIpouenypbl 00HOBIeHUs §a3bl pelIAIOIIUX MPABUII
3aBUCHUMOCTH OTCYTCTBYIOT.

DJIeMEHTHI ICUCTBUH pa3paboTUYHKa

ALC_UPI_EXT.1.1D Pa3paboTuuk qoibKeH pa3paboTaTh U pealn30BaTh MPOLEAYPY PHUKCAIUN
MOMEHTa TOSBJIEHUS HOBOTO THUIA BTOPKEHHUS, OCHOBAaHHYIO Ha
[Hasnauenue: cnocobwr huxcayuul.

ALC_UPI_EXT.1.2D Pa3paboTunk JODKEH pa3paboTaTb M peaIn30BaTh TEXHOJIOTHIO,
o0ecrieunBamOIIyl0 BpeMs Bbimycka oOnoBieHuit BPII He Oonee
[Ha3HAYCHUE: 3A0AHHOE 3HAUEHUEe BPEMEHU].

ALC_UPI_EXT.1.3D Pa3pabGotuuk JomkeH pa3paboTaTb U  pealu3oBaTh MPOLEAYPY
yBenomienus 00 oonosnennn bPIT COB, ocHOBaHHYIO Ha [Ha3HaYeHUeE:
cnocoowl y6edoMeHusl).

ALC_UPI_EXT.1.4D Pa3paGoTuuk AOKEH pa3pabdoTaTh M peain30BaTh MPOLEAYPY IOCTaBKU
obHoBnenuit BPII COB, ocHOBaHHYIO Ha [Ha3Hauy€HUE: CHOCOObI
00CcmaeKu 0OHOBIEHU).

ALC_UPI_EXT.1.5D Pa3paboTunk A0mKeH pa3padoTaTh MPOUEAYPY KOHTPOJIS LEIOCTHOCTH
O0OHOBJICHUI bPII COB co CTOPOHBI [Ha3HaueHUE:
uoeHmughuyuposanHvle  YNOIHOMOYEHHbIE poau], OCHOBAHHYIO Ha
[Ha3HAYCHUE: CHOCOObL KOHMPOTIS YELOCHHOCHU].

ALC_UPV_EXT.1.6D Pa3pabotunk JomkeH pa3paboTarh ©  peaii30BaTh MPOIEAYPY
NpeJACTaBIeHUs OOHOBIEHHMH /Jii MPOBEJIEHHS BHEIIHEro KOHTPOJI,
OCHOBAHHYIO Ha [Ha3HA4YE€HHUE: Cnocodvl npedoCcmasieHuss 0OHOBNEHUl
0151 KOHMPOJIsL).

DJIeMeHTHI COZIep KaHuUs U TIPENICTABICHHS CBU/ICTEIHCTB

ALC_UPI_EXT.1.1C [HoxymeHTarus npoueaypsl GpuKcalud MOMEHTA MOSIBICHHUS HOBOTO THIIA
BTOP>KEHUS JI0JKHA COJIEPKaTh OMKMCAaHUE CIIOCO00B (PUKCAIIUH.

ALC_UPI_EXT.1.2C CBuaereiasCTBO JOKHO COAEPKATH apTyMEHTAIINIO, YTO BPEMs BBIITYCKa
obnosnenuii bPII He mpeBbIIIaeT 3aJaHHOTO.

ALC_UPI_EXT.1.3C JloxymeHTanus npouemypbl yBenomiaeHus o6 obnosinenun BPII COB
JIOJDKHA CO/IEPKaTh OMMCAHUE CITIOCOOOB YBEJIOMIICHHSI.

ALC_UPI_EXT.1.4C [okymenrarusi npouenaypsl nocraBku ooHoBieHuit BPII COB momxna
COJIepKaTh OMMCaHUE CIIOCOOOB JJOCTABKU OOHOBJICHUH.

ALC_UPI_EXT.1.5C [oxymMmeHTamusi mporenypbl KOHTPOJIS IeIocTHOCTH oOHoBieHui BPIT
COB nomkHa coaepkaTh OMHCAHUE CIMOCOOOB KOHTPOJISI IETOCTHOCTH

OOHOBIICHUIA.
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ALC_UPV_EXT.1.6C [dokymMmeHTamusi  TpoLEAyphl  MPEACTABICHUS  OOHOBICHHWHA s
MPOBEACHUS BHEIIHETO KOHTPOJIA JIOJDKHA CoJepkaTh OIUCaHUE
CIOCO0O0B MIPEIOCTABIICHUS Pa3pabOTIMKOM OOHOBICHHUH I KOHTPOJIA.

DJeMEeHTHI JEHUCTBUH OLICHIIINKA

ALC_UPI_EXT.1.1E OueHmmK [I0KEH MOITBEPAUTh, YTO MpeAcCTaBlieHHas WH(GOpMaNus
YIOBJIETBOPSIET BCEM TPEOOBAaHUSM K COJCPKAHHMIO M IPEACTABICHHUIO
CBHUJIETENILCTB.

ALC_UPV_EXT.1.2E OueHIIMK [OHKEH MpPOBEPUTH, YTO CXEMa BHEIIHETO KOHTPOJIS H
CHOCOOBI TPENOCTABICHUS OOHOBIECHUH Ui KOHTPOJS IO3BOJISIFOT
OpraHWU30BaTh W MPOBOAWTH WX BHEIIHHK KOHTPOJb YIOJTHOMOYEHHOM

CTOPOHOM.

AMA _SIA EXT.3 DkcnepTu3a aHAaIu3a BJIUSTHUS 00HOBJIEHHIT 0a3bl PelIAlOMIMX
NpaBuJI Ha 0€30MaCHOCTh CHCTEMbI 00HAPY KEHHUs BTOPKEHUIi

DneMeHTHI AeUCTBU pa3padoTunka (3assBUTEIS)

AMA _SIA_EXT.3.1D Pazpabotunk (3asgBUTENb) JOJDKEH TMPEACTABIATh €XKETOJHO B
UCTIBITATETIPHYIO ~ JIA0OPATOPUIO  MaTepHalbl  aHalW3a  BIMSHUSA
OOHOBNEHMI 0a3bl peImIaloNIMX MpaBUI Ha O€30HacHOCTh CHUCTEMBI
OOHapy)KEHHsI BTOP)KEHHUI M CPElibl, B KOTOPOH OHa ()YHKIIMOHHPYET, a
TaK)Ke MOJHBIN MakeT 0OHOBIEHUN 0a3bl pelIaroIMX MPaBUI ¢ MOMEHTA
MIPOBE/ICHUS TIOCJICHETO BHEITHETO KOHTPOJIS.

DNIEMEHTHI COJICpIKaHUS U TIPECTABIICHUS JOKYMEHTUPOBAHHBIX MaTCPHAIIOB

AMA_SIA_EXT.3.1C Matepuainsl aHajau3a BIUSHUS Ha 0€30IaCHOCTh CUCTEMBI OOHAPYXKEHUS
BTOPKEHUH JTOJDKHBI JJTsl K&KI0TO OOHOBIIEHUS 06a3bl PEHIarOINX MPaBII
coJiepKaTh KpaTKOE OIMCAHWE BIUSHHUS OOHOBJICHHS Ha 3aJlaHHE TI0
0e30macHOCTH, TmpeacTaBieHue (GYHKIMM 0€30MacHOCTH  CHCTEMBI
OOHapy)XeHHSI BTOpKEHUH, peanu3anuio (QyHKIU O0e30macHOCTH
CUCTeMBbl OOHApYXCHHsI BTOPKEHUH WJIH COJIEPKaTh JIOTHUYECKOE

000CHOBaHUE OTCYTCTBU TAKOI'O BJIMSHHA.
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Marepuanbl aHajau3a BIUSHHUS Ha 0€30MacHOCTh CUCTEMbI 0OHAPYKEHUS
BTOPKCHUH JIOJDKHBI JUIA KaXJIO0ro OOHOBIEHHsS 0a3bl pEIIAIoNINX
NpaBWI, BIMSIONIETO HA 3aJaHHe IO OE30IacHOCTH, INPEJCTaBICHUS,
peanmzanuio  QyHKIUM ~ OE30MAacCHOCTH  CHUCTEMBl  OOHApY)KEHHS
BTOP)KCHUH, WACHTUPHUIMPOBATH Bce  (GYHKIMU  O€30MacHOCTH
MH(POPMAIIMOHHBIX TEXHOJOTHH, KOMIOHEHTHI CHCTEMbl OOHApY)KEHUS
BTOPKCHHH, HAa KOTOPbIE BO3/ICHICTBYET TaHHOE OOHOBJICHHE.

Marepuainsl aHanu3a BIUSHHS OOHOBJICHHH Ha O€30MAaCHOCTH CHCTEMBI
OOHApy>KCHHsI BTOPKCHUH JIOJDKHBI JUISL  KaXJOTO  OOHOBJICHUS
colepKaTh  apryMEHTAllMIO  JUIsl  TPUHATHS ~ HUCHBITATEIBHON
nabopaTropuell pemeHnss 0 BO3MOXKHOCTH HCIIOJIb30BaHUSI OOHOBJICHUS
MOTPEOUTENSIMI CHCTEMBbI OOHAPYKEHHS BTOPKEHUI U HEOOXOIMMOCTH
WIA OTCYTCTBHU HEOOXOJMMOCTH MPOBEACHUS MOBTOPHBIX HCIIBITAHUN

CUCTEMbI OOHAPYKEHUSI BTOPKEHUH.

DneMeHTHI AeUCTBUN UCIIBITATENbHON J1abopaTOpUu

AMA_SIA _EXT.3.1E

HcneiratensHast nabopaTopus JIOJDKHA IIOATBEPINTB, 4TO
MpeacTaBlIeHHass HH(OpMAIs yIOBIETBOPSIET BCEM TPEOOBaHHAM K
COJIEP’)KaHUIO U TPEACTABIECHUIO JOKYMEHTHPOBAHHBIX MAaTe€pHalIOB, a
TaKXe TO, YTO OOHOBJEHMs 0a3bl pElIaIoIMX IMPaBUJ HE BIUAIOT Ha
0€30IaCHOCTh CHCTEMBbl OOHApy)XEHUS BTOPKEHUH U Cpelay ee

(YHKIIMOHUPOBAHMSL.

5.2 TpebdoBanus 6e30MacHOCTH IJIs1 cpeabl MHPOPMALMOHHBIX TEXHOJIOT Ui

OyHkuusmMu Oe3onacHocTd, peanuzyembiMu cpenoit T B uHTepecax oOecnedeHus

6esomacHoct OO, sBisoTcs QyHkuuu «nentnduxanus u ayreHTUQUKAIUS» U «3amuTa

OBO».

Oyuknuonanpable  KommoHeHTH U3 ['OCT P MCO/MDBK 15408-2, Ha KOTOPBIX

OCHOBaHBI (PyHKITMOHAIBHBIC TpeOoBaHms Oe3omacHocTu cpeanl UT, mpuBeaeHs! B TabauIe 5.4.

Tabmuma 5.4 — @yHKIIMOHAIBHBIE KOMITOHEHTHI, Ha KOTOPBIX ocHOBaHbI DTH cpenst UT

Nnentuduxarop

KOMITOHEHTa TpeOOBaHMIT

HazBanue koMmoHeHTa TpeOOBaHMIT

FAU_STG.2 lMapanTun 1OCTYIMHOCTH JAaHHBIX ayAUTa
FAU STG.4 [IpenoTBpaiieHre NOTEpH JAHHBIX ayAUTa
FIA_AFL.1 O06paboTka 0TKa30B ayTeHTU(UKALUU
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Hpenrupuxarop Ha3Banue koMnoHeHTa TpeOOBaHUI

KOMIIOHEHTa TpeOOBaHHIA

FIA_SOS.1 Bepudukanms cexkpeTon

FIA_UAU.2 AyTenTuduKanus 10 J00bIX TeHCTBHH MOIb30BaTEIS
FIA_UID.2 Wnentudukanys 10 Tr00bIX ASHCTBHHA MOIH30BATEIA
FPT_RVM.1 Hesosmoxuocts 00xoma [1BO

FPT_SEP.1 Otnenenue nomena @50

FPT_AMT.1 TectupoBaHue aOCTPAKTHON MallIMHBI

5.2.1 Ayaut 6e3onacHoctu (FAU)

FAU_STG.2 T'apaHTHH JOCTYIIHOCTH JaHHBIX ayHTa

FAU_STG.2.1 ®ynknuu OezomacHoctH cpeabl UT 1opKHBI 3amMIaTh XpaHUMBIE 3aIUCH
ayanTa OT HECAHKIIMOHUPOBAHHOTO YAAJICHHUS.

FAU_STG.2.2 ®yukunuu Oe3onacHoctu cpeabl UT nomxHbl ObITh CIOCOOHBI K BbLABICHUIO
MoauduKanuii 3anuceii ayura.

FAU_STG.2.3 ®ynkuuu Oe3zomacHoctu cpeabl HWT nomkHbl o0ecneunTs HOIIEPKKY
[Ha3HauEeHHUE: noKazamenb COXPAHHOCMU 3anucel ayouma] TpU HACTYIUIEHUU
CIIEIYIOIIUX COOBITUH: [BBIOOp: nepenonHenue JcypHana ayouma, cOOl,
gmopoicenue].

3aBucumoctu: FAU GEN.1 «I'eneparusi JaHHBIX ayIATa.

FAU_STG.4 TlpenorBpamienue NoTepu JaHHBIX ayIuTa

FAU_STG.41 ®yHkuuu Oe3omacHoctH cpeabl HWT  10mKHBI  BBINOJIHUTH  [BBIOOP:
"uenopuposanue codovimuil, noosepearowuxca ayoumy”, "npedomepawenue
cobvimuti, noosepearwuxcs  ayoumy, UCKTIIOYas — npeonpuHumMaembvie
VNOJIHOMOYEHHbIM NONb308amesleM co cneyuanrbHuimMu npasamu”, "3anuco nosepx
CamblX CMapuvix XpaHumuvlx sanuceti ayouma'] u [TeHepalmo MpeynpekIeHus |

MIPU TIEPETIOTHEHUH KypHasa ayauTa.

3aBucumoctu: FAU STG.2 «3amuiiieHHoe XpaHeHne KypHaia ayIuTay.
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5.2.2 Wnentuduxauus u ayrenrudpuxanus (FIA)

FIA_AFL.1
FIA_AFL.1.1

FIA_AFL.1.2

3aBUCHUMOCTH:

FIA_SOS.1
FIA_SOS.1.1

3aBUCUMOCTH:

FIA_UAU.2
FIA_UAU.2.1

3aBUCUMOCTH:

FIA_UID.2
FIA_UID.2.1

3aBUCUMOCTH:

O0padoTKa 0TKa30B ayTeHTH(PUKALMHA

®yuknun 6e3onacHoct cpeabl UT nomkxHb 00HAPYKUBATh, KOTJA TPOU30MIET
[Ha3HaueHWe: uucno nonwvimok| HEYCHENIHBIX TOMBITOK ayTeHTHU()HUKAIIH
[c MOMEHTa TIOCTIETHEH YCIIeITHOM MOMBITKYA ayTeHTU(DUKAINH MTOJIB30BaTEN |.
IIpu poctmkenmu onpeneneHHoro B djdemeHte FIA _AFL.1.1 uucna
HEYCHEIIHBIX TMOMBITOK ayTeHTHGUKAu (yHKUHU Oe3omacHocTH cpeabl UT
JOJDKHBI: [Ha3HAYCHUE: CHUCOK Oelicmsull, HANPAeIeHHbIX HA OdjlbHelluee
npeoomepauienue NOnbIMOK 00CHYna co CMmopoHbl CyObeKma, 0ZpaHuieHHoe
6PEMEHHbIM UHMEPBAIOM).

FIA UAU.2 «Ayrentuduxanus 10 J100bIX ASHCTBUNA MOJIb30BATES .

Bepugpuxanust cekperos

®yukuun OezonmacHoctu cpeabl UT [0MKHBI MPENIOCTaBUTh MEXAHU3M IS
Bepu(UKauuu TOro, 4ro mapoau Ha aoctyn k OO oTBeuaroT [Ha3HayeHUE:
onpeoenennas Mempuka Kaiecmea Rnaponeil, 6KII04alowans mpedosanus K
OnuHe naponeu, mpedo6anus no 3anPeuieHUI0 UCnOIb306AHUA ONPeOeIeHHbIX
KOMOUHAQUUIL CUMB0/I06, @ MAK)ce MPeDOBAHUA K KAMe2opUU UCNOIb3YeMbIX
cumeo0n08).

OTCYTCTBYIOT.

AyTreHTHUKaNUS 10 JIO0bIX AelicTBH 10Jb30BaTEJIs

@Oynkuuu 6e3onacHocTH cpeabl UT nomxHbl TpebGoBaTh, 4TOOBI KaXablid
cyobekT gocryna k OO Obul ycHeHmIHO ayTeHTH(GUUIUPOBAH A0 pa3pelieHHs
m060ro JieficTBUA, BBINOIHAEMOro mpu nocpenauuectse @bO oT umeHu 3TOro
cy0bexkTa qocryna.

FIA UID.1 «Bb1i6op MomMeHTa UAEHTUDUKALIUN Y.

HNnentuduxanns 10 J100bIX AelCTBHI M0JIb30BaTE/ISA

®yukuuu Oe3onacHoctu cpeabl UT nomwkHel TpeOoBaTh, YTOOBI KaXKIbIN
MOJIb30BaTENb OB YCHEMHO HWIACHTU(PUIMPOBAH A0 paspelieHus Ir00ro
JENCTBUS, BBINOIHAEMOro npu nocpeanuuectse cpeabl UT oT umeHH 3TOro
10JIb30BATE.

OTCYTCTBYIOT.
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5.2.3 3ammura ®BO (FPT)

FPT_RVM.1
FPT_RVM.1.1

3aBUCHUMOCTH:

FPT_SEP.1
FPT_SEP.1.1

FPT SEP.1.2

3aBUCHUMOCTH:

FPT_AMT.1
FPT_AMT.1.1

3aBUCUMOCTH:

HeBo3Mmo:xnocths 00x0aa IO

®yuknun 6e3onacHoctu cpeabl UT pomxHbl oOecnieunTh, 4TOOBI (YHKIIMH,
ocyuiectpisitomine 16O, BbI3BIBAIMCH M YCIHEUIHO BBIMOJHSIUCH MPEKIE, YeEM
pasperiaercsi BBITIONHEHHE 000N Jpyroil (yHKIMKM B mpenenax o00JacTu
AeiicTBUsS PYyHKIUH Oe30macHOCTH 00beKkTa oueHku (Od).

OTCYTCTBYIOT.

Otaenenue nomMmeHa ®bO

@®ynknun  0esonmacHoct  cpeablt UT  nomkHbsl  moaaepXuBaTh  JIOMEH
0e3omacHoCcTH 171 BeInonHeHuss PBO, 3ammumaromuil uX OT BMEIIATEIbCTBA U
HCKa)XCHUS HEJJOBEPEHHBIMU CyOBEKTaMHU.

@Oyuknun 0e3onacHoctu cpeabl UT nomkHBI peaan3oBaTh pa3ieieHHEe MEKITY
noMeHaMu 6e3omnacHocT cyobekToB B OL[D.

OTCYTCTBYIOT.

TecTupoBanue ad0CTPAKTHONH MAIIIMHBI

@®yuxknun 0OezomacHoctu cpeabl UT 10MKHBI BBINOMHATH MAKET TECTOBBIX
MIpOrpaMM [BBIOOP: npu NEpeOHAYANLHOM 3anycKe, NepuoOUdecKu 60 BpeMs
HOPMATbHO20 (DYHKYUOHUPOBAHUS, NO 3ANPOCY YNOIHOMOYEHHO20 NOIb308AMEINs,
npu  Opyeux yciogusax| JIAs  JEMOHCTpAallMM TPAaBUJIBHOCTH  BBIMOJHEHUS
MPENINOoNIOKEeHU 0e30MacHOCTH, OO0eCreurnBaeMbIX aOCTPaKTHOW MAaIIUHOM,

KOoTOpas nojio’keHa B ocHoBy ®BO.

OTCYTCTBYIOT.

3amMeuyaHus IO NPUMCHCHUIO: HpCIICTaBJIeHHBIC B JaHHOM IOApasaciic TpC6OBaHI/I$I MOTYT

ObITh peanu3oBanbl cpenoit UT, nenocpeacrsenno OO umu coBmectHO — cpenoit UT u OO.
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6 Ob6ocHOBaHuUe

B nmanHOoM pazjene paHo jormdeckoe 000CHOBaHUE Ieei 0€30MacHOCTH, ONPEACTICHHBIX
B pazzene 4, u TpeboBaHUi O€30MaCHOCTH, OMPEACIICHHBIX B pa3jeie 5 Hacrosiiero [13.
6.1 Oo6ocHoBaHMe LejeH 0€30MACHOCTH

6.1.1 QOo0ocHoBaHue Hejen 0eszonacuoctu 11 OO0

B Tabmune 6.1 mpuBeneHo otoOpakenme 1enei 6e3omacHoctr s OO HaA yrpos3sl U

IMOJIUTUKY 0e30IaCHOCTH.

Tabmuma 6.1 — OtobOpaxenue neneir 6e3omacHoctd a1t OO Ha yrpo3sl U MOJUTUKY

0€30MacHOCTH OpraHu3alLuu.

G| RFT|P@R|LR| TR P
sl =l =2l =l 5| =] 5| =] =
= = = = = = (= I = (=
(P) (P) (P) (®) (P) (®) (®) (®) (®)
=) =) =) =] =) =] =] =] =]
= == == == I == == I == B ==
(] (] (] (] (] (5] (5] (5] (5]
< < < < < < ] ] «
E|l 2l el 2l E| 2| E| B| E
=) =) =) =) =) (=] (=] (=] (=]
o o o o o o o o o
(-5 (-5 (-5 (-5 (-5 -5 -5 -5 -5
(=} (=} (=} (=} (=} (=} (=} (=} (=}
2| 2l 4| & A & A 2| A
=l ==l =255 5[5
%] %] %] D D %] %] %] %]
= = = (= (= (= = ] = =

Yrpo3za-1 X | X[ X | X ]| X|X]|X
Yrpo3za-2 X | X[ X | X ]| X|X]|X
IMoauTuka 0e3onmacHocTu-1 X
IMonuTHKa Ge30nmacHOCTH-2 X
IMoauTuka Ge3onacHocTH-3 X
IMonuTuka 6e3onmacHocTu-4 X
IMonuTnka Ge3omacHocTH-5 X
IMoauTuka 6e3onacHocTu-6 X
IMonuTuKa Ge3onacHocTH- X
IMoauTuka 6e3onacHocTu-8 X
IMonauTuka 6e3onacHocTu-9 X

Hean 6e30macHocTH-1

JocTmwxkenne 3Toi neiau 0€30MacHOCTH HEOOXOJUMMO B CBSI3U C HPOTUBOCTOSHHUEM
yrpo3am ¥Yrpo3a-l, V¥Yrpo3a-2 u peanmzanueii mnonutuku Oe3omacHoctu [lojmTHKa
O0e3sonacHocTu-1, Tak Kak oOecrneuyuBaeT BO3MOXKHOCTH YyrpaBieHus mnapamerpamu COB
(mpaBunamu B BPII COB, npyrumu panasiMu COB), koTOpble BIHSIOT Ha BBIIIOJIHEHUE

¢ynkuuit 6ezonacioctu COB, co cTOPOHBI YIOJTHOMOYEHHBIX aaMuHUcTpaTopoB COB.
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Hean 6e30macHoOCTH-2

JocTwkenne 3Toi menu 0€30mMacHOCTH HEOOXOIUMO B CBSI3M C IPOTHBOCTOSHUEM
yrpozam ¥Yrpo3a-l, V¥Yrpo3a-2 wu peanmmszanueid noiuTukud Oe3omacHoctn IlosuTHka
0e30macHOCTH-2, TaKk Kak oOecneuynBaeT cOop wuHbopManMu O (HYHKIHMOHUPOBAHUHU

KOHTPOJIMPYEMOT'O Yy3JIa.

ean 6e30macHOCTH-3

JocTmwkenre 3Toi menu 0e30MacHOCTH HEOOXOIUMO B CBSI3U C IPOTHBOCTOSTHUEM
yrpo3am ¥Yrpo3a-l, V¥Yrpo3a-2 u peanmsanueii mnonutuku Oe3omacHoctu IloJMTHKA
0e3omacHocTH-3, TaKk Kak oOOecreyMBaeT OCYHIECTBICHHE AaHAJIUTUYECKOH 00paboTKH
cobpannbix COB naHHBIX O (DYHKIMOHMpPOBaHHWU KOHTpoJupyeMbix y3iaoB MC 3amaHHbIMU

MCTOJaMHU C OCJIbKO BLIHCCCHH A PCUICHUA 00 O6H3py>KeHI/II/I BTOPIKCHUS.

ean 6e30nmacHocTH-4

JlocTrkeHue STOM 1eiau Oe30MacHOCTH HEOOXOIUMO B CBSI3H C IMPOTHBOCTOSIHUEM
yrpozam ¥Yrpo3a-1, VYrpo3a-2 u peanuzanueil nonutukud Oe3onacHoctd  IlomTmka
O0e3onmacHocTu-4, Tak Kak oOecrnedyuBaeT OCYLIECTBIEHUE pPEAarupoBaHUs HA BbISBICHHbBIC

BTOP>KECHMUS.

ean 6e30macHOCTH-5

Joctuxenne 3Tod 1enu O€30MacHOCTH HEOO0XOAMMO B CBSI3M C IPOTHUBOCTOSHUEM
yrpo3am ¥Yrpo3a-l, V¥Yrpo3a-2 wu peanm3anueii momutuku Oe3omacHoctr  [loJmMTHKA
0e30macHOCTH-5, Tak Kak oOecrneyrMBaeT YIOpPaBICHHE CO CTOPOHBI YHOJIHOMOYEHHBIX

aaMuHuctpatopoB COB pexumamu BeinoiHeHUs ¢pyHKkuui 6e3onacaoctu COB.

Ieanb 6e30macHOCTH-6

Joctmwkenne »ToM 1enu 0e30MacHOCTH HEOOXOAUMO B CBS3M C IPOTUBOCTOSIHUEM
yrpo3am ¥Yrpo3a-l, V¥Yrpo3a-2 u peanmzanueii mnonutuku Oe3omacHoctu [lojmMTHKa
0e3omacHocTH-6, Tak Kak oOecreunMBaeT pasrpaHuueHue noctyma k ympasienutro COB Ha

OCHOBe pousieit arMuHKrcTparopos COB.
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Hean 6e30macHoCTH-/

JocTmwkenne 3Toi 1enu 0O€30MacHOCTH HEOOXOIUMO B CBSI3U C HPOTHBOCTOSHUEM
yrpo3am Yrpo3a-1, Yrpo3a-2 u peanu3anuen MTOJIMTHKHU 0e30macHOCTH
IMonuTnka 6e30MaCHOCTH-7/, TaK KaK o0O0ECHNEYMBAaCT PETUCTPAIMIO W YYET BBIIOJHCHHUS

¢ynkunii 6ezonacuoctu COB.

ean 6e30macHOCTH-8
JlocTrokeHre 3Tol e 0e30MacHOCTH HEOOXOJMMO B CBSI3U C peaii3allieid MOIUTHKH
oe3omacHocTr IlosmTHKA De30macHOCTH-8, Tak Kak oOecreynBaeT Hanmuuue uHTEpdeiica

aIMUHUCTPUPOBAHMUS.

Hean 6e30macHoCcTH-9
JocTkenne 3Toi 1enu 0e30MacHOCTH HEOOXOJMMO B CBSI3U C peali3allfeld MOTUTHKH
6e3omacaoctr IlosMTHKa 6e30macHOCTH-9, TaKk Kak BO3MOXKHOCTH YIPABICHHS PEKUMAMU

MOJTyYeHUsl U YCTaHOBKHU oOHOBIeHUH (akTyanu3zanuu) bPII COB.

6.1.2 O6ocHoBaHue LeJIell 6e30MaACHOCTH JIsl Cpe/lbl

B Tabnune 6.2 npuBeaeHo oToOpakeHUe 1ieneil 6€30MacHOCTH Ha Yrpo3bl M MOJUTUKY
0€30IMacHOCTH.

Tabmuna 6.2 — OrtoOpaxkeHue Leneid O0e30MacHOCTH JJs CpeAbl Ha MPearooKEHHs

0€30MacHOCTH, YIPO3bl U TIOJIUTUKY O€30MaCHOCTH OpraHU3aIINH.

E E E 2 2 2 2 2 2 2o B 2o
Sl 2l S 2y S SS9 Sy 29 9 S 29 2
oQ oQ oQ oQ oQ o OO o o oQ oQ o0
o o o o o o ) @) o o o o
= = = = = = = = = = = =
= = = = = = = = = = = =
= = = = = = = = = = = =
o I I T - T I I O S R
Eo Eo Eo Eo Eo Eo Eo E¢ Eo E o E o E o
Ng g Rg g Rg Hg Rg Rg g g Hg "o
= = = = = = = = = = = =
= = = = = = = = = = = =
=) =) =) =] =] =) =] =] =) =) =) =)
= = = = = = = = = = = =
| | | | | = = = S| | | |
sZ s S8 SE SESESE S S8 SE SE SE
He e He He8 95 8 A8 H8 8 98 8 H-8

peanosioxenne-1 X

Ipeanosioxenne-2 X

IpennoJioxenue-3 X

Mpeanosoxenne-4 X

Mpeanosoxenune-5 X

Ipeanosioxenne-6 X
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cpeabl
cpeabl
cpeabl
cpeabl
cpeabl
cpeabl
cpeabl
cpeabl
cpeabl
cpeabl
cpeabl
cpeabl

IS

IS

TUISE

TUISE

IS

IS

IS

IS
VHKIHoHupoBanusa 00-9

TUISE
vHKIMoHuposanusa Q00-10

TUISE

TUISE

Hean
vEKknuoanposanusa Q0-11

dvuknnonuposanusa 00-6
dvakunonuposanusa O0-7
dvakunonuposanusa 00-8
Hean

dvakunonuposanus 00-12

Iean
ean

dyuknnonuposanusa 00-4
Hean IJIS
dyuxknmonuposanusa 00-5

dvakunonuposBanusa Q0-3

dvuxkumonuposanus O0-2
eanb

dvuxkumonuposanusa 00-1
eanb

Mean
Mean

x| Hean

Yrpo3a cpenni-1

s

Yrpo3a cpeabi-2 X

| | | Hean
| | | Hean

Yrpo3sa cpeabi-3 X

Yrpo3a cpeabi-4 X

Hean aas cpenbl pynknuonnposanus 00-1

Joctuxenne 5TOM 1enu O€30MacHOCTH HEOOXOAMMO B CBSI3M C  peaju3aluei
npenmnonioxkenus OesomacHoctu Ilpeamosio:kenue-1, Tak kak oOecredyrBaeT JOCTYN OOBEKTa
OIICHKH KO BCEM JIaHHBIM KOHTPOJUpPYyeMbIX y3i10B MC, KkoTOphie HEOOXOANMMBI OOBEKTY OLIEHKH

JUTSL peaTn3anny CBOMX (DyHKIIMOHATBHBIX BOZMOKHOCTEH (K KOHTponupyeMbIM oobsektam U C).

Heas s cpeasl pynkuuonuposanus O0-2
Hoctmwkenne HToM 1eau  0e30MacHOCTH HEOOXOJWMO B CBA3UM C pealu3aruein
npeamnonoxenuss OezomacHoctd IlpenmoJioskenune-2, Tak Kak o00€CIEUYMBAET YCTAHOBKY,

KOH(bHprHpOBaHHe " YIIpABJICHUC OO B COOTBETCTBHH C 3KCHJIy3T8.LIHOHHOfI ﬂOKYMeHTaHHeﬁ.

Heaw nas cpeant pynkuuonuposanus 00-3
Hoctmwkenne HToM 1eau  0e30MacHOCTH HEOOXOJWMO B CBA3UM C  pealu3aruein
npennonoxenus OesomnacHoctu Ilpenmosioxkenue-3, Tak Kak oOeceynBaeT COBMECTUMOCTH

00BeKTa OIICHKHU C 3JICMCHTaMH I/IC, KOHTPOJIb KOTOpOf/'I OH OCYHICCTBJIACT.

Hean aast cpeabl pynknuonuposanus 00-4

JloctuxkeHnne OJTOM 1enw O€30MacHOCTH HEOOXOAMMO B CBSI3U C  peanu3anueit
npennonoxxkenus OezonmacHocTu IlpenmoJioskenune-4 U TPOTUBOCTOSHUS yTPoO3€ ISl CpPeIbl
Yrpo3a s cpeabl-3, Tak Kak odecreynBaeT (GU3HIECcKyro 3amuTy deMeHToB MC, Ha KOTOPBIX
ycTaHOBJIEHBI KOMIOHEHTHI OO, KpUTHYECKH BaXKHBIE C TOYKH 3PEHUS OCYIIECTBICHUS

nonuTuku oe3omacaoctu OO0.
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Heab pas cpeast pynkunonuposanusi O0-5
JlocTrkeHue 3Toi 1enu 6e301macHOCTH HEOOXOJMMO B CBSI3U € MIPOTUBOCTOSIHUEM YIpo3e
0e30I1aCHOCTH JUIsl cpeibl Yrpo3a AJsl cpelbl-2, Tak Kak 00eclie4nBaeT JOBEPEHHYIO CBS3b

(mapuipyt) mexny COB u anmunucrparopamu COB.

Hean aast cpenbl pynknuonnposanus O0-6

Joctuxenne 3Tod 1enu O€30MacHOCTH HEOOXOAMMO B CBSI3U C IPOTUBOCTOSHUEM
yrpo3am 0e€30MacHOCTH JUIsi cpeApl YTpo3sl AJsi cpeabl-1, 2, 3, Tak Kak oOecrnednBaer
¢ynkunonupoBanue OO B cpene (QyHKIMOHHPOBAHUS, IPEIOCTABISIIONIEH MEXaHU3MBI

ayreHTU(UKaIUU U uaeHTuukanuu agmuauctpaTopos COB.

Hean pas cpeast pynkunonuposanus O0-7
JlocTrkeHue 3ToH Lenu 0e301MacHOCTH HEOOXOJMMO B CBSA3H C IPOTUBOCTOSIHUEM YIpoO3€
6€30I1acCHOCTH U1 Cpe/ibl YTrpo3a s cpeabl-4, Tak Kak o0ecreynBaeT nojayyeHrue 0OHOBICHUH

BPII COB 1o noBepeHHOMY KaHaiy.

Heaw nas cpeant pynkuunonuposanus 00-8
Jloctuxenne 3TON 1enu O€30MacHOCTH HEOOXOAMMO B CBSI3M C MPOTUBOCTOSHHUEM
yrpo3am 0e30MacHOCTH Uis cpenbl Yrpo3bl MJis cpedbl-1, 2, 3, Tak kKak oOecmednBaeTrcs

3aluIIeHHas 00J1acTh 171 BhINoHeHUs QyHKIui 0e3onacHoctu COB.

Heas nus cpeasl pynknuonuposanus O0-9

JocTiwkenne 5Toi 1enu O€30MacHOCTH HEOOXOIUMO B CBA3M C  pealu3aiuei
npeanonoxenus Ipeanonoxkenue-5, Tak Kak obecreuynBaeTcs MpeloCTaBICHUE HaAJIeKallero
HNCTOYHHNKA MCTOK BPECMCHU U CUHXPOHHU3AUA 110 BPEMCHU MCKAY KOMIIOHCHTaAMU OO, a TaK¥XKeE

Mexay OO u cpenoii ero GyHKITMOHUPOBAHHUS.
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Heas 1us cpeasl pynkunonnposanust 00-10

JlocTrkeHue 3ToH 11 6€30IacCHOCTH HE0OXOAUMO B CBSI3U C IPOTUBOCTOSIHUEM YIPO3€
0e30IacHOCTH JUIsl cpelibl Yrpo3a Isi cpeabl-1, Tak kak oOecriedMBaeTcsl 3allluTa >KypHaia
ayJuTa OT HECAHKLIMOHUPOBAHHOI'O U3MEHEHUS U yJaJIeHUs, a TAK)Ke BO3MOKHOCTD YIIPaBJICHUS
CO6BITI/ISIMI/I, MNOTCHUUAJIbHO IMPUBOAAIMMU K MCPCIIOJIHCHUIO obacreit XpPaHCHUA JaHHBIX

ayauTa.

Hean aast cpenbl pynknuonnposanus 00-11

JocTmwkenne 3Toi 1enu 0€30MacHOCTH HEOOXOIUMO B CBSI3U C MPOTHBOCTOSHUEM
yrpozaM O€30MacHOCTH JUIS Cpelasl YTPpo3bl ISl cpeabl-2, 3, Tak Kak oOecrednmBaeTcs
IPEOCTaBIICHUs] BO3MOXKHOCTH yIpaBlieHUsl aTpubyTamu OezomacHoctu koMnoHeHToB COB u
KOHTpOJHpyeMbIX 00bekTOB MC TOJIBKO yHOJHOMOUYEHHBIM posiiM (aamuHuctpatopoB COB u

Q).

Heab pas cpeant pynkuuonuposanus 00-12

JlocTmkenue 5TOM menu 0e30macHOCTH HEOOXOAMMO B CBA3M C  pealu3anueit
npennoyioxkenus Ilpeamosiokenme-5, Tak Kak oOecreuynBaeT HCIOJHEHUE O0sS3aHHOCTEN
MEPCOHAIIOM, OTBETCTBEHHBIM 3a (YHKIMOHUPOBAHHE OOBEKTa OLEHKU, PYKOBOJACTBYSCH

3KCHJ'IyaTaI_II/IOHHOI71 ,HOKYMCHTaHHeﬁ.
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6.2 Oob6ocHoBaHMe TPeOOBAHUIT 0€30MACHOCTH
6.2.1 O6ocHoBaHue TpebGoBaHuii Oe3onmacHocTH 1 OO
6.2.1.1 O6ocHoBanune GyHKUHOHATbHBIX TpedoBaHmii 0e3onacunoctu OO
B rtabmume 6.3 mpexacraBieHo  oTOOpakeHHWE  (YHKUIMOHAIBHBIX  TPeOOBaHMIA

Oe3onacHocTH Ha 1einu 0ezonacHoctu 1t OO0.

Tabmuma 6.3 — Otobpaxenue GyHKIMOHATBHBIX TPEOOBaHMI 0€30MACHOCTH Ha 1IETTH

0€30I1aCHOCTH.

SR T T I (A O Il I O
=l =2l =2l =2l ElElE =
51 5| 5| 5|58/ 58|5&5| 5] 65
=] =] (=] (=] (=] =] =) (=] (=]
=l 22l 2lElEl Bl OBl =
(P () (P] (P] (P] () () (P] (P]
< « < < < « « < <
== — T — R — O — Y — Y — I B
(=] (=] (=] (=] (=] (=] (=] =] =]
2| 3| 2| 38| 3| 8| 3| 83| 3
(=] O (=] O O O O (=] (=]
A A 2| 2| A4 & 2| 2| =&
= = = O — O — = Y — Y — I B =
(+5] (-P) (-5] (-5] (-5] (-P) (-] (-5] (-5]
=fN-N-n-au-An-n-an=-an-|

FAU_GEN.1 X

FAU_SAR.1 X

FMT_MOF.1 X X

FMT_MTD.1 X X

FMT_SMR.1 X

FID_COL_EXT.2 X

FID_ANL_EXT.2 X

FID MTH_EXT.1 X

FID MTH_EXT.2 X

FID_RCT_EXT.1 X

FID_PCL_EXT.1 X

FID_ CON_EXT.1 X

FID_UPD _EXT.1 X

FID_INF_EXT.1 X

Bxutouenue ykazaHHbIX B Ta0uie 6.3 GyHKIMOHATBHBIX TpeboBanuii 6e3onmacHocT OO
B I13 onpenensiercss HopmatuBHBIM IpaBoBbIM akToM PCTIK Poccun «TpeboBanus k cucremam

OoOHapyXeHHS BTOP)KCHUI».
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FAU_GEN.1 I'enepanusi JaHHBIX ayAuTa

B TpeGoBaHMSAX JAaHHOTO KOMIIOHEHTA BBIJACISIIOTCS JaHHBIC, KOTOPHIE JTOJDKHBI OBITH
BKJIFOYCHBI B 3allUCH ayJuTa H COOBITHSA, KOTOpPBIE JOJDKHBI IIOJBEPraThCs ayauTy.
PaccmaTpuBaeMblii KOMIIOHEHT cOTOCTaBiieH ¢ neibio Lleanb 0e30macHOCTH-7 U CIIOCOOCTBYET

€€ JOCTUKCHUIO.

FAU_SAR.1 IIpocmoTp ayaura

Breimmonnenne TpeGoBaHMII JJAHHOTO KOMIIOHEHTa OO0ECIEYMBAET BO3MOXKHOCTD
npouTeHusl MHPOPMAIMK ayAuTa, KOTOpas Ui YHOJHOMOYEHHBIX ITOJIb30BATENCH SBISIETCS
NOHATHOU. PaccMaTpuBaeMblii KOMIIOHEHT cOMOCTaBiieH ¢ 1eibio Lleab Ge3omacHocTH-7 U

CHOCO6CTByeT €€ JOCTHIXKXCHHUIO.

FMT_MOF.1 YnpaBiieHue pe;kuMoM BbINOJTHEHUsI PyHKIMii 6e30macHOCTH

Bremmonnenue tpeGoBaHMiI JaHHOTO KOMIIOHEHTa oOecmeunBaeT, 4yto OBO paspernaer
Moau(UKAIMIO peXuMa BBIMOJHEHUS (DYHKIUN CBS3aHHBIX cO cOopom naHHbix 00 MC, ux
AQHAJIM30M M OTBETHBIMH pPEaKUMUSIMH TOJBKO YIOJIHOMOYEHHBIM anMmuHucTpartopam OO.
PaccmarpuBaembiii  koMrmoHeHT — comoctaBieH ¢ ueiasimu  Leab  6e3omacHocTH-1,

Lesn 6e30macHOCTH-5 1 CTOCOOCTBYET MX JOCTHKEHHUIO.

FMT_MTD.1 Ynpasaenue nanabimu 50

Boinonnenue tpeOoBaHMM JaHHOTO KOMIIOHEHTA IMPENIOCTABIISET BO3MOXHOCTh 3ampoca
U 100aBiIeHNs JaHHbIX KoMroHeHTOB OO M JaHHBIX ayAWTa, 3ampoca U MOAM(UKALUU BCeX
npounx gaHHbIX OO, a Takke BHECEHUS HOBBIE ITPaBWJIa KOHTPOJIS, TOJIBKO YIMOJHOMOYEHHBIM
UCHTUPHUIUPOBAHHBIM posiiM. PaccMmarpuBaeMblii KOMIOHEHT comocTasiieH ¢ neiasimu Leab

0e3onacHoctu-1, lleap 6e30macHOCTH-5 U CITIOCOOCTBYET UX JIOCTUKEHUIO.

FMT_SMR.1 Posn 6e30nacHocT

Brimonnenue TpeboBaHMii JaHHOTO KOMIIOHEHTa 00ECTIEUNBAET BHITIOTHEHHE MOICPKKU
poieii  OE30MacHOCTH W  OCYHISCTBIICHHS  acCOIMAlMi  TOJb30BaTeNed C  POJISIMH.
PaccmarpuBaeMblii KOMIOHEHT comocTaBieH ¢ nenbio Leanb 6e3omacHocTH-6 1 criocoOCcTByeT

€€ NOCTUKCHHUIO.
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FID_COL_EXT.2 Co6op 1aHHBIX 0 COOBITHAX HA y3J1aX CETH

Breimonunenue tpeboBaHMN JAHHOTO KOMIIOHEHTa oOecredrnBaeT cOOp HHQPOpPMAIUU O
psne COOBITHH, CBS3aHHBIX C YKa3bIBAGMBIMH y3JlaMH CETH. B TpeOOBaHMIX JaHHOTO
KOMITOHEHTa BbIACIseTC HH(DOpMAIHs, KOTOpasi TOJHKHA OBITh BKJIFOUEHA B 3alMCH ayauTa U
CO6BITI/ISI, KOTOPBIC JOJIKHBI ITOABEPTaThbCAd ayJUTY. PaCCManI/IBaeMBIfI KOMITIOHCHT COIIOCTaBJICH

c uensio Leap 6e3omacHOCTH-2 1 CLIOCOOCTBYET €€ TOCTHKEHHIO.

FID_ANL_EXT.2 Awnamu3 nanabix COB

Brimonnenue TpeGOBaHUN TaHHOTO KOMIIOHEHTa OOECTIeYMBAET BBIMOJHEHHE (YHKIHN
0 aHaIM3y Bcex Noiy4eHHbIX aaHHeIXx COB u ¢ukcupoBanme B pe3yibTaTe aHaIN3a
ompezneneHHod uHpopManuu. PaccmarpuBaeMblii  KOMIIOHEHT CONOCTaBI€H C  LEJIbIO

Leapb 0e30macHOCTH-3 U CIIOCOOCTBYET €€ TOCTHKEHUIO.

FID_ MTH_EXT.1 Mertoasl anaau3a
Brimonnenue tpeboBaHUN JAHHOTO KOMIIOHEHTa OOECIEeUMBAET BBIMOJIHEHHE (DYHKUIUN
0 aHalu3y Bcex monydeHHbIX AaHHbIX COB 3amanHeiMu Metogamu. PaccMarpuBaemblii

KOMIIOHCHT COITIOCTAaBJICH C LICJIBIO ]_[e.]'lb 0e30macHOCTH-3 U CHOCO6CTBy€T €€ JOCTUKCHUIO.

FID_MTH_EXT.2 [eranu3anus 3BpHUCTHYECKHX METO0B aHAIH3A

Brimonnenue tpeboBaHUN JAHHOTO KOMIIOHEHTA OOECIEeurBaeT BBIMOJTHEHHE (DYHKIUN
M0 aHAJIN3y BCCX MOJYUYCHHBIX JaHHBIX COB OBPUCTUYCCKUMHU MCTOAAMU aHAJIM3a Ha 3aJaHHOM
ypoBHe. PaccMatpuBaemblii KOMITOHEHT coroctaBiieH ¢ 1enbio Lleab 6e3omacHocTu-3

CHOCO6CTByeT €€ NTOCTUKCHUIO.

FID_RCT_EXT.1 ba3soBoe pearupoBanue COB

BremonHenue TpeOoBaHUN JTaHHOTO KOMITOHEHTa OOECIICUMBAET IOCBUIKY CHTHAA
MpeaynpexaeHus TpeOyeMOMy TIOIy4daTelll0 W BBITOJIHEHHWE CIHCKAa COOTBETCTBYFOIIUX
NEeHCTBUI B ciydae OOHapy»KeHUs BTOpkKeHHs. PaccMaTpuBaeMblii KOMIIOHEHT COMOCTaBIIEH C

CIbIO He.]'lb 0e3o0macHOCTH-4 U CHOCO6CTByeT €€ JOCTHIKCHUIO.



55

FID_PCL_EXT.1 AmuHanu3 npoToKo0J0B

Brimonnenne Tpe60BaHI/II7I JAHHOT'O KOMIIOHCHTAa O6CCHC‘II/IBaCT HaJIM4YnuC MCXaHH3Ma
oOHapy>KeHHsI BTOPKCHHUI Ha OCHOBE aHAJIN3a CITy)KeOHOM MH(OpMAIMH TPOTOKOJIOB CETEBOTO U
BceX OoJyiee BBICOKMX, Y€M CETeBOW, ypOBHEH 0a30BOW 3TaJOHHOH MOJENH B3aUMOCBSI3H
OTKPBITBIX ~ CHCTeM. PaccMmarpuBaemblii KOMIIOHEHT comocTaBieH ¢ 1enbio  Lleas

0e30macHOCTH-2 1 CIIOCOOCTBYET €€ JJOCTHKEHUIO.

FID_ CON_EXT.1 MexaHu3Mbl aAMUHUCTPHUPOBAHUSA
Brimonnenne Tpe60BaHHﬁ JaHHOT'O KOMIIOHEHTA o0ecrieunBaeT HaJIW4YUE MEXAHU3MOB
JIOKQJILHOTO aJIMUHUCTpHPOBaHMs. PaccMaTpuBaeMblii KOMIIOHEHT COIIOCTaBIIeH ¢ menbio Llean

0e3omacHOCTH-5 1 CHOCO6CTByCT €€ JOCTHIXKCHHUIO.

FID_UPD_EXT.1 Oounosaenune bPII COB
Brinonnenue TpeOGoBaHMIT JAAHHOTO KOMIIOHEHTa OOECIIEYMBAET HAJIUYUE CPEACTB
ABTOMATU3MPOBAHHOTO OOHOBJIEHMS 0asbl peraroImux mnpaBui. PaccMaTpuBaeMblii KOMIOHEHT

COIIOCTAaBJICH C OCJIBIO I_le.]Ib o0e3omacHocTH-9 u CHOCO6CTByeT €€ JOCTHIKCHHUIO.

FID_INF_EXT.1  Hutepdeiic COB
Beinmonnenue TpeGoBaHMI JAaHHOrO KOMITOHEHTa oOecreuuBaeT Hajluuue UHTepdeiica
aJMUHUCTPUPOBAHMUSL. PaccmarpuBaemblii KOMIIOHEHT COIIOCTaBIICH c LENbI0

Ieas 6e30macHOCTH-8 U CTIOCOOCTBYET €€ JOCTHIKEHHIO.

6.2.1.2  OOocHoBaHMe TpeOoBaHUiil noBepus k 6e3onacHocTn OO0

TpeboBanust noepust Hacrosimero I3 coorBerctByror OVY/I1l, ycuieHHOMY
komrnoHeHTOM ALC_SOF.1 «Onenka croiikoct ¢QyHknuu Oe3omacHoct  OO» u
pacumupenHomy kommnoneHTaMu ALC_UPI_EXT.1 «IIpouexypsl oOHOBIEHUST 0a3bl pemarommx
npaBm» 1 AMA_SIA EXT.3 «Dkcneptusa aHaM3a BIUSHUS OOHOBJICHUH 0a3bl pEIIaroIInX
npaBui Ha 6e3onacHocTb OO».

Brutouenne ykazaHHbIX TpeOoBanuil noBepusi k 6e3onacHoct OO B I13 onpexnensercs
HOopMaTUBHBIM MpaBoBbIM akToM PCTOK Poccun «TpebGoBanus kK cuctemMaMm OOHapy>KeHUs

BTOPKECHHI».
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6.2.2 O6ocHoBaHHe TpeOOBaHUIi 0€30MACHOCTH IS cpeibl HHPOPMAMOHHBIX
TeXHOJIOT Uil
B Tabmume 6.4 npeacTtaBieHO OTOOpakeHHE (YHKIMOHAJIBHBIX  TpeOOBaHUM
6e3omacHoctu cpensl UT Ha e 6e301macHOCTH JUIst CPEeIbl.
Tabmuna 6.4 — OtoOpaxeHne QyHKIMOHATBHBIX TpeOoBaHul OezomacHoCTH cpeasl UT

Ha 11eJ11 0€3011aCHOCTH ISl CPEJIbI

2 2 2
(1 (1 [+
2| 2| £
® & ® & =Y
=S | B | B E
=) =) =)
= = =~
= = = O
22l 228 EEQ
=23 2 &3 5 &8
FAU STG.2 X
FAU STG.4 X
FIA_AFL.1 X
FIA SOS.1 X
FIA_UAU.2 X
FIA_UID.2 X
FPT_RVM 1 X
FPT SEP.1 X
FPT_AMT.1 X

FAU_STG.2 T'apaHTHHM J0CTYIIHOCTH JaHHBIX ayHTa

Beinonnenune TpeOoBaHMi JaHHOTO KOMITIOHEHTa 00ecleurBaeT 3allUTy KypHajla ayauTa
OT HECAaHKLMOHMPOBAaHHOIO M3MEHEHMsA U ynaneHud. IIpu sToM nocTynm K JKypHaldy ayauTa
paspelieH TOJIbKO YIOJHOMOYEHHBIM Ha 3TO poisiM. PaccmaTpuBaeMblii  KOMITOHEHT
comocTariieH ¢ neipio Leas aas cpennl ¢pyHkunuonupoBanuss O0-10 u crocobcTByeT ee

JOCTHIXXCHHUIO.
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FAU_STG.4 TlpeaorBpaiieHue noTepu JaHHBIX ayAUTa

BrimonHnenue TpeOoBaHMIA TaHHOTO KOMIIOHEHTa 00eCIeurBaeT YIOJTHOMOYCHHOU POJIU
BO3MOXKHOCTh YIIPABJICHHUS KYPHAJIOM ayJauTa, KOIJa ITOCICIHUN CTAHOBHUTCSA IIOJHBIM.
PaccmaTprBaeMblii KOMIIOHEHT COITOCTaBJIeH ¢ meibio Llean s cpeabl GyHKIHMOHUPOBAHUS

00-10 1 crtocoOCTBYET €€ JOCTHKECHHUIO.

FIA_AFL.1 O6pa6oTka 0TKAa30B ayTeHTH(PUKAUH

BeimoniHenne  TpeOOBaHWMH  JIaHHOTO  KOMIIOHEHTa  OOECIICYMBACT  BBIOJIHCHHE
OMMPCACIICHHBIX I[eI;'ICTBHﬁ, HarpaBJICHHLBIX Ha I[aJIBHefIHIee NpeaAOTBPALICHHUC IMONBITOK OOCTYIIA
CcO CTOPOHBL CY6T)CKT3, OrpaHU4YCHHOC BPEMCHHBIM HHTCPBAJIOM, npu  OJOCTHKXCHHUUN
OTpECNIEHHOT0 4YHCJIa HEYCHEIIHbIX MOMBITOK ayTeHTHQuKamuu npu jpoctyne k OO.
PaccmarprBaeMblli KOMIIOHEHT COIIOCTaBJICH C IeJibl0 Oe3omacHocTH it cpeapl Lleab st

cpeanl pynkuunonupoBanusi O0-6 u crocoOCTBYET ee TOCTHKEHUIO.

FIA_SOS.1 Bepudukanusi ceKpeToB
Brimonnenue TpeboBaHUil JaHHOTO KOMIIOHEHTa 00ecreurBaeT Bepu(UKaIHI0 KauecTBa
naposei Ha noctyn k OO. PaccmaTpuBaeMblii KOMIIOHEHT COIIOCTABIIEH C LENIbI0 O€30M1aCHOCTH

nuist cpenst Lleas ans cpeabl pynknuonupoBanus OO-6 u criocoOCTBYET ee JOCTHKEHHIO.

FIA_UAU.2 AyrtenTudukanus a0 J00bIX AeficTBHI M0JIb30BaTeNs

Boinonnenue  TpeGoBaHMII  TaHHOTO  KOMIIOHEHTa 00OecnedyMBaeT  BBIIOJIHEHUE
ayreHTudukanuu cyorekra gocryna k OO g0 Toro, kak (QpyHKiuu Oe3zomnacHoctu cpeasl UT
paspemniat emy BBIIOJHATH JIIOObIe Apyrue (He CBsi3aHHbIE C ayTeHTH(]uKauuei) neicTBus.
PaccmarprBaeMblii KOMIIOHEHT COIOCTaBJIEH C Lenblo Oe3omacHocTH Ais cpeabl Lleab st

cpensnl pynkunonupoBanusi O0-6 1 cmocoOCTBYET ee TOCTHKEHUIO.

FIA_UID.2 WpaenTudukanus 10 Jo0bIX 1eldcTBHII M0JIb30BaTE/Is

Boimmonnenne TpeOoBaHMI  JAHHOTO  KOMIIOHEHTa  OOECHEeYMBAEeT  BBINOJHEHHUE
UJCHTUPHUKAIMK cyOBEKTa JI0CTYyIa 0 TOro, Kak ¢pyHkuuu OezomacHoctu cpensl UT pasperar
€My BBINOJHATH JOOble JApyrue (He CBsI3aHHblE C UWJSHTH(QHUKAIuen) AelCTBUS.
PaccmarpuBaeMblii KOMIIOHEHT COIIOCTaBJIEH C Lenblo Oe3omacHocTH Ais cpensl Lleab st

cpennl pynkunonupoBanusi O0-6 u cmocoOCTBYET ee TOCTHKEHHUIO.
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FPT_RVM.1 HeBo3moxknHocTh 00xoaa [IO

Breimmonnenune TpeGoOBaHUIT JAaHHOTO KOMIIOHEHTa OOecreuuBaeT, 4YTOOBbl (PYHKIUH,
ocymectpisitonue 15O, BbI3BIBANKMCH M YCIEIIHO BBHIMOJIHSUIMCH HPEXkAE, YeM pa3peliaetcs
BBITIOJIHEHHE 000 apyrod ¢yHkuum B mpenenax OD. PaccmarpuBaemplii KOMITOHEHT
COIIOCTABJIEH ¢ LeNbl0 Oe3onacHocTu i cpensl Lleab s cpeabl pynkunonuposanus 00-8

u CHOCO6CTBy€T €€ NJOCTUXKCHHUIO.

FPT_SEP.1 Ortaenenune nomena ®bO

Breimmonnenne TpeboBaHWil AaHHOrO KOMIIOHEHTa oOecmneunBaer st ©BO nomen
0€30aCHOCTH, KOTOPBIA 3allIMIIaeT MX OT BMEMIATEIhCTBA M MCKAKCHHS HEIOBEPEHHBIMHU
cyObekTamMu. PaccMaTpyBaeMblii KOMIIOHEHT COIIOCTABIICH C LENBI0 O€30MAaCHOCTH Ul CPEJIbl

Heab pas cpeanl pynkunonupoBanus O0-8 u criocoOCTBYET ee TOCTHKEHUIO.

FPT_AMT.1 TectupoBanue adcTpaKTHON MalIMHbI

Bremonnenne TpeboBaHWMN JAHHOTO KOMIIOHEHTa OOECHeurMBaeT TECTHUPOBAHHE
MPABWJIBHOCTH BBITIOJHEHUS TMPEANOJIOKEHU 0e30macHOCTH, MpeACTaBICHHBIX 0a30BOM
a0CTpaKTHOM MaIIMHOW, Tiepea HUCmojb30BaHueM KommoHeHToB OO. PaccmarpuBaeMblit
KOMIIOHEHT comoctaBieH ¢ 1ensto Heas aas cpeabl ¢ynxkuuonupoBanus O0-8 u

CHOCO6CTByeT €€ NTOCTUKCHUIO.

6.2.3 O6ocHOBaHUeE yI0BJIE€TBOPEHHS 3aBHCUMOCTEl TpedoBaHU

B rtabmume 6.5 mpeactaBieHbl  pe3yNbTaThl  YIOBJIETBOPEHUS  3aBUCHUMOCTEH
(byHKIMOHAIBHBIX TpeOoBaHUN. Bee 3aBUCMMOCTH KOMIIOHEHTOB TpeOOBaHHUM YAOBIETBOPEHHI B
HaCTOsIEM Mpo¢uie 3alUThl MO0 BKIIOUYEHHMEM KOMIIOHEHTOB, ompeneneHHbx B ['OCT P
NCO/M3BK 15408-2 mon pyOpukoil «3aBHCHMOCTH», JMOO BKJIIOYEHHEM KOMIIOHEHTOB,
MEPapXUYHBIX TI0 OTHOIIEHUIO K KoMmoHeHTaM, onpeaereHHbiM B [OCT P MICO/MDBK 15408-2
1ol pyopukoi «3aBUCUMOCTI».

Takum oOpa3om, crosnbery 2 Tabmuupel 6.5 sBIsETCSs CHPABOYHBIM U COAEPIKUT
KomroHeHThl, omnpenenenHsle B 'OCT P MCO/MOK 15408-2 B ommMcaHuM KOMIOHEHTOB

TpeOOBaHM, MPUBEICHHBIX B CTONOIE 1 Tabmuis! 6.5, Mo pyOpuKon «3aBUCUMOCTH.
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Cronbent 3 Tabmuipl 6.5 moka3pIBaeT, KakKMe KOMIIOHEHTHI TPeOOBaHHMH ObUIM peaIbHO

BKJIIOYCHBI B HaCTOSII_L[I/If/’I I13 AJI YAOBJICTBOPCHUA 3aBHCHUMOCTEH KOMITIOHCHTOB, IMPUBCACHHBIX

B mepBoM crosione tabmuiel 6.5. KomnoneHTsl TpeboBanuii B crosidie 3 tabmuubl 6.5 audo

COoBIIaAarOT ¢ KOMIIOHCHTaAMU B CTOJ'I6I.I€ 2 Ta6J'II/H_[BI 65, h19%(e10) HEPAPXHUYHBI 110 OTHOIICHUIO K

HHM.

Tabnuma 6.5 — 3aBUCUMOCTH (QYHKITMOHATBHBIX TPEOOBAHUA.

DYyHKIHOHAIbHbIE 3asucumoctu no I'OCT P YaosiierBopenue
KOMIIOHEHTBI HNCO/M3IK 15408 3aBHCHMOCTeEI
FAU_GEN.1 FPT_STM.1 Lenn JUTS cpenbl

¢$yHKIMOHUPOBaHUS-9
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1
FID_UPD_EXT.1 FMT_SMR.1 FMT_SMR.1

Bce 3aBucumoctu BkintodeHHBIX B [13 koMnonenToB @TH yn0BI€TBOPEHBI.




